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CHAPTER ONE 


(U) INTROD E p TATEMENT 
ETHODOLOGY LEDGMENTS 


A. (U) Introduction 


u i 
arom 1982 to 1984, from 1994 to 1995, and from 1996 to 1999, Wen Ho Lee 
was the subject of Federal Bureau of Investigation ("FBI") counterintelligence 
investigations. The first of these investigations was competently, professionally and ably 
SR The others were not. 


(We This report is the record of the FBI's investigations of Wen Ho Lee over the 
- course of these two decades. For one critical time period, it is also the record of the 
Department of Justice’s own direct and substantial involvement in the Wen Ho Lee 
investigation, an involvement that, like the investigation from which it arose, was 
mishandled. Because this is a report about a matter arising out of an allegation presented 
by the Department of Energy (“DOE"), this report is also, naturally, the record of the 
interaction between the FBI and DOE. Among the most disturbing judgments reached by 
the Attorney General’s Review Team ("AGRT") are those concerning significant and 
material misrepresentations made by DOE personnel to the FBI at the initiation of this 


investigation. . 


(U) The primary focus of this report is on the investigation of Wen Ho Lee 
conducted between 1996 and 1999, This was an investigation that from its first moments, 
indeed from its very first moments, weat awry and never, in any real sense, recovered its 
equilibrium. It was an investigation rivén with problems, and entirely unable to make its 
own breaks. While the handling of this investigation was principally an FBI 
` responsibility and, hence, the mishandling of this investigation was principally an FBI 
- failure, the Department of Justice, too, failed in its responsibilities, and did so on a matter 
of grave consequence. 


Wo ee E te ON ce 


(U) Some of the problems we have identified in this report are specific to the Wen 
Ho Lee investigation and are not likely to reoccur. Some of the problems, however, are 
certain to reoccur if they are not recognized and remediated, and we have made numerous 
recommendations intended to address these structural and procedural flaws. 


u 
Mhi The Wen Ho Lee investigation involved allegations of espionagė as 
significant as any the United States Government is likely to face. It required #n 
appropriate, aggressive and effective response. It did not get such a response from any of 
the departments and agencies whose conduct we have examined, and the gravity of this 
failure may yet not be fully known. If there is a lesson to be learned from this, and we 
certainly believe there is, it is at léast this: We must do better. 


B. (U) Executive Summary 
(U) What follows is a brief outline of the contents of this report. 
CHAPTER ONE 
U) This chapter contains the introduction to this report, an Executive Summary, 
the AGRT’s Mission Statement, the eleven questions posed by the Presideat’s Foreign 


Intelligence Advisory Board, the methodology of the AGRT’s work, and certain 
acknowledgments. 


Lid. 3 CHAPTER TWO 
aimee eas 1982-1984 investigation of Wea Ho Lee, an 


` derogatory informstion conceming Wen Ho Lee which was acquired in the course of that i 
investigation, and which might have led DOE to revoke Lee’s security clearance. . 
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CHAPTER THREE 


CHAPTER FOUR 


u) 

(uy) This chapter consists of a comprehensive overview of the FBI’s handling of 
1E eg the Wen Ho Lee investigation from 1994 to 1999, both within the National Security 
Eo amea TA and at FBI Albuquerque Division ("FBI-AQ"). 


Ye This chapter concludes that the FBI’s counterintelligence investigation of 

_ Wen Ho Lee, in virtually every material respect, was deeply and fundamentally flawed. 
zo! Among the matters addressed in this chapter are the following: (1) The Wen Ho Lee 

| investigation was never a high priority matter within either NSD or FBI-AQ. Indeed, for 

: much of the investigation, it was the single lowest priority in FBI-AQ’s National Foreign 
Intelligence Program, which was, itself, the fourth lowest priority of the Division. (2) 
The choice of the first two case agents responsible for this investigation was problematic 
and unfortunate. Although each agent can be credited with some accomplishments, - 
neither agent was the proper choice for a case of this magnitude, importance and inherent 
complexity. (3) The investigation was never accorded the resources which the underlying 
allegations warranted and should have dictated. (4) Two agents were seat by FBI 
Headquarters to FBI-AQ specifically to support the Wen Ho Lee investigation. FBI-AQ - 
diverted both agents to other assignments. (5) Frequent, nae O sage 
delays characterized the Wen Ho Lee investigation. While FBI-AQ is principally 
responsible for these delays, NSD is accountable for several unfortunate-and avoidable 
delays. (6) At every level of management at FBI-AQ from May. 1996 to August 1998, . 
there was a failure to provide proper supervision to the case and its case agents. The SAC 
cl responsible for the investigation for a substantial period of time had so little involvement 

i in the investigation that he was not even aware of the underlying predicate until long after 
i he left FBI-AQ,’ Both of the Supervisory Special Agents responsible for the direct 
supervision of the case failed to supervise the case or the.agents effeotively or properly. 
(7) NSD, too, bears a major “nn of responsibility for the inadequacies of this 


ae eo ne 


investigation. Initially, it demonstrated an unreasonable reluctance to become involved in 
the investigation. When it did become involved, NSD inappropriately deferred to the 
judgment of DOE on matters that lay at the core of the FBI's own investigative 
responsibilities. As the investigation proceeded, NSD became keenly aware of FBI-AQ's 
doit poor handling of the case, yet it took no effective measures to fix the problem, even when 
it was given an explicit opportunity to do so. Instead, it simply attempted to run the case 
from FBI Headquarters, an approach that was unmanageable from the start and which 
would severely handicap the investigation. In this chapter, the AGRT identifies nine 
respects in which NSD failed appropriately to advance and manage this investigation. 


aS CHAPTER FIVE 


u) 
W This chapter describes FBI-AQ’s inadequate handling of the preliminary 
inquiry on Wen Ho Lee in 1994 and 1995, a missed opportunity of critical significance. 


CHAPTER SIX 


“GiRBINFYOE} This chapter describes: (1) the operations of the Kindred Spirit 
Analytical Group ("KSAG"), a scientific panel convened by DOE in 1995 to assess 
certain developments in the PRC's nuclear weapons program; (2) KSAG’s judgment that 

ise of United States Govemment classified nuclear weapons data had 


(4) the FBI's failure properly to ` 
investigate the predi Intelligence Agency's ("CIA") 
” September 1997 assessment which might have, but unfortunately did not, lead the FBI to 
ee ee 
for the Wen Ho Lee investigition. 


> CHAPTER SEVEN 


chapter examines the DOE Administrative Inquiry, an inquiry that 
culminated in the issuance of a formal report to the FBI whioh launched the full 
investigation of Wen Ho and Sylvia Lee. 
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AGRT further concludes that misleading representations were made in this report which 
invited the FBI to focus its investigative attention exclusively on Wen Ho and Sylvia Lee. 
The AGRT also concludes that the FBI contributed materially to the problems with the 
Administrative Inquiry by its failure properly to investigate either the predicate for the 
investigation or the means by which the Administrative Inquiry came to judge Wen Ho 
and Sylvia Lee as “the most logical suspects.“ Finally, the AGRT concludes that recent 
allegations of racial bias in the selection of Wen Ho and Sylvia Lee are without merit. 


CHAPTER EIGHT 
wo 

atis chapter examines the first ten months of the full investigation of Wen Ho 
Lee, and concludes that three mistakes were made immediately that would have dramatic 
and unfortunate consequences for the FBI’s investigation. The first was the choice of 
case agent. The second was the assignment of this important and complex matter to just 
one agent who could not even give it his undivided attention. The third was the initiation - 
ofa problematic and, at times, dysfunctional relationship between NSD and FBI-AQ as to 
who was in charge of the Wen Ho Lee investigation. 


CHAPTER NINE 


Om chapter examines the FBI's profoundly consequential, and potentially 
catastrophic, failure to gain access to Wea Ho Lee's computer files. in 1996, or even 
catlier. This chapter concludes that: (1) Lee’s computer files could have been searched 
by the FBI at any point in 1996 through 1998, or eyen in 1994 or 1995 in connection with 


the preliminary inquiry. (2) Lec had no justifiable expectation of privacy that precluded 
such a scarch. (3) The FBI's failure to act was a product of missed opportunities, bad 


_ communication between DOE and the PBI worse communication within the FBI itself, 
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inadequate and inaccurate legal advice rendered to the field, undue caution and lack of 
aggressiveness on the part of FBJ-AQ, and a complete failure to recognize the critical 
importance of Lee's work with, and access to, highly classified computer software and 
systems. 

(u) 

8) The AGRT concludes that this failure permitted Wen Ho Lee's computer 
misconduct to go unrecognized for years after it should have been uncovered;.it permitted 
critical nuclear weapons secrets to remain unprotected on LANL’s open computer 
systems; and it permitted Lee to download in 1997 some of our nation’s most. prized 
nuclear weapons secrets. 


(w CHAPTER TEN 
Ae This chapter describes the months leading up to the submission of a FISA 
letterhead memorandum to OIPR, a time during which the FBI assembled critical 
information for its submission but failed to assemble or acquire other information that 
could have fundamentally altered OIPR’s perception of the application’s legal . 


_ sufficiency. 


CHAPTER ELEVEN 


(U) This chapter describes the FBI's unsuccessful efforts in the time period of 
June 1997 to Angust 1997 to persuade OIPR that it had established a sufficient factual 
basis for a FISA order in the Wen Ho Lee investigation. 


The AGRT concludes: (1) OIPR was wrong: Draft #3, as the final FISA draft 


‘would come to be called, did establish probable cause; it should have resulted in the 


submission of a FISA application to the FISA Court and the issuance of a FISA order. (2) 
Draft #3, however, repeated DOB’s significant misrepresentations to the FBI conceming 
the predicate and, therefore, knowing what we know today, Draft #3 could not be 
submitted to any court. (3) A major factor contributing to OIPR’s rejection of the 
application was the FBI's failure to plead exceptionally important information, known to 
the FBI, which would have substantially strengthened the application. This included the 
omission of two facts concerning a critical 1994 incident that, alone, might have 


a main 
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persuaded OIPR that the application was legally sufficient. (4) Nonce of the arguments 
against probable cause, individually or collectively, were sufficient to justify OIPR’s 
rejection of the application. (5) A contributing factor in OIPR's rejection of the 
application was OIPR's unduly constrained view of what constitutes “currency.” (6) The 


FBI did not withhold any material exculpatory information from OIPR. In particular, it 
properly describe dlaananeeaeelanememaatia (7) OIPR’s destruction of 


records was inappropriate, unwarranted and harmful. 


CHAPTER TWELVE 


(U) This chapter describes the Department of Justice’s August 1997 handling of 


the FBI’s “appeal” of the adverse decision by OIPR on the Wen Ho Lee FISA application. 


u 
] The AGRT concludes the following: (1) The review of the application should 

not have been assigned to an Associate Deputy Attorney General who, despite his other 
considerable qualifications and expertise, had almost no prior experience with FISA 
applications. (2) The Attomey General and the ADAG had significantly different 
understandings as to the purpose and goal of the undertaking. (3) The ADAG should 
have met with the FBI, and not just with OIPR, before determining that OIPR’s 
evaluation of the application was correct. (4) The ADAG reached the wrong judgment. 
The application did meet the probable cause standard. (S) The ADAG should have 
reported his findings to the Attomey General, who was never advised that the ADAG had 
decided the matter against the FBL. (6) There was no reason for the FBI to “ce-appeal": 
this matter. It had done so er er ee 
was unaware of the ADAG’s resolution of the matter. . 


CHAPTER THIRTEEN 


is chapter describes the aftermath of OIPR's rejection of the FISA 
application, including an unfortunate four month delay while NSD contemplated a new 
investigative plan, and the acutely demoralizing effect that the FISA rejection had on 
FBI-AQ. 


soon 


u) 
Mac This chapter also examines an exceptional opportunity provided to the 
FBI in September 1997 by the CIA to recognize DOE's fundamental mischaracterization 


of the predicate, and the FBI's failure to appreciate or act upon this opportunity. 


OW) nally, this chapter describes Director Freeh’s explicit admonishment to 
DOE, communicated on August 12, 1997 to DOE's Deputy Secretary, that the FBI’s 
investigation of Wen Ho Lee should not in any respect influence or control DOE in its 
determination as to Wen Ho Lee’s continuing access to classified nuclear weapons 
secrets. Director Freeh’s “take that right off the table" statement to DOE was, essentially, | 


ignored by DOE for a year-and-a-half. 
CHAPTER FOURTEEN 
(U) This chapter describes the events of December 1997 to August 1998, with 
particular focus on two significant events. 


W First, there was the arrival at FBI-AQ of a December 1997 teletype containing 
NSD's new investigative plan, and FBI-AQ’s nearly complete failure to comply with any 
aspect of the plan, including its several mandatory requirements. 


Second, there was the planning and execution of theii 
The AGRT concludes the followi 
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CHAPTER FIFTEEN 


| l ISINA This chapter describes the events of August 1998 to December 1998, a 

| | \ | time period principally characterized by the FBI’s inability t 

O b This | 
Roe tnexcusable failure delayed by months ether to submit a new | 
| } FISA application. ie | 


—8) In addition, it was during this time period that DOE’s Office of 
Counterintelligence determined that DOE and its contract polygrapher would interview 
and polygraph Wen Ho Lee when he retumed from Taiwan. DOE’s frustration with the 
pace of the investigation, and its determination to have a final resolution of the Wen Ho 
Lee matter, was understandable, but NSD and FBI-AQ should never have acquiesced in 
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CHAPTER SIXTEEN 


This chapter describes the FBI's second izes to OPR conceming a FISA l | 
: order in the Wen Ho Lee investigation. . | 


Di) The AGRT concludes the following: (1) The 
atov’ qwerranted a secoos and substantial efit the part OENSD to TONS 


order eee te issuance of such an order. a paige O UR | 


Peery ie 
ea n ee ee a a eee e 


c 
but ny aeons pillar har oenyid norm a PICA enit, In fact, by the: | 
brief and casual conversation with OIPR took place, NSD had already rejected FBI-AQ’s —- | 

Supervisory | 


| | request for an order and had conveyed its rejection to FBI-AQ. Th 
Special Agent ("SSA") who contacted OIPR had one purpose and it was not to persuade | 
| 

| 


OIPR of the merits of the Rather, it was to obtain OIPR’s endorsement of 
| the decision that NSD had already made, that the did not warrant a FISA 
hì order. In a mecting which lasted mere minutes, the SSA did not tell the OIPR attomey 
| much more than ‘oT: failed. Naturally, inevitably, 
a the OIPR attomey agreed that there was no basis for revisiting the FISA issue. Thus was 
lost the FBI’s very last opportunity to obtain a FISA order that was likely to Be: 
productive. The next day, Lee was interviewed and polygraphed. Be 
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CHAPTER SEVENTEEN 
A {SAERDIOE) This chapter examines the significant time period of December 
: 1998 to March 1999. The AGRT concludes the following: (1) In four consequential 
> ~ Tespects, the December 23, 1998 interview and polygraph of Wen Ho Lee by DOE and 


Wackenhut demonstrated precisely why the FBI, not DOE, should have been in charge of 
this proceeding. The most significant of these consequences was Wackenhut’s - 
misinterpretation of its own polygraph, which was subsequently repudiated by both 
DOE’s own OCI Polygraph Program Manager, and by the FBL (2) In addition, during 
this time period, DOE set what amounted to a 30-day deadline for a resolution of the Wen 


b\ 


ad. factor in the creation of this communication was FBI-AQ’s emoneous belief that Lee had 
a "passed" the December 23" polygraph. FBI-AQ did not know that Lee had not “passed" . 
i the polygraph because the FBI Polygraph Unit could not make that assessment until after 
; it received the polygraph charts to review. Although FBI-AQ would assert that DOE was 
3. a. to blame for the tardy production of these charts, FBI-AQ was, itself, pri 
To responsible for the FBI not getting the charts at-an earlier point in time. . (4 When the 
FBI, itself, did finally polygraph Lee, on February 10, 1999, it did so in a competent and 
professional manner that illustrated just how important it was to have had the FBI be in 
- control of this process in the first place. (5) The March 5, 1999 FBI interview of Wen Ho 
| Lee was also done in a competent and professional manner, with the assistance of a 
| knowledgeable scicatist. Most significantly, at the beginning of this interview, Lee 
j? signed a consent form to search his office, a uniquely important event in the life of this 
investigation, and one that ultimately would lead to Lee’s proscoution. (6) The Maroh 7, 
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1999 FBI interrogation of Wen Ho Lee, intended by FBI-AQ to leave Lee “in despair,” 
contained inappropriate and threatening references to electrocution and other matters. 


CHAPTER EIGHTEEN 
u) 
AST This chapter addresses one critical issue, the complete failure of the United 
States Government to restrict Wen Ho Lee’s access to sensitive and classified úuclear 
weapons secrets throughout the course of the full investigation. 


U 

U The AGRT concludes the following: (1) Initially, the FBI insisted on Lee 
retaining his current access to classified information in order to avoid engaging in any 
conduct which might conceivably alert Lee to the existence of the investigation. In taking 
this position, the FBI did not consider or seriously explore alternatives to maintaining 
Lee’s access, nor did it acquire any genuine understanding of the risk the United States 
was taking by keeping Lee in access. (2) On August 12, 1997, Director Freeh clearly and 
explicitly told DOE that it must take any considerations associated with the FBI’s 


. investigation of Wen Ho Lee “right off the table." DOE ignored this admonishment and 


did not alter Lee’s access to classified information in any respect until DOE’s Ed Curran 
learned of it and promptly addressed the issue in December 1998. 


l Wome AGRT concludes that there were four major contributing factors to the 
EBI’s and DOE’s failure properly and appropriately to address the access issue: first; 
there was the FBI’s reflexive and inaccurate presumption that Lee must remain in access 
for the FBI to make its case; second, there was DOE’s and the FBI's failure to work 
together to conte up with non-alerting altematives that would have limited Lee's access; 
thind, there was the fact that the FBI and DOE repeatedly made the mistake of focusing 
on Lee's current work, rather than Lee’s current access, a mistake of incalculable: - 
significance, as tle FBI and DOE would eventually discover; and; fourth, there wasa 
‘failure to recognize that the need to restrict Lee's access was even more critical that in 
other counterintelligence cases because the FBI had no surveillance or FISA coverage of 


" Lee's activities, Thus, Wen Ho Lee, the principal subject of an espionage investigation 


alleging the theft of nuclear weapons scorets, was given both unrestricted access and 
‘unmonitored access to additional nuolear weapons scorets. 
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*) The FBI's and DOE’s failure to address this issue was consequential, 
indeed, it may have been catastrophic. For almost the entire course of the FBI's full 
investigation, Lee had unrestricted access to the X Division's vault, a repository of 50,000 
classified documents, including documents classified at the Secret Restricted Data level. 
He had unrestricted access to the X Division’s classified computer systems, which 
contained the “crown jewels" of America’s nuclear arsenal. And, in 1997, he created 
Tape N, one of the most significant downloads of critical nuclear weapons secrets. 


[> CHAPTER NINETEEN 
ye (uo | | 
apao (o ASD This chapter addresses the FBI's failure to comply with the mandatory 
Criminal Division notification requirements of the Attomey General’s Procedures for 
etween the FBI and the Criminal Division Con orei li 


and Foreign Counterintelligence Investigations, signed by the Attorney General on July 


i 19, 1995. 


f A~ACAERB/BE}Y Throughout the course of its investigation, one of the FBI’s goals 
was the criminal prosecution of Wen Ho Lee. The FBI made numerous decisions that 
would materially affect a potential criminal prosecution, yet the head of the Intemal 


Security Section was not advised 


of the obligation to notify 
1996, oi te nek ok te DOE ALEHIN, ‘again in July 1996, with 
the FBI’s submission of its initial lettechead memorandum to OIPR, and again in June 
1997, with the FBI's submission of its FISA letterhead memorenduni... Bach of these 
events should have triggered notification to the Criminal Division. ~ : 
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: Wes AGRT also concludes that OIPR failed in its obligation to notify the 
Criminal Division conceming the existence of the Wen Ho Lee investigation. OIPR, 
unlike the FBI, was not under a mandatory notification obligation because there was no 
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FISA coverage in place. Nevertheless, it clearly should have recognized the importance 
of insuring that the Criminal Division was apprised of the existence of this critical 
investigation. 

(u) 
38) The AGRT further concludes that the FBI's failure to notify the Criminal 
Division was in part a manifestation of a much larger issue, the problematic relationship 
among the FBI, OIPR and the Criminal Division on matters related to the sharing of 
intelligence information. That relationship, described in this report by various 
knowledgeable individuals as “dysfunctional" and “broken," is discussed in the Chapter 
20. 
Co he failure to notify the Criminal Division was consequential in a number of 
respects. This chapter describes six significant issues in the Wen Ho Lee investigation 
conceming which the FBI should have consulted the Criminal Division, not only because 
they affected a potential criminal prosecution but because the Criminal Division could 
have offered valuable advice. 


CHAPTER TWENTY 

u 
w., This chapter describes the long-term dysfunctional relationship among the 
Criminal Division, the FBI and OIPR in matters related to intelligence sharing. This is a 
problem that preceded the Attomey General’s July 19, 1995 memorandum; indeed, the 
memorandum was intended to address the problem. Unfortunately, the memorandum did 
not succeed in this respect, largely because of OIPR’s imposition of unjustified and 
unwarranted limitations on contacts between the FBI andthe Criminal Division. As a 


result of these limitations, the FBI has come to view contact with the Criminal Division as ao 


both unproductive and dangerous: unproductive because of the constraints OIPR has 


~ placed on the advice the Criminal Division niay provide, and dangerous because of the. - - --—-. 


perception, again fostered by OIPR, that communication with the Criminal Division may 
jeopardize an anticipated or ongoing FISA. 


It was inevitable that at some point, and in some case, the Department's failure 
to resolve this problem would adversely and materially affect a specific investigation. 


Unfortunately, that point came in the midst of a critical investigation concerning the 
compromise of nuclear weapons secrets. 


yL In October 1999, at the request of the Attorney General, the AGRT proposed 
to the Attorney General three interim recommendations to address that portion of this 
problem that relates to the notification and briefing of the Criminal Division about 
ongoing foreign counterintelligence ("FCI") investigations. The Attorney General 
responded in January 2000 with a memorandum that measurably expands the extent of 
notification to the Criminal Division concerning ongoing FCI investigations. 


W In this report, the AGRT makes five additional recommendations designed to 
address the other half of the problem, ie., the scope of advice that the Criminal Division 


- may provide to the FBI in connection with ongoing FCI investigations with criminal 


prosecution potential. In addition, the AGRT is providing to the Attorney General a draft 
of a proposed memorandum which would replace the July 19, 1995 memorandum. It 
incorporates the substance of the recommendations we propose. l 


CHAPTER TWENTY-ONE 


Wi AGRT makes 42 recommendations for the consideration ofthe 
Department of Justice and the Federal Bureau of Investigation ('FBI".) These include the 
cight recommendations, described above, as well as five other recommendations, 
Recommendations 9-13, which, because they concem ongoing counterintelligence 
matters, are provided under separate cover. It was a part of our mission to identify “any 
structural or procedural flaws associated with the handling of national security 


- investigations within the Department of Justice, and among DOJ componeats, which may 
have contributed to difficulties in the handling of this matter." These recommendations 


address the structural and procedural flaws which we have identified. 


C. (U) Mission Statement 


(U) On May 17, 1999, the Attomey General's Review Team on the Handling of 
the Los Alamos National Laboratory Investigation was officially constituted and assigned 
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its mission. Sce Letter from Gary G. Grindler, Principal Associate Deputy Attorney 
General, to Randy 1. Bellows, Senior Litigation Counsel, dated May 17, 1999. 


(U) The Mission Statement of the AGRT reads as follows: 


(U) The Attorney General's Review Team on the Handling of the Los Alamos 
National Laboratory Investigation is hereby established. The Review Team shall conduct 
a review of the Lee Wen Ho investigation and shall report to the Deputy Attorney General 
and the Attorney General. 


(U) The purpose of this review is twofold: 


First, the Review Team should ascertain the precise facts and circumstances 
associated with the Department of Justice's and Federal Bureau of Investigation's 
involvement in the Lee Wen Ho ("Lee") investigation during the time period of 1982 - 
1999. This-review may include but is not limited to the following matters: 


(u) 


e the circumstances associated with the initial investigation of Lee in the 
1982 - 1984 time period; - 


(Wy, the investigation of, and contacts with, Lee and his wife, Sylvia Lee, in 
the time period of 1985 - 1991; l 


W. the investigative arid analytical activities arising out of the suspected 
sraullioriaa, disclosure to the PRC of nuclear weapon design. information; 


Wene the circumstances associated with consideration asto whether to 
monitor or search Lee's computer at the Los Alamos National Laboratory; 


. 
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e W the communications between the FBI and OIPR concerning the FBI's 
effort to obtain FISA coverage, and OIPR's determination not to approve a 
submission to the Foreign Intelligence Surveillance Court; 
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, U the internal DOJ review of OIPR's determination not to approve a 
FISA submission; 


TE AS the events of 1998 - 1999, including oe the 
b interview of Lee and the polygraph examination of Lee, and associated 
interaction between DOJ components and the FBI. - 


, (U) Second, the Review Team should to the extent possible identify any structural 
i or procedural flaws associated with the handling of national security investigations 
Yo, within the Department of Justice, and among DOJ components, which may have 

j contributed to difficulties in the handling of this matter. . 


(U) The Review team should maintain sufficient contact with the Criminal 
Division, the United States Attorney for the District of New Mexico, and the FBI to ensure 
that the Review Team's investigation does not compromise or adversely affect the 
ongoing criminal investigation involving Lee Wen Ho or his wife, Sylvia Lee. 


U) Oa June 15, 1999, following the issuance of the report Science At Its 


t Its n Securit oblems eUS ent of 


Energy by the President’s-Foreign Intelligence Advisory Board (“PFIAB"), the AGRT 
was also assigned eleven questions that appear at pages 31 and 34 of PFIAB’s report. 


| : _ These questions read as follows:' l 

= ! (U). PFIAB Question #4: Whether the FBI committed sufficient resources, 
f z including agents with appropriate expertise, and demonstrated a sense of 
oo urgency commensurate with an apparent compromise of classified US. 
i rie l nuclear weapons information. See Chapter 4. 

a `> (U) PRIAB Question #2: Whether the DOJ Office of Intelligence Policy 


and Review (OIPR) applied an inappropriately high standard to the FBI's 
a. ` request for electronic surveillance under the Foreign Intelligence 
| ni Surveillance Act (FISA). See Chapter i11. 


KU) After cach question, the chapter which is responsive to the question is listed. 
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(U) PFIAB Question 43: Whether the FBI provided to DOJ OIPR all U.S. 
Government information relevant to an appropriate evaluation of the FBI's 
FISA request. See Chapter 11. 


(U) PFIAB Question #4: Why the FBI's FISA request did not include q request to 
monitor or search the subject's workplace computer systems, particularly since an 
attorney in the FBI's General Counsel's Office had provided an opinion in 1996 
that such monitoring or searching in this case would require FISA authorization. 


See Chapter 9. 


(U) PFIAB Question #5: Why the FBI did not learn until recently that in 
1995 the subject had executed a series of waivers authorizing monitoring of 
his workplace computer systems. See Chapter 9. 


(U) PFIAB Question #6: Whether the FBI adequately raised to the Attorney 
General the FBI's concerns over the declination of the FISA request. See 


Chapter 12. 


(U) PFIAB Question #7: Whether communications regarding the subject's job 
tenure broke down between DOE, FBI, and Los Alamos. See Chapter 18. 


(U) PFIAB Question #8: Whether the DOJ OIPR maintained appropriate 
records concerning FISA requests that were declined. See Chapter 11. 


. (U) PFIAB QUESTION #9: Whether the FBI appropriately relied on technical 


opinions provided by the DOE? See Chapters 6 and 7. 


(U) PFIAB Question #10: Why DOB, rather than the FBI, conducted the first 
polygraph examination tn this case when the case was an open FBI investigation. 
See Chapter 15. 


D. (U) Methodology 


(U) The AGRT was constituted as a joint effort by the Department of Justice and 
j the FBI to conduct a comprehensive examination of the Wen Ho Lec investigation. 


(U) Toward that end, the Attorney General appointed Randy I. Bellows, Senior 
Litigation Counsel in the Office of the United States Attorney for the Eastern District of 
Virginia, to lead the AGRT. Two other attorneys were appointed to the AGRT, Ronald 
; L. Walutes, Jr., Assistant United States Attomey for the District of Columbia, and James 
a P. Gillis, Senior Trial Attomey in the Fraud Section of the Criminal Division of the 
ent of Justice. In addition, the FBI designated Supervisory Special Agent . 


| | agé a serve on the AGRT, and three Special Agents from the Washington 
2 pc Field Office of the FBI were assigned to the AGRT under SS irection. They 
SC SA: | 


(U) There were two principal components to the AGRT’s work. 


(U) First, documents were sought and obtained from a wide variety of sources. In 
total, there were 163 separate productions of document. Principally, the AGRT received 
documents from FBI Headquarters, FBI-AQ, OIPR, the Offices of the Attomey General 

5 re and the Deputy Attomicy General, DOE Headquarters, and the CIA. Almost all 
EE documents received by the AGRT were Bates stamped, and totaled approximately 42,000 
aU aga, pages. ‘This included 22,000 pages of documents from FBI Headquarters alone, and an 

additional 6,700 pages of documents from FBI-AQ: In addition, the AGRT reviewed 
approximately 8,000 pages of documents at FBI San Francisco Division, the CIA and 
elsewhere. - 


— - (U). The documents EE E E E catalogued aná: | 
analyzed, and often led to requests for additional documents. All told, FBI Headquarters - 
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produced documents to the AGRT on 47 separate occasions; DOE Headquarters produced 
documents to the AGRT on 44 separate occasions. 


(U) Second, the AGRT conducted extensive interviews of individuals with 
relevant knowledge. No one we sought to interview refused our request to be . 
interviewed; some individuals with critical knowledge were interviewed repeatedly. In 
the course of this inquiry, the AGRT interviewed the Attorney General, the Deputy 
Attomey General, the Director of the FBI, the Deputy Director of the FBI, the Secretary 
of Energy, a former Secretary of Energy, two prior Deputy Secretaries of Energy, and a 
wide array of other senior officials. In total, the AGRT conducted approximately 170 
interviews. 


U) For the purpose of reviewing records and conducting interviews, members of 
the AGRT made nine trips, consisting of four trips to New Mexico, and one trip cach to 
California, New York, Colorado, Florida and Mississippi. 
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into DOE operations and devoted many hours of hard work toward the completion of this 
and S articipated in the conduct of innumerable interviews, 


of documents, and assisted in numerous other ways in the completion 


mission. S 
reviewed thousan 
of our work. 
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of our documents. dedication, hard work, end excellence has also played a 


critical role in the preparation and assembly of this lengthy report and appendix. We also 
‘ express our ion to Joshua R. Hochberg, Chief of the Fraud Section, for 
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ctail to this project. | 7 
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on to our work. We express our on to Jo 


has made an invaluable con 
Vail, of DOJ's Justice and Management Division, for permitting 0 
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| undertake this detail. We also express our appreciation beet rere a United States bb 
Attomcy's Office secretary, for her exceptional assistance and hard work in the final 


production of this report. 
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Gillis. 
a F. (U) Several notes about this report l 
e (U) The Bates numbers used in this report are principally from the F 


following sources: 


FBI = FBI Headquarters, including the National Security Division 
AQI = FBI Albuquerque Division 
AGO = Office of the Attomey General 
OIPR = Office of Intelligence Policy and Review 
DOE = Department of Energy 
EAT = Central Intelligence Agency 
DAG = Office of the Deputy Attorney General 
= FBI San Francisco Division 
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e (U) The AGRT has relied extensively on its interview reports and hand- 
written notes made daring the course of interviews. Interviews are 
identified by the last name of the interviewee followed by the date of the 
interview. 


t 
| * e  (U) The four principal sources of classified documents in this report are the 
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FBI, DOJ, DOE and CIA. The Points of Contact for these offices for 
classification matters are as follows: 
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FBI Charles Middleton, Section Chicf 202-324 E 
DOJ Associate Deputy Attorney General Craig Iscoc 202-514-6753 LE C 


DOE 
CIA 


Joseph Mahaley, Director of the Office of Security 202-586-6591 
eae of General Counsel eae 


(U) In general, when this report refers to FBI personnel, it uses the position 
that the individual held at the time of the event in question. Thus, fhe same 
individual may be referred to as “Assistant Director" and “Deputy Assistant 
Director" in different chapters of the report, or even within the same 
chapter. Similarly, when reference is made to FBI personnel who have left 
the Bureau or retired, they are referred to by the title they held while they 


were in the FBI. 


(U) The AGRT has prepared a Key Document Appendix to accompany this 
report. Due to the sensitivity of the contents of this Appendix, we 
recommend that this Appendix not be disseminated outside the Department 
of Justice and the FBI. Not every document referenced in this report is 
included in the Appendix. Some documents have been excluded due to 
their particular sensitivity, their voluminous nature, or their minimal 


CHAPTER TWO 
u) , 
THE 1982-1984 IN F WEN HO LEE 
Questions Presented 


u) sa 
Question One: C vié the 1982-1984 investigation of Wen Ho Lee was 
competently and thoroughly pursued by the FBI and brought to an appropriate resolution. 


v) 
3 Question Two: {8) Whether DOE was appropriately and timely informed by the 
FBI of the investigation of Wen Ho Lee and of relevant derogatory information arising 
from the investigation. 


A. (U) Introduction 


{SA In December 1982, Wen Ho Lee 


§ The FBI quickly launched an investigation of 
Lee, The FBI learned that Lee had beer 


K Lecwas polyp an FBI examiner.) 
| Sventually, mrovuen 10 har sige 

during the nolypranh, Lee was for mad to be non-deceptive in answering relevant qu ons 

concemin} as well as whether Lee had passed classified 


information to any foreign country. In March 1984, the investigation was closed. 


Q The derogatory information conceming Lee that was developed during the - 
investigation, however, was never effectively communicated to DOB when the 
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investigation was closed. Had it been, this may have affected DOE's subsequent 
decisions to continue Lee’s “Q” clearance to nuclear weapons information. When the 
derogatory information did come to the attention of DOE Albuquerque, during a routine 
background re-investigation of Lee in 1989, it sent the file to DOE Headquarters 
suggesting that it obtain additional information from the FBI. There the file was lost, 
and the matter was apparently forgotten until the time of Lee’s 1993 re-investigation. 
Ultimately, DOE decided that although Lee had been investigated by the FBI jn 1983, 
that investigation had been “satisfactorily resolved.” Lee’s “Q” clearance was therefore 


continued. 


B. (U) The Relevant Facts 
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2. 
FBI Headquarters notified FBI Albuquerque as 
(AQI 03004) According to the teletype, Headquarters suspected 


One 


The initiation of a full FCI investigation of Wen Ho | 


that Lee might be sting on behalf of a Taiwan intelligence service. Headquarters 
was also concemed abou Qd.) . 
The FBI San Francisco supervisor and case agent responsible for 

investigation were authorized to travel to Albuquerque immediately to brief FBI 


personnel on their investigation, and FBI Albuquerque was directed to initiate a full 
foreign counterintelligence (“FCI”) investigation of Lee. (Id.) 


CH he FBI moved promptly to action. `A full FCI investigation was authorized 
on December 13, 1982. (AQI 03010) Telephone toll records were requested for Lee’s 
home and office. (AQI 03013) Lee’s DOE personnel file was obtained. (FBI 13990) 
On December 15, 1982, FBI personnel from San Francisco and Albuquerque met with 
security personnel from DOE and with LANL director Donald M. Kerr to discuss the 
matter. (AQI 03010) Kerr provided the FBI with a listing of calls made from Lee’s 
office, and the FBI immediately sent out leads to various FBI offices to have the 
waar oe identified. (AQI PRID 


eguands x 
removed (AQI 0302, Kerr was nce to loero Leo at position pending the FBI 
investigation. (AQI 03021) l l 


) 
o The FBI continued to assemble information RETR Lee, through national 
security letters (“NSLs") for telephone records and through the assistance of LANL 


y hat time, certain Department of os DOE") scourity personnel had 
been informed of the Lee matter. (AQI 03007) 


security personnel.’ (FBI 19605) On January 3, 1983, the FBI learned that some of the 
calls Lee had made from his LANL office were to the Coordination Council for North 


| America (“CCNA”), the unofficial Republic of China establishment in the United 
fe | States. (AQI 03041) 


SNA In February, 1983, the FBI leamed from 
to LLNL, and the FBI suspected that Lee might attemp 


| ¢ ý 03085) The FBI undertook a meticulous surveillance o 
bt including obtaining through old-fashion 
. ye 
vie 


investigations, includi (AQI 03111) The FBI also reviewed the 


| where Lee was known to have 
visited. (AQI 03096; AQI 03071; AQI 03237) - 


l A&I Although the FBI displayed considerable zeal from the start of the 
- investigation, by early in 1983, it had not collected sufficient information to solidly - 
connect Lee o erematereen (AQI 03072) At tlie same time, LANL did 
not feel that it could move Lee from his current position without more specific 
information. (1d.) The investigation; therefore, was somewhat stymied. To overcome- 


` a. 


' The FBI attempted but was unable unilaterally to obtain telephone subsoriber 
information for calls Lec had made to Taiwan. (AQI 03356) 


) 
Lec had made these calls on three occasions in Ootober 1982. (AQI 03019) 


At about the same time, the FBI sought approval for a mail cover of Lee's 
residence. (FBI 13882) 
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this problem, LANL and DOE agreed to request a re-investigation of Lee’s “Q” 
clearance." ({d,; 


investigation. 


The background re-investigation and personality profiling of 


KA On March 14, 1983, DOE requested a supplemental investigation of Lee “for 
transfer to a position of a high degree of importance or sensitivity.”"° (FBI 10799) On 
April 5, 1983, FBI Albuquerque sent a teletype to various FBI offices suggesting areas of 
inquiry to be covered during the re-investigation interviews “in an effort to determine the 
E profile of this individual.” (FBI 017 18) 


Gy The background re-investigation was thorough. During the course of the 
investigatio. the FBI assembled a mix of information concerning Lee. FBI 


BI 10783) The FBI 


agents in various FBI offices across the country interviewed a 
ni ormer supervisors, Co-workers, and neighbors.. (DOE 00218; DOE 00215; 
DOE 00227; DOE 00642; DOE.00651) Lee’s supervisors and co-workers at LANL 
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a a the FBI was considering the possibility 
neta out. (AQI 03074; FBI 19565) AD. 


fY} Tho background investigation was not a sham, however. “Whereas [Lee] 
was ua at the Laboratory with a Q-Insensitive Clearance, he is now working on 
sensitive matters and it is logical that he be reinvestigated for his Q-Sensitive Clearance.” 
(AQI wy 


As noted above, the request actually originated with tho FBL (FBI 19563) 
eee! were, nevertheless, independently valid reasons for the re-investigation because of 


a change in Leo's work assignments. (FBI 01715) 


Sore n a 


Sa -- himself was also interviewed as part of this investigation, and it was 
¢ impression of the FBI h i i Lee 


(FBI 10695) Ultimately, 
owever, the‘ investigation tumed up no evi ence that called into question Lee’s loyalty 
qae) his fitness to handle classified information." 4s 

b (u) 

nE XEY Armed with the information from the background investigation, FBI 

Albuquerque requested, in June 1983, that the FBI Behavioral Sciences Unit prepare a 

. personality profile “to establish the probability of [Lee's] being involved in clandestine 
i intelligence activities . . . and also to determine a means of approach in the ultimate 
interview of this individual.” (FBI 19504) In July 1983, the FBI learned from LANL 
that Lee would be traveling to Taiwan on vacation,'? (FBI 19494) FBI Albu uerque 


{SANE} According to a July 27, 1983 FBI memorandum, FBI Albuquerque was 
DAS 


| (FBI 13802) Ata 
‘meeting at FBI Headquarters on September 14, 1983, however, it was decided to 
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produce wt derogatory information. 
Lee was to visit Taiwan from Angust 27, 1983 to sepember s, 1983. (BI 
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FBI Headquarters concurred in the suggestion for 
Kd rau does not resolve the case in a reasonable 


| bi interview Lec regarding his trayel to Taiwan and regardin 
| ‘ “If an unsatistactory 
| interview occurs, the possibility of a polygraph will be mentioned and later, a second 


Ee stronger interview will be conducted and a polygrapher [will] be present to administer 
this test, with the consent of the subject.” (SF 00055) 


ABJ It is not clear why theg was abandoned. Nor is it clear why the FBI b| 
did not use the opportunity provi 
a an - it had earlier coals cless, it is clear that the Poet of 
ba intended to be the nofa cooniinited sate cy ir 
E: 8 that was designed with the assistance of 
be bG or Science Unit. (SF 00055; FBI 13789) Before i a face-to-face 


ance with Lee, the plan called for 
prc 


(FBI 13790) The purpose of this strategy was to 
apparently to give the FBI the psychological upper hand, and “[t]his would enable the 
FBI to then invite the fesse for an interview.” (GF 00057) According to his September 

aS >, SA ieved that this a ach iivolving 


a) 
S During § October 1983 the FBI conducted interviews o 
PBI 13775) Tho execution of these interviews was 
‘not exe ctix BOO) dine to plan OW OA Fics while the LSO 1); i ‘Bi beymile ae led for 
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RBI 90). KBI Albuquerque se leads for or + two to be interviewed 


‘(AQT 03412) Second, of these two 
(FBI 13753) Thus, the planned interviews 
FE elie —— interviews 


amounted to only one 
took place at more or less the same 
was meant to come about as a result of the 


The meeting an , among others, the Albuquerque case agent, 
nan the FBI's Behavioral Science Unit. 
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Fee interviews as planned, it is doub ful eventuated from the 
b L1 ge interviews as executed. 


4. (U) The interviews of Wen Ho Lee 


= cos {SA On November 9, 1983, S and one of the FBI San Francisco case 
W ~“ L t agents for lta, SA interviewed Lee at a motel in 


pie . (FBI 00067) Lee was questioned concernin 


shown a copy of an article from a Chinese a publication concering a 


b\ 


(FBI 00069) 2 | | p 


wa It is not clear who first contacted whom about arranging the interview. As 


suggested by the personality profile, the interview was conduoted at an “off-site 
location,” away from LANL and the FBI offices. (FBI 13791) _ 


is The FBI followed up on this by requesting ee 


"ob 
ra h : 
by iin: he was not acquainted with the interviewing 
agents. It was teit that to continue to contact and interview him was a far better solution 
than an adversary type interview.” (FBI 19428) 


{SANE Nor did the interview of Lee proceed according to plan. As noted above, 
the FBI had decided that if an “unsatisfactory interview occurs, the possibility of a 
polygraph will be mentioned,” to be followed by a “stronger” interview with the 
pol er present to administer the test. (SF 00056) It would seem that when 


rer 


6 
ne would be consi an “unsatisfactory interview.” Yet, 
the FBI concluded that it would not polygraph Lee at that time. Rather, “[a]t some point 


in the assuming he continues [to be] cooperative, it is felt that if he does not admit 
yl | a polygraph will be suggested.” (FBI 19427) In the 
meantime, the FBI decided to Lee’s aid in nee PF investigation. 


fas The interview terminated with 
uo 
pic] 
BIE opmion a Taiwanese perspective as to how 
l the govemment could best proceed in this investigation. 
FOL (BL 19427) This 


b been 


‘seems to have put the catt before the horse, however, Lec had not | 
( polygraphed yet bI 
bic Yet the FBI was about to me was 


- = GAN PATIN ie ee ob eas EER it is obvious that at 
some point before or ica the initial interview of Lee, the FBI’s assessment of him was 


“TOPSECRET, 


fundamentally altered. For example 


(FBI 19564) In its April 1983 investigative 
at the objective of the investigation was to 


“(GANF) In its November 16, 1983 annual letterhead memorandum (“LHM”) and 
investigative summary, however, FBI Albuquerque noted that after physical surveillance 
of Lee, analysis of Lee’s telephone and toll records, and a background re-investigation, 
no evidence had been developed to indicate that Lee had an intelligence connection." 


E The same point was made in the March 1983 FBI request for authority to 
conduct a mail cover of Lee. (FBI 13884) 


09 
The summary did not mention, however, that Lee had made calls on three 
fn to the CCNA, the motion! Republic of China establishment in the United 


ieee 


ac i 


Gen FBI Headquarters found “a number of shortcomings” with San 
Francisco’s proposal, in that it “depend{ed] on several things happening being in the 
favor of the FBI" to be successful.” (SF 00118) l 


(a : Moreover, because the scenario calls fo A 
Lb vic bi a then asking for very specific 
E elp from ¢ operation calls for a very carly investment 
yI FBI information and the risk could figure out — 
operatio que. 


(Id) Nevertheless, FBI Headquarters concluded that if San Francisco wanted to proceed 
with its proposal, Headquarters would approve it. ([d.) 


BS FBI Albuquerque, on the other hand, thought that the San Francisco proposal 
had “significant merit” and “concur{red] fully with the scenario as set forth.” (AQI 
03485) It made armingement, to meet with Lee at LLNL. 


coe . -ENG On December 20, 1983, Lee was interviewed 
Albuquerque and San Francisco, with the participat a of 
the di f LUNL. ` 


bb 
bic 
hie 


“No assets, sources or techniques were revealed ¢ to him, 1 nor were any future 
plans revealed.” (SF 00078) 


‘SY Lee was also questioned abou 


BU) Itis not clear whether this was a violation ofLANL policies. LANL. 
personnel, including the director, said that this was “unusual” and they were “concemed” 
- aboutit. (SF 00072) a meee . 


t 
| | sh) Thisis consistent with the three calls the FBI knew Leo had made to the 


| a | ea a 
T i ie 


CCNA in October 1982. From the 302 of the interview, however, it appears that Lee 
was first told of the calls before he acknowledged that he had made them. (AQI 03584) 


b \ Satisfied that Lee's explanations of his oo SA 
co went on 


o CCNA were at Icast plausible,” San Francis 
with the scenario and asked Lee t He agreed 
to do so. Pt 


at the request of 
was then asked 


tet a Mane oe, 


4 pet af Nevertheless, “(nJonc of the agents participating in tho interviow were 
Iann e a U 


' 00086) 


O OG 
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AE} By the time the FBI took its gamble on Wen Ho Lee, it had conducted a 
thorough background investigation, analyzed his telephone records for his home and 
office, conducted a mail cover, interviewed present and former supervisors, co-workers, 

ee and neighbors, and had performed a personality assessment. nape it is ce 


bf | LU thatthe original plan to cond or the subsequent plan to 
were not followed.” More 


be 
ble significantly, the plan to polygraph Lee if the initial interview was “unsatisfactory” was 
also laid by the side, a particularly troubling departure piven the fact that: (1 
i (2) the FBI nevertheless 
; 3 i and (3) the FBI enlisted his help in the contact of the subject of an 
| i espionage investigation. 
EIA O O 
l p LSAP Lec was interviewed on Jan 
i W retum from San Francisco. 


LANL security personnel. (SF 00069) 


U ste 
| Ws During the January 3, 1984 interview, the FBI asked Lee to submit to a 
| polygraph “to resolve any questions which may have arisen conceming the information 
which he has furnished.” Lee agreed, but it had a significant affect on him: 


4 | ttis 


END We recognize, of course, that an investigative plan is never set in stone and 
must adjust to both changing circumstances and an agent's intuitive judgments as to how 
to proceed as events unfold. 


Headquarters reported 
bi 


ou tat 
7. W The January 1984 polygraph of Wen Ho Lee 


SNF} On January 24, 1984, Lee took a polygraph examination conducted by an 
; : FBI 00 


bl 


a | my ot ANL officials concurred with the administration of this examination and 
will provide whatever support is required to convince Lee to take the polygraph should = 
he change his mind.” (SF 00073) 
(85 Thus Lee 
US bl 


bi 


EOG e 


T 
(u 

(SANT) Lee insisted that he had not furnished classified 
information to any unauthorized person nor had he ever 

agreed to work for any non-U.S. intelligence agency. Further | 
testing was conducted to verify Lee’s truthfulness. 


(FBI 00080) The FBI examiner determined that Lee had been non-deceptive in his 
b\ answers to follow-up questions regardin (Id.) 


U 

ee On February 16, 1984, FBI Headquarters informed Albuquerque that a 
technical review of the polygraph results had been performed. (FBI 07415) “This 
review disclosed that the examination is satisfactory in all aspects and review personnel 
concur with the results of the examination.” ([d.) 

u 

8. g The March 1984 closure of the full FCI investigation of Wen Ho Lee 
and notification to DOE 


In March 1984, the FBI closed its full FCI investigation of Lee arising 
According to a March 12, 1984 memorandum from FBI 
Albuquerque to Headquarters: 


bs 


U 

Y The subject of this matter has been interviewed and has 
substantially admitted all allegations and has explained why 
he made certain contacts. This information has been 
forwarded orally to appropriate personnel at the Department 
of Energy and the Los Alamos National Laboratory where 
subject is employed. . . . In view of the fact that the subject 

- has been interviewed, has explained his actions and:has 
passed a polygraph examination, this matter is being placed 

„in a closed status. | 


E ee te ee en O oa 


>< 


(FBI 19314) (emphasis added)” Exactly what DOE was told, however, or who at DOE 
and LANL was informed, is not at all clear from the available records.” 


“(GAN LANL Director Kerr was aware of the predication for the investigation, as 
were several of LANL’s security personnel.” (AQI 03010; AQI 03020) They assisted in 
providing information such as telephone records and background information on Lee. 
(AQI 03017; FBI 19605) DOE’s Albuquerque Operations Office was also aware of the 
investigation.” (AQI 03004; AQI 03071) It was Kerr who decided that the available 


au} In the meantime, OIPR had concluded, based upon the FBI’s November 16, 

1983 LHM, that the investigation did not appear to meet the Attorney General’s 
Guidelines for the continuation of a full FCI investigation. 
fet Headquarters suggested that Albuquerque consid 


b6 

D (AQI 0360. l 

: SY8BY S could not recall if the FBI LHM closing the investigation was 
forwarded to DOE at the time. 9/12/99) According to SAR be invariably 
kept LANL’s Director of Intemational Technology, Danny Stillman, apprised of 


investigations at LANL. ({d.) According to Stillman, he was not aware of security 
concems raised by the interview of Lee, and he did not sec the FBI LHM closing the 
investigation. (Stillman 1/24/00) Stillman said that such LHMs would not have gone to 
him, tut to DOE’s Albuquerque Operations Office. A4.) did not know — 
what DOE Headquarters or LANL were told about the ons Lee had made during 


sine N18) | 
_- °F Kerr did not recall being briefed on the Lee i tigation. (Ker 12/20/99) 
He said that he never sawa copy of the FBI LHM closing the investigation. (id) - 


538) According to a January 25, 1983 memorandum from FBI Albuquerque to 
Headquarters, “{oJoordination has been established with appropriate individuals at the 
[DOE], Albuquerque Operations Office; and the Laboratory personnel involved with 
security.” (AQI 03072) According to the memorandum, Kerr wanted “to limit 

knowledge of the facts of this matter to the people briefed to dato and at this point docs 
\)\ not desire other individuals be briefed, inclu f this office at LANL. 


Ore 


information was insufficient to warrant moving Lee from his position at LANL. (AQI 

03072) DOE and LANL agreed to request a background re-investigation in part to 
bA further the investigation of Lee’s contac (Id.) DOE produced _a “damage 

assessment” concerning Wen Ho Lee’s access to classified information. (AQI 03125) 


DOE 
Moreover, former LLNL and then b i 

pos o the LLNL director, was present during the interview of Lee when he was J 
ul confronted wi at least, knew kIC 


Le 
be 


SF 00077) Thus, 
d L’s director and LANL 


(SF 00072) LANL officials were also aware that 
was to take a polygraph concerning his contacts (SE 00073) 


u) 

Ól There is no written record, however, that the FBI formally notified DOE 
or LANL of material derogatory information uncovered during the investigation, 
including four key pieces of information that might have affected Lee’s clearance: 


vl and provi 
answers only when confron ith irrefutable evidence (Le, the FBI’s 
awareness of his phone or when faced with a polygraph. 


e Lee = | 
. % O O OO 


` (SANE) To be sure, certain individuals within DOE or LANL were sufficiently 
aware of the investigation that it may be presumed that they received additional 
information from the FBI through informal briefings. Nevertheless, there is no record 


(ld; see also FBI 01717) 


SPs r 


ay 


bt C 


that this was done, nor that the information was reported back to DOE Headquarters.” 
In a matter of this importance — where a LANL scientist with access to nuclear weapons 


and his contacts 
~ FBI Headquarters should have 


formally notified DOE Headquarters when it closed its investigation, so that appropriate 
action could have been taken.” 


[e 


hin fact, according to a DOE report written in 1989, the report that DOE 
Albuquerque's Personnel Security Branch received from the FBI in June 1983 was “free 
of any significant derogatory information. (DOE 01583) Specifically, that there was a 
“disparity in the polygraph results was not provided to DOE.” (Id.) “Therewasno 
mention of the on going criminal/intelligence investigation being conducted by the FBI 
regarding Lee.” (id.) Newz QF at least, knew of the continuing FCI 
investigation of Lee since participated in the subsequent interview of Lee by the FBI. 
(FBI 00070) Further, LANL officials were consulted after this interview concerning the 
FBI's plan to polygraph Lee. (SF 00073) . 


U : 
3397 Given what DOE did do with the information when it was informed in 1989, 
it is not at all clear what, if anything, DOE would have done conceming Lee’s clearance 
if it had been informed in 1983. Nevertheless, this.does not affect the conclusion that the 
FBI should have formally notified DOE of the derogatory information when it closed its 
investigation in 1984. °- = bate. “ty AN E 
—(SANE} During the fall of 1997, Director Frech twice asked his staff whether DOE 
had been notified of the earlier investigation and its results. (FBI 01063; FBI 12312) 
The first time, Director Frech was piven a brief description of fhe investigation, 
including the fact that The Director was told, || 
“Although the files do not show Alamos was well aware of our . 
investigation of LEB. Interrogation of Lee was done at the lab.” (FBI 01062) The 
second time the Director asked about the notification of DOE, he was told that there were 
no records showing any briefings by FBI Headquarters to DOE Headquarters, but that 
LANL security personnel “were fully aware of the investigation and were actively | 
involved in it” (FBI 11630) The Director was also told that after Leo passed a 
‘polygraph, FBI Albuquerque olosed its investigation “and advised DOE and the lab of 


“on 


` a. 


E 


| 


b\ 
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ABY In September 1988, the Office of Personnel Management (“OPM”) conducted 
a routine National Agency Check (“NAC”) re-investigation of Lee. (DOE 01585) Asa 
result of the NAC, DOE Albuquerque's Personnel Security Branch received classified 
FBI reports concerning the FCI investigation of Lee. (Jd.; see also Kirby 12/26/99) 
What DOE received, apparently, was the entire eighteen page March 12, 1984 FBI 
memorandum to close the investigation, which included the various 302s of interviews 
with Lee. (DOE 01603; FBI 19314) This DOE report asserts that DOE received this 
information for the first time on August 30, 1989.* (DOE 01585) 


According to a September 7, 1989 review of these FBI materials, it was not 
clear to the DOE reviewer whether the FBI investigation involving Lee had been closed. 


(U) 
SSF Due to the ambiguity of the available FBI report, a 
determination can not be made at this time regarding whether 


Lee has been compromised. Expeditious effort should be 
made to obtain from the FBI all outstanding reports in the 


case and their final assessment of Lee. 


(DOE 01592) 


the results.” (BI 01100) Tis basis overs cot int o etry 
` information described above was formally communicated to DOE. 
ons from 


—(GINE} A DOB chronology prepared in Aptil 1999 to answer questi 
Senator Domenici's office asserts that until 1989 the FBI failed to notify DOE of the Lee 
investigation itself, of its predication involving Lee’s of the FBI’s interviews 
of Lec, or of the fact that Lee was polygraphed. (DOE 0 discussed abpve, 
LANL's or and scourity personnel knew raed eae 
D OPM transmittal documents from DOE's files, however, show that DOE ` 
received these FBI reports at least as carly as January 1989. (DOE 01600) l 


| o) >? Cn aS 


$87 The DOE reviewer recommended that DOE obtain the FBI's investigative 
and polygraph reports conceming the Lee investigation and that DOE investigate 
whether Lec had been compromised or was vulnerable to compromise. (DOE 01583) 
The reviewer's supervisor agreed but said “we'll need [DOE] Headquarters help in this 


case.” (DOE 01583) 


U . 
y On October 11, 1989, DOE Albuquerque’s Personnel Security Brarich 
forwarded Lee’s personnel security file to DOE’s Office of Security and Safeguards 


; Headquarters in Germantown, Maryland, seeking its assistance in obtaining all 
a outstanding FBI reports and polygraph results. (DOE 00203) Evidently, however, the 
,; DoE file was lost once it arrived at DOE.” (DOE 00202; so 00) | 

| bb ere Further, it appears that no one thought to look for the file unti 1992, when OPM 

| began the process for a background re-investigation of Lee.” (1d.) 

U 

y As of December 1992, the file had still not been found at DOE.” A 
reconstructed file contained enough information for DOE to conclude that it should 
suggest that the FBI conduct a re-investigation of Lee. (DOE 00509) 


Of, Specific questions need to be addressed during the 
reinvestigation, i.c. has there been any other contact with 
foreign nationals since 1983, any further distribution of 

a information to unauthorized recipients, extent and purpose of 
| foreign travel since 1983, and if there has been any further 
contact with foreign controlled organizations. 


* 


nes sK hose st DOLE: 1989 to whom the file ultimately should have been 
| VOE _ forwarded did not recall ever having seen the file, 1/11/00; QE 1/2.1/00) 


bb b7C 

In April 1993, OPM completed its re-investigation of Lee, with 

| ‘“inconolusive results” resulting from substantial issues raised by a national agency check 
: of the FBL (DOE 00463) | 

(UJ) It was found at DOB in May 1993, (DOB 00199) 


| Topo ae 


ho: (Id.) This suggestion was not pursued.“ On June 21, 1993, a DOE reviewer 
recommended that Lee’s “Q” clearance be continued. (DOE 00460) 


| C. (U) Conclusion 


—(SAH5 The FBI handled the 1982-1984 full investigation of Wen Ho Lee in a 
professional, competent and aggressive manner. It must be noted, however, that the S 
l 


bi 


; u) i 

! jy In June 1993, a DOE reviewer would note that the 1983 investigation had 

been “satisfactorily resolved by the FBI” and “{t]here is no type of information in 
subject's file at this time that would result in any further action on our part, regarding this 


E investigation.” (DOE 00459-60) 
“gy Gu DOE Albuquerque explained long after the fact, in May 1999: 
u). 


i (9) In the absence ofa response to our August 6, 1992 
‘memorandum [to DOE Headquarters] . . . the reinvestigation 
evaluation was based upon the 1993 [OPM] icinvestigation 
report, which included the two classified FBI reports (1983 
and 1984) that the OPM had originally seat to us as part of 

. the FY 1989 reinvestigation: The:1993 investigation _. 
evaluation did not reflect any new unresolved issues, and the 
: FBI reports, alone, indicate that a review of the polygraph 
i examination revealed “non-deception” to relevant questions. 
On that basis, the “Q” access authorization was continued 


| without further action. 
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Given the events of 1994-1999, and all the acuity that comes with hindsight, 
the most significant consequence of the FBI's 1982-1984 investigation of Lee, may well 
be the FBI's failure to formally and fully advise DOE of derogatory information derived 
from that investigation. It is possible, but no more than just possible, that DOE in light 
of that information would have revoked Lee’s security clearance, which would have 
effectively resulted in Lee’s termination. : 


(U) That would have made a difference. 


Fry 
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CHAPTER THREE 
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(U) Questions Presented: 


ur | - 
mai” <A EEATS, 


A. (U) Introduction 


aii (AQI 02037; AQI 02813) Sylvia Lee had become a de facto, - 


unofficial hostess for Chinese visitors to since 1980 and handled the associated 
correspondence with these Chinese visitors. 


C ee ean ee and  -—- 
established sources (“ES”). An IA is a passive source of information that is not tasked 
by the FBI, an OA is actively directed by the FBI, E E 
source of information for the FBL 


4 ’ 
(AQI 2051 
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(ld.; AQI 02148) 
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- and given the priority that the underlying allegations warranted? Were there unnecessary 
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CHAPTER FOUR 


(U) OVERVIEW OF THE FBI'S H LING OF THE WEN HO LEC 


INVESTIGATION 
(U) Questions Presented: 


Question One: (U) Did the FBI assign a sufficient number of agents t to the 
investigation? 
Question Two: (U) Were the assigned case agents the “right* agents for this 
investigation?. 
= Question Three: (U) How did two new agents come to be diverted from working 
on the investigation? 


Question Four: (U) Was the FBI’s Albuquerque Division (“FBI-AQ") 
understaffed in its National Foreign Intelligence Program (“NFIP")? Was foreign 
counterintelligence matters assigned an appropriately high priority at FBI-AQ, given the 
presence in New Mexico of Los Alamos National Laboratory, Sandia National 


Laboratory, and ck vad facilities? 
Question Five: y Was the "Kindred Spirit" investigation pursued: aggressively 


delays? 
Question Six: © Were supervisory personnel in FBI-AQ appropriately engaged 
in directing and managing the « case? 


Question Seven: (U) Were supervisory personnel in FBI Headquarters’ National 
Security Division appropriately engaged in providing guidance and direction to the field 
and in ensuring that the case was pursued aggressively and with the proper commitment 


of resources? 
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Question Eight: (U) To what extent did changes in personnel affect the FBI's 
ability and capacity to aggressively pursue the investigation? 


Question Nine: (U) Was senior FBI-HQ management promptly, adequately and 
explicitly informed about the investigation and its problems? 


PFIAB Question 41: (U) Whether the FBI committed sufficient resources, 
including agents with appropriate expertise, and demonstrated a sense of 
urgency commensurate with an apparent compromise of classified U.S. 
nuclear weapons information. 


A. (U) Introduction 
(U) The fundamental question posed by this chapter is this: Did the FBI devote to 


this investigation the resources that the matter warranted and deserved, and did it provide 


to the investigation appropriate management and supervision? The answer is 
unequivocally ı no. 


(U) Unfortunately, this investigation was a paradigm of how not to manage and 
work an important counterintelligence case. Until late December 1998, this matter was 
never handled within the FBI with a due regard for its importance - not in the choice of 
ageats to work the case, not in the number of agents assigned to work the case, not in the 
execution of case assignments, at ant is Ce Mem ee Ree erner 


saa a at either FBI-AQ or FBI-HQ. 


aU) It should be emphasized at the outset that the AGRT is not referring here to 
the post-March 1999 investigation of Lee touched off by the discovery of 
Leo's activities involving LANL's classified computer files. Review of the criminal ` 
investigation of Lee between March 1999 and the present is not part of the AGRT’s — 


assigned mission. 


a es ee 
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Y Between April 1994 - when the preliminary inquiry against Lec was opened - 
and December 1998 - when Lee was interviewed and polygraphed by DOE personnel ~ 
this case proceeded at a pace that can only be described as languid, if not torpid, and that 
pace was itself periodically disrupted by dead-stop-in-the-water delays that, in an 
important counterintelligence investigation, can only be characterized as maddening and 


inexplicable.“ 


(U) In addition, case progress was materially undermined by eight factors: (1) the 
lack of priority accorded the investigation at both FBI-HQ and FBI-AQ; (2) the 
problematic choice of case agents to work the case; (3) an unfortunate decision by FBI- 
AQ management that deprived the investigation of two additional requisitioned agents; 
(4) the remarkable frequency with which personnel changed assignments, resulting in 
case agents, supervisors and senior management having to learn the “case“ over and over 
and over again; (5) a failure by certain FBI-AQ’s and FBI-HQ’s managers and 


This failure to treat the case with urgency and priority changed in December 
1998 only because DOE — out of frustration with an FBI investigation that often seemed 
frozen in place, and out of concem that it take immediate steps to remove Lee from 
access to classified material — took two extraordinary actions: First, DOE decided that 


‘DOE would interview and polygraph the long-term subject of an FBI counterintelligence 


investigation. As will be discussed in a later chapter, this was done with FBI senior 
management's fall knowledge and acquiescence and represents an error in judgment by 
FBI senior management that had significant collateral consequences. Second, DOE 
removed Wen Ho Lee from his job in X Division and set what the FBI er asa 
30-day deadline for a resolution of the Wea Ho Lee investigation. 


: DOE’s frustration with the pace of the investigation was completely 
understandable, as was its desire to have a final resolution of the matter. The 30-day 
deadline, however, had a very unfortunate and unintended consequence. It led to the 
hurried creation by the FBI of a January 22, 1999 electronic communication (“EC”) 
containing a SAC analysis of the case that was both improvident and, even on its face, 
premature. The FBI would never have created this document if it had waited even two . 
more weeks, because by that time it knew that Wen Ho Lec had not “passed” the. 

December 23, 1998 DOE polygraph as previously thought. 
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| supervisors appropriately to advance the casc; (6) a relationship between Headquarters 

| and Albuquerque Division that was at times unproductive and problematic; (7) FBI-HQ’s 
submission to OIPR of a FISA request that omitted critical information; and (8) an 
unwillingness by knowledgeable supervisors and managers at FBI-HQ to avail 
themselves of established institutional mechanisms to complain about case progress or to 
bluntly convey to the FBI’s senior management that the case was not being pureced: 
aggressively and, in some respects, not even competently. su 


3 Certain things did go right in the FBI’s almost five-year long investigation of 
Wen Ho Lee. For example, one Headquarters supervisor periodically devoted 
exceptional attention and energy to the case; on a few occasions, different supervisors at 

bu ue Diyjsion and at Headquarters attempted to jump start the case 
which, although defective in both its design and execution, 
nevertheless a partial success; the case agents directly responsible for the case did a 
Sf number of things that were right and appropriate; and the new SAC and ASAC at 
si . - Albuquerque Division took several positive steps in the fall of 1998 and the spring of 
1999 to advance the case. 


4l 


(U) But, fundamentally, the investigation of Wen Ho Lee, from almost its 
beginning to almost its end, was mis-managed, mis-supervised, and mis-investigated by 
the FBI, and responsibility for this failure lies with both FBI-AQ and FBI-HQ.® 


a As set forth in Chapter 11, the rejection by OIPR of the FISA application 


eae og was & very significant mistake. That the FBI contributed to this mistake by omitting 
bos es See ee ao eee 
: was, ultimately, OIPR's error, not the FBI's. 


“This Chapter, as it must, examines the FBI's conduct eš if the case — 
bl | 


correct, but I did not recognize this until 1999, which, of course, is itself one of 
the brick poo the AGRT has identified. See Chapters 4, 6 and 7. Nevertheless, 


a 
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B. (U) Did the FBI assign a sufficient number of agent he investigation? 


(U) Until 1999, when the FBI began to devote significant resources to the 
investigation of Wen Ho Lec, the FBI never assigned a sufficient number of agents to the 
investigation. As an actual - as opposed to an “on paper" — matter, there was never more 
than one agent actively and routinely working the case and no agent was ever assigned 
the Wen Ho Lee investigation exclusively. Thus, at all times, the case agent was subject 
to being pulled off to work on other matters and, periodically, did work on other matters. 
Indeed, at one point, there was no agent working on the case.“ 


w) 

Yo From April 20, 1994, when a preliminary inquiry on Wen Ho Lee was 
opened, until November 2, 1995, when it was formally closed, SAD ©: 
the sole agent responsible for the investigation. © 


(U) From November 2, 1995 to May 30, 1996, there was no active investigation of 
Wen Ho Lee and, thus, no case agent,. DOE’s Administrative Inquiry ("AT") was 
underway and there was an FBI Special Agent assigned to the matter, 
but his work on the AI lasted just a few weeks. 


the only way. accurately and fairly to evaluate the FBI’s conduct of this investigation is to 
evaluate it in the context of the FBI’s actual belief as to the essential nature of the case at 
the time it conducted the investigation. : 


“(U) On October 22, 1998, SA told SSA! e had not 
worked the case for several weeks due to certam surveillance responsibilities. 


(ŒBE137) 
“23 SAB involvement in the AI was limited, and ultimately curtailed by 
another assignment. His work consisted of the following: (1) He attended a DOE 
briefing on the investigation on October 31, 1995; (2) He accompanied 


a 


. DOE OCI investigator, to Lawrence Livermore National Laboratory carly 


December 1995; (3) He created and disseminated an investigative plan on December 13, 
1995; (3) He reviewed records at DOB Headquarters on December 19, 1995; (4) He 
accompanied Los Alamos Nationa! Laboratory (“LANL”) and DOE's 
Albuquerque Operations Office in mid-February 1996 to review records and conduct 


tat Roe oe mane, 
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ASY From May 30, 1996 until approximately March 30, 1997, SA 
the sole agent who worked the case. Throughout his work on the case, SA 
also had other responsibilities, including serving as the liaison between the FBI and 
LANL and routinely meeting with a number of FBI assets. 8/12/99) Because 
he worked in a Resident Agency with as few as three assigned agents, he was also 
periodically pulled off foreign counterintelligence work to support criminal investigations 
and conduct background investigations. (Id.) a 


(U) In late November 1996, S submitted applications for various 
supervisory positions at FBI-HQ and, on or about January 28, 1997, he was advised that 
he had been selected to be an FBI-HQ Supervisory Special Agent. (FBI 21574) 


(U) Two days later, on January 30, 1997, S was advised by his 
supervisor, SS that he would be the “co-case agent" with SA on the 
Wen Ho Lee investigation. (AQI 5596) This did not, however, necessarily mean that 
Albuquerque Division had decided to assign two agents to actively work the case since 
was now on his way out of Albuquerque Division. 


like S id not work exclusively on this investigation. 
first assigned to the Wen Ho Lee investigation, his supervisor, SSA 
told him that the investigation and another foreign counterintelligence 
matter would keep him “occupied full time." (AQI 5590) SAME cccived a similar 
message from SSA Sin a meeting with him on April 17, 1997, which vi 
recorded in a note to the file: “This case is my priority. All other cases must be put on 
back bummer." (AQI 5375) Neverthel sA ci have other assiguments, including 
handling leads arising out o tigation and, occasionally, participating in 
drug surveillance operations and even investigating bank robberies. (12/99; FBI 
16127) ae | | 


(U) S 
When S 


several interviews; (5) He wrote up séveral memos conceming his interviews and review 
of records; (6) He created and disseminated a plan for additional investigative activity on 
or about March 4, 1996; and (7) He reviewed and modified a draft of the Administrative 
Inquiry in mid-March 1996. S ted he worked on the matter for a total of 


five weeks. (IBA 12/14/99) 


en TEA 
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During a part of the time period that sai: the case agent, SA 
was designated as the alternate case agent.“ SAE ncn 


in the case, however, was extremely limited. She accompanied SA, to several 
interviews; she was the FBI's point of contact on the mail cover of Lee that was initiated 
in early 1997; and she sent out a few leads generated by the mail cover itself. 


(U) SA remained the sole case agent until SA replaced him as 
case agent in November 1998. S joined the Albuquerque Diviston on October 


31, 1997 and was assigned to the Santa Fe Resident Agency, where she served-as the 
FBI's liaison with LANL. As the LANL liaison, S had some limited 
involvement in the Wen Ho Lee investigation between November 1997 and November 


1998, 


AE In November 1998, SAMA was replaced on the case by NY This 


was certainly attributable at least in part to an October 31, 1998 FBI-HQ meeting between 
Special Agent in Charge ("ASAC"), Will Lueckenhoff, and 


the new FBI-AQ Assistant. 

SSA and i mier Í- which SSA dUC 
complained about lack of progress in the Wen Ho Lee investigation. S was 

removed as case agent on or about November 4, 1998. : 


U) S was the case agent from November 6, 1998 to approximately 
March 9, 1999, when A number of extremely 
significant events occurred during that time period — e.g., the December 1998 DOE 
interview and polygraph of Lee, the January 17, 1999 interview of Lee and subsequent 


“(U) On March 18, 1997, SS. instructed that SAS be briefed 
on the case as the alternate case agent. (AQI 5592) 


information they had relevant to the investigation. 
LANL or FBI-AQ related to the case and she provided support to the 


t 
-ém so 


signed statement by Lee, the February 10, 1999 FBI polygraph of Lec, the March 5, 1999 


interview of Lec and the March 7, 1999 interrogation of Lec. S had assistance 
on cach of these matters from other FBI personnel, including SA and sa 


(U) The foregoing makes clear that until December 1998, the FBI handled this 
matter as a one agent case, and even that one agent was not dedicated to the case 
exclusively. Many of the problems discussed in this report stem from the simple fact that 
there was too much work and too few agents to accomplish that work. As a result, 
matters were done consecutively that, with a task force, or even with several dedicated 
agents, would have been done simultaneously. It is a partial, but only a partial, 
explanation as to why this case took so long and, prior to the search of Lee’s office, 
achieved so little. 


for this investigation? 


C. (U) Were the assigned case agents the “ 


(U) Were Ai SA f JA tne most appropriate, the most 
experienced and the best agents for this assignment? As to SA ee iis 


the agents who had the case for most of its existence ~ the answer is no, although that 
answer must be qualified by several considerations described below. 


(U) As to sao was the case agent from November 6, 1998 to March 8, 
1999, it is s impossible to fairly evaluate her performance for i two reasons: 


í First, she was the case agent for only four months _—_ 
= y the time she came back to work in June 1999, the cri Boag 
nig Se 


underway and she had been replaced by 


Q Second, and more significantly, by the late fall of 1998, the Wen Ho Lee case 
was becoming the proverbial “hot potato,” and was already the subject of intense interest 


to the Select Committee on U.S. National Security and Military/Commercial Concems 
with The People’s Republic of China (the “Cox Committee"), a circumstance that itself 


| 
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influenced events. If the term “case agent" implies at least some degree of autonomy, 
control and decision-making authority over the progression of a case, that was no longer 
(ruc for the Wen Ho Lec investigation by November/December 1998. 


Loo (U) This much, however, can be said: By December 1998, and certainly by 

| January 1999, the Wen Ho Lee investigation ~ which for years had suffered from neglect, 
, faulty judgment, bad personnel choices, inept investigation and the inadequate 

I. supervision of that inept investigation, nearly non-existent follow-up, faulty” 

| _ communication between DOE and the FBI and between FBI-HQ and FBI-AQ, and a 

o] consistent failure to recognize or appreciate the gravity of the case — would, at least and at 


i i z long last, receive the attention it deserved. | 
d | 
O ra| 0 
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(VU) S entered on duty with the FBI o. and spent 


8/12/99) In about 1991, he leamed that FBI- 
ertence for its Santa Fe RA and he responded to 

said that S was not FBI-AQ’s first a 
12/1/99) S 


< b6 most of his career in FCI work. 
E AQ was secking an agent with FCI 
; the posting. (Id.) Although SS 
choice, S ultimately obtained the position. 

| _ reported to the Santa Fe RA in May 1991. (FBI 21591) 


| (U) SA BA was the case agent who opened the preliminary inquiry on . | 
vas Wen Ho Lee that in April 1994 and remained open until November 1995. SA _ . 
then assigned the full investigation on Wen Ho Lee and Syivia Lee when 


it was formally opened on May 30, 1996. 


D g f t l 
“aoa ay is full investigation of Wen Ho Lee and Sylvia Lee, opened on May 30, - 
1996, is occasionally referred to in this report by its DOE and FBI code name, “Kindred 
Spirit” Technically, however, the FBI's “Kindred Spirit" code name pre-dates the 
opening of the Lee full investigation. In July 1995, FBI-HQ instructed FBI-AQ to open | 
a file on the possible loss of nuclear technology to the PRC, and assigned it the code _ | 
name “Kindred Spirit," which was the code name then being used by DOE for the same 
matter. (FBI 338; AQI 12935) The file was not opened, however, to do work on the 
case but, rather, as an administrative device to accumulate in one Location the various 
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| (4 (U) SE «2s the first case agent on the Wen Ho Lec investigation and 


i C he had this critical responsibility for almost a year. The FBI's determination that this 
| bI investigation should be assigned to SA B constituted a decision point of major 


bb significance. Therefore, as an initial matter, the AGRT examined whether that was an 

| j : appropriate and wise decision. The conclusion is inescapable that SA hould 
a a never have been assigned a case of this magnitude, While that is a harsh judgment, it is 
warranted by FBI-AQ’s difficult history with SA His assignment as case 
agent of the Wen Ho Lee investigation represents a management and supervisory failure 
by FBI-AQ that had long term and profound consequences for the advancement and 
resolution of the investigation. 


a. (U) The 1992 Inspection 
) 
w FBI-AQ was inspected by the FBLH inspection staff in June 1992. The 
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¢ inspectors found the following: 
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(BI 21644) (emphasis in original). Among the inspector's findings, see FBI 21627, 
were the SUSEne: 


+ md weet Rea 
an p n e 
Ti © >. el strena a 


documents which the FBI was acquiring in connection with DOE's administrative and 
i analytical inquiries. No work was done on the matter until Wen Ho Lee and Sylvia Lec. 
a were formally named as the subjects of the “Kindred Spirit” investigation and their 
names added to the caption of the “Kindred Spirit” file. 
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that on one major investigative matter, 
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that in one matter S 
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The inspectors ordered FBI-AQ to prepare a new Performance Appraisal 


FBI 21662, 21628) The 


WJ 
O(I The PAR was signed by a supervised the Santa Fe 
Resident Agency, but according to the inspection report it was based on information - 


sca’ A SA (FBI 21628) 
ae The sperma ratings were (1) Exceptional; @) Superior; 
table; Ui e. S 


(3) Fully 


CT A: =»: 
however, that FBI-AQ now cein ustrated by an incident 
that took place following FBI-AQ's submission to FBI-HQ of 
AR. FBI-HQ sought documentation from FBI-AQ to sup 


initially declined to provide this documentation, 5 that it could 
Jopie ongoing classified investigations in which ed, 


I 
21685) FBI-H sari and FBI-AQ sent in an addendum supporting a 
. (FBI 21687) SARs that FBI-HQ also 
pro own self-evaluation. FBI-AQ forwarded it to FBI-HQ with 


0s eee Ran SATU ed. 


wh thE iidne 


omen <s 


" the specific disclaimer that SARI te <valuaton “dofes] not reflect the E 


(U) Thereafter, sa was consistently ea Sec 
FBI 21698 (1993 rating)”; FBI 21702 (1994 rating); FBI 2170 rating); CBI 21712 


(1996 rating); and FBI 21718 (1997 rating). These ratings, however, are not consistent 


with what the AGRT was told by knowledgeable FBI personnel concerning SA 
actual performance: 


) 
that he was not the worst agent with whom Al 
12/1/99) - 


inion or the rating of the reviewing o cials and 
(FBI 21687). (emphasis i in original) 


There are two ratings in 1993. The July 1, 1993 rating 
(FBI 21698) However, one dated July 12, 1993 rates 


DE 


(EBI 21700) 


wo AD Neil Gallagher would later describe SAQA? 


Gallagher 10/28/99) 


4 ve the AGRT some insight as to how an agent — who he 
viewed ‘He said that, in his 
pst a 
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cos (U) Tom Kneir, the FBI-AQ SAC at the time the Wen Ho Lee full investigation 

| pic was opencd in May 1996, was also aware of problems with SA nd, in fact, 

. bb was the ASAC during S$ 992 inspection difficulties.” SAC Kneir, who is 


now the SAC of the Jacksonville Division, told the AGRT that he had previously had 
| conversations with SS bout S fob performance and had met with 
SA (Kneir 10/6/99) 
p erea 
While somewhat dated, there 


were far more recent events that should have given FBI-AQ grave reservations about 


assigning the full investigation of Wen Ho Lee to S Specifically, there was 
work on the preliminary 


inquiry, as fully set out in Chapter 5, was so demonstrably inadequate 


that this alone should have warranted the assignment of the full investigation to 
another agent. 


b. (U) Why S 


was assigned the Wen Ho Lee investigation 


CY). 
S87 How is it that FBI-AQ came to assign one of the nation’s most important and 


significant espionage investigations to an agent whose own immediate s isor. | 
characteri 


21662, 21664) He also signed off on the memorandum 
to advis 
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‘here were five reasons, cach of which were rational but none of 


which recognized the magnitude of the case: 

(U) First, Wen Ho Lee worked at LANL and SA «2s the FBI's liaison 

with LANL. To assign this significant case to anyone other than S would 
have been a clear vote of "no confidence" in ye step FBI-AQ was 
obviously unwilling to take. 2e 

ees at least from a geographical point of view, the case was logically 

: assigned tothe Santa Fe RA, the closest FBI office to LANL. And S was 

bi th agent assigned to the Santa Fe RA. 


OH Third, IO N been the case agent on the preliminary inquiry of 


Ss 
pa Wen Ho Lee and, therefore, was familiar with Lee and with at least some of the predicate 
bh for the FBI’s investigative interest in Lee. 


Fourth, SA as 


was assigned this case because there was really not 


involved in another very high priority FCI 
` have been a logical altemative to <A -i should have been seriously 
matters in the 


considered. Moreover, SAME was already responsible fo í 
Albuquerque Division. No one, however, raised with him the possibility of his becoming 


the “Kindred Spirit" case agent, even though former FBI-AQ SAC Kneir says it was 
considered.” 2/2/00; Kneir 10/6/99) me, 


*(U) SAGER retired on August 1, 1997 and, therefore, even if he had been 
seriously considered, FBI-AQ might appropriately have had reservations about assigning 


a significant, long term investigation like Wen Ho Lee to an agent who might only be 
around for another year. 
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much alternative, at least not within Albuquerque Division. FBI-AQ, as further discussed 
bi below, and no one other than SA 
orked out of the Santa Fe RA. Itis not true, however, that there was no 
bi tive. While S S already 
the other agent, S ould. 
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(U) Finally, the question as to why the case was assigned to SA 
assumes that there was a point in time where there was a serious deliberative process as to 
whom to assign the case. There was not. /fa case was to be opened with Albuquerque 
Division as the Office of Origin (the “OO") and with LANL as the principal focus,” it 
was going to be assigned to — Assigning it to someone else was never 
seriously contemplated.” 


™U) While the Administrative Inquiry was underway, it was not a “given” that 
the case would ultimately be assigned to Albuquerque Division. In fact, in one 


DOE OCI, when they came out to New DoE be, 6% 

Mexico to conduct portions o the Administrative Inquiry. SS said that the 

FBI-AQ SAC would receive the requested briefing but that SS 
“concemed AQ might persist in the belief that this is their case — which it is not.” (FBI 

463) (emphasis in original) 


"SANF) Thus, I OG the point of contact for the investigation 
out the Administrative Inquiry. On October 12, 1995, SS. ld SA 

he should be part of an October 31, 1995 “Kindred Sp tiefing at 

E Headquarters as well as future bri and the efforts to be undertaken during the 
Administrative Inquiry. (AQI 2970) S. attended the October 31, 1995 
briefing at DOE Headquarter-co 
FBI 400) On February 13, 1996, 
LANL to discuss the Administrative i naine 
the point of contact for the receipt by Albuquerque Division o reporting related 
to the prr a 863; FBI 482) 


that at the beginning of the full investigation of 

Lee, as Peat SS iscussed assigning the Wen Ho Lec investigation to 
someone other than = but there is no indication that this was s¢riously 
SSA ) S , FBI-AQ SAC Kucir states that he suggested to 
SS Mi es nei be assigned to a ae there is no ° 
indication that eri was pursued either. (Kneir 10/6/99) 
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c. (U) Consequences 


(U) What were the consequences of assigning this case to wO W then 
having him work the case by himself? ; 


“ 
Oy Predictably, the consequences were unfortunate. It is not that S 

did nothing on the case during his June 1996 to March 1997 tenure as “Kindred Spirit" 

case agent. He did a number of positive things: He caused the issuance of national 

security letters to obtain financial and telephone records conceming the Lees; he 


- interviewed two of Lee’s X Division supervisors; he obtained LANL telephone records 


for Lee’s office; he obtained and duplicated for FBI-HQ certain files related to Lee; he 
worked on the logistics associated with setting up a mail cover on Lee; and he requested 


| that a sensitive FBI source be interviewed concemiing his knowledge of the allegations 


against Lee. 

Cw 

XEY That said, what SA SE did nor do is far more significant than what he 
did do: i 


¢ --{S#NFARB) He did not challenge or test the predicate for the investigation 
itself, even to satisfy himself that it had merit and was ered to the 
fi 


oft In part, this is an FBI-HQ's failing as well. The full investigation of Wen 
Ho Lec was opened at FBI-HQ's instructions based on its unquestioning acceptance of 


the judgments in DOE's Administrative Inquiry. 
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ó ° (U) He did not aggressively pursue and advance the investigation.’ What 
bic best characterized the investigation during SA cnure was 
Lb unremitting delay. While not all the delay was attributable to SA 
much of it was. This is discussed below. 


U 
8) This was the subject of great frustration at FBI-HQ. See, e.g., SSA 


October 9, 1996 memo to Section Chief Jerry Doyle: ae: not 
been too vigorous” (FBI 705) and the return note from ie vestigation] does 
not appear to be going too well.” (FBI 13042) The situation had not materially changed 
the following month, and there are two notes in the FBI’s files, one dated November 21, 
1996 indicating that Notra Trulock, DOE's head of the Office of Intelligence, “knows 
(FBI 715) and a note the following date from SSA 
: to Unit Chie: that there “[s]till seems to be a real lack of urgency 
here!” (FBI 5794) 

Fore le, no work took place on the case between May 30, 1996 and July 
E , 2, 1996, which S attributed at the time to a June 12, 1996 instruction he 
received from SS o not do any.additional work on the investigation until SSA 
ae: Section Chief Jerry Doyle came out to Albuquerque Division for a meeting 
on July 2, 1996. (AQI 954) | 


Another month of investigative time was lost (from approximately August 


4 1, 1996 to August 30, 1996) when, ered a stand-down in the FBI's 
i investigation while an evaluation was conducted to determine the implications of a CIA- 
detennination that the who provided the CIA the “walk-in ” gee 


For the 
reasons OW, | was e. 


U 
y Other delays, ifnot unavoidable entirely, are inherent in a counterintelligence 
investigation that may involve activities in the field, at Headquarters, at the Department 
of Justice and, in some oases, at outside agencies, For example, FBI-AQ requested FBI- 
: HQ on November 25, 1996 to obtain authorization for a mail cover on Wen Ho Lee. 
l { . (AQI 1096). (A mail cover does not involve the opening of mail but, rather, the 

a duplication or copying of information appearing on envelopes.) Because this required a 
memo from the Director of the FBI to the Attomey General, a memo from OIPR to the 
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ASY Hce failed to grasp the fact that in the investigation of a nuclear weapons 
scientist whose daily business was to write computer codes ~ 


here was not a single thing more imporlant than gaining access 
to Wen Ho Lec’s computer files. This truth was not some elusive gossamer 
thread just beyond SA: grasp: rather, it was staring him in the 


face from his own interview write-ups. For example, on December 9, 1996, 
S interviewed ANL's iy DE 
told S that ” be, ee 


bl 


AQI 1151) Similarly, SA nervii gme X pwE 
SES on December 20, 1996, and made similarly | bb o 7e 
revealing statements about Wen Ho Lee and computers. See, for example, 
this statement: 
` XE Lee is acode developer in Group HM of X division. 
Group HM is the Hydrodynamics Methods group. Lee writes 
software computer codes used to design nuclear weapons. 


- S8KAQI 1155) The importance of statements such as these should have been 
evident to any agent but especially to S o, as further 


Attomey General, a memo from the Attorney General back to the Director of the FBI, a 


memo from the Director of the FBI to the United States Postal Service, and a logistical 
operation to set up the mail cover and to clear the Postal Service employees who will be 
conducting the mail cover operation, it was not until April 11, 1997 that FBI-AQ 
received its first photocopy of an envelope. (AQI 5081, 5091) 
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described in Chapter 5, was the recipient of information back in 


(U) From a counterintelligence point of view, the computer files could 
have been a gold mine. And, yet, although sB.: these words 


on paper, they never seemed to register with him. 


(U) J G to appreciate the importance of Wen Ho Lee’s 


computer files was bad enough. Far worse was his failure to send to FBI- 
HQ ~ as he had promised (AQI 1071, FBI 716) - copies of certain 
documents that could have been critical to the FBI’s National Security Law - 
Unit's (CNSLU") understanding as to whether Lee’s computer files could be 
searched without a FISA order. At a minimum, the submission of these 
documents to NSLU could have led to the initiation of additional inquiries 
which might have led to the discovery of the waivers Wen Ho Lee had 
already executed and which were then sitting in X Division’s files. Instead, 
S btained the documents from LANL on November 12, 1996 
and simply stuck them in the FBI-AQ ċase file. (AQI 1079) See Chapter 9. 


ite significance of this error cannot be overstated. Had the FBI gained 
access to Wen Ho Lee’s computer files back in the time period of 
November 1996, it would have become aware years catlier of the very 
conduct that is the subject of the pending Indictment. Equally significant, 
the FBI could have been monitoring Lee’s computer in 1997 whenhe ` 
downloaded niaterial from the X:Division’s a 


_. “Tape N," 'as that tape is characterized in the Indictment of Lee. 


W One proof of this is that, although S 


communication with FBI-HQ, he never shared with FBI-HQ the interviews of 


that o 
information 


in routine 


Even worse, the message FBI-HQ was given was that “{nJo us 
was] obtained” in either the GMP or IF interviews. (PBI 745) 
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© as the case agent during the critical first ycar of the “Kindred 
pac Spirit" Oi a His failure to pursuc the investigation aggressively, and the material 
Lb mistakes he made, undermined the FBI's chance to bring the case to a successful 
resolution, and diminished DOE's confidence in the FBI's handling of the‘matter. That 
bg { : such a result was predictable, or at least probable, given SA 
ae performance and his inadequate work on the preliminary inquiry, renders this a 


substantial and avoidable failure on the part of FBI-AQ’s management. 


2. (U) SA 


(U) sa ii: a significant improvement over sa- the Wen Ho 
ue Lee case agent. Having said that, he also was not an appropriate choice to be the sole 
os agent running a major espionage investigation that required initiative, aggressiveness and 


speed. 
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co (U) SAko entered on duty with the FBI on joined the 
Do 2 Albuquerque Division on April 24, 1995, and was assigned to the Farmington, New 


Mexico, Resident Agency.” (FBI 1612788 9/12/99) SAGER: in Farmington 
did not workout and he was transferred to work in Albuquerque.” Immediately upon his 


“(U) For the previous 10 years, S been stationed in the San Francisco ` 
l - Division where he was assigned to work FCI matters. 


§(U) SSA stated that SA twas transferred becaus 


12/1/99) James 
Weber, who was the SAC at the time of SA! transfer from. a 


same thing, i.c. that SA 
10/28/99) SSA stated that 


8/12/99, 12/7/99) SSA was transferred out of tho 
Farmington RA beeause 


a 


arrival in Albuquerque on January 27, 1997, he was advised by ASAC Ronald Dick and 
by SS that he would be working on (he Wen Ho Lec investigation.“ 
9/12/99; AQ 5596) Initially, S was advised that he would be the “co-case" agent ` 
with S but it became apparent almost immediately that S as 


leaving Albuquerque Division for his FBI-HQ posting and that SA vou! not be 
working the case with S ut by himself.” 


/9/99) In FBI-AQ’s August 13, 1996 justification memo to FBI- 
HQ seeking permission to transfer S from Farmington, SS. 
stated the following: 


(U) The work in the FRA [Farmington RA] is almost exclusively 
crime on Indian reservation matters. 


_* €* 


~(U) To prepare S or this assignment, he has been afforded 
both formal and on the job training in these matters. S 

` has displayed a tremendous attitude and willingness to learn the 
minimum skills necessary to independently complete his assignments. 
However, he has not been able to successfully grasp these skills so as to be 
a competent investigator and primary case ageat of Indian reservation - 
crimes. This has resulted in additional burdens for the other FBI Agents 
assigned to the FRA and leadership concems by the Bureau of Indian 
Affairs, as well as other state and local law enforcement officials... 


(AQI 6602) z 
“agy S that he first became aware of the fact that he would be 
assigned to the squad that handled FCI wo in early December 1996 and was 6 / 


also told at that time that he would be working with ii a major case. 
SB 228/00) | 


U) On March 30, 1997, S 
transferred to sa (AQ 1212) > 


Di 


ormally requested that the oase be 


behara Lo ihi aas oe A 


CE T was the supervisor of Albuquerque Division’ A 
which included the National Foreign Intelligence Program (“NFIP"), was displeased and 
dissatisfied with the assignment of sa: the Wen Ho Lec investigation. As SSA 
told the AGRT: SA 
wanted on the case; S 
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cing just one agent, was not the number of agents he 
being stationed in Albuquerque rather than Santa Fe, was 


not located where he needed the help, and sa: not the particular agent that SSA 


had been see 


(U) Nevertheless, yy 


wanted on the case. He told the AGRT that he complained to ASAC Dick that 


instead of the two new agents which SS 
1/99) 


became the Wen Ho Lee case agent and served as the 


case agent from April 1997 to November 1998. 


OR! 


rought certain assets to the Wen Ho Lee investigation but, 


unfortunately, even greater liabilities. 


(u) 


(SF In the asset column were the following: 


° ALS 


U) SAGER ras 
orders, meticulously carry them out, and then meticulously document the 


EE 


_ necessary background information to 


a hardworking agent who would receive his marching 


fact that he had carried them out. 


AG complished a number of significant tasks; he conducted 
important interviews of Lee’s X Division supervisors; he provided. 

or preparation of the 
FISA application; he requested issuance of national security letters; he 
counterintelligence nnel apprised of the status of the investigation; and 
he kept vised routinely on developments in the case. _ 


instrumental in the > planning and execution of the bI 
Although the operation was deeply flawed, particu! arly in 


U) The “two agent” issue is the subject of the next section. 


Dre n n 


~~ 


its lack of planning, it was in fact a partial success that should have resulted 
in the submission of a FISA application. 


(U) Unfortunately, given what was required to advance this investigation, the 
liability column outweighs the asset column. These liabilities included the following: 


46 ° (U) SA fk cmonstrated little aggressiveness and almost no initiative. 
{ Given the extent to which this case was being run and managed from FBI- 
[1 HQ, the case required an agent who would “pick up the baton" after SA 
bG 


left 12/7/99), and aggressively move the case 
0 S was not that agent. This lack of aggressiveness and ` 


initiative hurt the investigation in many ways.” 


eferred decision-making to FBI-HQ to the point of paralysis. 


- © sim 


Thus, virtually nothing happened on the investigation from August 1997, 
when the FISA application was rejected by OIPR, to December 1997, when 
a teletype finally arrived from FBI-HQ telling FBI-AQ what to do on the 
case. The four month delay in getting the teletype out of FBI-HQ was the 


NF) For example, it ultimately led DOE Headquarters to instruct its own 
personnel to interview and polygraph Wen Ho Lee, leading to significant problems, as 
detailed in Chapter 17. For another example, FBI-AQ developed no plan for monitoring 
Lee's activities if he chose to travel abroad during the course of the investigation and, 
consequently, missed golden opportunities when Lee made trips to Taiwan in March 


1998 and again in December 1998. 


7 
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fault of FBI-HQ, not FBI-AQ. But FBI-AQ should never have let itself be 
placed, or let itself remain, in a position where its work on an important 
countecrintelligence investigation was essentially stalled for months by FBI- 
HQ’s failure to treat this issue as a priority matter. 


cps 
| a a. ’ S though meticulous and methodical, was also very, very slow. 
! v In a case that, at best, had never done more than sputter along, this was not 
£ what the investigation required. For example, res bi 


took an unacceptably long time to plan and execute, particularly given how 
do. poorly planned it actually was.” As is fully described in this chapter and 
; | i Chapter 14, some of the problems in planning th 


bI 


were beyond FBI-AQ’s control but many of them were not. There were 


bf 


E | S AQ's defensé, it should be noted that the first reference ti 
1C FBI-AQ's files is not until two months after the H 
ine about the possibility 
note of October 21, recounting a meeting with 

in which they agreed that there was no “logical opening” to 
that time, (AQIS By December 1997, however, 
yet it still took another - 
Jmight not have happened 

5 acing inspection in 1998 and SSA 
be done prior to the inspection. 


y-committed to 
eight months to get it operational. Thef 
even then but for the fact that FBI-AO ws 
was insistent that the 
d 12/7/99) As it tumed o 
; 3 2 J (ihe if Heotion ran i om August 10 


- 21, 1998. (FBI 15920 


oroe r 
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also completely inappropriate investigative delays and even mishaps.” Sce 
Chapter 4, Section F(3), below. 

(6t | 

pit AT sagi- to certain matters, did not undertake to accomplish 

ub important assignments at all. For example, on December 19, 1997, FBI- HQ 


directed FBI-AQ immediately to open preliminary i inquiries o 

C rarer were named as persons of interest in DOE's “Kindred 
pirit“ Administrative Inquiry. (FBI 11855) S as explicitly 

instructed three days later by his supervisor, SSA o open the 


preliminary inquiries. (AQI 5503) SAS: id not do so. When aske 
about this by the AGRT, said Aa too busy planning th 


Cu 
(8) For example, having gone to considerable effort to procure a mail cover on 


Wen Ho Lee’s mail, FBI-AQ managed to let its renewal lapse, with the consequent result 
that the FBI — after obtaining the authority of the Attorney General herself for the mail 
cover — did not have the mail cover in place from June 13, 1997 to in 8, 1997. 


(AQI 5151, 5317; FBI 1083) 


For another example, Wen Ho Lee left the country to go to Taiwan on 
March 15, 1998. (AQI $492) Despite the fact that Lee filed the appropriate paperwork 
with LANL on March 2, 1998 seeking auttiorization to make the trip, and despite the fact 
that the trip was approved by LANL on March 10, 1998 (FBI 1275; AQI 1687, 5488, 
5401), deo EB wes surah of tho fda exit Msc 3, 1998 (AQI 5492), eight days 


afier he left the country. Itis clearly unacceptable for the subject of a major, mulfi-year - 


| FBI counterintelligence investigation to leave the country — particularly to travel to a 


sensitive country with whom Lee had prior suspicious contacts, see Chapter 2 — without 
the FBI knowing about it. While DOB deserves much of the blame for not having a 
procedure in place that would have guaranteed that DOE counterintelligence was made 
aware of the trip so that it could notify the FBI, the Albuquerque Division should have 
insisted and assured itself that such a procedure was in place. This was a missed 


opportunity at „multiplo levels. 


bl 
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| pic b\ GNN: other matters.” SB 12/99) Other suggestions in 
i the December 1997 teletype were also not pursucd.”* | 


like SA received information that should have 


e (U) sa SD 
i ‘informed him of the critical importance of gaining access to Wen Ho Lee’s 
computer files, yet he failed to take appropriate steps to gain such access.” 

This was a failure of profound significance, particularly in light of the fact 
ic that Lee’s downloading activity was anything but a matter of aricient 

. history. S hould have, but did not, ascertain the current status of 

. banners and waivers on the LANL systems to which Wen Ho Lee had 
ae 9/12/99) Had he done so — had he even asked relevant 


z . access. 
questions to the very witnesses, such and ohe was se beb% 


already interviewing - he could have discovered that X Division had in its 


w 
Say The preliminary inquiries were in fact not opened until March 12, 1999 
(AQI 374; FBI 1646) and, then, only at the specific instruction of AD Gallagher to open 
inary inquiries immediately, that is to say, by “close of business” that day. 


the preliminary ing 
SE 911019, Kitchen 9/10/99; Gallagher 10/28/99, Middleton 8/3/99) 
“Ey In November 1998, placed in the uncomfortable position of 


explaining to FBI-HQ why FBI-AQ — in essence, why S. had failed to comply 
with many aspects of the December 1997 teletype. The c could come up with was 
die 


a Reena he ommend E E E 


e ena nen se amaa aom a o 


A conducted interviews, specifically oy DE 
* early apprised him of the significance of computers in connection | | 
with Lee’s work and access. (AQI 5047, 1324; FBI 890) At times, it did scemasifhe {,./' 


understood the issue.: In his May 6, 1997 interview o c specifically focused on 


. Leo's ability to download information from a main frame computer to a disk and his 
Ea | ability to access data from his home. (FBI 890) On April 29, 1997, ho wrote himself the 
following note: “{H]as he [Lee] attempted to access areas of computer which he is not 


authorized to access.” (AQI 5367) 
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own files signed waivers by Wen Ho Lee and that, even absent the waivers, 
Wen Ho Lee had no expectation of privacy. 

Vv 
Thi While his failure to pursue this matter may be comprehensible 
during the April 1997 to August 1997 time period, when FISA coverage 
was being pursued, it is not understandable after the FISA application was 
rejected.* At that point, the only way to have gained access to Lee’s 
computer files was through either a consent search or through ‘a 
determination that Lee had no expectation of privacy.” 


OS | + GARR) SAB ike s mever genuinely explored the 
pic predication for the case.* He was under no more obligation to accept the 
bG predicate given to the FBI by DOE than was S He could 


have, and should have, at least received an intelligence bri 
reviewed the pertinent reco 


| 


%*(U) Even if SAB clieved that a new FISA application might eventually be 
submitted, he certainly knew that, at least for the immediate future, FISA coverage was 
dead and other investigative approaches had to be considered. 


*(SY Nor is it an explanation that SAg@relied on his review of the case file 


and on S lovember 14, 1996 communication to Albuquerque Division that 
the Natio: Unit adyised a FISA order was required to 


surveil the subject's QI 1087; That same file also-contains a 
communication by a the file stating that, asof November 12, 1996, Lee’s 
division had not yet gone on line with an electronic notice of monitoring system. (AQI 
01079) Long before he leaned that the FISA application had been rejected, and 
certainly afterwards, S ould have ascertained whether the on-line system had 
gone i; Aaa and the current status of banners and waivers on the LANL system. 


_ YF Unlike S SA MBB: tcast had reocived a briefing on the 
redication for the case. AQI 2984 conceming the October 31, 1995 briefing of SA 
rz and SS 


t DOE Headquarters.) 


a FR ecemegotems: + 


might have lcamed two ycars carlicr than it did that there were fundamental 
problems with both the predicate and the exclusive focus on Lec. 


fos ° (U) Similarly, saiv: did anything more than make a superficial 
AC examination of the nature of Lee’s work and the true nature of his access to 
ae classified material, even though S iad available to him several 
knowledgeable individuals who could have given him chapter and verse on 
DoE these topics, and even though these individuals ay 
bb, b? “| a A all of X Division - had already been 
interviewed or were being interviewed by the FBI. 
“(GANFARB) Such an examination was not a matter of mere academic 
R 


A thorough examination of these issues 

~ and a review of Lee’s work product during his tenure at LANL ~ could 
have substantially advanced the investigation and might have led to the 

` identification of important witnesses, sonic of whom surely could have been 
E ee 


counting on overh some incriminating admission through FISA 
coverage or, after the FISA sppietoay was tojota, catching Wen Ho Lee 


asse Jud, 


ein bth i. 


peL 


aC 
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be made about her tenure as case agent: 


“in the act" of committing espionage or making incriminating admissions 
b| during the course of ere Those were tantalizing 
possibilities, but that was all they were, possibilities. 


(U) In summary, SAG vcs an improvement over SA nd he did 
make significant contributions to the investigation. Moréover, it is readily apparent that 
he tried, in good faith, to comply with the instructions he received from FBI-HQ and his 
Albuquerque Division supervisor.” However, he was far from what the case required, 
which was an aggressive, very experienced counterintelligence agent, with a strategic 
plan for bringing the investigation to a successful resolution, and with the confidence, the 
determination and the mettle to actually run the case, rather than merely run leads for 
FBI-HQ. That this is not what the case received is not SAS fault but, rather, that of. 
FBI-AQ management, which chose to assign this major counterintelligence investigation 
to just one agent and to make that agent SA 


©) Ss 


(U) was the Wen Ho Lee case agent from November 6, 1998 to — 
March 9, 1999, when Given her short tenure, and the 
other factors cited above, it wo € to generalize about her service as case agent 


in this matter. However, a number of positive comments, and several negative ones, can 


SS) First, as to the positive: 


N i . f , 

- O paaie aa ig OLA wltcgaaect gi ae, 
request for a FISA order, she did an excellent job pulling together the 
disparate evidence supporting an assertion that Wen Ho Lee-was an agent of - 

a foreign power. While FBI-HQ essentially dismissed it, and it did have > -- 
problems, it also had within it the genuine basis for a FISA application. ` 


-(U) It should be noted, here, that sa- S/ not able to 
work on the Wen Ho Lee investigation exclusively and was periodically pulled off to 


work on other matters, such as bank robberies and drug surveillance. (FBI 16127, 1374) 


> 


(U) She conducted a competent and professional, if not especially revealing, 
interview of Wen Ho Lee on January 17, 1999, and again on March 5, 1999. 


(U) She deserves substantial credit for obtaining permission from Lee on 
March 5, 1999 to search his LANL office. It is this consent search that 
ultimately led to the discovery of Lee’s illicit activities conceming LANL’s 


classified computer files. 


(U) As to the negative, the following can be said: 


(u) 
° £87NF) She devoted far too much attention to the fundamentally flawed 


eG TE notion that Wen Ho Lee was possibly engaged in 
In doing so, she relied far too much on‘one asset’s 


zas analysis of the implications of the periodic "burping" of the cordless 
LIC | telephone owned by, That analysis - which 
purported to delineate a pattern consistent with the possibility tha: 


i i bé 
i b! | AT now been reviewed by an 
! BI-HQ expert and determined to be meritless. 


(U) Despite considerable prior experience with computer searches, and 
despite her clear recognition of the importance of gaining access to Lee’s 
computer files, she failed to pursue this matter aggressively. See Chapter 9. 


i i e . (U) Nor did SAG: ceressively pursue obtaining the charts of DOE’s 


fo polygraph of Wen Ho Lee on December 23, 1998. FBI-AQ's failure to 
yc obtain these charts for a full month, which was erroncously attributed by 
FBI-AQ to ROE intransigence (FBI 1589), had significant adverse 

2 consequences for the investigation. 


° (U) S arch 7, 1999 interview of Wen Ho Lee involved an 
inappropriate use of threats, including the threat of death by : 


a 


JOP SKC TS 


electrocution.'"” It must be said, however, that this was certainly not SA 
idea. Rather, she was instructed by SAC Kitchen to advise Lec of 
the case of Julius and Ethel Rosenberg and the deadly consequence of not 


°(U) Among other references to the Rosenbergs, SAS asked Lee if he 
“wanted to go down in history... professing your innocence like the Rosenbergs to the 
day they take you to the electric chair.” (AQI 4015 at 56) The March 7, 1999 
interrogation of Lee was filled with other references intended to break down Lee’s 
| defenses, including telling Lee that, unless he cooperated, he would have no job, no 
_ security clearance, no money to pay bills, newspapers would be saying he had been 
arrested for espionage, his child would be questioned by reporters, his situation would 
eat away at him worse than his bout with cancer, his family would fall apart, his kids 
were going to have to live with the knowledge that he had been arrested for espionage, 
his wife would be polygraphed, and so on. (AQI 4015) After the interview, which SAC 
. Kitchen watched on closed circuit television from a nearby room, he told SA c 
had done a good job; SA GBR however, felt “siok” about it 9/7199 


Chapter 17. 
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cooperating with the Government. An FBI Special Agent who threatens a 
subject with death by electrocution may place any resulting confession at 
risk’ and may be in violation of FBI policy.'” 


4. (U) Conclusion 


A ects SABE who was not on the case long enough for the. AGRT to 
make a meaningful judgment, the FBI did not assign the "right" agents to the Wen Ho 


Lee investigation. This significant error in judgment - which, of course, affected 
virtually every other aspect of the investigation ~ is attributable to FBI-AQ management, 
although FBI-HQ’s National Security Division (in particular, the section) was 
well aware of the problem. 


(U) The failure to assign the “right" agents to the case was, however, only a part 
of the personnel problem with this investigation. There was also the matter that is the 


101 (U) The AGRT makes no finding as to whether the threat of death by 
electrocution, particularly when combined with other statements made by the FBI during 
the March 7, 1999 interview, would render any confession made by the subject 
involuntary. Given that there was no confession, the matter is largely academic. It is 
sufficient to state that such statements by the FBI would have unnecessarily placed a 


. confession at risk. See, generally, Weidner v, Thieret, 866 F.2d 958 (7* Cir. 1989), 


(habeas petitioner entitled to hearing on issue of whether his confession was coerced 
where petitioner, who had brain damage, was threatened with electric chair if he did-not 


make a statement), Murphy v, Wainviright, 372 F.2d 942 (5 Cit. 1967) algae ed 
Sete ee apoio ee ei Gee eee CS 


see Wilcox y, Ford, 813 F.2d 1140 (11* Cir. 1987), Gresa y, Sonli, $50 F-28098 
oa Cir. 1988). 

XU) Section 7-2.1 of the FBI's Legal Handbook for Speolal Agents states: “It is 
the policy of the FBI that.no attempt be made to obtain a statement by force, threats, or 


promises.” (FBI 21859) But see 968 F.Supp. 1519, 1538 
(M.D. Ala. 1997) (holding that a threat of the electric chair did not violate Section 1-2.1 


because electrocution would be the product of a judicial proceeding and not be inflicted 
on the defendant by the FBI.) 


Ea 


subject of the next section, į.¢,, the failure by both FBI-AQ and FBI-HQ to provide to the 
casc agents the additional help they needed and which FBI management knew they 
required. 


l D. (U) The diversion of two agents 
1. (U) Introduction 


p 

pa (U) On or about November 1, 1996, two new FBI Special Agents arrived at the 
_ pa C Albuquerque Division. They were end A= they had just 
= pe graduated from the New Agents Class at Quantico.'” This was their first office 

assignment and S was immediately assigned to a gang task force and fugitive 

a: squad and S was immediately assigned to the Farmington, New Mexico, 
Resident Agency (“Farmington RA“) to work crimes on Indian reservations. 
' 2/8/00; 2/16/00; AQI 6325) 


A Assigning agents to work gang cases or crimes on Indian reservations is, of 
course, entirely appropriate and proper. The only problem with this assignment was that 


i these agents were specifically assigned to Albuquerque Division for the purpose of 
supporting the Wen Ho Lee investigation. As FBI-A Unit Chief; bl 
said: “Bodies were asked for, bodies were provided and bodies were di 
12/29/99) 
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wU) SAS remains an FBI agent; SA csigncd from the FBI on 
November 30, 1997, 


1U) According to UC, c made this statement in an October 1999 
briefing he gave to FBI-AQ ASAC Lueckenhoff. (Ad) 
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2. (U) The diversion 


™ (U) In June 1996, ssa Tooo calized they had a problem. 


pile Given the scope of the Wen Ho Lec investigation, and given the fact that the case was 


b6 assigned to S they knew they had to get him help. According to SS 
they knew he would not be able to handle the investigation by himself.” = 


12/1/99) 


| Ad) Detailing another agent from the Albuquerque Division to work on the Wen 
Ho Lee investigation was not at all a promising option. 


s not even a possible, solution to the problem. 


was not a practical, and p 


(U) ssa Bond SSA considerei a number of options, including 
rá transfering senior agents to Albuquerque Division as their “OP" (Office of Preference) 


or, as it is now called, their "PRL“ (Personnel Resource List) transfer.. But they 
KIC recognized that they might not get the agent they wanted since such transfers were based 
LG | on seniority and, in any case, it might be months before they could get anyone transferred 
in through an OP transfer. 12/1/99) They decided instead to seek the assigament 
of brand new agents to Albuquerque Division. This might or might not have meant that 
-these two particular agents would work the Wen Ho Lee investigation. They might be 


Bi 
oe "O SSA edded tat “to bs, ane cere could havo handled it 
Lt alone, given the scope of the investigation.” ; 
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assigned to work the case themselves or be used as “back-fill" to replace two experienced 
agents from other squads who would be transferred from their own case responsibilities to 
the Wen Ho Lec investigation.'” : 


“BS The section chief ("SC") o Jeremiah Doyle, decided that he needed to 
make a trip out to Albuquerque to discuss the case with the field office and to-assess for 
himself its staffing requirements. On July 2, 1996, SC Doyle and SS et in 
Albuquerque Division with SAC Thomas Kneir, ASAC Ronald Dick, SS and SA 
SAC Kneir made it clear to SC Doyle that there were not enough resources 
in the Santa Fe RA to work a case of this magnitude. SC Doyle also met with SA 
and concluded that he would need “a lot of support." (Doyle 10/19/99) 


K SC Doyle states that he came back to FBI-HQ and asked for the temporary 
duty assignment ("TDY") i: ultimately settled for the 
transfer of two permanent agents to support the case." (Doyle 10/19/99) On July 25, 
1996, Robert Bryant, who was then the Assistant Director of the National Security 
Division, requested that the FBI’s Personnel Division “favorably consider overstaffing the 
Albuquerque Division NFIP (National Foreign Intelligence Program] by two Special 
Agents to support" the “Kindred Spirit" investigation. (FBI-03265) In support of this 


request, AD Bryant stated: 


a) . 
SEF * * * This will be a major investigation which may last two years or 
more. * * * Albuquerque requested that additional Special Agents be made 


1985 Both former FBI-AQ SAC Kneir Section Chief Chuck Middleton _ 
stated that they would have expected the new agents to be used as “back-fill” (Kneir 
10/6/99; Middleton 8/3/99) But SSA old the AGRT that it was his intention to 


actually put the new agents on the Wea Ho Lee investigation, rather than use them as 
“back-fill.” He assumed that there would be a lot of basio “leg work,” physical 


surveillance and record checks that two “FOAs” (First Office Agents) could handle. 


1U) The case file at FBI-HQ does not reflect the request for five agents and it is. 
not clear whether this request was ever committed to paper. What was committed to 
paper was the request for two agents. 


TOD SSC hE: aA 


available to work this high impact case. * * * Because Albuquerque’s 
staffing levels have already been set for the next FY 1997 the most 
expeditious means of addressing Albuquerque's needs is to overstaff the 
Division through new agent and Personnel Resource List transfers. Any 
i combination of new or experienced Special Agents would be acceptable; 
: . but agents with an FCI background and or Mandarin language ability would 
best suit the anticipated requirements of captioned investigation. i 


(FBI 3266) The request to “overstaff" the Division by two agents to support the Lee 


: j ro investigation was approved'” (FBI 20354, 21841) and SS sent a copy of the 
ia bI memorandum to FBI-AQ’s ASAC Ronald Dick (AQI 985), , with a cover note that read 
iq bo as follows: 

i 

| A RE: RED SPIRIT 

| bl FCIS Doe) 


i OOQ: AQ 
ATTN: ASAC Dick 
ews Ron— ` ; 
Here are two extra bodies. PH follow 
yI progress wi in SATU [Special Agents 
b6 Transfer Unit] y | 
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t(U) FBI records indicate that AD Bryant’s memo was approved by the Office a 


of Deputy Director Weldon Kennedy. (FBI 21842) After receiving it, 4 Personnel 
i Division official spoke with SC Doyle and ascertained that over staffing FBI-AQ with 
| two agents from the new agents class “would be satisfactory.” (FBI 21842) i pes 


1996, the order was issued: “Up AQ by 2 - new SA's from Quantico OK." 
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` FBI-AQ as a result of the overstafiing decisi 


(AQI 984)! The orders were then cut assigning SAG and S to the 
Albuquerque Division,''' and the agents arrived in New Mexico on or about November 1, 


1996.'" 


(U) The decision to assign SAB ana S to matters unrelated to the 
Wen Ho Lee investigation was made by ASAC Dick 8/16/99; 
12/1/99), and ASAC Dick sent a memo to all FBI-AQ employees on October.24, 1996 
advising them of the assignment of each of the new agents coming into the Division. The 


memorandum reflects the assignment of SAS to Squad 7 (which included the gang 


1U) According to SAMMI ASAC Dick was deeply involved in obtaining 
approval from FBI-HQ for the two new agents and discussed the matter with the 
ational Security Division and the Special Agent Transfer Unit. According to SSA 
once ASAC Dick had been advised that the request for the two agents had been 
approved, he told Ssa that “we got your two SA’s” and gave SSA their 


names. 


"IS Both S and S rders assigning them to FBI-AQ were 
dated August 16, 199 002, FBI 21844), a little over two weeks after FBI-HQ’s 
approved the overstaffing of FBI-AQ by two agents. (FBI 21841) While several other 
new agents were also assigned to Albuquerque Division in August 1996 and September 
1996, there is no question that and SAGER wece the two agents assigned to 
ecision. See, e.g, the entry for 7/25/96 in the 
FBI's Wen Ho Lee chronology at FBI 07917 (boldface in original): “NSD : requests 
Personnel Division overstaff AQ with two new agents to assist in this ion, per 
AQ SAC's verbal request on 7/2/96. SATU-designates new Special Agen jand 
- See also the interview of S 12/1/97) (whicli makes clear that his 
ion with ASAC Dick conceming the diversion of the two agents was prompted 


by the arrival of SAG and sA in the Division) 


uU) By the time the agents arrived, SAC Kneir had left the Albuquerque 


Division. ASAC Dick was the Acting SAC from August 1996 to October 1996, when 
the new SAC, James Weber, arrived. SAC Weber arrived at Albuquengue Division on or 


about October 15, 1996. (Weber 10/28/99) 
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task force and fugitive squad) and S o the Farmington RA.'? (AQI 6325) 
While the decision to assign these agents to work unrelated to the Wen Ho Lec 
investigation was not announced until October 24, 1996, it was clearly made much 
earlier. For example S$ orders assigning him to the Farmington RA were dated 


September 17, 1996. 


U 
mY To states that, around the time of SA and sA: iv.. 
ie., early November 1996, ASAC Dick called SS into his office and told him that 
he thought the two new agents could be better used in other program areas.'"* SS 
states that he asked ASAC Dick: “What am I supposed to do about Kindred Spirit?" 


ASAC Dick responded that he would assign S o SS squad for the time 


003) 


being. SS asked ASAC Dick if S was going to be assigned to the Santa Fe 
RA, where SA was then working. ASAC Dick said no, that S ould 
aid he was not pleased and clearly 


be stationed in the Albuquerque office. SS 


articulated his unhappiness to ASAC Dick. Specifically, he recalls telling ASAC Dick: 
but ASAC Dick’s reaction was “that’s the way it’s 
eeded more people, they 
could help out on 


going to be.“ ASAC Dick said that if, in the future, SS 
could make additional changes and that, in the meantime, $ 
“Kindred Spirit" if necessary 12/1/99) 


quad, but neither was assigned to FCL 
initially assigned to drug intelligence and then to domestic terrorism; former S. 
worked international terrorism matters. 00) TET 
u . 
pap It is not entirely clear how or when ss Ais learned that the agents 
would not be assigned to the “Kindred Spirit” investigation. S stated that 


he told SS/ about the matter after learning from SS. t the agents had 
already arrived. Since S bviously knew that the agents were not working 
the “Kindred Spirit” case, he SS to complain. 8/12/99) 

t the agents 


SS aid that he had received a “heads up” from SS 


were coming but he did not know that they were not be 
Spirit" investigation until ASAC Dick told him so. 
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assigned to the “Kindred 
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(U) The fact that SA was sent fo Farmington and sR: sent from 
Farmington might icad onc to conclude that FBI-AQ was doing precisely what former 
SAC Kneir said it should have done: assigning additional agents to the Wen Ho Lec 
investigation by transferring experienced agents onto the Wen Ho Lec investigation and 
using the new agents as “back-fill." That view, however, cannot withstand scrutiny. SA 

gih. used as “back-fill for sa.: it had nothing to do with putting 
additional resources on the Wen Ho Lee case. a 


(U) To understand this, it is necessary to examine why ~ and more importantly ~ 
when FBI-AQ decided to bring SAS from Farmington. This report has already 
lained the “ ter 4 i 


Q er was necessary to 
“enhance the productivity of the F[armington] RA.“ (AQI 6603) In other words, 
transferred from Farmington to Albuquerque not to solve an — 


= em (the Wen Ho Lee g n i to solve a Farmington one 


(U) The timing of the decision, — the “when“ part of this analysis, - is equally 
significant. FBI-AQ’s request for permission to bring S. from Farmington was 
sent to FBI-HQ on May 7, 1996 (AQI 6607), i.¢., almost a month before the Wen Ho Lee 
full investigation was even opened. This, alone, establishes that the decision to transfer 
to Albuquerque had nothing to do with the Lee investigation. If more proof 
was needed, however, supplies it himself. He told the AGRT that, after it was 
determined that he would be transferred in from Farmington, he was given two.options as 
to his squad sssignment: one was to go to a violent crimos squad and the other was to g0 
to a white collar crime squad. Neither FCI work, in general, nor the Wen Ho Lee case, in 
‘particular, was presented to him as an option. 2/28/00) . 


(U) Of course, for FBI-AQ to solve its Farmington problem, it was obviously not 
eriough for FBI-AQ merely to transfer SAMI from Farmington. It had to replace 
him in the Farmington RA with another agent. FBI-AQ obviously recognized this need: 
In an August 13, 1996 memorandum to FBI-HQ supporting the transfer of $ 
Albuquerque, FBI-AQ stated that ‘an agent needed to be sent to Farmington to replace SA 
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GB spccifically an agent “who has investigative skills or potential to independently 
address Indian reservation crimes." (AQ 6603) 


(U) The agent ASAC Dick settled upon to solve the Farmington problem was one 
of the two new agents that FBI-HQ sent to FBI-AQ to solve the Wen Ho Lee problem: SA 
Thus, it és true that SA was “back-fill" for SAGER ut it had nothing to 
o with the Wen Ho Lee investigation. oe 


(j 


(U) SAR iii, of course, come eventually to be assigned to the Wen Ho Lee 
investigation. But that was not until November 1996 ~ at least six months after FBI-AQ 
first requested FBI-HQ’s permission to transfer S. from Farmington.""* More 
significantly, by the time FBI-AQ decided to put S n the Wen Ho Lee 
investigation, FBI-AQ’s management either knew — or was about to find out - that the 
problem with the Wen Ho Lee case was not how to put a second agent on the case but the 
possibility that there might soon be mo agent on the case.""* 


15(U) Although saii: not told he would be working specifically on the 
_Wen Ho Lee investigation until on or about January 30, 1997, when he was told by SSA 
he would be “co-case agent” on the Wen Ho Lee investigation 112/99; 
AQI 5596), he did know prior to this date that he would be going to ; 
and would be working a case with He states that he was advised of this 
in early December 1996 
he may be a week or two 0 
November 25, 1996, contain a handwritten notation that a copy of the orders went to 
AQI 6600) This indicates that at least by this date — November 25, 1996 — 
the on had been made to assign SAMI to squad and to the Lee 
investigation. . 


t(U) At least by November 26, 1996, which was the date on which SA 
igned his FD-638s (“Supervisory — Request Forms") (FBI 21591, - 


21594), FBI-AQ knew for a certainty that S attempting to leave the 


Di C Weber, in fact, initialed a paragrap c FD-638 forms recommending 
S for the promotion. Qd.) 


* two agents, for the reasons described in this chapter, were not the right two 
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(U) SAG ssigament to the Wen Ho Lec case, therefore, cannot fairly be 
characterized as an effort to put two agents on the case but, rather, as an effort to insure 
that there was at feast one agent on the case. Even if the decision to put S n the 
Wen Ho Lee investigation predated by a few weeks FBI-AQ’s awareness of SA 
efforts to leave the Division, thereby supporting the claim that FBI-AQ, at 
least briefly, intended to put two agents on the case, it is of little moment. Regardless of 
what FBI-AQ knew in early November 1996, it certainly knew by late November 1996 
that S as attempting to leave the Division and by approximately the end of 
January 1997 that 5, succeeded in his efforts.""” It knew, in other words, 
that putting S on the Wen Ho Lee investigation would simply be replacing one 
agent with another, not adding oné agent to the other."* 


(U) The AGRT questioned ASAC Ron Dick about this matter, in the hope that he 
would shed light on his decision to divert these agents from the Wen Ho Lee 
investigation." That did not happen. Rather, ASAC Dick told the AGRT that he did 
not know that the two agents had been sent to FBI-AQ specifically to work on the Wen 
Ho Lee investigation. In fact, he told the AGRT that when the AGRT asked him about 
this matter in July 1999 that was the “first time" he had heard that the agents had been 
sent out specifically to work on the Wen Ho Lee investigation. This statement, however, 
is not consistent with: (1) the July 25, 1996 paperwork, including the note from SSA 


U) Se: selected for the Headquarters position on or about 
January 22, 1997 I. 6) and the Notification of Transfer was issued January 28, 


~ 1997 (PBI 21574) 


UU) Of course, even if FBI-AQ had intended to put two agents on the case, these 
to 


staff this case. FBI Assistant Director Neil Gallagher told the AGRT that a 
little stronger chan SA A SAMMI bs own problems and you 
added them together, you go of an agent.” (Gallagher | 10/28/99) 

WU) Dick left Albuquerque Division in September 1998 to become a section 
chief at FBI-HQ in the National Infrastructure Protection Center. (Dick 7/29/99) 


aes m 


Ki 


“Fe Me 
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. headed their way. 
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a. ASAC Dick;'® (2) the statement of T Y ASAC Dick was very 


involved in the process of obtaining these agents to support the Wen Ho Lec investigation 
and the decision not to assign them to the Wen Ho Lec investigation;'?! and (3) the 
statement of former Albuquerque Division SAC Tom Kneir.'” 


(U) TO RE to ASAC Dick — “Here are two extra bodies” ~ with 
the accompanying memorandum from Robert Bryant supporting the overstaffing of two 
agents to support the Lee investigation, was not only addressed to ASAC Dick but 
actually seen by ASAC Dick. Albuquerque Division’ s copy of the document bears 
ASAC Dick’s initials. (AQI 6335) 


2U) SC Dick said that if S and SAR iers had specifically 
stated that they were being assigned to FBI-AQ to support the Wen Ho Lee investigation, 
he would have so assigned them. (Dick 7/29/99) That misses the i whether or not 


the orders contained this explicit statement — and the orders did not 2/8/00; 
2/16/00 0003) — the issue is not what was in the orders but 1-Al 

as to how these two agents had come to be assigned to the Albuquerque Division. If 
FBI-AQ knew that the agents had been obtained specifically to support the Lee 
investigation — and there is no question it did know this — then FBI-AQ was obligated to 
use them directly or as “back-fill” for this purpose. The failure to do so cannot be 
excused by pointing to the fact that the agents’ orders did not explicitly mandate their 
assignment fo the Lee investigation. In any case, the issue here obviously is not so much 
that these two new agents were not used to support the case but that no two new agents 
were used to support the case. Therefore, the key point is that FBI-AQ knew their . 
request had been approved and that “two extr bodies” (AQI pae were 


120) SAC Kneir told the AGRT that, during SC Doyle's July 2-3, A visit to. 
New Mexico, he asked SC Doyle for an additional two agents to be assigned to the Santa . 
Fe RA specifically to work the Lee case and that ASAC Diok was privy to his 
conversations with SC Doyle about this matter. (SAC Kneir had transferred from 
Albuquerque Division by the time the new agents arrived and, thus, would be unaware of 
their diversion. His replacement, James Weber, artived in Albuquerque at or about the 
same time as the two new agents and stated that he was unaware that SC Doyle had: 
obtained the two agents to support tlic Wen Ho Lee investigation.) (Kneir 10/6/99; 
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3. (U) National Security Division's (“ " iversion 


A What did NSD do when it learned of the diversion of the two agents? The 
answer is that NSD did absolutely nothing about it, and this is attributable to th 
' < unit’s decision nof to advise FBI senior management of FBI-AQ’s diversion of the agents. 


(2 | (U) After SSA ound out that ASAC Dick had decided that the‘two agents 
yc would not be assigned to the Wen Ho Lee investigation, he called SS o tell 


bg | him SSA states that ss was "livid." SB 12/1/99) 
(U) sR upset at the diversion, went to his immediate supervisor, UC 


Ri reported it to him. IR 215/99) UCI stated that he felt 
“snookered" by FBI-AQ and that it “soured U and SS any future 
requests they might have received from FBI-AQ. 12/29 


| (U) U however, did not take steps to insure that upper management 
o, within FBI-HQ were notified of the diversion, even though it was upper management — 

: principally, AD Bryant — who had formally requested the assignment of the agents in the 
first place.'* l 


(U) U stated that it would have been “impolitic" to advise AD Bryant of 
the diversion. He said the “culture" of the FBI is “very intolerant" of that kind of 
reporting and that a field office has a great deal of “autonomy” as to how it assigns its Ţ7 
į personnel. The "diversion of two bodies," he said, was not a "felony" act, and happened 
+ | “all ¢he time." In order for hiin to “drop [a] dime" on FBI-AQ the conduct would have 
| © © | hado have beea "illegal, immoral, fattening or contrary to publio policy." 

a% 12/29/99) l a ` 
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Weber 10/28/99) 


U) AD Bryant told the AGRT he was not told of the diversion, (Bryant 
11/15/99) | . . 
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(U) SSA xpressed similar sentiments. In processing the request for two 
additional agents, no one at FBI-HQ discounted the possibility that FBI-AQ would "rip us 
off" and simply use the Lec investigation as an excuse to get more agents. When SSA 
told U hat this in fact had happened, U dvice to SSA 
was not to “stir the beans" because it would have been inappropriate to “mess 
with a SAC’s decision.” 12/15/99) SSA Iso said that you don’t get 
ahead in the FBI “if you stab SACs in the back." (Id. 


(U) UC Ek: --- say he may have told his immediate supervisor, SC Doyle, 
about the diversion, but he was not sure, and SC Doyle told the AGRT that he was not 
told of the diversion. GB 121291: Doyle 10/19/99) 


4. (U) Conclusion 


(U) While it may be true, as ss A -tc that no one at FBI-HQ was 
“shocked" by the diversion 2/15/99), it was irresponsible of FBI-AQ to divert 
the ji from a critical counterintelligence investigation.'* In particular, as S 


told the AGRT, it was a "miserable injustice" to S o deprive him of this 

onal support. 8/18/99) Whether the agents would have been used to 
directly support the case, or as “back-fill" for more experienced agents, they represented a 
potentially invaluable source of additional manpower for an investigation that was l 

` proceeding at a snail ’s pace. ` ; 


It was also clearly wrong of th 


unit not to advise senior FBI-HQ bl 
management of the diversion. First, Ui failure to “drop {a] dime" on FBI-AQ 
insured that the two diverted agents remain diverted. Second, it had the effect of 
perpetuating senior management's mis-perception that they had, in fact, solved the 
manpower problem in the Wen Ho Lee case with the addition of two new agents. ° 


t(U) As Chuck Middleton told the AGRT, SACs are “pretty autonomous” but © 
what happéned here was a “problem.” (Middleton 8/3/99) “It was incumbent on 
management to plug them into this case.” Id.) 
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Fo) (U) “Impolitic” as it may have been, this matter should have been bricfed up to 
Ic senior management by the unit or section. What FBI-AQ did was wrong and neither 
bb U or SS as under any obligation to avert their gaze from this 
wrong. If they were unwilling to buck the FBI “culture” by insisting that AD Bryant be 


advised of the diversion, at the very least they should have called ASAC Dick i warm 


him that unless he rectified the situation, they would. Yet neither SS nor UC 
even spoke to ASAC Dick about this matter. GB 2/1599 12/29/99) 


bi FBI-AQ's diversion of agents, an toleration of that diversion, 
dissevered the Wen Ho Lee investigation. It made it that much more likely that FBI-AQ 


would be unable properly and expeditiously to bring the investigation to a successful: 
conclusion. 


E. (U) Were foreign counterintelligence investigations a high priority in the 


Albuquerque Division? 


i ; 
W To appreciate the lack of priority given the Wen Ho Lee investigation, one 
must first understand the lack of priority given to the overall foreign counterintelligence 
("FCI") program by the Albuquerque Division during the years of the Lee full ` 


investigation, 1996-1998. 


Bia each of the years 1996, 1997, and 1998, the highest priority in Albuquerque 
Division was the Violent Crime/Major Offenders Program, a reflection of FBI-AQ’s 


Dg responsibility for criminal investigation of crimes committed on Indian reservations. The | 

oy second priority was the Organized Crime/Drugs Program. The third priority was the 

aS White Collar Crime Program. And the fourth priority was the National Foreign 
Intelligence Program (“NFIP"), which included foreign counterintelligence >- 


investigatioas. 125 (FBI 16005, FBI 16006, AQI 05675, AQI 05623) 


{ | a l 
as As far back as 1992, this was the order of priorities. (FBI 16136) 
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w Given the extent to which New Mexico was a “target-rich environment” (FBI 
1911), the placement of the NFIP so low on the priority list is inexplicable.” New 
Mexico is not only the home of two of the nation’s leading nuclear weapons laboratories, 
Los Alamos National Laboratory and Sandia National Laboratory; it ts also the location 
of several Department of Defense research facilities, Holloman Air Force Base, White 
Sands Missile Range, and a number of private corporations with their own sensitive 


technologies. 


EÍ The consequence of FBI-AQ consistently placing NFIP fourth on its priority 
list is that, when it came to the allocation of agents within Albuquerque CI 
work consistently received the short end of the stick. 


fA BLO was well aware, of course, of the lack of priority accorded to the. 
NEFIP in the Albuquerque Division. The office priorities are reflected in cach of FBI- 
-AQ's Annual Field Office Reports (“AFOR"), see, Sg, AQI 05668 (1997 AFOR), AQI 
05605 (1998 AFOR), as well as in the petiodic inspection reports, see, ¢.8., FBI 16130 
(1995 Inspection Report) and FBI 15952 sa Inspection Report), and in: other 
documents as well. 
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u) 

Ko FBI-AQ consistently and repeatedly attempted to get more support for its FCI 
work, but these requests were consistently and repeatedly undermined by the mixed 
message which FBI-AQ was sending to FBI-HQ. Xs 


Its justifications for these increases demonstrate j y understood the 
challenge it confronted in its FCI activity." But even as it was seeking more personnel 


pe (BI 01894). , 
Le For example, isi its 1998 AFOR, the Albuquerque Division provided this 
justification for increased support:. l 
AS The enhatioem necessary to respond to the 
Counter Intelligence has been mandated for the Dept. of 


Energy by Presidential Decision Directive 61. The DOB is ordered to `. 
implement new CI initiatives at all of its national laboratories and to 
immediately reinforce and improve their current CI practices. ‘Two of the 
five national laboratories are located in the State of New Mexico, Sandia _ 
National Laboratories and Los Alamos National Laboratory. The AQ 


Division né in order to investigate attacks. 
upon the criti cture at the national labs and to monitor the . 


activities of foreign visitors, foreign representatives who are assigned to the 
labs, and to monitor and interview the U.S. personnel that have access to 
U.S. Weapons and technology at these facilities. The ability to use its 


bee SOS 


March 1999, In the Division’s March 31, 1999 request to FBI-HQ for additional agents 
for FCI work, referred to abo 
(FBI 1894; AQI 6374) EBI-AQ cited the Wen Ho Lee l 


E a 


for FCI work, it was simuliancously advising FBI-HQ that FCI was neither the first, 
second or third priorities of the Division. (AQI 05670; AQI 05623) Indeed, even the 
enhancement requests for FCI were not the Division's highest priority. In both years, it 
trailed the Division’s enhancement request for more personnel in the Violent Crimes and 
Major Offenders programs. (AQI 05670; AQI 05623) Not surprisingly, in both years, 
the requests for enhancements were rejected by FBI-HQ. (FBI 1894) 


) 
A this is the context in which the Wen Ho Lee investigation must be 
understood. It was an FCI investigation in a Division which viewed FCI work as a low 


priority and which had far too few agents to meaningfully address the foreign intelligence 
threat at the national laboratories and in the rest of this “target-rich" environment."* 


intelligence infrastructure to target DOE weapons and technology could 
result in serious ramifications for the U.S. 


* *€ % 


As stated in the 1997 FBI Albuquerque Field Office Report, the - 


current level of resources is insufficient to adequately detect and counter 
foreign intelligence service activities within the Division. Given the target 


(AQL 05624, 05644) i. | ; 
-  BYST Although this is beyond the time period scrutinized by the AGRT, it should 
be noted that the FCI situation in Albuquerque Division significantly changed after 


vestigation and related matters in support of this justification. Tho National Scourity 
Division reviewed the request and recommend 


IF. (U) Was the case pursued aggressively and given the priority it deserved? Were 
here unnec clays? 


i. (U) Introduction 


—(SANPARD) One might have assumed that given the momentous and stunnin 
nature of the predicate for the Wen Ho Lee investigation 


bl 


at at least the case 
would be one of the highest priorities within the Division’s National Foreign Intelligence 
Program (“NFIP"). Unfortunately, it was not. Indeed, at various points in 1996 and 
1997, the Wen Ho Lee investigation had the dubious distinction of being listed within 
FBI-AQ’s internal records as the single lowest priority case within NFIP, a program that 
was itself the fourth lowest priority of the Division. With this provenance, it is not 

` difficult to understand why there were unnecessary delays. It would have been surprising 
j if there were not. l 


2. (U) Prioritization of the Wen Ho Lee investigation 


Wey At the outset, it should be noted that FBI-AQ, throughout the entire life of 
the Wen Ho Lee investigation, had another, highly sensitive, highly important, ongoing | 


OS 
QI 6378) Subsequently, FBI-AQ obtained FBI-HQ's on to convert 
me: one of the extra agents into a supervisory slot to support the Wen Ho Lec investigation. 
l (AQI 6419, 6421) The National Foreign Intelligence Program also rose in priority in 


1999, moving from fourth place to second place, (Kitchen 2/17/00) 
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FCI investigation that was almost always the Division's highest FCI priority. 
Division's best FCI trained agent was assigned to this matter and Substantial resources 


were devoted to it.!?? 


CW On September 13, 1996, a few short months after aa had formally 


opened the full investigation of Wen Ho Lee, the NFIP coordinator, SS set out 
his squad’s priorities in an intemal FBI-AQ memorandum entitled “Strategic’Plan - 

Fiscal Year 1997." (FBI 16118) The first goal was to bring to “successful completion" 
the FCI investigation referenced in the preceding paragraph. The second goal was “to 
identify individuals and organizations involved in domestic/international terrorism." (FBI 
16121) The third and final goal listed was “to continue to expand the scope of the 
Division NSTL (National Security Threat List] countries." Id, There were ten objectives 
listed under this goal and the Jast objective of the last goal was to “develop” the "Kindred 
Spirit" investigation “to be able to ascertain the viability of criminal prosecution.""* (1d.) 


U 

j Almost a year later, on July 1, 1997 — the very day that SS and UC © 
hand-walked the first FISA draft application to OIPR in order to communicate to . 
OIPR the critical importance of the Wen Ho Lee investigation, /23/199) ~ SSA 
drafted another intemal memorandum, described as a “Review of FY 1997 Goals 
and Objectives" (FBI 16057), and, again, the Wen Ho Lee investigation came in dead _ 


The 


erence to this matter in a memorandum 


) See, Sgu 
dated June 29, 1998, describing the on's NFIP priorities: “Albuquerque has l 
dedicated enormous financial mg human separ 2 oe eee ..-” (QL: 


06444) 


SYGAKEY To be clear this does not mean that there were nine other “cases” ahead 


of the Wen Ho Lee investigation. Indeed, none of the other ob 
o “cases”; rather, they were. missi 
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last. (FBI 16057) Indced, the description of the objective - “Develop the Kindred Spirit 
investigation to ascertain the viability of prosecution" - had remained virtually 
unchanged. 


ee Three months later, in October 1997, there was some slight improvement - at 
least on paper — in the Wen Ho Lee investigation’s status. In SS Review of 


. FY 1998 Goals and Objectives," the Wen Ho Lee investigation had risen to thie second 


objective of the second goal." (FBI 16263, 16264) By June 1998, the Wen Ho Lee 
investigation was described as one of FBI-AQ’s “major [FCI] cases" (AQI 06452); 
however, it was still lumped in as simply one among FBI-AQ’s “other espionage 
investigations" and it still trailed behind such other higher priorities as “issue threat" and - 
“country threat" investigations. (AQI 06448) 


(U) One could argue that these programmatic type memoranda do not necessarily 
reflect the priority actually given a case. In the case of the Wen Ho Lee investigation, 
however, these memoranda are right on the money: the Lee investigation was never a 


priority before December 1998. 


(U) The most significant indication of this, of course, is the fact that, prior to 
1999, FBI-AQ never put more than one agent on the case full-time; indeed, strict 
speaking, it never even put one agent on the case “full-time" since both 


and SAB ad other responsibilities, including general ongoing liaison responsibilities - 


DEERE, The first goal is, once again, “the other FCI investigation referred to 
above and the scoond goal is described as “Develop at least ten additional NSTL 
(National Security Threat List] country threat and issue threat investigations and bring to 
fruition outstanding NSTL a ai currently being conducted hy 
personnel.” (FBI 16263) 
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with LANL!” and occasional non-FCI work such as drug surveillance, bank robberies, 
and the like. 


(U) And then, of course, there were the delays. Nothing better illustrates the lack 
of priority given this case than delays that were so ubiquitous that, in many respects, they 
constitute the case’s most recognizable characteristic. 


3. (U) Delays 


(U) This case was marked by delays from the very beginning. As stated above, 
some of the delays areattributable to FBI-HQ. Most, however, are entirely attributable to 
FBI-AQ. 


(U) For example, on June 10, 1996, SSA GBB: i visca sa: 
certain material which sS needed to obtain and analyze, such as Lee’s travel 
records (AQI 954), a request that should have taken days to accomplish. The records 
were not actually obtained until November 1996 and December 1996." (AQI 1080, 


1112) 


(U) Similarly, it took S everal months to obtain Wen Ho Lee’s and 
Sylivia Lee’s LANL personnel files. (AQI 954, AQI 1028) It took him additional weeks 


- to obtain access to the Lees’. DOE security files (AQI 1064, 1066), both projects that 


should have taken a few days. 


FBI-AQ's LANL liaison throughout his tenure in the 
eft Santa 


Santa Fe RA. S the LANL liaison between the time 
~ Re (end of March 1997) dnd the time to replace him (end of October 
1997). 


'(U) At one point, SSA noted that SS complained to him 
that LANL personnel were “dragging their fect" on the production of such records. (FBI 
5794) Iftrue, it was surely an obstacle that could have been overcome through 
communication with individuals at LANL already privy to the existence of the 
investigation. 


107 


by 


bl 


Torse 


LE Even more startling were the months and months of delay in obtaining credit 
card records on Wen Ho Lee, a basic item in any serious FCI investigation. SA 
as instructed to obtain such material on July 2, 1996 (AQI 957), but he did 
not actually obtain Lee's Diners Club records until January 31, 1997.7 (AQI 1169) 
Other credit card records had still not been obtained at the time S left the 
Santa Fe RA for his new FBI-HQ's assignment." l 


AE he case fared better ne was still characterized by numerous 


unreasonable delays. For example, th should never have taken a year from 
conception to execution ~ regardless of the impediments placed in the way of th 


GM ty FBI-HO™ (See Section (HY(4)(F), below.) 


Des Some delay in procuring such financial information was unavoidable. For 
example, FBI-AQ requested on November 25, 1996 that Diners Club be served with a 
national secutity letter requiring production of the Diners Club records. (AQI 1102) 
FBI-AQ is not responsible for the two months delay in the actual receipt of the records. 
But FBI-AQ is certainly responsible for the incredible four month delay (from July 1996 
to November 1996) in learning that LANL employees were issued corporate Diners Club 
cards, and acting upon that knowledge. (AQI 1102) 


oe eee ead 
Chase Manhattan Bank (“Chase”) was not even requested until March 17, 1997. (AQI 
1194; FBI 829) And it was not until March 26, 1999. — more than two years later —that . 
FBI-AQ realized that it had never gotten'a response from the New York Field Office, . 
which was responsible for serving the letter on Chase, or from Chase itself: (AQI 4440) . 


7 I -x1-17 illustrates the iack of priority placed on i 
this é at FBI-AQ and at FBI-Headquarters. Roadblocks that materially 
delayed, or threatened to d ranged from 


N 
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ABT The OoOO i in the entire 


b! investigation, and a consequential onc at that, 


FOT Ya the blame for this is the almost absurd difficulty S 


immediate FBI priority and, when it was not accomplished immediately, senior 
management should have been asked to intervene.’ . See Chapter 15. 


fu 
OA another example, it took FBI-AQ more than nine months to locate a 


former LANL employee o was viewed as a potentially valuable source of 
information. FBI-AQ was directed in December 1997 by FBI-HQ to intervie d 
Not this lead was suggested even earlier. (FBI 11855; AQI 1560; AQI 5377) FBI-AQ was 
unable to locate dress until September 11, 1998 — and that was only because a 
usb LANL contract counterintelligence officer came up with it. (AQI 5423) The FBI’s own 


LIC | efforts to find while not non-existent, were less than impressive. See, e.g., AQI 
1651 (checking New Mexico white pages). See Chapter 14. 


And there is more: (1) FBI-AQ lost a month-and-a-half in obtaining foreign 
telephone subscriber information when it sent the request in to Headquarters in an 


8) FBI-AQ’s failure to insist on immediate production is no 


more explicable than FBI-HQ’s failure to intervene wh 


was not 


forthcoming. After all, it was FBI-HQ that was repeatedly stating that it was waiting for 
efore approaching OIPR again conceming the FISA application. See,- - 


hl ¢.£,, the note to Director Frech from NSD Acting Assistant Director Larry Torrence, 
dated September 1, 1998 (‘Upon receipt will present the details 


to DOJ/OIPR and again ask for FISA”) (FBI 13011) Senior personnel at FBI-HQ — 


particularly at the Deputy Assistant Director or Section Chief level — could have taken 
steps to make sure tha was produced in days, rather than in the 
four months it took to produ But they were never asked to 


intervene by the unit. 
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"improper" format. (FBI 817, FBI 900, FBI 961) (2) FBI-AQ essentially stopped 
working on the case entirely in August 1997, after the FISA application was rejected, and 


did not begin working on the case again in earnest until December 1997.'“" (3) After the 
bi TES August 1998, FBI-AQ again went into hibernation. Other 
an pursuing the “burping” telephone issue, see Chapter 14, there is almost no activity on 


the case before sA: replaced as case agent by S n carly November 
1998. ý 


(U) The delays described in this section were symptomatic of an investigation 


6 
f that, in its first three years of existence, was never accorded the priority it deserved. FBI- 


ose eS pistes. 


pic AQ ~- by assigning just one full-time agent to the case at a time, by selecting, first, SA 
bb and, second, S o be that full-time agent, and by not actually letting 


either of them work the case exclusively and full-time - Doin guaranteed that case 
progress would be sporadic or non-existent. 


G. (U) Were supervisory personnel in the FBI’s Albuquerque Division appropriatel 


engaged in directing and managing the case? 
1. (U) Introduction’ 


(U) Like any i investigation in a field office at the FBI, there were a levels 
of. iii supervision for the Wen Ho Lee investigation. 


1J) Responsibility for this delay must be shared with FBI-HQ, which promised, 
again and again, a teletype setting forth an investigative strategy following OIPR’s 
rejection of the FISA application. . But FBI-HQ is only partially responsible for this four 
month break in the i investigation. FBI-AQ, which could have done a host of things to 
advance the investigation in the fall of 1997, instead just waited. While there were 


occasional signs of activity, such as continued issuance of requests for 
national security letters, the investigation ed stalled until the arrival-of the 
December 19, 1997 FBI-HQ teletype. 


'@(U) See FBI-AQ organization chart at end of Chapter. 
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(U) At the most senior level, there was the Special Agent in Charge. During the 


pertinent time period of the full investigation, the SACs in charge of the Albuquerque 
Division were as follows: 


May 1996'® to August 1996 Thomas Kneir 
August 1996 to October 1996 Ronald Dick (Acting) 
October 1996 to May 1998 James Weber 

May 1998 to August 1998 Ronald Dick (Acting) 
August 1998 to March 1999!“ Dave Kitchen 


(U) One level down was the Assistant Special Agent in Charge, who also served 
as the National Foreign Intelligence Program manager. During the pertinent time period, 
the ASACs were as follows: 


June 1996 to September 1998 Ronald Dick 
September 1998 to November 1998 Frank Coffey (Acting) 
Mike Tabman (Acting) 
í Greg Parrish (Acting) 
November 1998 to March 1999" Will Lueckenhoff 


AS ot course, neither the SAC nor the ASAC was responsible for the direct or 
immediate supervision of investigations. That was typically done by the Supervisory 
Special Agent responsible for the squad to which the case was assigned. The Wea Ho 


t(U) SAC Kneir was actually the SAC of FBI-AQ from December 1995 forward. 
The AGRT uses the date May 1996 because it represents the start date of the full l 
investigation of Wen Ho Lee. 


t(U) SAC Kitchen remains the SAC of FBI-AQ, although he is scheduled to 
retire at the end of May 2000. The AGRT uses the date March 1999 because it 
represents the end date of the AGRT's review period. 


5(U) Will Lueckenhoff remains the ASAC of FBI-AQ. 
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- and§ appointment as squad supervisor.) 


Eran a 
Lec investigation was first assigned sa el then to 6 During the LI 
pertinent time period, the SSAs responsible for supervising the Wen Ho Lec investigation 


were as follows: 


May 1996 to September 1997 
September 1997 to October 1998 
November 1998 to March 1999 


(U) This, then, was the management team responsible for the supervision of the 
Wen Ho Lee counterintelligence investigation from the date it opened, May 30, 1996, 
until the date of the final interview with Wen Ho Lee, March 7, 1999. Not surprisingly, 
these individuals played a critical role in the few successes, and the more than a few 
failures, which the investigation experienced during these three years. This was an 
investigation that desperately needed aggressive, consistent and creative supervision. In 
general, and with some notable exceptions, it did not get it. 


“45685 For National Foreign Intelligence Program purposes, these were actually the 


same squad. Prior to July 1, 1997 nsisted of both the drug program andthe | 4/ 
National Foreign Intelligence Program. As of July 1, 1997, National Foreign 
Intelligence Pro sibilities were moved to S 

- who i remained as National Foreign Intelligence Program. 
and becam supervisor. (AQI 6438) 


. IEJ SS the SSA who replaced 
Foreign Intelligence coordinator and supervisor ¢ 
served for about two weeks as the squad’s supervisor between SSA’ 


however, the official supervisor of the Wen Ho Lee investigation, although she remained 
involved in the case as part of her program coordinator responsibilities. As of 


November 1998, direct supervision of the case became the responsibility o 
the SSA in charge of the Santa Fe RA. SAC Kitchen wanted all Santa Fe 
Agents — including its FCI agen supervised by the Santa Fe RA squad 


supervisor and, therefore, when S over as case agent, SSA QB took 
over as case supervisor. ( Kitchen 9/10/99 9/10/99) 


ee 


RR i 


2. (U) Supervision at the SAC and ASAC level 
a. (U) SAC Kneir 


(U) SAC Kneir was the SAC of FBI-AQ when the full investigation of Wen Ho 
Lee was opened. It is difficult to evaluate his involvement in the Wen Ho Lée 
investigation because he was, as a practical matter, on his way out of Albuquerque 
Division just as the case was coming into the Division.'“* This much, however, can be 
said. One of the principal missions of a SAC is to insure there are sufficient resources to 


accomplish the prime objectives of his Division. SAC Kneir —_ that this case 


required a commitment of substantial resources and that SA ould quickly be 
overwhelmed by the demands of the investigation. (Kneir 10/6/99) Thus, SAC Kneir 
participated actively in the effort to persuade FBI-HQ (in particular, SC Doyle) to assign 
two additional agents to the case. SAC Kneir contemplated that the two additional agents 
would be assigned to the Santa Fe RA because that is where the case was located. 1d.) 
Of course, that never happened but this can certainly not be attributed to SAC Kneir. He 
was long gone by the time SAS an SAB arrived in Albuquerque Division. ` 


(U) There is one respect, however, in which SAC Kneir can be criticized and that- 
is for permitting the case to be assigned to SA SEn the first place. 


. YÈ SAC Kneir undeniio’d that this caso was a high priority matter, a fact that was 
underscored by SC Doyle’s visit to Albuquerque, an event that SAC Kneir recognized to 
be unusual. (Jd.) During that visit, SC Doyle made clear to SAC Kneir that the Wen Ho - 


Lee investigation was a “{high] * (Moyle 10/19/99). SAC Kneir also was 
acutely aware of the fact that experienced serious probléats within the 
Division. Soe SAC Kneir who, as ASAC, a . 


t(U) SAC Kneir left FBI-AQ in August 1996 to become Deputy Assistant — 


. Director of Criminal Division at FBI-HQ. (Kneir 10/6/99) However, he was out of the 


Division almost a full month earlier in a temporary duty assignment in Atlanta in 
connection with the 1996 Summer Olympics. (id.) Thus, his involvement in the Wen 
Ho Lec investigation was necessarily very limited. 


We DR ha ee P 


“Tre 
(FBI 21681) And SAC Kueir had 
lack of participation in the non-FCI work of 


also heard complaints about SA 
the Santa Fe RA. (Kneir 10/6/99) 
U) 

ABY To give a case of this magnitude and priority to an agent with this history was, 
quite simply, a big mistake. SAC Kneir obviously recognized the problem; in fact, he 
suggested to SSA! that he assign the investigation to another agent, an 
but this did not happen. SAC Kneir should have insisted on that assignment,'” or he 
should have taken alternative steps to insure that the case was in the best possible 


hands.'* 
b. (U) SAC Weber 


(U) SAC James Weber was responsible for FBI-AQ from October 1996 to May 
1998 and, thus, was the senior on-site FBI official responsible for the Wen Ho Lee 


'9(UJ) Given that SAGE tires on August 1, 1997, he also might not have 
been the right choice for a case that obviously required continuity. But if the choice was 
between assigning the case to an agent who would quickly be overwhelmed without help 
or to an agent who could at leas start the case off appropriately and aggressively, SAC 
Kneir should have gone with the and begun the search for an experienced FCI 
agent to take over the case r ire. In the end, and somewhat ironically, 


utlasted SAGER retiring four months after SA Gch the 


on. 


may The “best” hands for the case belonged almost o ctainly to - 
the third FCI agent in the Division, along with S d . 
owever, was deeply engaged in the other high prio matter referred 


to at therefore, may not have been an option. That does not mean there were no 
other options, FBI-AQ could have sought to persuade FBI-HQ to transfer in a single 
experienced FCI agent, instead of the two First Office Agents that were ed to the 
Division. Or SA uld have been assigned to the case. Or uld 
have been assigned on a part-time basis to assist on the case. (S 


AGRT that more res , including himself, should have been ass 
investigation. a: 18/99)) l 
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investigation during an almost (wo ycar period of time.'*' Unfortunately, SAC Weber 
was never truly engaged in insuring that the case was pursued aggressively and 
appropriately. Although FBI-HQ contributed substantially to SAC Weber's lack of 
engagement in this investigation, as is detailed below, a SAC is ultimately responsible for 
the cases in his Division and SAC Weber should have made himself far better informed, 
and become far more involved, in this extraordinarily important matter. 


tu 


(U) To understand SAC Weber’s role in this investigation, several points must 
initially be emphasized: l 


(U) SAC Weber's background and training was in criminal investigations, 

notin FCL That does not mean that he should not have been selected to be 
SAC of an office with two very high priority FCI investigations. It does. 
mean that FBI-HQ needed to take special measures to insure that SAC 
Weber was appropriately briefed and prepared to take over the management 
of these two investigations. Instead, just the opposite occurred. 


U 
Shen SAC Weber was never briefed at FBI-HQ about the Wen Ho Lee 
case before undertaking his assignment as SAC. (Weber 10/28/99) This is 
as remarkable and inexplicable as any other finding in the AGRT’s 
inquiry. SAC Weber was briefed about the other high priority FCI 
matter; indeed, he had to take a polygraph before he was made privy to the 
- details of the investigation. (id) As to the Lee case, however, he received 

no Headquarters briefing. This would be incredible even if SAC Weber 
was being transferred from one field office within the FBI to another field 
office within the FBI, and made only a “pit stop" at FBI-HQ before ` 
reporting to his new duty station. But SAC Weber was stationed at FBI- 


SUU) At the time of his interview with the AGRT, Weber was the Deputy 
Assistant Director of the Interriational Operations Branch at FBI-HQ. f 


2U) FBI-HQ's personnel routinely brief new SACs and ASACs on the 


rtant matters within their divisions before they assume their field office duties. 
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HQ at the time he was designated to become FBI-AQ's SAC. He was 
serving as Special Assistant to the Deputy Director and, in that capacity, he 
had contact every day with John Lewis, who was then the Deputy Assistant 
Director of the National Security Division. (Jd.) According to SAC 
Weber, DAD Lewis discussed with him the other high priority FCI case but 
never the Wen Ho Lee investigation. i 


FOL | e (U) Nor did other knowledgeable persons at FBI-HQ brief SAC Weber on 
b6 the investigation. Not SS ot U d not SC 
VC | Steve Dillard. S 12/15/99 12/29/99; Dillard 8/6/99) 


e (U) Nor did outgoing SAC Kneir brief incoming SAC Weber on the 
important ongoing matters in the Albuquerque Division, which of course 
should have occurred. Both men attributed the failure to communicate to 
the fact that SAC Kneir left FBI-AQ several months before SAC Weber 
arrived.'® (Kneir 10/6/99; Weber 10/28/99) - . 


(U) The failure to brief SAC Weber before he arrived in FBI-AQ was 
compounded, dramatically, by the failure to brief SAC Weber on problems with the 
handling of the case after he arrived in FBI-AQ. SAC Weber told the AGRT that no one 
at FBI-HQ ever contacted him after his arrival in Albuquerque Division to complain 
about the Division’s handling of the Wen Ho-Lee investigation. (Weber 10/28/99) As- 
frustrated as FBI-HQ was with the pace and substance of the investigation, no one from 


` .FBI-HQ called tlie one person who had the authority and the responsibility. for insuring 


` stationed in the same building as SAC Weber. 


_that the case was handled appropriately. did.) 


'3(UJ) This is not an especially persuasive explanation since SAC Kneir left 
Albuquerque to take a job at FBI-HQ and, therefore, at least for some period of time, was 


t(U) For example, SAC Weber stated that the first time he heard about the “two 
agent” diversion issue was a few weeks before he was interviewed in October 1999 by 


the AGRT. (Id.) 
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~AND) The failure to brief SAC Weber had one consequence almost too 
fantastic to believe: SAC Weber - the Special Agent in charge of the Division handling 
the Wen Ho Lec investigation from October 1996 to May 1998 - told the AGRT that he 


` did not know the predicate for the Wen Ho Lee investigation until the spring of 1999, 


when he heard of it in a meeting at FBJ-HQ. (Id.) SAC that e heard 
what Wen Ho Lee was accus 


- (U) There is obviously no excuse for such an abysmal failure in communication. 
While FBI-HQ clearly failed in its obligation to communicate the seriousness of the case 
to SAC Weber, so too SAC Weber clearly failed to discover for himself the seriousness of 
the case during the almost two years he ran the Division that was responsible for it. 


(u) | 
ASY It was not as if the case had been hidden from him: Upon his arrival, SAC 


_ Weber was provided with a set of briefing books, prepared by ASAC Dick, which 


included descriptions of all of FBI-AQ’s significant investigations, including the Wen Ho 
Lee investigation. (Id) Shortly after his arrival, he met with SSAQB who also 
briefed him on the case and, in November 1996, he paid a visit to LANL, where he met 
id.) ‘In addition, the Wen Ho Lee investigation, by its code name, was - 
ref ta numerous FBI-AQ documents conceming the priorities of the National — 


. Foreign Intelligence Program." Moreover, SAC Weber stated that he was aware of 


various significant events in the case, such as Wen Ho Leo's request to LANL fór ` 
approval of a PRC student intem, and the FISA denial, although he states that he never 


pat 
bé, LIC 


See, for example, an October 6, 1997 memorandum from 0 


- SAC Weber and ASAC Dick consisting of a “Review of FY 1998 Goals and Objectives | 


-= National Foreign Intelligence Program” (FBI 16262) and a July 1, 1997 
memorandum ofa similar nature. (FBI 16057) a 


ers SES 
117 | 


| 


ER SCT SOP a | 5 et Ce ECT ES 


Fos 


bb, em 


| among other 


read the FISA application or had any input into it. (Weber 10/28/99) He also stated that 
he was never advised by ss ag FBI-AQ was taking “hits” from FBI-HQ about 
the pace of the investigation.” (Id,) 


. (U) This investigation - both because of its importance and because it was not 
being handled appropriately or aggressively - required the consistent and substantive 
attention and involvement of the SAC. That it did not get it cannot be blamed solely, or 
even primarily, on FBI-HQ’s failure to brief. A SAC is given enormous authority and 
autonomy, and it is his or her responsibility to understand and appreciate the importance 
of, and problems concerning, cases within the Division. In this case, that did not happen. 
Indeed, it did not happen even when FBI-HQ took the extraordinary step of sending a 
detailed teletype to the personal attention of the SAC emphasizing the importance of the . 
case, the interest of the Director of the FBI in the case, the national security implications 
of the case, and the specific steps that needed to be taken to advance the case toward a 
successful resolution." ` l 


136095- SAC Weber was told of LANL’s concerns about the pace of the 
investigation. According to he and Sig Hecker, 
Director of LANL, met with S eber an ick on January 3, 1997 arid, 
matters, discussed their concerns about the “Kindred Spirit” ease. 
According to SAC Weber and ASAC Dick assured them the pace of the 
investigation would pick up. 15/97) SAC Weber told the AGRT that his 
recollection is that there was no discussion at the meeting conceming the Lee _ ` 
investigation, (Weber 10/28/99) | ron 


151) This teletype was sent to the personal attention of the SAC but it does not 
bear SAC Weber's initials indicating that it was actually transmitted to him to review. 
(AQI 01560) SAC Weber told the AGRT that he does not recall ever reading it. (Weber 
10/28/99) The only documentary indication in the record that SAC Weber knew of the 
existence of this teletype is a December 22, 1 dwritten note by coting 
a conversation with thich SA ocumented as follows: “SAC l 
re 12/19/97 TTY [teletype}.” (AQI S503) In addition, 

Id him that SAC Weber viewed the teletype as 


Saree 


c. (U) SAC Kitchen. 
i. (U) Introduction 


(U) David Kitchen reported to Albuquerque Division as its new SAC on August 3, 
1998. Although he replaced James Weber as SAC, Weber had actually left the Division 
in May 1998 and Ron Dick was serving as the Acting SAC at the time Kitchén arrived at 
FBI-AQ. 


U) 

Wi Just as SAC Weber had arrived in Albuquerque Division with no prior 
awareness of the Wen Ho Lee investigation, so did SAC Kitchen. He indicated that he 

po first became aware of the existence of the investigation in a brief conversation with SA 


pe be ER: to the types of cases in which SAS es engaged. (Kitchen 9/10/99) It is 


worth repeating again that the National Security Division at FBI-HQ should have insured 
that FBI-AQ's incoming SACs were fully briefed on the importance of this investigation. 
Such briefings, or the absence of such briefings, undeniably and obviously convey a 
message to a field office about Headquarters’ perception of a case’s importance, 
particularly when other cases - such as FBI-AQ’s other high priority FCI case — are 
briefed." © 


(U) Between August 1998 and the beginning of November 1998, there is no 
indication of any significant involvement by SAC Kitchen in the Wen Ho Lee 
investigation. It was simply “not on his scope.” (Kitchen 9/10/99) That changed 
dramatically in November 1998 and even more so in December 1998 and thereafter. 


~~” 


Pi SAC Weber was at least briefed on the other high priority FCI case. 
SAC Kitchen received no FBI-HQ briefings before his arrival in Albuquerque on any 
case, In part, this may have been attributable to the need for SAC Kitchen to get to 
work immediately. An inspection of Albuquerque Division was about to get underway 
and ASAC Dick was in the process of leaving the Albuquerque Division for his new job 
at FBI-HQ. 
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ii. (U) The Lueckenhoff briefing 


(U) Nothing better illustrates the impact that a Headquarters briefing could have 
had on FBI-AQ’s handling of the Wen Ho Lee investigation than the dramatic impact that 


a Headquarters briefing on October 31, 1998 did have on FBI-AQ’s handling of the 
investigation. 


(U) As stated above, before an ASAC, or a SAC for that matter, takes on the 
eos Tesponsibilities of his new assignment, he or she is expected to recéive FBI-HQ briefings 
j yc on pertinent matters in his Division. Given the frequen With which ASACs and SACs 
+, bb, 


change assignments, these briefings can be a "pain." 2/29/99) In the case of. 
Will Lueckenhoff, however - FBI-AQ’s incoming ASAC - U specifically - 
sought to do the briefing himself so that he and Ssh early communicate 


to ASAC Lueckenhoff the importance of the-Wen Ho estigation and their 
frustration with FBI-AQ’s handling of it. os 


U) uc- ss Id ASAC Lueckenhoff that they were 
concemed about lack of case progress. 2/29/99) Lueckenhoff states that SSA 
dU Id him about the importance of the case, that it was “big,” that 
cient manpower had been dedicated to it, that FBI-AQ had not handled the case 
properly, and that the nt an and 
the case had to move forward.’ (Lueckenhoff 9/12/99) U ) told: - - 


Lueckeahoff about the diversion of the two agents by FBEAQ! in 1996: J 
12/29199) 
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Division until caly December, he immediately called SAC Kitchen to. advischim that - 
FBI-HQ was concemed about the slow progress on the Wen Ho Lee ee and had--_ | 
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'9(SyAccording to Locebenhott they also complained that PE geldt a 
ESEC identified in the DOB Administrative Inquiry had never been 
open: I-AQ and that the Department of Justice's Office of Intelligence Policy and 


Review had cited the need to conduct the preliminary a in ordet to supporta - 
FISA application on the Lees. (Lucokenhoff 9/ 12/99) 


ae 


problems with the agent assigned to the case. (Lueckenhoff 9/12/99) According to SAC 
pá Kitchen, ASAC Lucckenhoff told him: “We've got a problem.” (Kitchen 9/10/99) 
b6 ic arenes days, SAC Kitchen caused three significant actions to be taken to 
address the concems expressed to ASAC Lueckenhoff: First, S was removed as 
| case agent and the case was reassigned to “ii (Kitchen 9/10/9 /7199) 
Second, SAC was instructed by her supervisor, SSA to draft a new 
b1 request for FISA coverage, incorporating th and other-matters. 
9/7/99) Third, SSA o respond to the December 19, 
1997 teletype containing FBI-HQ’s instructions and guidance to FBI-AQ as to how to 
2 advance the Wen Ho Lee investigation, despite the fact that FBI-AQ had largely ignored 
it. 


(U) SAC Kitchen’s response to FBI-HQ’s concems was prompt, commendable 
and, with the exception of FBI-AQ’s defensive response to the December 19, 1997 
teletype, productive. Replacing S ith S described by the 
National Foreign Intelligence Program supervisor, as a “stronger agent" 
than SAn one who had more FCI experience 
appropriate response to the “sputtering" 12/29/99) and uninspired pace at which 


the case had moved. © 
E | . ABE ps to vai request for FISA coverage, it should have led FBI-HQ to 
7 io. actually submit a new FISA application to OIPR.' See Chapter 15. Instead, it never 
| i | bb madeit out of th unit. A79; Kitchen 9/10/99) | 
| : l (U) Asto SA B dcfease of FBI-AQ’s response to the December 19, 1997 . 
doa ` teletype, it was far more spirited than the facts warranted. See Chapter 14. In truth, FBI- 
——— ——— FEE bb, bC E 


“UBF This is not to say that S FISA request was on the mark in all 


| respects. Her focus on the possibility that Wen Ho Lee was engaged in b/ 


See Chapter 15. However, the 

for the reasons stated in Chapters 14 and 16, did warrant a new FISA 
submission and, coupled with all the other facts supporting such an application, di 
warrant a FISA order. 
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fone AQ's lack of responsiveness to the December 1997 teletype was indefensible." 
’ Nevertheless, SNE -< in the uncomfortable position of having to defend it. She 

told the AGRT: “I thought responding to it a year later was B.S." ao 

U . 

or SAC Kitchen’s active involvement in the Wen Ho Lee investigation continued 
in December 1998 and January 1999. Unfortunately, it led to two significant errors in 
judgment. First, SAC Kitchen acceded to DOE’s decision to interview and polygraph 
Wen Ho Lee in December.’ See Chapter 15. Second, SAC Kitchen, pursuant to what 
he interpreted as a 30-day deadline set by DOE, caused S o create a January 


22, 1999 communication that was, on its face, premature and that reflected an unjustified 
determination that the investigation against Wen Ho Lee should be terminated.'* See 


g In one respect, it should be noted, FBI-AQ was entirely responsive — and 
that was in connection with FBI-HQ’s suggestion o | Li 
But, as further described in Chapter 14, FBI-AQ had decided to do the efore 


it got the teletype, and was already deeply involved in planning it at the time the teletype 
was received. 


U 
fasic Kitchen, however, was by no means the only senior FBI official who 
acceded to DOE’s decision to conduct the interview and polygraph of Wen Ho Lee. As 
is further described in Chapter 15, AD Gallagher was well aware of DOE’s intentions 
and, in fact, sent a memorandum to Director Freeh five days before the interview and 
polygraph which stated, in part, that the National Security Division had no objection to 
the DOE interview and polygraph of Lee. (FBI 07652, 07721) | 


IS(SNPARDY The January 22, 1999 EC was premature because it was based in 
large part on ani asstiiption that Wen Ho Lee had “passed” the December 23, 1998 
polygraph administered by Wackenhut (DOE's contract polygraphers),:an assumption 
that was unwarranted because the polygraph charts had not yet been reviewed by FBI- 
HQ's polygraph unit or, for that matter, evén received at FBI-HQ. Indeed, it was this 
very January 22, 1999 EC by which FBI-AQ transmitted the charts. (FBI 1512, AQI 62) 
When FBI-HQ did review the charts, it determined that Lee was “inconclusive if not 
| Po! | deceptive.” (FBI 1529, AQI 145) SA told the AGRT that the EC would not 
` 160% | have been drafted had this been known. 
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Chapter 17. When SS eccived the communication, he told the AGRT, it 
“caught [him] cold.‘ 8/99) 


(U) Significant steps were taken in the January to March 1999 time period. Wen 
Ho Lee was interviewed at length on January 17, 1999. This was entirely proper and it 
was done at SAC Kitchen's insistence.'“ (Kitchen 9/10/99) SAC Kitchen also was 
appropriately involved and engaged in the FBI polygraph of Wen Ho Lee that took place 
on February 10, 1999. SAC Kitchen was deeply involved in the March 5, 1999 interview 
of Lee and the confrontational interrogation of Lee that took place on March 7, 1999, 
which he actually witnessed from another room. 


was quite critical of | Doe 
represents a serious | bb, 
and sensible effort to get at the truth. The March 7, 1999 interrogation, however, ue 
involved far more questionable judgments. It was intended by SAC Kitchen to be highly 
confrontational, to “get in his face" 9/7/99), to leave Lee in “despair“ (Kitchen 
9/10/99), feeling that he had no place to go and his life was ruined 9/7/99). Itis 


I 1512, AQI 62), that judgment was not only premature but : 
in part c the FBI had still not gained access to Lec’s computer files, in 


part because his reaction to was incriminating, and in part 
because he had qos Aeb eatlier (in his ber 1998 interviow with DOE 


(AQI 49-52) 
E areas ie lee Gk tab ok est d eee 
interview, the agents obtain a signed swom statement from Lee. 8/18/99) SA 


ted that in his entire 30-year career in the FBI as an agent, he had never 
requested before to have a subject of an investigation write a swom statement of 
innocence. (Id.) It is olear that SAC Kitchen instructed that this be done as part of his 
effort to support the closing of the oase; it is this judgment, rather than the decision to 
take a signed statement from Lee, with which the AGRT takes partioular issue. 
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to Lee of what happened to individuals who refused to cooperate. 


debatable whether such a confrontational intervicw was appropriate. What is not 


debatable ~ what was clearly an error in judgment - was SAC Kitchen’s insistence that 
SP: the Rosenbergs - convicted spies who were electrocuted - as an example 
oLe 
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(U) SAC Kitchen was the first FBI-AQ SAC that gave the Wen Ho Lee, case the 
attention it warranted. SAC Kitchen’s almost daily involvement in the case was 
undoubtedly, at least in part, a natural response to the intense media, Congressional, DOE 
and FBI-HQ interest the case began to generate in December 1998. He still deserves 
credit for insuring, albeit in 1999 rather than 1996, that thie case was accorded the priority 


it deserved. 


d. (U) ASAC Dick 


(U) ASAC Dick arrived in Albuquerque Division in late June 1996 and left 
Albuquerque Division in August 1998. Thus, he was the ASAC - and the National 
Foreign Intelligence Program manager ~ for more than two yeats of the Wen Ho Lee 
investigation: In addition, for approximately five months during his tenure in 
- Albuquerque Division (Au 
was the Acting SAC. 


gust 1996 to October 1996 and May 1998 to August 1998), he 


was 
Kitchen’s decision to have 
1/9199) SAC Kitchen ms that he wanted 
t happened to the Rosenbergs for their refusal to cooperate. 
March 7, 1999 interview is desoribed further in Chapter 17. 


i 124 eee: 


tohen 9/10/99) The 


E ET ai. 


d! emasa munnen . 


= ii ASAC Dick’s presence and key position in the Division during these 
critical periods of time, he had almost nothing to do with the Wen Ho Lee investigation. 


r A review of the Division's records on the investigation reflects that he attended the July 
Lt 7 2, 1996 meeting at FBI-AQ with SC Doyle and SS AQI 957) and'that, a year 
) later, in August 1997, he was advised of the rejection of the FISA request and other 
developments. (AQI 5322, 5553) In the following year, he received some Slight 
§§ information about th See Chapter 14. Although ASAC Dick told 
the AGRT that he read the agents’ 90-day file reviews and kept in constant “” 
vb bl communication with SS Dick 7/29/99), the absence of any significant reference 
? to ASAC Dick throughout the record of this investigation is indicative of a failure on the 
part of ASAC Dick to appreciate the importance of the Wen Ho Lee investigation. 


{SARD This lack of recognition is particularly baffling given the fact that 
ASAC Dick - unlike SAC Weber and unlike SAC Kitchen ~- was briefed at FBI-HQ on | 
ion. On or about May 20, 1996, ASAC Dick was briefed on 
unit prior to his assumption of duties as FBI-AQ’s new 


bt 


al. (U) Moreover, ASAC Dick was a participant in the meetings that took place on 
Fo | july 2, 1996 and July 3, 1996 with SC Doyle and SA traveled to 
bt be Albuquerque to underscore the importance of the case and to insure that it had the proper 
‘| resources. (AQI 957; Doyle 10/19/99; Kneir 10/6/99) ; 


. Despite the Headquarters briefing and the visit from SC-Doyle and SSA 
and the obvious import of the underlying allegation itself, ASAC Dick simply _ 

did not view the case as an office priority. It was a priority within the FCI program, he 
told the AGRT, but it was not an office priority because FCI work itself was not a high 


records suggest that this briefing may have taken place, or at 


1U) U 
e place, on May 15, 1996. (FBI 12103) 


least was scheduled to 


ae smook? eet le 


bi 


` 1998 from UC 


Bree 


priority within the Division. (Dick 7/29/99) It would not even have been among the top 
ten cases within the Division, he said." (Id.) 


~"{GANFARB) ASAC Dick was in a unique position to insure that the Wen Ho Lec 
e was investigated competently, thoroughly and aggressively 


s a priority matter and his failure is particularly disturbing 
because he held the critical job of FBI-AQ’s ASAC for more than the first two years of 
the Lee investigation. Jn a case which suffered so frequently from a lack of continuity, 
here there was continuity, but to no effect. 


e. (U) ASAC Lueckenhoff 


(U) Wili Lueckenhoff arrived in Albuquerque Division in the first week of 
December 1998 to undertake his new assigument as the Division’s ASAC, but even 
before he arrived he knew that the Wen Ho Lee investigation was a problem case. This 


message came through with abundant clarity in the briefing he received in late October 
d SS ncerning their frustration with FBI-AQ’s 


handling of the Wen Ho Lee inve on. As described above, ASAC Lueckenhoff 
acted immediately to address FBI-HQ’s concems, contacting SAC Kitchen the next day 
to tell him “we've got a problem" with the Lee investigation. (Kitchen 9/10/99) - 

(U) After ASAC Lueckenhoff arrived in Albuquerque Division, he immediately 
brought to brief him on the case and became aware for the 
first time of the Al whi been the genesis for the full investigation of Wen Ho 
Lee.” He then did something which should have been done by every supervisor and 


161(U) Obviously, the most explicit manifestation of ASAC Dick's perception that 
i case was not a high priority was his decision to divert the two new agents, As SSA 


stated, it reflected his view as to the importance of the investigation. 
) ; x 


Dc 


manager who had any significant involvement in this investigation: Ite read the AI! 
And, upon reading it, he concluded that it was a "picce of junk" (Lucckenhoff 9/12/99) or, 
as he characterized it to Ge E “piece of crap."'” T 


(U) ASAC Lucckenhoff thus became the first FBI agent in thethrec-and-a-half 
years since the FBI received the Al to give it a critical and thorough examistation.'” Nor 
did he keep his opinions to himself. He bluntly criticized the AI to FBI-HQ personnel, 
including SC Middleton, ve SSA (Lucckenhoff 9/12/99 


1&0) Given the fact that the Al was, after all, the basis for the Wen Ho Lee full 
investigation, this might appear to be an obvious and necessary step for any supervisor 
connected to this investigation. Nevertheless, not all supervisors read the AI. For 
example, Ss «2: that he had no recollection of ever seeing or reading the 
AI, even though he supervised the investigation for a year. © H 12/99) 


ASAC Lueckenhoff’s criticisms of the AI included the following: the 
criteria for selecting suspects was too narrow and exclusive; the AI was “contradictory”; 
the AI came fo conclusions that were not “supportable”; the AI was not based on a 


complete set of travel records for the potential universe of suspects; the AI was unduly 
‘ocused on persons with comprehensive access to W-88 classified information even 


i poundaries o a potential compromise was 
srossiocalle (Lueckenhoff 9/12/99) 


n es | U) Thatis no say hat bec FBE agents not road te AL. It is to say that, 


to the extent that other agents read the AI, they did not recognize or appreciate the 
roblems with it. This included even the official recipient of the AI, Ss 
amit reaction to reading the AI was that it was as tho: as it 

co ve been the short time frame ch it was conducted. Even after 


learning that the AI had problems, SS. defended it: “We were dealing with 
7123199) As to the case agents - SA 


cobabilitics. You take your best shot.” 
d SA SBN- neither agent ever questioned the AI or talked to SAG 
about it. 9p 12/99) l 
. a 127 at, 


4 
Lb,» 


bi 


3C mid-January 1999 in which these criticisms were echoed by S 


12/29/99, Middleton 8/3/99'7') and was a participant in a mecting with DOE personnel in 
(Lucckenhoff 


9/12/99) 


~{6/RÐ} ASAC Lucckenhoff's recognition that there were substantial problems 
with the AI had several positive consequences. 


It led FBI-AQ to seek out 
information that would assist FBI-AQ in determining the validity of the Al.' .And, most 


l significantly, it ultimately led to the sound judgment by the FBI that it needed to do a 


comprehensive review of the AI and its predicate. (DAG 01185) 


(U) In short, ASAC Lueckenhoff deserves a substantial measure of credit for 
initiating the process by which the FBI began seriously to grapple with the substance and 
significance of the AI. While that review should have taken place in 1996, at least it was 


taking place in 1999." 


171(U) SC Middleton stated that ASAC Lueckenhoff came to FBI-HQ in January 
1999 and told him that the AI was “faulty” and needed a “rescrub.” (Middleton 8/3/99) 


“Uy. 
23) This was not an entirely unmitigated blessing. It contributed to SAC 
Kitchen’s premature and unjustifiably categorical judgment in the. January 22, 1999 EC 
that “it does not appear that Lee is the individual responsible for passing the W-88 


information.” (AQI 0062) | 


ken See, ¢.g., a briefing SAC Kitchen received on March 18, 1999 from 
Sandia National Laboratory personnel.con 
apiet 20, 139 M rient «7s = interviews conducted at Sandia on 
August 20, 1999 with scientific personnel and others. (DAG 01185) 


c.g., ASAC Lueckenhoff’s telephone call to uc on January 6, 
notes read in part: “WL (Will Lueckenhoff] wants us to know: *** 


pé be There might be some notion that the criteria up-front is seriously flawed. *** Concem 


(with) what have we been doing for last 2 yrs.” (FBI 11932, 20345) 
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` up" to let DOE conduct the polygraph. 
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3. (U) Supervision at the Supervisory Special Agent level 


(U) Until very late in the investigation, this matter had just (wo FBI-AQ 
supervisors and R Although SS and SSA Baia 
play a role in the supervision of this investigation in late 1998 and 1999, by this date 


events were no longer controlled, and some times not even en SSA the SSA." 


The key decisions that occurred after November 1998 ~ when SSA became the 
took over the National Foreign 


or SS. 


official supervisor of the investigation and SSA 
Intelligence Program - were not made by either SSA 


sy This was a natural consequence of the intense interest the Lee investigation 
was beginning to generate, including the Cox Committee’s focus on the Lee 
investigation and DOE’s determination to finally have Lee’s status resolved. As to the 
Cox Committee, SC Middleton and Ui riefed the Committee staff on the case 
on November 16, 1998 (FBI 11553) and testified before the Committee, along with DOE 


and CIA witnesses, on December 16, 1998. (FBI 11553) 


gy The most striking example of this was the FBI’s decision to permit DOE to 
interview and polygraph Lee in December 1998, a critical encounter with the subject of a 
long-term espionage investigation which should have been conducted by the FBI, not 
DOE and its contract polygrapher, Wackenhut. ‘The decision to have Lee interviewed 


_ and polygraphed by DOE was made by DOE's Director of the Office of - 


Counterintelligence, Ed Curran. But Cuman did not actin a vacuum. Both SAC Kitchen 
and National Secutity Division Assistant Director Neil Gallegher were well aware of . 
“DOE's intentions and interposed no objection. (Kitchen 9/10/99; Gallagher 10/28/99) 
owever, was opposed to DOE conducting the polyerap fyeraph and proposed 
en that the polygraph be conducted by: an FBI polygrapher with a PRC 
I management had their “minds ai 


9/10/99) As to 


was the official case supecvisor, he was neither consulted nor asked his op ms to 
whether the polygraph should be done. He desoribed it as an upper management 


* decision. 9/9199) 


| 


to SAC 
background, But, according to S 


(U) SSA MB served as the Supervisory Special Agent in charge of the squad 
that handied FCI matters from July 1990 to July 1997. During this period of time, he was 
also the National Foreign Intelligence Program coordinator and, therefore, was also 
responsible for Domestic Terrorism and International Terrorism program activities. 


6/22/99) 


(U) In late 1996, ssa SB was selected to be the Legal Attache ("LEGAT") in 
ios Brasilia, Brazil and was due to undertake this position in the Spring of 1997. However, 
og this position was not filled and SS ined in Albuquerque until August 1998, 
when he became the LEGAT in Athens, Greece. 12/1/99) As a practical matter, 
f involvement in the Lee investigation ended in August 1997, when 


however, SSA 
he went to W: gton for several weeks of training. After his return, SS. was 
i appointed supervisor of the White Collar Crime Squad, and its supervisor, SSA 

i j the 


appointed supervisor of SSA squad. Thus, SS. 
supervisor responsible for the Wen Ho Lee investigation from the time it was formally 
opened in late May 1996 until he left for training in August 1997. id.) 


S83 ssa S: an experienced supervisor ose career had been devoted. to 
FCI work and, in particular, to matters involvi From that perspective, he was bi 


the ideal supervisor ~ a senior FBI agent with the training, the expestise and the judgment | 
| 


to manage a criti rtant espionage investigation involvi 
s Nevertheless, SSA B:n? -vior of the Lee en in several material 
T respects, deficient: ; i Pos 
3 ° (V) Ss was the supervisor that elected be thie | 
a case agent on the Lee investigation. No decision in an investigation is more 
a important than the choice of case agent and, in this case, that choice. was in | 
: error. Itis tue that SS) ptions were limited, but they were not 
non-existent. If, in fact, the case could not have been assigned to SA 
i wo SSA RB stould have fought for the 
' permanent transfer to the Santa Fe RA of an experienced FCI agent to take — 


Toes ect 


on this responsibility.'” Simply put, there were alternatives other than to 
assign onc of the most significant and important espionage investigations in 
our nation to an agent who SS 1imself viewed as a “marginal 
performer."'™ 


e (U) SSAQBBsupervision of SAD =: restrained and 


intermittent, when it needed to be intense and consistent. By October 
1996, FBI-HQ was so frustrated with the pace of the investigation that it 
complained directly to SSA According to a memorandum SSA 
wrote at the time: “SA sic] has not been too vigorous 
in pursuing this case" and SS moved to correct this problem by 


with SS the possibility of transferring two senior agents to the Division to 
work the case but decided that this would take too long and might result in the Division 
getting agents who had seniority but did not have substantial FCI training. 

12/1/99) Neither reason should have deterred SSA from seeking the er of . 
senior ageats. First, even if it did take several months to get the right agent on site, it 
would certainly have been worth it. Second, FBI-AQ could have sought the “specialty . 
transfer” of senior agents with FCI experience — which is precisely what it did seek in 
March 1997, when it attempted to replace À$ a “Special Agent with as 
much NFIP experience as is practi * (AQI 

attempted to replace the retiring oA vices Special Agent 

experience and training.” (AQI 6338) In both me 

agents — R (to replace 
—with significant FCI experience. (AQI 6341 go 7/99; RS /10/99) - 


1U) SSA caiy recognized SA 
the AGRT whether SS recommend 
supervisory position which he obtained in J 
and would never have recommended S 


HQ. pe) 


2 SSA states that at the beginning of the investigation he did discuss 


EEN he Mos 


DET P 


We NI 


12/29/99) UC 


assuming direct supervision of, sic] as of two weeks ago,"'”” 
(FB1 706) What is significant about this statement is that SSB 
been SA direct supervisor continuously since March 1995, 
He supervised S n two capacities: first, since August 1990, 


SSA had been the National Forcign Intelligence Program coordinator 
and, thus, had programmatic responsibilities for all FCI investigations (FBI 
16137); second, since April 1995, ssa also the supervisor of the 

i every agent in the Santa Fe RA 


Santa Fe RA and thus was the supe 

including, of course, Yn 6/22/99; AQI 6298, 6594) If 
SA as not being sufficiently supervised prior to FBI-HQ’s 
October intervention, the responsibility lay with SS d not 
with someone else.'*° 


(UJ) See also a memorandum from U to SS created on or 


about October 18, 1996, in which U notes that he spoke with SSA bout 
told ov let SSA 
while. . . f | 


“the management of this case.” UC 
commitment to assume direct supervision of the case “run its course for a 


seems to appreciate the problem.” (FBI 705) 


of FBI-HQ, refused the “highly time consuming request” as being who 
unwarranted and noted in an internal administrative note that S 

completely.” (FBI 756, AQI 1178) if that was true — and it was true — thea 
should never have let the lead go to FBI-HQ in the first place. According to UC 
ew the ci was “baloney” and “goofy” but let it go to FBI-HQ anyway. 


was “livid” about the request. Id. conceded to 
e AGRT that the translation request was a “meaningless task.” 12/1/99) He 
described it as a “filler” task which SA ¢ up with to make it appear he 
was doing something on the case and to avoid tackling the investigative leads he should 
have been pursuing. But SSA did not want to just “ou A” short” and 
refuse to send the book to FBI- use S ould nave gotten “huffy.” 
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Lf le ° (U) ssa Bica, or at least acceded to, FBI-HQ running the Lec 
) investigation from Washington. As is discussed below, one of the 
significant problems in the management of this case was thatit was a field 
office case being run by a supervisor 1600 miles away. Consequently, 
priorities and tasking for the case were being set in Washington rather than 
in Albuquerque and, on a matter as critical as the FISA application, the 
buquerque Division’s role was reduced to that of proof-reader."*' SSA 
uld have altered this dynamic through more intense supervision of 
and by aggressively taking charge of the investigation. 


ate i I-HQ that controlled the investigation and determined its 
o investigative priorities. See, e.g, S. July 11, 1996 
S memorandum setting forth ek for the investigation. 
Wee (AQIL 957) . 


y) 
° W ssa does not appear to have recognized the critical importance 


of this investigation or, if he did recognize it, to give it the priority it 
deserved. Thus, in both SSAB N: ciona! Foreign Intelligence 
-Program “Strategic Plan“ for FY 1997, issued September 13, 1996, as well 
as in his "Review of FY 1997 Goals and Objectives" for the National 
Foreign Intelligence Program, issued July 1, 1997, the Lee investigation is 
: listed as the tenth objective of the third goal of the Division's National 
oe Foreign Intelligence Program, e., the very last objective of the entire 
Sle es j National Foreign Intelligence Program. (FBI 16118, 16057) 


= So SS. iscussed the matter with and let SSA Me the oné 
z who the request for translation. Ce) cet 
; handling of the matter as follows: “This is a manager who isn't managing.” 


7123199) ves 


. 18 (U) See, og. this statement by FBI-AQ concerning the Wen Ho Lee 
a investigation, which was made as part of the interrogatories which FBI-AQ completed in 
anticipation of its 1998 inspection: “Most of the FISA request was written by FBI-HQ. 
AQ assisted by furnishing additional information and proof reading.” (FBI 16235) 
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- Unit CNSLU”). 
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u 
Oy ss initially recognized the importance of, and pursued, the 
issuc of gaining access to Wen Ho Lee’s computer files. See Chapter 9. 
However, after reviewing the matter with SS in November 1996, 
and being told by ihn a FISA warrant would be required, 
SSA sentially dropped the issue. Indeed, it was so dropped that 
even when the FISA application was being prepared, SS did not 
insist on computer search authorization.'* Nor did SS ake any 
steps to insure that S aggressively pursued the gathering of 
information concerning matters related to waivers, banners and the like, 
even though there were clear signs in the case file itself that such a pursuit 
might be productive.'® : 


u) 
w FBI-AQ clearly had wanted computer search authorization. See, e.g., SA 
ay 20, 1997 note to the file in which he states that FBI-AQ wants to include in 
the FISA application search authority for Lee’s home and office computers, and A 


items. (AQ 5353, 5354) There is no record, however, that either SS rS 
complained when S ld S at he just “wants to get up on the phones 
right now” (AQ 5348) or when they revi the FISA draft application and observed 


that it did not contain computer search authority. (AQI 5255). 


18 (U) SA laced into the case file several significant computer 
access-related documents from LANL (AQI 1079) that should have been, but were . 
never, transmitted to cither the National Security Division or-the National Security Law 
While FBI-HQ was not accountable for what was. . 
was accountable for its contents. And in 
those files were both the LANL documents and § licit promise to FBI- 
HQ that he would forward the LANL documents to $ upon receipt so that the 
NSLU could determine whether the FBI could gain access to Lee's e-mail pursuant to 
LANL authority. S ncedes that he “dro the “ball” bynot  - 
fo the LANL documents to the NSLU 12/99), but so did SSA 
Had these documents been sent to the NSLY, it have led to additional 
es that would have uncovered Leo's signed waiver and it might have led the 
NSLU to reevaluate the “expectation of privacy” issue. 
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Bice hee den meee eee 


ry tioc. enes s ae 


Oleh eri) 


° (NERDY F outs have caused a thorough examination of both 
the DOE Al and the underlying predicate for the Al. At least, he should 
have insisted on examining - or having SAR seine - the 

“walk-in" document, which FBI-HQ received from the CIA TY 

but which FBI-HQ never showed to the case agent actuall 

responsible for the investigation.“ This bears repetition: S 

who was the first case agent and the agent r 


gati 
8/ 12/99) Nor did SSA recall ever seeing the “walk-in" document. 


) 
u) a , 
LERT) Itis not as if ssai did not have an inkling that the predicate - 


for the investigation was in some doubt. On August 22, 1995, SA 
az: sent FBI-HQ a teletype - - approved by SS 
read, in part, as follows: 


which 


bl 


l ass While the document could not leave Washington (EBI 418) or go to 
Albuquerque, no such constraints prevented the case agent from leaving Albuquerque 


and going to Washington. . 
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(AQI 2944) Similarly, on October 10, 1995, S sent another 
teletype to FBI-HQ - again approved by SSA which expressed 


similar reservations: 


Fas 
L6, L7C 


u) , 
OA 1. The damage assessment report is complete, and 
somewhat of a consensus was reached. The report was provided to 


Notra Trulock at DOE-HQ, who in tum gave it to DOE-OCI. 


bl 


(AQI 2964) The possibility that the compromise might have occurred 
somewhere other than at LANL was reinforced in a December 13, 1995 
who participated in the conduct of the AT) 


teletype from S 
to FBI-HQ and FBI-AQ. S pecifically named Lawrence _ 
Livermore, Sandia, DOE-HQ and Pantex as other facilities with, LI 


involvement..(AQI 2986) 


Thus, ssai iad reason to question both the predicate for the 
investigation and the Al's conclusion focusing exclusively on Wen Ho Lee 
and his wife. Instead, FBI-AQ uncritically and unreservedly accepted the 
Al as if it were found truth." oe 


wY FBI-AQ, at FBI-HQ’s direction, did send leads to the Washington Field 
Office of the FBI to interview a few of the individuals involved in the analytical process 
leading up to the Al. But these interviews were conducted by WFO personnel without 
the “Q” clearances necessary for the receipt of Restricted Data and without necessary 
cless, even these interviews should have given SSA 


background knowledge. Neverth 
SS See the interview of o 1046). DOE bobbie 


orce 


a SSA and the agents he supervised failed to recognize or 
appreciate the significance of Wen Ho Lee's continuing access to highly 
classified material." For the reasons stated in Chapter 18, this is a failure 
on the part of both the FBI and DOE. The FBI's insistence that Lee’s 
access not be restricted while the investigation was ongoing,’ as well as 
the failure of both DOE and the FBI to recognize the profound difference 
between Lee’s assigned tasks and Lee’s actual access, or to appreciate just 
how much damage Lee could do from his own computer work station 
without ever stepping into the LANL vault, are failures with potentially 
grave consequences, SSAMMMMMis by no means the only responsible party, 
or even the most significant responsible party, but he, like yd 
and like SSA docs bear a measure of responsibility for ure. 


(U) SS id take a number of steps in the right direction and they 
should be noted as well: ‘ 


° (U) ssaa appropriately recognized that JY t not be 


able to handle the Wen Ho Lee investigation by himself. He was 
“instrumental in seeking and securing the assignment of S and SA 
to the Division and certainly cannot be held responsible for ASAC 
ick’s inappropriate decision to divert the agents to other pune 


. SSA i substantial efforts to irisure that moving 
and in the right direction. This included innumerable meetings 
oer SA on track'™ In addition, SSA QB attended critical 


æ a 


iu One Fale eee of this failure was the fact that Lee - 
remained in a position which permitted him to download onto tape extraordinarily 
sensitive yin in 1997. -> 


ot ‘a As discussed in Chapter 18, B, Director Frech revoked that insistence on 
August 12, 1997. 


tt (U) For example, S notes indicate mectings with SSA on the 
Lee investigation in April 1997 on the 15*, 17, 28% and 29%; and in May 1997 on the 


aol ER 


200 casinsanona « 


a Y 


ote: 


ABA emeen 


DoE mectings and interviews on the case. See, c.g., a mecting with DOE 


bo officials at LANL on April 15, 1997 (AQI 5028), and the interview of S 
I O 601272) | 
v) 


LST) Morcover, the AGRT would be remiss if it did not note that ss iB 
had a wide array of other responsibilities. In addition to supervising the Wen Ho Lee 
investigation, SS supervised the rest of the National Foreign Intelligence 
Program, which included of course the other na so FCI case referenced above, 


and numerous other matters.'*? Moreover, SS. so had responsibility for the 
Santa Fe RA (until January 1997) and for FBI-AQ’s Drug Program (until July 1, 1997), 
including the creation and supervision of a multi-agency drug task force that ultimately 
involved numerous FBI agents, an IRS agent and a DEA agent. 12/1/99; AQI 
6298) Moreover, because SS in Albuquerque and SA in 
Santa Fe, they did not have the benefit of the frequent informal and casual 
communications that are so beneficial to the guidance of a case. 


(U) Nevertheless, this investigation was ssa responsibility. Whatever 
limitations the case agents brought to the case, whatever the logistical difficulties of 
supervision, whatever other matters commanded his time, it was SSA GMP ligation 
to insure that this important case was advanced appropriately and aggressively. That did 
not happen.and the immediate case supervisor must obviously bear significant 
responsibility for that failure. 
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g) SSA sd the Wea Ho Lee iavestigation from September . 
1997, when he took over and became the National Foreign  &b/ 


2", 13% and 19%, (AQI 5028, 5375, 5362, $367, 5408, 5355, $356) These are 
undoubtedly only a small sampling of the numerous meetings which SSA 
with S neeming the investigation. 


1 SAC Kneir told the AGRT that SS. spent a very substantial 
amount of time on this other high priority FCI case, (Kneir 10/6/99) 


rors i) 


eld 
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Intelligence Program coordinator, until October 1998, when he left Albuquerque to 
become LEGAT in Tokyo.'™ a”. 12/7/99) s\n 
background in the FBI was not FCI work; his assignment for the two years prior to 


taking over SS National Foreign Intelligence Program responsibilities was as 
FBI-AQ'’s White Collar Crime Squad supervisor.” (Id.) 


SSE sue as supervisor of the case was marked by one 

significant accomplishment, and one alone ~ the and that itself &/ 
can only be characterized as an accomplishment because of a fortuitous event that took 
place at the end of the operation. See Chapter 14. That, in a nutshell, is what was right 


and what was wrong about SSA enure as supervisor. 


(U) SSA g o: over the squad just after the FISA application had been .— 
rejected by OIPR. He told the AGRT that he recognized that, in the wake of the FISA 
rejection, FBI-AQ needed to have an alternative investigative plan. He said he discussed 
this with both SAC Weber and ss 2) Nevertheless, there is no 
evidence that FBI-AQ took substantial steps to design and execute such a a 


'™ (U) SSA 


B like e SSA fi ned other significant responsibilities 
beyond the National Foteign Intelligence Program. For example, SS was in 


c of the Evidence Response Team from September 29, 1997 fo | 15915) 
was also FBI-AQ's coordinator in preparation for its 1998 inspection. 
12/7/99) Bven as to his assignment as coordinator of the National Foreign - 
ce Program, responsibilities beyond that of FCL The NFIP 


_ Coordinator, for example, was pee for Domestic Terrorism CDT) and 


-Intemational Terorism CTT”). 
st (U) SS joined the Albuquerque Division in April 1995 and . 
immediately became Collar Crime program coordinator, (Id.) Hewas ` - 


responsible for the White Collar Crime squad from April 24, 1995 through September 


. 28, 1997, at which point he took over the National Foreign Intelligence Program and 


SSA QE cquad. (FBI 15915) . 
192 (U) There are a few discussions with sss to possible investigative 
options, gee, ¢.¢,, AQI 5331, but that is all. 
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(U) Itis not that there was no alternative investigative plan. SSB 02 
written such a plan but it spent an unacceptable four months working its way out of FBI- 
HQ. In that four month period, the most consistent theme in SAME sarcwriven 
notes to his work file, or in other FBI-AQ files, is this: Where's the plan?!” 


(U) There is something obviously and fundamentally wrong in the management of 
a case when the field office agent and his supervisor must wait, or are required to wait, 
for a to tell it how to conduct its case." After the FISA application was rejected, 


SS ad two options open to him, neither of which he took: He could have 
sent a communication to FBI-HQ formally advising FBI-HQ as to what FBI-AQ intended 
to do with the case, which at the very least would have expedited a response from FBI- 
HQ; or, if he determined that FBI-AQ did need guidance or instruction from FBI-HQ, he 
could have escalated the matter up to his SAC, James Weber, when the investigative plan 
was not forthcoming. Instead, the matter simply languished and four months of 
investigative time was lost. 


À The most remarkable point that must be made about the four month delay 
while FBI-AQ waited for the FBI-HQ teletype is the reaction of FBI-AQ personnel when 


13 (U) FBI-AQ’s long wait for “the plan” is the subject matter of. 
dated August 13, 1997, August 19, 1997, August 22, 1997, August 27, 1997, 2, 
1997, September 2, 1997, September 5, 1997, September 12, 1997, September 24, 1997, 
September 29, 1997, October 1, 1997, October-15, 1997, October 20, 1997 and l 
December 12, 1997. ‘See Section “H(4\(e){iv)” of this chapter. : 


14 (U) U guized this, even though it was his unit that generated the - 
plan for FBI-AQ. He said the December 19, 1997 teletype, containing the 


investigati 
investigative plan, was “unusual, [When you have to start putting [a nin [fhe] field 
) Se c 


office mouth its pretty damn embarrassing.” 12/29/99) 
AGRT he wrote the teletype because FBI-AQ was “screwing on a time 
bomb.” He added that in a “normal investigation on (I) wouldn't be telling the field what to 
do. "ER 12/15/99) 


' 0 


e . 
ry peg 
oe i5d 


gS 
(MC 


Be 


they received it: They largely ignored it,'” including one of the few items listed j 
teletype that was mandatory, i.c,, was to open preliminary inquiries on 
besides Wen Ho Lec and Sylvia Lee who were identified in the Al as potential suspects. 
(AQI 01560) This was not donc. Indeed, the preliminary inquiries still remained 


unopened a year later.'™ Significantly, 3s AR- order S o open the 
preliminary inquiries (AQI 5503), but he never pursued it with S 


when he failed to 
do so ~ even during their periodic file reviews. 9/12/99) See Chapter 14. 
p pter 


b| 


GAP) SSA principal priority in connection with the Lee 
investigation should have been to move it forward aggressively and appropriately and 
with dispatch. Yet virtually nothing happened on the case between August and 


December 1997. As to the time period of January to August 1998, a 
was planned and did take place'” but it took far too long to plan. and execu 


ain bI 


13 (U) According to S SAC Weber — who told the AGRT he did not 
remember even seeing the teletype (Weber 10/28/99) — viewed the teletype as 
condescending, and that the teletype made it look like FBI-HQ was running the case 

elt ih — which, of course, it was. 


The preliminary inquiries were finally opened in March 1999 ae 
of ee: 15 months after FBI-HQ had ordered them opened. 


z 191 72K OQA actually missed both a i 


SSA described SSA! 
ROSCIICE aS “emibatrassing i 12/15/97) As to the E eUmäry 5, FIC nog 
oo the scheduling of ti MCCUNS Was Janne. ly out of SSA sontroL.N yi L 
l 


AQI 159 ae SSA nad Ot ESNOnsSiVLIUes ULA a 
rom attending this m (According to i a was in t 
Quantico, 9/1219 RO 4835)) As to SSA 


his was certainly unfortunate. 
rhe was a year ia the making and all ofthe FBI's hopes were ` 


pinned on it. The FBI-AQ SSA responsible for the oase should have been present for the 


and both the planning and the execution were flawed in multiple serious respects. 

Chapter 14. And, finally, from August 1998 until October 1998, when SS 

Ieft the Albuquerque Division, the investigation continued to move al glacial speed. In 

the month of September 1998, for example, almost nothing took place in the 

investigation. Onc significant interview was conducted’ and S ontinued to 

pursue the possibility that Lee was engaged in b] 
a possibility that was in fact without merit. And that is it. | 


| (U) Another significant matter was SSA dA failure to instruct s 
to reopen and reexamine the whole issue of gaining access to Wen Ho Lee’s computer 


It is not that there was no one around to fill SSA 
hoes during the fins 5S was his principal 
ief supervisor and she was in charge in his absence. 12/499) SSA 
ecas 


owever, had not been briefed on the significance o 


bh 


1 (U) This was a point that Director Frech emphasized in his interview with the 
AGRT. (Freeh 11/11/99) 


1” (U) A LANL scientist, by the namo or AA 


September 11, 1998. (AQI 1900) 


bé 
was interviewed on hoe 


cgations never warranted the attention that FBI-AQ gave it. 
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files following the FISA denial. After all, back in November 1996, SARE 20 
indicated that Lec’s X Division had not yet gone through the on-line registration system - 
a system that might constitute a waiver.” It was now almost two years later and yet no 
onc had checked back with LANL to determine if X Division personnel - including Lec - 
had now been registered on line. If they had done so, they would have learned that X 
Division was fully registered by the spring of 1997.7” See Chapter 9. 


Mey Finally, some of the same criticisms that can be lodged against SS 
~ a failure to examine the underlying predicate for the Al, a failure to review the “walk- 
in" document, a failure to analyze the merits of the AI (as ASAC Lueckenhoff would 
soon do) — must also be attributed to SS S Id the AGRT that he 
could not have questioned the validity of the AI because the investigation was already 
“like a train going 120 miles an hour.“ o 12/99) Putting aside the fact that 
whatever else this investigation was, it was not “like a train going 120 miles an hour," 
FBI-AQ most certainly should have questioned the validity of the AI and its predicate. 
The failure to do so is attributable to both the case agents responsible for the case, SA 
and SAB ond their immediate supervisors, ssa Bond SSA 


Id the AGRT that while he did review the Lee case file, 


2a 
he does not recall seeing ovember 1996 documents conceming the ` 
computer search issue. ) 

=2 (U) SS told the AGRT that, beoausé of the handling of several . 


other cases, it was his assumption that a search warrant was required to search Leo's 
office computer and he further assumed that there were no banners on the LANL 
computers or waivers signed by Lec. SD 12/7/99) Neither assumption was 
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‘particular, to SSA 


H. (U) Were i in FBI Hea : 
appropriately c in idi i irecti i ring 
hat the case was pursued ively and with the proper c itment of resources? 


1. (U) Introduction?” 


(U) Much that went right in this investigation ~ but also a great deal that went 
wrong ~ is attributable to the handling of this case within NSD. That the case got as far 
as it got is a testament principally to the tenacity and persistence of NSD and, in 
That the case was a catalogue of missed o ities 
and misunderstandings is also, unfortunately, a testament to NSD and SS 
Without NSD’s active involvement and prodding, there would have been no case and, if 
there had been a case, it would have sputtered to an end long ago. With NSD’s 
involvement, however, came a series of misjudgments and other problems that nearly 
crippled the investigation. 


2. (U) NSD Personnel 


(U) The personnel who had some involvement, or were in a position to have some 
involvement, in the Lee investigation were as follows: 


Assistant Director, NSD Robert Bryant (1993 to 3/97) 
John Lewis (3/97 to 9/98) 
Neil Gallagher (11/98 to 3/99)™ 


3 (U) See FBI-HQ organization chart at cad of this Chapter. 


24 (U) AD Gallagher remains in this position. Between AD Lewis and AD l 
Gallagher, Larry Torrence served briefly in an acting capacity. 
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rot Deputy Assistant Director for Cl John Lewis (1994 to 3/97) 
vb A Larry Torrence (10/97 to 11/98)" 
Sheila Horan (1/99 to 3/99) 
(gj Section chiet a bi Jerry Doyle (1994 to 11/96) 
Steve Dillard (1/97 to 9/98) 


Chuck Middleton (11/98 to 3/99)?” 


(3) Unit crier b | fs E 3/99) 
Supervisory Special Agent E eg (1994 to 3/99)?” 


3. (U) What went right at NSD 
w ae 
(Sy Much did go right at NSD, and that fact is largely attributable to the effort put 
into this investigation by SS. 


© GARNET In 1994, SSA RR provided support for FBI-AQ’s preliminary 
inquiry concerning Wen Ho Lee. Specifically, he caused various FBI assets 


25 (U) Between DAD Lewis and DAD Torrence, several individuals served in the 
post in an acting capacity, including John O’Connor, Ray Mislock and DAD Torrence. 

26 (U) DAD Horan remains in this position. Between DAD Torrence and DAD 
Horan, Tim Caruso served in an acting capacity for a brief period of time. 


2 5 SC Middleton remains as the chief o In addition, it should be 
noted that William Doherty was the acting chief of the section for two brief time periods. 


Bh, UC mains the chief “ia 


Again, as stated earlier in this chapter, the date March 1999 is used 


because it is the end date of the time period covered by this report. mained an 
bi SSAin heli until his retirement. 
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. (FBI 376, 396, 466; AQI 851) 


*) In late 1995, SS acilitated the assignment of vim 
o assist DOE in the conduct of the Administrative Inquiry ae took 
steps to insure that FBI-AQ was included in a sensitive DOE briefing which 
SA received. He took other steps as well to insure that 


was kept “in the loop." (AQI 2970) 


the opening of the full investigation at FBI-AQ, 


(U) Immediately followi 
explicit guidance as to how to conduct 


SS gave S 
the investigation. (AQI 954 


(U) SS along with SC Doyle, traveled to FBI-AQ in July 1996 to 
give the Division additional guidance on investigative strategy and to , 


“ evaluate the need ‘for additional FBI resources. (AQI 957) He then assisted 


in shepherding the request for the two additional agents through FBI-HQ 
and in notifying FBI-AQ that the request for adaidonal agents had been 
approved. (AQI 984) 


E SSA iani the original for the full 
counterintelligence i invėstigation A 591) and obtained OIPR’s approval 


of the full investigation on Wen Ho Lee, (AQI 1017) _ 
W « 


fandled the processing of numerous national security 


S 


l Fea tat te cnt on A ei wife ao Lec. See, 2.2. 
AQI 1033, 1099, 1106. 


W At FBI-AQ’s request (AQI 1096), SSA coc! the application 
for mail cover authorization, which was ultima approved by the.. 
Attomey General. (FBI 728, 737) - i 


bl 


° (U) SSA crsonally wrote the FISA LHM that was submitted to 
OIPR on July 1, 1997, and worked closely with OIPR to revise the 
application several times.?!° (FBI 13185) 


° (U) After the FISA application was rejected, At a new 
investigative plan for FBI-AQ, which eventually worked its way out of FBI- 


d SAS (AQI 1560) 


HQ and into the hands of SSA 


(AQI 4775) 


(U) Iran investigation that suffered from innumerable changes in personnel, 


uneven talent, and various other difficulties; SS. a consistent source of 
commitment and hard work. He was also, however, responsible-for several serious errors 


that fundamentally and adversely affected the investigation. 


4. (U) What went wrong at NSD 


QU) Because NSD micro-managed this investigation, decisions that normally 
would be made in the field were, instead, made at FBEF-HQ. And several of those 


“decisions were wrong, with material adverse consequence for the investigation. 


fortunately, this was also one of the most significant matters that went 


wrong fs the investigation, While OIPR is principally responsible for its rejection of the 
FISA application, SS. made this rejection much more likely by failing to 
include critical incriminating information in either the FISA LHM or the supplemental 


inserts he drafted. . 


a. (U) 
(U) In the time period of Junc 1995 to September 1995, NSD should have become 


far more directly engaged and involved in this investigation. Its reluctance to do so went 


beyond the appropriate bounds of healthy skepticism or due deference to DOB's 
expertise. Given the nature of the underlying allegation, and given the FBI's preeminent 


role in the investigation of espionage, NSD should have done more. 


49 Woo SARE 
ot vit Qe LAF) As carly as June 28, 1995, SS eceived information from DOE 
fos at- 


bl 


(FBI 336) A similar message came into NSD from FBI-AQ: 
(SARDINE) Notra Trulock, Director, Office of Energy Intelligence, 


Department of Energy (DOE), Washington, D.C., visited LANL on 
June 28, 1995,- The purpose of his visit was to vise Dr. Siegfried 


bt | . 
(AQI 2933) l NSD clearly understood that Trulock had concluded as of July 1995 that the 


(FBI 344) We do not suggest that this was necessarily enough for the FBI to open a full 
Unknown Subject (*UNSUB") investigation in July or August 1995.2" After all, DOE 
ad not yet formally communicated its final judgment on the matter 


b) 
çó 
bb we 
bl , BB 
66, bic 
i 
§ 
| (AQI 
a view as of July 5, 1995 was that “there was in ufficlent evidence egz 
4 to warrant the nitis fon of én FBI full field investigation.” (DOB 3486) SC Doyle said 


that the FBI did not want to precipitously press tho panio button. (Doyle 10/19/99) 
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(AQI 2947) SS ut his position even more bluntly in a memorandum to the 


Ais 


bb bk file he wrote on August 4, 1995: “the most prudent course would be to do nothing so as to 
not compromise (FBI) contacts and so as not to set Icads on an investigation that is not 
yet open.""? (FBI 13046) (emphasis added) 


ll 


NSD should have sought access to the walk-in document - the 
ocument which NSD knew underlay this allegation - immediately upon leaming of its 
existence. Whatever the CIA’s obligation may have been to notify the FBI of the 

existence of the walk-in document, by e FBI did know of its existence and 


yet was still unwilling aggressively to seek it out. 


k on uly 26 1 1995. wie 2935) pa the opening of 
b the case file was matter designed to accumulate in ons location 


te proving pl of elevant documents MMS2285), it was nonetheless an open file 
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(INF) The FBI's unwillingness to seck out the walk-in document for itself” 
was consistent with the FBI's general reluctance to become involved in this matter.” 


b. (U) NSD's undue deference to DOE 


(U) From the beginning of the FBI's involvement in this matter, the FBI showed 
an uncharacteristic willingness to defer to the judgment of another agency on.a‘matter 
central to its jurisdiction, i.e., the investigation of allegations of espionage. 


(U) In the time period of July 1995 through October 1995, NSD repeatedly 
expressed the position that it was DOE ~ not the FBI — that needed to decide if espionage 
had been committed — and it even looked to DOE to identify a subject.” - 


to make sense of the walk-in document, thee were more than a few of hem at DOE. 
” For example, on July 13, 1995, Notra Trulock met with DAD John 


“Lewis and asked that the FBI join DOE's damage assessment/admitisteative inquiry — 
- team, referring to what would come to be known as the Kindred Sp frit Analytical Group 


(‘KSAG”). According to the FBI’s own record of this meeting, “FBI-HQ declined until 
such time as DOE had a prima facie case of espionage.” (AQI ee, 


) 
wi See, og, the following: 
Q From a July 12, 1995 FBI briefing memorandum (FBI 344) 
(The director of LANL] thought the FBI should be brought into this 


wh — : 


l 
or re ics 
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487 Whatever argument can be made for the FBI staying on the sidelines of this 
investigation prior to September 1995, the FBI should have asserted “primary 
investigative jurisdiction"*"* after it received DOE's September 25, 1995 letter. 
letter, which was designed to enlist FBI support of DOE’s Al, read in part: 


This 


[investigation], but no request for assistance was made to Santa Fe FBI: 
FBIHQ advised Santa Fe to stay out of this until DOE decided it had a 


prima facie case of espionage. 


Gui 
8) From a J uly 20, 1995 airtel from FBI-HQ to FBI-AQ (AQI 2935) 


y) . 

OY Trulock asked that the FBI join DOE’s damage 
assessment/administrative inquiry team, but FBIHQ declined until such 
time as DOE had a prima facie case of espionage. 


(u) 
f (3) From an August 4, 1995 memorandum to the file, reflecting a telephone 


vic 
bb, | conversation between SSA! d ee 13046) 


tne If DOE thinks an espionage case is founded, we can then pursue an bi 
ee 


(u) 
®) ra an October 12, 1995 communication from FBI-HQ to FBI-AQ (FBI 3255): 


( ) i DOE has not requested the FBI conduct an investigation. 
Vo 
#8) From a November 3, 1995 briefing memo from SC Doyle to AD Bryant (FBI 400): 


i i E 


Wo [A]t present this is a DOE investigation with FBI and CIA 
assistance, but should a subject be identified, the FBI would be responsible 


ne fo w espionage investigation. 
À att (SY See the discussion of the DOE-FBI Memorandum of Understanding in 


Chapter 7. 
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(FBI 13045) At this point, the FBI should have asserted its jurisdiction and taken over 


- Aa 


this investigation.?"? 


(U) Nor is it a sufficient response to say that the FBI did detail a 
to support the DOE AI. SAREE involvement in the AI was quite limited; irideed, he 
dropped out of the AI process more than two months before it was complete and never 
even saw the final version of the AI. In any case, there is an obvious world of difference 
between a DOE inquiry supported by the FBI and.an FBI investigation supported by 

DOE. One preetninent distinction, of course, is that the ultimate judgment in a DOE AI is 
controlled by DOE, not by the FBI, a distinction with great significance in this 


investigation. See Chapter 7. 


Ah F) By September 1995, the analytical portion of DOE’s work was complete 
and the message communicated to the FBI was that it was “highly probable" that 


classified nuclear weapons design information had been "illegally" acquired by the PRC. 
In other words, DOE had made precisely the judgment that <A repeatedly 


said the FBI was waiting for: a judgment that espionage had been committed. Now the 
issue was a traditional “whodunit.” A suspect or group of suspects needed to be 
identified. This issue of culpability - which was the sole subject matter of the DOE Al ~ 


did require special expertise. But that expertise did not reside in DOE; it lay in the FBL” 


49 (U) Deputy Director Bryant told the AGRT that, upon reflection, the FBI 
probably should have taken over the investigation at this time. (Bryant 11/15/99) 


SAGER received another assignment that rendered him unavailable. cee 


ah AD Gallagher emphasized this point to the AGRT. He stated that one of 
the lessons learned from the Wen Ho Lee investigation is that if the FBI is going to 
inherit an investigation involving a matrix — an effort to narrow a list of suspects by 
examining pertinent criteria — it needs to be involved in the creation of the matrix. An 
office with experience in UNSUB espionage investigations, like the Washington Field — 


vor <r r 
153 


bl 


pil 


(U) The FBI's unwillingness to assume primary investigative jurisdiction was 
consequential, to say the least. It led to the creation of an Al that was flawed in multiple, | 


material respects. See Chapter 7. | 


(W 

48) The deference shown to DOE in connection with the Al was only one 
example, albeit an extraordinarily significant one, of the FBI showing undue deference to | 
| 


DOE. There were, unfortunately, other such examples: 
(SANFY Even after the FBI had launched its full investigation of’ Wen Ho | 
Lee, the FBI deferred to DOE the determination as to whether the predicate 
for the investigation was in jeopardy aft 


(FBI 11725, 20307, 662, 663, 668) That the FBI needed to discuss 
this matter with DOE is indisputable; it is equally clear, however, that the 
FBL- even after opening its full investigation and submitting i 
to OIPR ~ was still according to DOE almost preemptive control over oq 


the predicate for an FBI investigation. 


Va S 
1 


Office, should have created the matrix. (Gallagher 10/28/99) 


U AR 
mit) SS id order FBI-AQ to interview DOE scientists (AQI 957) but 


this was not done to zest the predicate but, rather, to document it should there ultimately l 
be a prosecution. ss Aoi: SA A: the scientists needed to be 
interviewed, or an October 31, 1995 DOE briefing written up, in the event of a trial. He | 
tala SAMMI at “i egy, tis thing i going fo tria.” Ses) 

out August 19, 1996 | 


This point was emphasized to DOE as well, which was told on or ab 


10) n 
154 | 


d 
a pae Statement. 


cof 
pb KIC 


TOP |) — 


. B NSD acceded to DOE’s decision to interview and polygraph Lee in 
December 1998. According to a memorandum AD Gallagher,wrote to 
Director Frech prior to the interview and polygraph, NSD had “no 
objection" to DOE's decision. (FBI 07652, 07721, 01408) Fí should have 
objected Permitting Wackenhut to conduct the polygraph of the 


that an FBI agent would soon be coming to DOE to meet with someone to take a 
CNP -: analyst who worked for Trulock, conveyed this message from 


the FBI: “Caution was given not to say anything that one would not be comfortable 
testifying on a witness stand.” (FBI 674) i 


23 (S/RDINE) That the FBI needed to thoroughly examine the predicate should 
have been obvious even absent any red flags suggesting that the predicate was in doubt. 
But here, there were substantial red flags, including: (1 


bl (AQI 2944); (2) 
Ni 
eg otra Trulock's perception of 
(NESE efforts. sce AA | 


(BI 20768); and (5) the CIA's September 1997 assessment 
of the Chinese nuclear weapons program, which NSD received but whose significance 


NSD never appreciated. See Chapters 6 and 13. (FBI 12360) 


abies must be emphasized that NSD was not alone in to object to 
DOB’s decision. FBI-AQ did not object either. Although § d object to 
DOE doing the polygraph 1/10/99), and the case agen 
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principal subject of a multi-year FBI investigation concerning an allegation 
of incalculable significance was clearly a mistake, and not an Adsianifteane 
one either. See Chapter 17.7" 


c. (U) NSD should have recognized the flaws of the Al 


(U) SS dU ead the DOE Al “cover to cover" and a copy 
went to SC Doyle as well.” 12/15/99) There is no reason why these NSD 
officials in May 1996 could not have done what ASAC Lueckenhoff did in December 


“shocked” to learn that DOE was going to do it and that it was a “done deal” 

9/7/99), SAC Kitchen registered no objection and it was SAC Kitchen, of course, who 
spoke for the Division. (Kitchen 9/10/99; Curran 2/9/00) SAC Kitchen told the AGRT 
that he had heard that Wackenliut was pretty good and Ed Curran vouched for them. 
(Kitchen 9/10/99) Director Freeh told the AGRT that the FBI — not DOE ~ should have 


done the first interview and polygraph of Wen Ho Lee. (Freeh 11/11/99) 


25 (85 Nor is it rendered any less a mistake by the speculative possibility that Lee 
amight be more receptive to being approached by DOE than by the FBL dt e oppos 


could have been linked comment to Wen Ho Lec. Moreover, given the highly 


classified and sensitive nature of the ducted at LANL, the FBI’s presence at 
LANL was not unusual. Indeed, $ told the AGRT that he would routinely 


the moming so that LANL personnel would 


stand outside the LANL entrance 
know that the FBI was on site that day. d ramen 12/99) Moreover, as SSA 
Id the AGRT, having DOE do the interview and polygraph of Lee would not 


y have been of less concem to Lee than having the FBI do it. DOB, aera 
“could take his job." S 10/99) Seo Chapter 15. 7 


2% (U) SC Doyle said he “probably” read it. (Doyle 10/19/99) 
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have been truc. After all, after th hl 
had specifically told Lee that he was.going to report 
“matter to “the local FBI for their le follow-up.” (FBI 1350) An FBI approach 


or Sra 


1998: recognized that, in its singular focus on Wen Ho Lee, in its selection criteria for 
suspects, and in its evaluation of other potential venucs of compromise, it was a deeply 


flawed product. 7” Sec Chapter 7. 


U 
Qu. This is not to say that the Al’s information on Wen Ho Lee, when combined 
with what the FBI already knew about Wen Ho Lee from its 1994-1995 preliminary 
inquiry, see Chapter 5, did not warrant the opening of a full investigation ón Lee. It'most 
certainly did." Rather, it is to say that the Al did a patently inadequate jobin 


identifying the full range of other potential suspects, a consequence in part of its 
misperception and mischaracterization of the predicate for the investigation. NSD 
should have taken the AI, af most, as its point of departure, rather than as its point of 


arrival. 


bl 


SARD) NSD’s failure appropriately to react to the AI is particularly troubling 
licitly advised NSD that it needed to do more than 


given the fact that S 
simply open an investigation on Wen Ho Lee. One of his last acts as a participant in the 
4 (S| Al process was to give FBI-HQ a piece of important advice: He told SSA gat 


bé 


bic 21 (U) Whatever presumption of validity NSD gave to the AI because of SA 
involvement in it, they also knew that been reassigned two 
months before the AI’s completion. ‘They knew or known that the final AI 
rk product but, rather, that it was a 


report could not fairly be described as SA 
DOE document created by DOE personnel based on DOE assumptions. Indeed, SA 


ever even read the final Al report. See Chapter 7. 
Indeed, a full investigation on Lee was long overdue and, as 


228 


(SRÐNNFS r 1 
discussed in Chapter 5, the preliminary inquiry should have been converted into a full 
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gÍ the FBI should open two matters: a full investigation on Wen Ho Lec and a full 
bb, KIC investigation on an Unknown Subject 


LI 


Had this advice been adopted, some of the inadequacies of the Al would 
have been addressed in a timely fashion by the FBI itself." Instead, there was just one 
consequence of the AI: the opening of a full investigation on Wen Ho Lee and his wife, 
Sylvia.*? Much more needed to be done. 


2 (U). SAGER tc the AGRT that he told SASE: the UNSUB 
f KL investigation was a “slam dunk” and, if he was the responsible supervisor, he would also. 


open a full investigation on Wen Ho Lee. 12/14/99) 

IC 2 (U) SS id not recall receiving a recommendation from sa SE 

to cither open the case as an UNSUB or to conduct additional investigation at other 

locations or involving other suspects. 15/99) Itis. reasonable to conclude, 

; however; that S. advice was communicated to SS ince itis 

: consistent with Written plan for additional investigative activity that neoded 
` | tobe conducted. (FBI 15868) See Chapter 7. 


2 BISANE) The former Section Chief 0 
3 l in hindsight, an UNSUB casé should have been opened when the FBI Icamed of the loss ca 


à of weapons desigu information. (Dillard 8/6/99) 
s ; FBI-HQ did not instruct FBI-AQ to open the preliminary inquiries on the 
: other AN personnel until its December 1997 teletype to FBI-AQ and, then, it was in 
response to OIPR's concems about the failure to investigate the other individuals named 
| i in the AI 7/23199), rather than in response to FBI-HQ's own reading of the AL 
| That may explain why FBI-HQ did nothing (until 1999) when FBI-AQ ignored the 


aoaea to open the preliminary inquiries. 
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FBI-AQ's handli fthe i 


BEB 014 the AGRT that the investigation was a "disaster" in the 


field and that FBI-AQ "f***ed" the case up. GIB 7/23/99; 128/99) UC 
ad his own concerns with the management of the case out in FBI-AQ. He told 


the AGRT that he “wasn't impressed" 


at dealings with him were 
“disappointing. unit, however, never availed itselfofa | 
variety of available mechanisms to complain about FBI-AQ’s handling of the case. 


u) 


F) This issue goes substantially beyond the failure of either SS or 
U complain about the two agent diversion issue. There were a host of other 
deficiencies in the handling of this investigation by Albuquerque Division, including SA 
adequacy, S itations, the sluggish pace of the investigation, 

¢ clear absence of initiative and self-direction, and FBI-AQ’s pursuit of unproductive 
detours (e.g., the egations). There was much to complain about and yet, prior to 6 / 


October 31, 1998, when U d A complain to ASAC 
Lueckenhoff, there were few complaints. 


Cw The opportunities to complain were present: 


(U) First, the unit could have insisted on insuring that SAC Weber and SAC 
Kitchen were briefed on problems in the case before they assumed their new duties in 
Albuquerque. Neither were briefed. (Weber 10/28/99; Kitchen 9/10/99) 


(U) Second, at any point, the unit or section chief could have picked up the 
telephone and complained to ASAC Dick or SAC Weber about the handling of the case at 
` the field office level. This was not done either. (Weber 10/28/99; Dick 7/29/99) Nor is 
there any indication that complaints were communicated to SAC Kitchen prior to his 
hearing from ASAC Lueckenhoff in November 1998 about NSD’s concems. (Kitchen 
9/10/99) And, while it does appear that SS id initially complain to SSA 
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ao SE, 


bi 


ressed its concems about the investigation with SS successor, SSA 
uring the year that SSA was in charge of the investigation.2” 


i (sf Third, the unit could have availed itself of the inspection process, which 
FBI-AQ underwent in August 1998, to register its complaints about FBI-AQ’s handling 
of this case. was required to complete questionnaires (called “interrogatories") 
concerning FBI-AQ’s handling of its National Foreign Intelligence Program .. ` 
investigations. Those interrogatories were completed and then incorporated into 
overall response. final response, there is not a single reference to problems 
with FBI-AQ’s handling of the “Kindred Spirit" investigation. (FBI 16267 to 16378) 
This is obviously becaus contribution to the final interrogatories also omits any 
reference to, or complaint about, FBI-AQ’s handling of the “Kindred Spirit" 
investigation.“ (FBI 21846 to 21858) This is a particular failure on the part-of NSD 
since the interrogatories explicitly asked questions that presented an exceptional 
opportunity to express their concerns.” 


ld the AGRT that he spoke with SS d 


U numerous times and they never mentioned that they were dissatisfied with 
FBI-AQ’s handling of the “Kindred Spirit” investigation. 2/7/99) 


yu a 

™ (SY There is some reason to believe that U tended SS 

make some reference to the Kindred Spirit investigation for inclusion in the 
interrogatories (FBI 21847) but there is no reason to conclude that such a reference 

would have addressed FBI-AQ’s deficiencies in the handling of the matter. ‘In any case, 


it was not oo" 
25 (8°) See, e.g the following interrogatories: . 


-anom 


Interrogatory number L3: “(S) Are the field division’s objectives realistic in - 


terms of the perceived threat and the present capabilities of the division?” The response 
- to the w ofl was: “(U) Albuquerque's objectives in handling matters within the 


purview o nit are realistic and consistent with the division's capabilities.” 


(FBI 21849) 
oe 


luggish pace (FBI 11620, 13040), there is no indication im | bI 


rot 
bb 
bie 
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E 


SS told the AGRT that interrogatories are not, in reality, used as an 
opportunity to y about a field office: "We're never allowed to be candid in 


interrogatories." 2/15/99) If truc, if the FBI "culture" does not encourage, 
indeed require, that FBI-HQ personnel be blunt and candid in interrogatories, this 
essentially eviscerates the value of the interrogatories. The issue is not whether the 
inspectors who examined FBI-AQ should have picked up problems with the “Kindred 
Spirit" investigation on their own.”* The issue is failure to avail itselfofan b} 
institutional mechanism — the inspection process - which is specifically designed by the 
FBI to insure that all significant problems in a field office are identified and addressed in 
an inspection. 


Finally, th unit could have complained up its own chain of command, b} 
if necessary all the way to the Director, concerning FBI-AQ's handling of the case. 
While UC gni Ss id communicate their concems to their Section 


ao 
BS Interrogatory number II. 1.c: R Identify any known FIS [Foreign 

Intelligence Service] threat or issue threat where results have been limited and additional 

attention is required.” The response to the question was: “(S) None known t 

Unit.” (FBI 21850-21851) 


w 
48) Intertogatory number II.8: W Are there any specific investigative, 
administrative and/or organizational problems detected by NSD in this division which. 


require specific inquiry or consideration during this inspection?” The answer provided 
was:, one known nit.” (FBI 21857) l 


Co terrogatory mmber 1.3: hee a neod fre assigned Assistant 
Inspector to personally contact specific personnel in NSD prior to the beginning of this 
inspection? If so, provide the name(s) and extension(s).” The response to the > question 
was: None known nit.” (FBI 21858) 


According to Deputy Director Bryant, the rs should have identified 
problemi with the “Kindred Spirit” investigation even did not comp 
Nevertheless, said Deputy Director Bryant, it would have been appropriate fo to 
tell the inspectors prior to the inspection of its problems with FBI-AQ’s han e 
case, (Bryant 11/15/99) 


| (ó 
Ņb 
M 


Chiefs, Doyle?’ and Dillard,?* there is no evidence that problems with FBI-AQ bl 
were communicated by NSD personnel to Director Freeh,”® Deputy Director Bryant,” 


AD Lewis’ or DAD Larry Torrence.” 


“OF If solution to the problem with FBI-AQ was nol to complain, what 6] 
was it? The answer is evident throughout the documentary record of the case: SSA 
in effect, became the direct supervisor and, at times, the case agent, for the Wen 


U 
me) Specifically, in October and November 1996, there were several 


communications between SSA d SC Doyle and between U dSC 
Doyle conceming S ck of vigor. (FBI 706, 13042, 705, 711, 11850-52) 


28 Yf SC Dillard told the AGRT that after his arrival as the Section Chief o. 
in January 1997, U d SS. tiefed him on problems in the case, 
specifically that the case ished and moved too slowly because of an inept case 
agent. SC Dillard offered to call SAC Weber but was told that the case had just been 

reassigned [to S and that a call was unnecessary. He never did talk to SAC 
Weber about the investigation. (Dillard 8/6/99) See also FBI 11620, 13040. 


29 (U) On this point, Director Freeh told the AGRT that no one raised questions 
or problems about the Lee investigation to him. (Freeh 11/11/99) f 


U 
aii) Deputy Director Bryant told the AGRT that FBI-HQ upper management’s 
knowledge of the “Kindred Spirit” investigation was too limited. 
mF. AD Lonis did tell he AGRT that he was aware of complaints that FBE- 
AQ was not aggressively pursuing the case but thése complaints came from Notra 
Trulock, not from within NSD. AD Lewis said that SC Dillard told him he was taking 
care of it, (Lewis 7/6/99) Itis not clear when Trulock complained to AD Lewis. i 


` Trulock “offered” to call Lewis back in November 1996 about the lack of action or 
1715) but Lewis’ reference to SC Dillard — who served as 


progress on the case 
Section Chief o from January 1997 through August 1998 (Dillard 8/6/99) — would 
suggest that £ complaint occurred at a later point in time. 


22 (U) DAD Torrence told the AGRT he was never apprised that FBI-AQ was 
not properly conducting the investigation. (Torrence 7/30/99) 
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¢ ob Ho Lec investigation. Until December 1998, there was hardly a decision made in this 
bb case that was not initiated by SS approved by sim’ AsS 

Ta C said: “There was always a question: Whose running this case? Headquarters or AQ? In 

mind, this was a Headquarters case and he thought he was making the 

ecisions.” Ø 12/97) SSA AAN o: only controlled the strategic and 
investigative direction of the case but he controlled the minutia of it as well." The 
problem with this micro-management is that: (1) SSA, as 1600 miles away and 
could never provide the day-to-day intense supervision, or have the detailed knowledge, 
the case required; (2) SSA of course, had multiple other responsibilities;“ 
(3) No field office wanted FBI-HQ to be telling it how to run its case,” and (4) To use 


control of the case. The case was being directed at a much more senior level. 
7/28/99) 


a 28 (U) According to SSAA oy December 1998 he was no longer i 


involved in such questions as 


jei 


i personnel (FBI 702, AQI 1056, 13041), and a 
variety of issues conceming FBI-AQ’s difficulties in obtaining necessary background 
records. (AQI 1064, FBI 13041; (23/99 and 12/15/99) 


i 45 (SARE) One ienificant adverse consequence of this fact was that several 
$ key aspects of th ially got lostin connection & / 
2 with the preparation of the epplication. See ell. i 


imself, described his involvement in the Lee investigation 


Ps * (U) S 
2 as a “total anomaly.” (23199) SSA S: an FBI-HQ progam 
i manager and he did not normally handle individual cases on a day to day basis. Qd.) 
21 (U) This point was illustrated by SAC Weber's sacii to SSA 
. December 1997 tel conceming the investigative direction of the case. Acco to 
SSA 1d him that SAC Weber viewed the teletype as ` 
4 “condescending” and that the teletype made it look as if FBI-HQ was running the case. 


VIOE) 


163 


or Aere 


the current vernacular, this micro-management of a ficld office case presented an ongoing 
issue of who “owned" the problem of the Wen Ho Lec investigation. To the extent that 
FBI-HQ controlled the investigation, it undermined FBI-AQ’s responsibility for, and 


authority over, the conduct of the case. 


(U) Consequently, and not a little bit ironically, some of the very problems which 
SS tributes solely to FBJ-AQ’s mismanagement of the case are, in fact, 
attributable, af least in part, to the problematic relationship between FBI-HQ and FBI- 


AQ, which persisted until late 1998. 


e. (U) ntributed to some of the delays in the inyestigation 


(U) The unfortunate delays that characterized this investigation are principally 


attributable to the Albuquerque Division. Having said that, NSD must also bear part of 
the responsibility for the languid pace of this investigation. Despite sA 


considerable efforts on behalf of the investigation at various points in time, these de 
are indicative of the fact that the case never had the priority within NSD that it warranted 


prior to December 1998. 


i. (U) July 1995 1996 


(U) From the beginning, FBI-AQ was more anxious to get involved and moving 
‘on this pci aacecar a aoe wes l 


 & On October 10, 1995, FBI-AQ asked NSD to contact the Offfice of 


ce at DOE to ask whether investigation was warranted. (AQI 2964) 


nse was to advise FBI-AQ that DOE had not yet requested that the 
FBI conduct an investigation and that SA being detailed to assist . 


DOE with its Al. (FBI 386) 
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A On February 7, 1996, FBI-AQ asked tha and S come to DoE 
FBI-AQ’s offices to brief the SAC, ASAC and SS n the investigation when they 
were in New Mexico reviewing records as part of the Al. (AQI 857) Ss 
internal FBI-HQ response was to note that the briefing would take place but that he was 
concemed that FBI-AQ “might persist in the belief that this is their case - which it is 


not." (FBI 463) (emphasis in original) 


(U) Thus, repeatedly, FBI-AQ attempted to deal itself into this investigation but 
NSD resisted both the Albuquerque Division’s and its own involvement in it. That 
resistance, of course, continued until the AI was complete and the Lee investigation was 
opened in FBI-AQ. Had the FBI taken over the investigation in September 1995 — as it 
should have - FBI-AQ could have gotten a nine month head start. 


u) 
= Moreover, NSD should never have taken S ff the Al until it was {c 


complete and delivered. On March 18, 1996, Giit ent a memorandum to Trulock DoE +<, 


indicating that he and S ould be going to Lawrence Livermore National 
Laboratory ("LLNL“) in early April 1996 to conduct the LLNL portion of its review of 
documents in support of the AI. (DOE 2449) One week later, on March 26, 1996 
was writing Trulock again, but this time to tell him that SAAR 2s no longer 
available and that the LLNL trip ought to proceed without him. (DOE 2450) 


(U) Assigning SA GBB 2 new project before the AI was complete - indeed, 
while DOE was still in the process of reviewing records ~ obviously undermined the 
FBI's ability to insure that the AI would be a product that the FBI could rely upon as a 
basis for further investigation. The Al’s deficiencies that ASAC Lue ff was: 
grappling with in December 1998 might have been avoided had Atinued to 
be involved in the AI up until it was finalized and delivered to the 


ii. (U) June 1996 
y Shortly after the full investigation was opened.on Wen Ho Lee, ss 
and S d several telephone conversations in which SS. jF SA 
to do 


vestigative plan. On June 12, 1996, he told S 
any additional work on this matter” until SSA (Mend SC Doyle camo out to FBI- 


TS 
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AQ in carly July for their on-site visit. (AQI 954) It is difficult to understand SSA 
ationale for telling FBI-AQ to stand down for what turned out to be more than 


a month, *“* 


iii. (U) August 1996 


w 
(SRT On July 31, 1996, SS 
f 


its investigative activity in li h / 
AQI 992) and that suspension continued until it 
was lifted on August 20, 1996. (FBI 663) The investigation did not actually resume until 
August 30, 1996. (AQI 1014) 
A 
eBt Calm Had SI ACN certain steps at an earlier point in time, this 
bb suspension would have been unnecessary. Even absent such steps, the wisdom of 
Qe shutting down an investigation that was just developing (a bit of) a head of steam was 
questionable. 
á To understand this issue it is first necessary to appreciate when SSA 
f ie t became aware of a problem with the walk-in document. 
bb 
' (FB advised on May 16, 1996 - 
even before he received the DOE AI - that there was a problem with the source of the 
bI 


(FBE 485) 


a3 2 (U) Although SC Doyle and SSA isited the field office and LANL 
kb on July 1, 1996 and July 2, 1996, S otive work on the case did not 
LIC resume until July 16, 1996. (AQI 96 


-- E N 


(u) 


4819F) Thus, at the time FBI-HQ instructed FBI-AQ to open the Lee full 
investigation, it already knew that the bona fides of the source of “a major basis” for the 
Lee investigation (AQI 992) was in doubt. These doubts should have - and could have?” 
~ been resolved before the full investigation was opened; they should not have 
necessitated the suspension of an ongoing investigation. , 


4 g1 (SAFF Moreover, SSA ontributed to this problem by drafting and 
bb submitting to OIPR eeking approval of the full investigation of Wen-Ho 


Lee and Sylvia Lee that failed to make any reference, 
even though by this time he knew that the Agen 


to be suspended out of an “excess of caution" 
es" pending review of the issue with DOE and OIPR.”! Had SSA 


209 (SPH) In part, they could have been resolved in May 1996 because the FBI 
was already being 1 told that even if the me he ides of oS source was in doubt, the bona 


S An FBI briefing memo dated August 1, 1996 makes this point clearly: 


( W Although enough credible information to justify our 
investigation may now exist, it is necessary that we ask DOE to revisit its 
September, 1995, conclusion before we continue. Itis also necessary that 
the basis for this investigation be discussed with OIPR before we again 


_ proceed. 


eat 


bb 
pac 


GE ppriscd OIPR of this matter prior to its approval of the eae which 61 
ve proceeded with no 


occurred on July 31, 1996 (FBI 672), the investigation could ha 
suspension at all.” l 


(u) 


48TA In an investigation where momentum was both scarce and fleeting, the 
August suspension was unfortunate and, more significantly, avoidable. , 


iv. (U) August 1997 to December 1997 


(U) From August 12, 1997, when OIPR denied the FISA application, until 
December 19, 1997, when NSD transmitted an investigative plan to FBI-AQ, the 
investigation was essentially stalled. This delay was avoidable for a variety of reasons. 


(U) First, and at its most basic level, it was avoidable because FBI-AQ should 
have been submitting an investigative plan to FBI-HQ, not the other way around. It was, 
after all, a field office case. And, for all of FBI-AQ’s problems, it was not as if the field 
office was incapable of submitting such a plan. It should have been instructed to do so. 


(U) Second, it was avoidable because many of the same items in the December 
19, 1997 teletype were addressed in an August 11, 1997 telephone call between S 
FRI 


bG 
bic 


(FBI 609) 

232 
the CIA's reservations, this also could have and 
opening of the full in ti 


As to the perceived need to have DOE review the predicate in light of 
addressed prior to the 


ELS 


bb, 
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and SSA ® (AQI 5331) FBI-AQ could have been working on their "To Do" list 
in August 1997 instead of in January 1998.25 


(Sf Third, there is really no excuse for the four months it took for this teletype to 
work its way out of FBI-HQ. The AGRT recognizes, of course, that the section during 
this period of time had other very significant matters on its plate, in particular, the 
CAMPCON and JAGGED EDGE campaign financing investigations. SC Dillard told . 
the AGRT that these two investigations required innumerable meetings and that an 
enormous amount of time was spent preparing for and attending briefings.” Moreover, 
the unit during this time period was also significantly involved in matters ancillary 
to the Wen Ho Lee investigation.2* Nevertheless, the only way to interpret the four 


) 
tes of this telephone conversation list seven of the 14 items 


48) S o 

ultimately 87 SAM noes or 19, 1997 teletype, including such significant matters 
as the need to pursue further investigation of Lee’s PRC intem and the need to interview 
the Lees’ former supervisors. (Compare these notes, at AQI 5331, to the December 19, 


1997 teletype, at AQI 1560.) 
*4 (U) Even if FBI-HQ insisted on cud FBI-AQ a formal ivesi plan 


and, therefore, needed one to be prepared, it was prepared no later than September 24, 
1997 and probably several weeks before that date. (FBI 1105) Thus, by the end of 


September at the latest, FBI-AQ could have had the plan in hand. 


bl 


S illard told the AGRT that in the year and a half that he was Section 
sige on, he either testified or attended 120-130 briefings. (Dillard. - 
8/6/99) In addition, SC Dillard said that, for much of 1997, the position of Deputy 
Assistant Director in the National Security Division was vacant, resulting in Section 
Chiefs having to handle briefings and testimony that normally would be handled by the 
Deputy Assistant Director. (Id.) . A 


hen In particular, the unit was involved in laying the groundwork for what 
would ultimately ances PDD-61 reforming Counterintelligence at DOE, as well as in 
various NSC briefings on matters related to Chinese espionage, as well as in a CIA 
analysis of the state of Chinese nuclear weapons development. 


months of delay it took this teletype to work its way out of FBI-HQ is to conclude that it 
was simply not a priority matter.?”” 


aL. Pg How did it take four months to get this teletype out of FBI-HQ? The records 
F indicate the following: (1) SSA ent the draft teletype up his chain of command 


bh some time prior to September 24, 1997 (FBI 1105); (2) On September 24, 1997, SSA 
c ave another version to SC Dillard and SC Dillard was told that “we had ta keep 
lb} 105); (3) On October 6, 1997, SC Dillard sent it back to thé-unit with 


it moving" (FBI 1 
instructions to nse a: an additional investigative optio 
` 12013); (4) By October 15, 1997, it was back on SC Dillard’s desk with i A 
ames (AQI 5524); and (5) On December 4, 1997, it is redated and resubmitted 
SC Dillard,” and finally approved for dissemination on or about December 19, 1997. 


s (sy Certainly, that was the implicit message communicated to FBI-AQ in its 
numerous frustrating efforts to find out what was holding up the investigative plan. 
eg, SA notes on the following dates: 8/13/97 (conversation with a 
“new plan of attack” to be sent to Director for his approval; SASi should “sit 6 
and would have the plan by “Monday” (AQI 5326)); 8/27/97 (“have niot received 
communication from ” (AQI 5320)); 9/5/97 (SSA ts 


Seventh Floor approval before giving him instructions on potenti erting 
s (AQI 5118)); 9/29/97 (conversation with S “It will be 


5531)); 10/15/97 teletype; SC Dillard has looked at it and 

_ had. add now on SC Dillerd’s desk again (AQI. 

5524); 10/23/97 (teletype coming after upper management approves it (AQI 5552)); and 

12/12/97 SAREE cays outgoing communication is “hung up on upper mgr’s desk” 
(AQI 5514). | . 


anit) It is not clear what caused the resubmission and redating of the teletype. A 
note is appended to the draft teletype that reads as follows: “Redated 3% time 12/4/97 + 
Meg 7 given to SWD [Steven W. Dillard]. SWD told JRK nae he can't find last 
print of this commo.” (FBI 1105)  . 
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investirati 
sent to a a once itis approved. There is a lot in there for me to 
do.” (AQI 5$35)); 10/1/97 communication” is awaiting section chief’s approval (AQI 
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P Il is certainly truc that the unit and section did believe it was necessary to 

communicate to upper management that the investigation was about to take a riskier 

course of action, one that might alert Wen Ho Lee to the fact that he was under 

investigation. But that message was explicitly communicated to Director Freeh on 

August 14, 1997 — just two days after OIPR rejected the FISA application.” It was 

reinforced in a second note that SC Dillard sent to AD John Lewis on Septeinber 12, 

1997.2 Thus, as of September 12, 1997 - if not as of August 14, 1997 - there was no 

impediment t immediately issuing its investigative plan to FBI-AQ. Itjust was b? 
EPT notdone. It was, said U bureaucratic dithering" that caused the delay. fcc 
vb ule 7/19/99) 


7 
(i On August 14, 1997, AD John Lewis sent a note to Director Freeh that 


read in part as follows: 


-( . 

OY Up to this point in our investigation, we have been focusing on 
obtaining justification for elsur [electronic surveillance], while at the same 
time limiting ourselves to non-alerting investigative steps so as to not let 
the subjects know they are under suspicion. Since our initial elsur 
application has been rejected, we now intend to pursue a more aggressive 
but risky course which will include i interviews of coworkers, former 
supervisors, and associates. ; 


(EBI 1333 0 
e ee The note reads in part as follows: 


U 
This: is to advise that we will now direct the Albuquerque Fox 
Division to expand the scope of this cathe ee to include potentially 47 C 


alerting leads such as interviews of d associates, trash 47 0 
| © 7c 
(EBI 130203) (emphasis in original) l 
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v. (U) February 1998 to April 1998 


ed materially to 


y FBI-AQ, by FBI San Francisco and by FBI-HQ as the 
best man for the job. This cost the investigation at least two months but, as further 
described in Section "f," it cost the investigation far more than that. 


vi. (U) September 1998 to December 1998 


For the reasons set forth in Section “h(ii)," below, NSD should have made a 


bstantial and serious effort in September 1998 to persuade OIPR that, in light of the 
it now had sufficient probable cause to proceed witha FISA 


application. A substantial and serious effort was never made, see below; what was 
eventually made was an insubstantial and casual effort but even that did not take place 


until December 1998. 


Oy Had an application been made and been approved in September 1998 or even 
in October 1998, the FBI could have had electronic surveillance of Lee in November . 
1998 when Lee made the decision to make a second trip that year to Taiwan. (FBI 1405) 


gain 
certainly not everything FBI-AQ and NSD had hoped it would be, it did 


| 281 (9f See BC from NSD to FBI-AQ and other locations, dated April 13, 1998, 
approving FBI-AQ’ 


W The objective of the operation is to obtain the additional 
justification needed for approval of electronic surveillance of subjects, but 


evidence supporting prosetution will be pursued if an opportunity arises. 


ropXecr AÀ, 
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(AQI 1694) 


SS The primary purpose of “e A co the beginning was to 
rt for a renewed FISA application.“ While the actual execution of | 


substantially and materially advance the case for a FISA order. See Chapters 14 and 16. 
Given this, NSD should have submitted an application for a FISA order immediately upon 
receipt of sufficient information from FBI-AQ as to the execution of the operation. 


NSD had sufficient information to take that step upon r 


bi 
(FBI 7494) 
Wi is not an adequate response to say that NSD was unimpressed by Ai 


BY 
f 4 submission. At the time of its receipt it appears that NSD was impressed. Four days after 
b receiving S material, SSA drafted a briefing paper that went from DAD 


WIC [Torrence to Director Frech. It read in part: 


will present the details to DOJ/OIPR 
and again ask for an electronic surveillance application to the Foreign 
- Intelligence Surveillance Court. 


(EBI 7650 (emphasis added). Thus, as of September 1,.1998 at least, NSD believed the - 
bI to have been sufficiently successful to.warrant advising the Director that they 


: -would be returning to OIPR and renewing the effort for a FISA order. 


u 
4 noc was the Director of the FBI the only senior povenment official given that 
a : same message. So was aed of Energy Bill ee On September 2, 1998, Ed 
~i 


While it is tru 
bI it was 
E cient to serve as the basis for a FISA application, FD-302s are used 


pone as a basis for drafting affidavits and other legal pleadings. 


Curran, Director of DOE's Office of Counterintelligence, sent Secretary Richardson a 
' memorandum on the status of the “Kindred Spirit" investigation. It read in part: 


The FBI advised that they intend to pursue the investigation by 
applying to the Foreign Intelligence Surveillance Court for electronic 


surveillance of Wen Ho Lee, to attempt to determin 


bl 


(DOE 2384) Yet it would be almost four full months before the FBI actually took any 
step in the direction of a FISA application.” l 


‘The contention that NSD was poised at OIPR’s 
is not at all persuasive. If NSD was waiti 


p: 


taken - that there were a variety of ways that FBI-HQ could have imposed its _ 


on an agent in the field - is almost too obvious to warrant mention. Moreover, 
from actually rejecting FBI-AQ’s 


f B$ | id not prevent 
bb request for a application on December 10, 1998 on the grounds that it lacked 
KIC | ‘sufficient justification (AQI 2002) , 
a aa rhat step, when finally taken by porem 1998, 
fe could hardly have been less enthusiastic. See Section “h{fi),” below, and Chapter 16. 


(6) Tt is clear thatthe EC pelecting EE 


; sppears that FBI- 
c between December 11, 1998 and December 13, 1998. UG 
on December 13, 1998 (FBI 11954) and his initials on the EC 


TO 


+ <A 
fi Simply put, if NSD had really been convinced that a FISA order was 

warrahted, it had enough to pursue it i a 
ae going to OIPR, it could have forced the production of 


them in a matter of days. 


s bl 
i What is obvious here is that NSD did not go to OIPR until December 1998 nos 
psi because it did not have but because it did not believe it had the ‘facts. SSA 
bb despite what Director Freeh and Secretary Richardson were told, viewed the 
we as a “bust S 2/ 15/99) This perception of ce its 
Sache as a perception which the AGRT believes to be inaccurate, is what really 
i accounts for this unfortunate delay. 
rejecting FBI-AQ’s FISA request bear the same date. (FBI 1406) Given that UC 
A con for December 13, 1998 says, in part, “EC to AQ,” it is at least possible 
although dated December 10, 1998, did not actually leave FBI-HQ until 
after UC and SSA =< received and reviewed Aa 
25 (SYA second ground cited for the.several months delay in presenting this 
Dv€ be,b7C, matter to OIPR is FBI-HQ’s failure to receive the report made be b] 
| Critical to the AGRT’s finding that 
4 
j true that FBI al copy: until December 15, 1998 Debt, 
å bae 
e5 (FBI 1350)~and thea apparently from DOE, not FBI-A I 11952) — this argument 
doe bb, bre 


ee fet is completely without merit. The contents of 


were fully 
` £6 | communicated to FBI-HQ in 28, 1998 EC (FBI 7487) and, then, fully 
communicated again in SA T-AQ’s November 10, 1999 EC seeking a FISA 


3 
' WIC order. (FBI 1381) Indeed, the November 10* EC otes 9 of the L1 paragraphs in 
this himself. His 


report and states om 


bre 


report in thelr entirety, It appears that U reco 
j notes of a December 15, 1998 meeting with DOE 
that it is “almost verbatim to AQ's EC.” (FBI 11950, 21563) 
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+3) That the Wen Ho Lee investigation was not accorded the priority it deserved 
within FBI-HQ was acutely illustrated by NSD’s handling of the single most important 


issu 


` n ae 
’ sawd Fb tt 
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t 
end 
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{87 A problem arises 


b) 


'AQI 1620) 


o's ry bn oo 


Within days, FBI-AQ leamed that SC Dillard had serious concerns about 
roposed to make on behalf of NSD. On 


bt | making the representation that SS 
ld S t his EC was "delayed" because SC 
MB 0s: 


bK February 19, 1998, SS 
Dillard was “not ready to approve situation yet." According to S 


(AQI 5599) 


U s 
mith Although this EC is drafted in language that suggests that the matter had ` 
already been reviewed and approved by the Assistent Director, John Lewis, the EC never 


left FBI-HQ and was never approved by AD Lewis. 
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(AQI 4970) 


) 
On March 24, 1998, saii the matter again with SSA 
and then drafted an intemal memorandum for the file: 


| 
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(AQI 1665) NSD accepted this decision and did not appeal or contest CID's veto. 
3/22/00) Indeed, according to U the matter was not even elevated to the AD or 


bee DAD level within NSD. SC Dillard confirmed that this matter was not raised with either 


of his NSD's supervisors, DAD Larry Torrence or AD John Lewis, or outside the 
Division. a sais The as went out to the nn piso 
- (FBI 232) | 


ot 
ea 
} 
i 
4 , _ 
m nR N 
H [BT — i i 
e m ey SSA SEB ind discussed the matter with n March 5,- | 
i 1998 and was advised by SSA ess with a FISA application in an | 
bI% slated matter and, therefore, acco to tes, he “hasn't done anything 
abou QI 4968) | 
{ 


d u 
e 
. 

Bee 


would not have accepted “no” for an answer and would have elevated this.matter to a 
level where the competing interests of CID and NSD could have been resolved. 


(u) 
(s ASANT’) ssh GRT that Director Frech was deeply interested in 


LG | opening a LEGAT in Beijing, 12/15/99) But Ss A": knew that- 
Ł7c} Director Freeh — as he told FBI-AQ in his December 19, 1997 teletype - “has personally 


been briefed on this [the Wen Ho Lec] case three times in the last four months” and that 
the case was being cited as a “central example” by the intelligence community of “its 
assessment of and response to counterintelligence problems = the nuclear weapons labs.” 


(AQI 1560) 
SAT Moreover, the stark choice that SC Dillard was apparently concerned 


consequences bu the Director or Deputy Director mi : ined 
or the Lee investigation too impo > 


But that decision was MA PO ny never. 


wd . 

4. (SARS Finally, this must be said: NSD permitted CID's admittedly! 

z concerns abou sensitivities to undermine a critical FBI investigation abot 

pas This statement comes from S February 19, 1998 notes of a 
as y reporting on SC Dillard's position 
i bit rding to 
to meet with SC Dillard that day to (FBI {| b| 
11992, 20330) 
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espionage. The equities of that equation ought to have propelled this decision to the 
head of the line, or at Icast a good deal farther down the line than it went. The results 
might have been the same but, then again, the results might have been precis t 


SS had sought from the beginning; bi 
AQI 4971) If, as a result, a price ultimately had to be paid for that 
ecision, it was surely some consolation that what was at issue was one of the gravest | 


Ic and most consequential purported acts of espionage ever investigated by the. FBI. Some 
price, after all, would inevitably have to be paid in the pursuit of the truth of these 


allegations. 
U) | 
g. ’s problematic handli ers related to FIS 
W 
i By June 1997 
) 


(u 
(SY Chapters 11 and 12 examine in detail the handling of the FISA application by 
- NSD, by OIPR, and by senior officials in the Department of Justice. For purposes of this 
section, which is focused on NSD, it is sufficient'to note that the Letterhead 
orandum (“LHM”) submitted by NSD in support of a FISA application and SSA 
ipplemental inserts did not contain all the inculpatory information which the 
FBI already knew, or could have known, or should have known. See Chapter 11. 


i. (B beconber 1998 


(S¥On December 22; 1998, SSAQMEEMBhad a five minute mecting widan : 
OIPR 4ttomey, Dave Ryan, ostensibly to ascertain whether OIPR thought cc b} 
warranted the submission of a new FISA application in the Wen Ho Lee 
On. . 3 . i 


ASS For the reasons set forth in detail in Chapter 16, NSD failed to make either a 
serious or a substantial case for.a FISA application to OIPR in December 1998. As is 
further described in Chapters 14 and 16, there was such a case to be made, and it did 


warrant a submission to the FISA Court, largely arising out of the partial, but 
nevertheless significant, success of the bi 
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owever, along with various supervisors at NSD, thought the 


reflected his own conviction that no FISA order was warranted. Indeed, SS 
was so convinced of this fact that two weeks before he met with Ryan, he formally 
rejected FBI-AQ’s request fora FISA. That Ryan would endorse this judgment on 
December 22 was a foregone conclusion given the way in which it was presented to him. 


SEI Would OIPR have approved the submission of an ap 


issi plication? Given j 
reservations in July and August 1997, and given the fact that ints bl 


was only partially successful, it is quite possible it would not have. What can be said is 
that, duc to the casual, cursory and dismissive way in which the issue was presented to 
OIPR in December 1998 — a presentation that really was intended not to procure FISA 
but to procure an endorsement of a rejection that was already literally signed, sealed and 
delivered — it was inevitable that FISA coverage would again be denied. 


h. (U) NSD’s mishandling of the computer issue 


(U) The FBI’s failure to recognize the importance of gaining access to Wen Ho 
Lee’s computer files during the entire time frame of this investigation prior to March 
1999 is a failure of incalculable and potentially catastrophic significance. This failure 
occurred because each of the three FBI entities involved in the making of decisions 
conceming this matter — FBI-AQ, NSD and the National Security Law Unit (‘NSLU”) — 
made serious mistakes. Those mistakes are documented i in detail in Chapter 9 and will 


not be repeated here. 


(U) It is sufficient hereta state the following: When a case is micro-managed - 
from FBI-HQ, as this one most certainly was, FBI-HQ must bear responsibility for the 
decisions it makes that would normally be made in the field. In this case, it was NSD 
that determined the investigative strategy and i priorities of the case. That 
may well have been the “total anomaly” that d it was SRB 7/23/99), 


_ but it was nevertheless the reality of the Wen Ho Lee investigation. 


(U) It was NSD that both figuratively and literally gave FBI-AQ its “To Do” list. 
See, &gu SS otions to FBI-AQ on June 10, 1996 (AQI 954), July 2, 
1996 TAQI s S- 7 ber 19, 1997 (AQI 1560). It was NSD that in every 
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to be a failure, and his presentation to OIPR on December 22, 1998 h | 
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significant respect was making the corc and, in some cases, the most peripheral decisions 
of this investigation and, therefore, it is NSD that must be held responsible for failing to 
recognize the importance of gaining access to Wen Ho Lee's computer files. 


(U) It is not as if NSD was not apprised again and again and again of the 
significance of Wen Ho Lee’s computer work.”” See Chapter 9. Nor is it as if NSD was 
unaware of the possibility that alternatives to a search warrant might well exist through 
which the FBI could gain lawful access to Wen Ho Lee’s computer files. (FBI 716) Yet 


these alternatives were not pursued. 


YU) l 
š : w It és true that the NSLU gave inadequate and erroncous legal advice to NSD 
f pL but that is only half the story. According to NSLU on AABN: advice to 
WG the Wen Ho Lee investigation was that e/ther a banner or a court order was required to 
conduct a search of Wen Ho Lee’s computer files. 7/16/99) That advice was 
bic wrong for a variety of reasons detailed in Chapter 9, but at least it left open the 
possibility that something other than a court order could be used to pry open Wen Ho 
Lee’s computer files. However, when SSA mmunicated the NSLU’s advice 
to FBI-AQ, the banner option dropped out entirely and FBI-AQ was left with the 
complete mis-impression that it was FISA or nothing. (FBI 720, 13211) The 
consequences of this miscommunication were dramatic: FBI-AQ essentially gave up on 
gaining access to Wen Ho Lee’s computer except through FISA. And when the FISA 
request was rejected — which did not even contain a computer search request — the 


computer search issue cosenvally dropped off the map. . 
Qui In short, what the FBI discovered in 1999 ET E ERE ta 


1998, 1997, 1996 or even earlier. The implications flowing from this finding are 
significant, not least because the FBI could have been monitoring Lec's 


=. enormously 

Ki a a es ee eee eee ere 

eS 

an gv While it is truc that NSD did not get ene that moa T 
S including the significant FD-302's of the first interviews of Wen Ho od oE 

D oie: December 1996, NSD had numerous other — al a Wen 
fons | | 0 Lee's sensitive work with computers. See, Sgu the me 
CS ; reports of April 1997 and May 1997, transmitted to SS n May 15, prt 
|  (FBI910) 
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That this did not happen is surely not all NSD's fault but, just as surely, NSD must bear a 
substantial measure of responsibility. 


y) : 
i. (ye NSD’s exclusive focus on FISA and its unreasonable reluctance to 


take other critical actions 


) 
g) There is little doubt that there is no tool so powerful in a counterintelligence 
investigation as the ability to conduct electronic surveillance (“ELSUR”) and 
microphone surveillance (“MISUR") pursuant to FISA. That said, the Wen Ho Lee 
investigation illustrates the considerable risk that the FBI runs when it so focuses on 
obtaining FISA coverage that it virtually ignores other valuable investigative techniques. 
This would be true even where FISA coverage is authorized, but even more so where it is 


rejected. 


y) 
i. A The exclusive focus on FISA 


{SX From the beginning of the full investigation of Wen Ho Lee — indeed, from 


before the beginning”” — virtually all NSD could think about was obtaining FISA 
coverage on Wen Ho Lee.?” As SSA, old the AGRT: “From Day One I told 


uU i 
mAP) Even before the full investigation was opened, NSD was telling DOE 
to expect a FISA submission in 30-60 days. See Memorandum from Notra Trulock to 
Joan Rohlfing, entitled “Action Plan and Next Steps,” dated May 25, 1996... (DOE 1844) 


' my Ses sg. FBI rents dated 71196 (SARs <: 7 
“he would be interested in any information that would get FISA: coverage.”) (AQE954); 


7/10/96 (Briefing memorandum on the “Kindred Spirit” investigation: “The short term 
objective is to collect enough probable cause to persuade the Foreign EREA i 


ctitical in cases of this type.”) (FBI 583); 10/9/96 (Memorandum from 
SC Doyle: “The present thrust of the investigation is still to obtain justification for 
ELSUR coverage.”) (FBI 706); 1/23/97 (Briefing memorandum on the “Kindred Spirit” 
investigation: “The present objective of this investigation is to uncover enough probable 
cause to support a request for electronic surveiilance.”) (FBI 745); 1/30/97 (Briefing 


memorandum on the “Kindred Spirit”. investigation: “The use of long periods of 


—— 
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ee 
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AQ we would need FISA.” 3%) Remarkably, the exclusive focus on 
obtaining FISA coverage did not change even after OIPR rejected NSD’s FISA 
application.” Indeed, even when NSD supposedly went to “Plan B” (AQI 5326) -the 


electronic surveillance is always... necessary. . . [T]he first half of this investigation 
is aimed at collecting enough probable cause to persuade the Foreign Intelligence 
Surveillance Court to authorize use of electronic surveillance against the LEEs, and if 
indicated, clandestine physical searches of their residence, papers, and property.”) (FBI 
751); 4/14/97 (“During the last eleven months ... we have focused on locating and 
obtaining information about LEE and Syivia that will allow us to seek electronic 
surveillance authority from the Foreign Intelligence Surveillance Court. Typically, an 
investigation of this type is only successfully concluded in one of two ways: Catching the 
subject in the commission of a clandestine act of espionage; or obtaining a confession. 
Electronic surveillance is always a necessary precondition to either of these two 
conclusions.”) (FBI 6403); 4/21/97 (A briefing memorandum concerning a 
Congressional briefing: “It was mentioned that the next significant investigative 
milestone in this investigation would be the initiation of FISC-authorized coverage of the 
subject’s home and work telephones, computers, and other appropriate elsur and 


fisur coverage.”) (FBI 823) _ 
mY sea this statement by AD John Lewis to Director Frech aia 14, 


1997, two days after OIPR rejected NSD’s FISA application: “Since our initial elsur 


application has been rejected, we now intend to pursue a more agercesive but risky 
course which will include interviews of coworkers, former supervisors, and associates. 
Such steps could produce sufficient elsur justification while at the same time uncovering 
information about the subjects that will be needed for their eventual interrogation.” (FBI 
13331) See also this note to AD Lewis from SC Dillard, dated September 12, 1997: . 
“This is to advise that we will now direct the Albuquerque Division to expand the scope 
of this investigation to include potentially alerting leads such as interviews of co- 
workers and associates, trash coverage, physical surveillance, and recruitment of assets. 


It is hoped that this more aggressive investigation will produce information to justify a 
renewed application for electronic surveillance.” (FBI 3023) (emphasis in original) 
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December 19, 1997 teletype ~ the goal remained unchanged: FISA." Even he i 
- FBI-AQ’s one truc initiative from 1996 to 1998 - was viewed by FBI- 


as having one primary objective: getting support for a FISA.” 


The goal of obtaining FISA coverage so dominated the FBI's thinking that it 
even altered the FBI's internal description of the case. Rather than opening it as a “65 


case” — espionage — it was opened as aSk: — counterintelligence. ss 
told sa AD +- it “will not become a 65 matter until the very last minute because 
it would be hard to go to the FISA court under this category at this point. To do so 
would make this case look to[o] criminal in nature.” (AQI 954) 


ii. (U) Consequences i 
| 
| 


u) 

(w The AGRT does not take issue with the value of FISA. Even a cursory review 
of recent espionage prosecutions demonstrates that FISA is a unique tool in the arsenal of 
a Counterintelligence investigation. What the AGRT does take issue with is a situation, 
such as in the Wen Ho Lee investigation, where the focus on FISA is so myopic and 
exclusive that it leads the investigators to ignore other vital investigative techniques and, 


WIRY See AQI 1560: “An immediate goal is still to obtain sufficient justification 
for ELSUR coverage..." 


222 £85 See AQI 1694: “The objective of the operation is to obtain the additional 
justification needed for approval of electronic surveillance of subjects, but evidence 
supporting prosecution will be pursued if an opportunity arises” =. .- .` a 


23 £8) SSA actually confirmed this reasoning to the AGRT. He stated: 
“We have tò say with a straight face that we are requesting a FISA for FCI purposes. If 
you have a 65 [espionage] investigation, it is not much of a leap to say you are getting 
information for criminal purposes.” He added: “If you put a 65 label on it, it’s alot > 
easier to say it’s [the FISA application's] a sham.” 12/15/99) SA ' 
did not seem to appreciate that mis-characterizing a case in order to support the claim 
that the purpose of a FISA request was for FCI purposes, rather than criminal purposes, 
would itself be a “sham.” 


(fT 
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even worse, to decline taking important and critical actions out of fear that it will alert the 
suspect. 


W There were several significant investigative techniques which were essentially 
preempted or neglected by the exclusive focus on FISA. Five examples will suffice: 


a. (8) Failure to conduct a comprehensive financial analysis 


u) 

e A comprehensive review of Wen Ho Lee’s and Sylvia Lee’s finances to 
determine whether there were unexplained sources of income was never done. Financial 
records were sought, and were received," but a rigorous, thorough and expert analysis 
of these records was never made. FBI-AQ made a start in this direction through the 
scheduling of various bank records and the identification of unexplained deposits (AQI 


fea 4367), and sA sia demonstrate some interest in this regard (AQI 5591), but the 
be follow-up was spotty and incomplete. In an espionage investigatio 

LC 

bE 


he t. : 
urpose in esti Lee’s records was 
(AQI.5385) 


ape ; v 5B) rate to conduct selectivo interiors 


g Interviews of current and former supervisors, and current and former co- 
workers, were largely ignored. Between June 1996, when the full investigation was 


a. 


34 (U) See, c.g, AQI 1099, 1106, 1102, 1164, 1194, 1453, 1465, 1471, 1479, 
1492 and 1486. 
28s (U) See, c.g AQI 1169, 4480. 


l a | 

Ee on part, this was certainly attributable to SSA position that 

eS conducting interviews in a counterintelligence investigation was a “definite no-no” and 
could “screw” up a case, 12/15/99) 
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“opened, and April 1997, when the preparation of a FISA application and certain other 
developments made it virtually impossible not to interview a few supervisors, the FBI did 
not pursuc what could have and should have been onc of the most important sources of 


information about the Lees. In that time period, it conducted just two interviews of 
BOE blo supergisprslco-workers, tha A” 
: Far more interviews should have been done and, with care, far more 


interviews could have been done without tipping off Wen Ho Lee to the FBI's interest in 
him. For example, former supervisors should have been identified and interviewed, along 
with selective interviews of former co-workers. Such interviews could have been done 
without alerting Wen Ho Lee.” 


ehed ae te CAes. 


Q There were two serious consequences of the FBI’s failure to conduct such 
interviews: 


(SANET First, the FBI never really understood or probed the true nature of Wen Ho 
and the extent to which Wen Ho Lee’s work depended on computer 


LI 
(AQI3809) Two 
á years later, SA was in no better position than he was in March 1994 10 . . 
f understand what he had been told, what it meant, and how this information might focus 
Wb | his investigation. Given that the underlying allegation in this case was that Wen Ho Lee 
ye used his employment to gain access to classified information which he then passed to the 
PRC, the lack of interest in the nature and substance of that employment was 

inexplicable. : 


nf So focused had the FBI become on obtaining FISA covérage that these two 
interviews (AQI 1143, 1147, 1151, 1153, 1155) — which contained critical information 
about Wen Ho Lee’s computer activities — were never sent to NSD and NSD was given 
to understand that “no useful information” had been obtained from them. (FBI 745) 


30898) For example, SA used a bit of misdirection when ho and = 
terviewed al in February 1996 as part Deg 
of the DOB AL (FBI 285 b7c 
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(erry This fallure to interview supervisors and co-workers was consistent with 
the FBI's general reluctance to wrestle with what was really at issue in this case. No 
effort was made, for example, to review Wen Ho Lee’s work product over the course of 
hts employment at LANL. No effort was made to study his published papers?™ or to 
interview other American scientists who traveled with Wen Ho Lee to the PRC in 1986 
and 1988.?° No effort was made to interview at LANL the nuclear weapons designers 
who had been involved in the Kindred Spirit Analytical Group that had advised DOE on 
the significance of the walk-in document. This is not to say that the FBI needed to 
become intimately familiar with nuclear physics or needed to understand the precise 


h 1 mechanics of r needed to understand the intricate details of the codes developed _ 
by Wen Ho Lee. It is to say that sending SSA Qo a five-day course in nuclear i dI 
LIC 
A 4 


weapons was just not enough. (AQI 2993) 


| (SANPYRD) The FBI's failure to undertake this effort was consequential: It left the 
FBI completely dependent on DOE’s flawed representation of the predicate, an error 
whose significance can hardly be minimized. See Chapter 6. It left the FBI without an 


appreciation of the central role that computers played in Wen Ho Lee’s work, resulting in 
kine FISA authority to tap Wen Ho Lee’s telephone but 


such peculiarities as the 


eS 


one occasion, it should be noted, there was an effort to sec if Wen Ho 


290 1S) This was suggested in NSD's December 19, 1997 teletype. (AQI 1560) It 
Ba should have been a part of NSD's original instructions to FBI-AQ. Of course, since FBI- 
AQ did not pursue this suggestion in 1998 there is some question as to whether it would. 


have been any more enthusiastic about it in 1996. 
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oo The ccond major consequence of the FBI's failure to conduct these 
interviews was that it prevented the FBI from figuring out that scientists within X 
Division had no “expectation of privacy," that each scientist - including Wen Ho Lec - 
had signed waivers on file, that there were banners in the X Division, and that tlie 
information provided yD SAD +: £ far from the whole story. 
Thus, these interviews would have told the FBI, first, that gaining access to Wen Ho 
Lee’s computer files was critical and, second, that the FBI could gain access to those files 
without a warrant. The second part would no doubt have required reconsideration of the 
matter by NSLU but there is little doubt what result NSLU - in the face of Wen Ho Lee’s 
signed waiver and the X Division banners - would have reached. 


c. (9) Failure to conduct trash covers 
Cu) e 


487 Trash covers - i.e., the surreptitious recovery of Wen Ho Lee’s office 


:and home trash ~ was never done. This required no FISA authority and yet it was never 


done. It is clear that SSA GMB thought about it (FBI 582), but it was never pursued - 
even though it could have advanced the investigation by months.™ A trash cover was 
suggested in the December 1997 teletype (AQI 1560), but it should have been pursued a 
year-and-a-half earlier when it could have had a dramatic effect on the FBI’s learning 
curve concerning the Lees.” 


For example, instead of the FBI depending on a mail cover to identify the 
Lees’ ae ae ae ee eee 
implementation ~ the FBI Sacks avy ponescd Lee é trah and woul Ubrly kaye hal sick 
cairns EA 2 


This is not to suggest that a trash cover was implemented pursuant to the 
a 19, 1997 teletype. It was not. (AQI 1990) Moreover, whatever problems 
there might have been in conducting a non-elerting trash cover in Wen Ho Lee’s 
residential neighborhood — and FBI-AQ suggested in November 1998 that a residential 
trash cover was not “a feasible option” (AQI AGH 1990) — there is simply no reason why a 
trash cover should not have been implemented at Lee's office. 
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ae Nor was any effort made to conduct regular or even episodic physical 
surveillance of Wen Ho Lee, which certainly could have been conducted by the FBI 
without alerting him.” And if, in order to accomplish this, FBI-AQ needed to 
periodically import a surveillance team from elsewhere within the FBI, that cenainly 
could have been accomplished. Nor was there any effort to conduct surveillance of Wen 
Ho Lee during his two overseas trips to Taiwan in March and December 1998.2" 


e. (U) Failure to develop a plan or strategy for the interview 


of Wen Ho Lee 


(U) So focused was the FBI on FISA that, remarkably, the Albuquerque Division 
never developed a plan or strategy to interview Wen Ho Lee. 


A subject interview in an FCI investigation may be an event planned months 
and even years in advance. Or an agent may find out today that a significant and 
unanticipated development has created a requirement, or an opportunity, to conduct an 
interview with the subject of the investigation tomorrow. FBI-AQ’s lack of preparation 
for either eventuality was astonishing. Even after the FISA application was rejected, no 
reps made to prepare for an interview of Wen Ho Lee. There was talk about it, 


AQI 5527), just no actual preparation. Nor did this change when th 
being planned. If ever a situation was interview of a 
ject, iin 


anf Bon a few occasions, FBI-AQ did drive by Wen Ho Lee's residence.. See, 


| eg. AQI 1336." 
u 
a -While the FBI did not leam of the March 1998 trip until after Wen Ho 


Lee had left the United States, it did leam of it in time to mount a surveillance effort {fit 


had it been inclined to do so. Wen Ho Lee was in Taiwan from March 15, 1998 until 
April 30, 1998 (FBI 1275) and the FBI leamed of the trip on or about March 23, 1998. 
(AQI 5492, 1664) As to the December 1998 trip, the FBI knew about this trip before 


Wen Ho Lee left. (FBI 1405) 
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contacted Wen Ho Lee. Even after the was over and DOE's 
old Wen Ho Lec that the FBI might be contacting him about the purported contact 


from the PRC, the FBI failed to prepare or conduct such an interview. 


(U) As late as December 1998, two and a half years into this investigation, FBI- 
AQ was still wholly unprepared to do an interview of Wen Ho Lee. This was one of the 
reasons why the long-term subject of a critical espionage investigation found himself on 
December 23, 1998 across a table from a DOE contract counterintelligence officer and a 
Wackenhut polygrapher, instead of the FBI. SAC Kitchen had told DOE's Curran that 
FBI-AQ was not able to do a subject interview and needed more time.” That was 


“unfortunate. It was not as if Curran was demanding that DOE, and only DOE, interview 


ya 
bé 
KIC 


Wen Ho Lee. If SAC Kitchen had said the FBI was going to do the interview and 
polygraph of Lee on December 23, 1998, Curran told the AGRT, "I would have kissed his 


feet. Please do it.” (Curran 2/9/00) 


(U) To be fair, the FBI’s failure to plan for an interview of Wen Ho Lee at any 
time prior to 1999 cannot be solely attributed to an unreasonable or exclusive focus on 
FISA. There.were too many other problems with the FBI’s handling of this case to 
associate this failure with just one cause. Nor can it be solely attributed to FBI-AQ. 
NSD, after all, was driving this train; NSD was making the “To Do" lists and setting the 
terms of the investigation. And planning for a subject interview was not on any of these 
lists.” 


2 pe Both Curran and Director Frech were told that the additional time was ` 
necessary to interview certain of Lee’s coewotkérs, who had not previously been 
interviewed to avoid alerting Lee. (Curran 2/9/00; FBI 7721) These interviews could 
have, and should have, been done a year or more before and, in fact, were listed as 
options in the December 19, 1997 teletype. (AQI 1560) ' i 


2% (8) Indeed, the possibility of a subject interview was explicitly excepted from 


the Decefaber 19, 1997 teletype. (FBI 1156) S eneral view was that a 
“rash subject interview can kill {an] espionage case. 12/15/99) That is 
certainly truc but the failure to plan for such an even made it all the more like that 


the interview, when it did take place, would be “rash.” 
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iii. 8) Concems about alerting the Lees 
u) 
A principal reason why the FBI did not pursue these other investigative 
techniques was an overarching, nearly paralytic, concern that its conduct not alert Wen 
Ho Lec to the existence of the investigation. This fear of doing anything that could 
conceivably have alerted Wen Ho Lee to the FBI’s interest in him had such a vice-like 
grip on NSD’s calculus that in the Fall of 1997 ~- after telling Director Freeh that NSD 
would now pursue “a more aggressive but risky course" (FBI 13331) and “a more overt 
investigation" (FBI 1175) and telling AD Lewis that NSD would now direct FBI-AQ to 
“expand the scope of this investigation to include potentially alerting leads" (FBI 13023) 
(emphasis in original) — the FBI actually took only the most tentative and hesitant steps in 
this direction. Its December 19, 1997 teletype - the document that was supposed to lay 
out this new aggressive and risky strategy — contains warning after warning to avoid just 
such risks.” 


U) 
w The notion that the FBI should avoid alerting the subject of an espionage 
investigation is both correct and unremarkable. The value of a FISA is obviously 
diminished or eliminated entirely if the subject is aware of the FBI’s investigative interest 


(u AE 
an ye See, c.g., the following statements in the December 19, 1997 teletype: (1) 
“{SJince ELSUR will only be valuable if the subjects do not know they are under 
investigation, AQ must use its best judgment and first hand knowledge of the lab to 


- ‘pursue the most promising but most discreet leads first.” (2) In connection with a 


suggestion to interview a particular scientist: “{TJhis interview . . . should be aborted if 
there are any indications [that the scientist] might be hostile or indiscreet"G)In. 


_ connection with another suggestion to interview scientists with whom Wen Ho Lee had 
contact: “AQ should be very cautious if it decides to conduct any such interviews, and 


should avoid doing the interviews if there is a risk of alerting the subjects.” (4) In 
connection with a suggestion to interview Lee's former supervisors: “AQ should us 
caution in deciding to do such interviews, and avoid alerting subjects.” (5) “AQ should 
consider discreet, repeat, discreet, physical surveillance of subjects.” (6) “Leads to other 
divisions should be coordinated so as to evaluate and minimize beforehand the risk of 
alerting the subjects to the existence of our investigation.” 


in him. And FISA asidt, there is a risk in virtually every espionage case that the subject, 
if alerted, will decide to take up residence in another country. 


Os Thus, there is nothing wrong with the FBI being concerned about engaging in 
alerting conduct. The problem in the Wen Ho Lec investigation is that the FBI went way 
beyond mere concern about alerting conduct. The need to avoid at all cost any conduct 
that could remotely be alerting became the mantra of the investigation, the value that 
trumped all other values." This is despite the fact that there were ways in which the FBI 


could have substantially minimized the risk of alerting Wen Ho Lee.” 


Ww The categorical refusal to do anything that could conceivably be alerting led 
the FBI into several serious errors: 


v) 

Oh First, until August 12, 1997, it caused the FBI essentially to insist on DOE 
not altering Wen Ho Lee’s access, work status, or clearances in any respect, despite the 
significant danger that this posed to the national security. See Chapter 18. 


oh a S. The does represent a willingness to undertake some 
slight risk of alerting the subject, but the FBI reverted back to its non-alerting mode 
immediately , declining to move forward with an interview of Wen Ho Lee 
DOE bb t despite the fact that told Wen Ho Lee on August 19, 1998 that he was going 
- to notify the “local FBI for their possible follow-up.” (AQI 1883) 


29 (SINE) LANL is, after all, one of the nation's premier nuclear weapons 
facilities. Its scientists know that they have access to the nation’s most sensitive secrets 
l and that the FBI is a routine presence at the laboratory.: Thus, the mere fact that the FBI- 
: was on-site or asking questions would not, in and of itself, alert Lee to anything. 
Moreover, every LANL scientist also knew that he must periodical undergo a 


' pss 
vié 
' AFBI 10794) The FBI-HQ supervisor involved in the 1983 4 / 
| matter had beet orrence who, 14 years later, would re-enter the Wen Ho Lee 
investigation as John Lewis’ replacement as NSD's Deputy Assistant Director for 


Counterintelligence. 


a 


4% 
bí 


oe 


rivacy" issue as it applied to the X Division. As is discussed in Chapter 9, SA 
aw: just one interview away from discovering that his and A of the 


. counterintelligence officer advised 


eae it led the FBI to avoid productive and valuable investigative 
techniques, such as supervisor/co-worker interviews, surveillance, and trash covers, as 
described above. In part, the FBI's avoidance of these techniques was a product of its 
exclusive focus on FISA but in part it was a product of the FBI's intense concer that 
almost anything it did could alert Lee and thus render a FISA less productive. 


“A 
OH And, third, it kept the FBI from discovering the truth of the “expectation of 


computer issue was erroneous.” He did not conduct the interview and 


did 
not get interviewed by the FBI until 19992 


qs 
20 Y That interview was with SP It was o could have 
provided S ¢ critical information that Wen Ho Lee had in fact executed a 


computer waiver form. See Chapter 9. On December 9, 1996, told SA 
that “should the FBI need assistance” in connection with computer issues, 
for X Division. (AQI 1143) 


Given NSD’s concems about alerting Wen Ho Lee, any interview became 
the subject of literally months of deliberation. On August 30, 1996, a LANL 
SC e had 
(AQI 
btained verification from 


approved the interviews of two of Wen Ho Lee’s 
1015) A month. later, on September 25, 1996, 


in which he leamed that S 
interviews going forward, (EBI 719) Finally, on December 9, 1996 and December 20, 


1996, the interviews took place (AQI 1151, 1155), almost four months after they were — 
first referenced. 


mW Atthoush it was who could have told definitively 
and specifically that Wen Ho Lee had a signed waiver on file, ei 
that all X Division scientists had to sign su to 


could have told S. 
gain computer access. apter 9. 


vor fre 
198 


OOE 


b6 


b7C 


% a3 Pa fz) -1r: NON sebere o 


ae 
l. (U) The impact of FBI personnel changes on the investigation 


(U) Between the end of May 1996 and the end of March 1999, there were more 
than 30 changes in personnel at FBI-AQ and FBI-HQ that had a direct or potential i paci 


on the Wen Ho Lee investigation.” 


> (U) The only consistent FBI presence in this case was Director Freeh, UC 
and SSAA Bese these three positions, changes in personnel occurred 
with remarkable rapidity (Note: “A” signifies that the individual served in an acting 
capacity): 
-FBI-AQ | 
SAC: Kneir, Dick (A), Weber, Dick (A), Kitchen 
ASAC: Dick, Coffey (A), Tabman (A), Parrish (A), Lueckenhoff 


NFIP Manager: Kneir, Dick, Lueckenhoff 


NFIP Coordinator and FCI Squad Supervisor: Ee Se aa 


Santa Fe RA Supervisor: r = 
Case Agent for the Wen Ho Lee Investigation ES Gy GR GRD 
'  EBEHO 
Deputy Director: Kennedy, Esposito, Bryant 
Assistant Director, NSD: Bryant, Lewis, Torrence (A), Gallagher 
DAD for CI, NSD: Lewis, Torrence A), Mislock (A), O'Connor (A), Torrence, Caruso 


(A), Horan 
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(U) Both Wo and FBI-HQ personnel understood the effect this had on the 


investigation. SSA ho became the supervisor of the Wen Ho Lec investigation 
in November 1998, characterized the frequent changes of leadership at FBI-AQ as a 
“revolving door." 9/9/99) SSA aid “No one sticks around long 
enough to understand [the] situation." /28/99) 


A) 
(SJ These frequent changes in personnel had numerous adverse affects‘on the 
investigation. For example: 


(1) (GRT) However flawed S andling of the case might have 
been, his transfer to FBI-HQ deprived the investigation of its historical memory, which 


` included S dling of the preliminary inquiry on Wen Ho Lee. All SA 


Eii cw about the case was what he read in the case file, and such limited information 
as he acquired himself, The nuances o which an b] 
understood because he drafted a criti ctype on the subject back in March 1994 - 


were lost on sa-i. as it turned out, on SS 
consequences for the FISA application. Similarly, it was S 
Washington for the October 31, 1995 briefing - the only briefing the case agents ever 
received on the predicate for the in ion. And it was S. o was the 
original recipient of information from latéd to access to Wen Ho Lee’s Dog bb, 
e-mail ~ not that he did a remotely ane job with that information. bic 


ó SSA GEER departure from the investigation was ificant. 
a veteran FCI supervisor who had supervised uring a 
portion of the preliminary inquiry and during all of Co as case agent 
supervisor whose 


of the full Wen Ho Lee investigation. He was teplaced- by a 
background was not in FCI work and who had only minimal previous involvement in the 


Wen Ho Lee investigation. SSA eparture from thé case deprived the 


(¢\ Section Cult MR Devt I o. inden Middleton b| 


e This is not intended to suggest that the Wen Ho Leo investigation did not 
benefit, on the whole, from OY a an and SAG rival. Itdid - 
benefit. It is only to acknowl suffered. 


| 


e 
deere + 


wi Ea he. 


Tor Kec: Ga ra 


investigation of both FCI experience as well as his detailed first-hand knowledge of the 


case. 


u) , 
(3) N departure of SAC Kneir and the arrival of SAC Weber had an adverse 

affect on the case, caused in part by FBI-HQ’s inexplicable failure to brief SAC Weber on 
the fact that the Division he was about to take over was responsible for one of the nation’s 
most important and significant espionage investigations. Among other consequences of 
SAC Kneir’s departure was the fact that SAC Kneir, who had personally solicited FBI- ` 
HQ for the two additional agents, almost certainly would not have permitted their 
diversion by ASAC Dick. SAC Weber, on the other hand, was not even aware of the 


issue until 1999. (Weber 10/28/99) 


(4) (U) At FBI-HQ, the most consequential changes in management were at the 
Section Chief.and Deputy Assistant Director level. There were ten different individuals 
who served in just these two leadership positions between May 1996 and March 1999. 
NSD’s problems in the handling of this case are by no means solely attributable to these 
changes in management but they were certainly a contributing factor. 


W) ttis important to make clear the limitations of this issue. In any large 
organization, particularly one with the diverse and challenging mission of the FBI, there 
will always be very significant changes in personnel. Some of those changes represent 
the natural and inevitable consequence of having talented personnel in responsible 
positions: over time, they will be promoted to positions with even greater responsibility. 
For the most part, the changes in personnel listed above reflect this upward mobility and, 
in a number of cases, this upward mobility did still keep Aa EAP E a ; 


capacity-over the Wen Ho Lee investigation. 


. (WU) Nevertheless, two points should be made: First, it does not appear tint the 
importance of maintaining continuity in the Wen Ho Lee investigation was ever 
considered as a factor in determining whether to proceed with any particular change in 
personnel.” Second, it should have been a factor ~ even if not a determinative one - in 


*3 (U) This conclusion is based on two considerations: the fejua with which 
certain positions changed hands and the clear evidence at both NSD and FBI-AQ that the 


at least some of the personnel changes listed above, particularly those at the level where 
the incumbent had a direct and routine impact on the handling of the case. 


J. (U) Communication problems within the FBI 


u) 
g The AGRT has identified two significant problems in the nature, frequency 
and substance of communications between senior officials within NSD and Director 


Freeh: 


u) 
w First, Director Freeh should have been briefed at a much earlier point in time. 
Both Congress and the National Security Council received detailed briefings on the FBI’s 
“Kindred Spirit” investigation before Director Frech himself received such a briefing. 
Indeed, even the Attorney General received a memorandum describing the case before 
Director Freeh. 


(U) Second, when Director Freeh was briefed on the case, NSD failed to advise 
the Director on certain critical matters that, had he been so advised, could have made a 


difference. 


<a ee the positive side, the AGRT has also determined that, after the Director 
identified DOE’s general counterintelligence problems as an issue requiring his special 
attention, NSD effectively and thoroughly briefed and supported the Director on this ` 
issue, ultimately resulting in PDD-61. Moreover, although NSD was late in initiating 
“Kindred Spirit" briefings of the Director, once it began to apprise the Director of 
developments in the case, it did so routinely and in considerable detail. 


= a 


% 
e * 
SUAS 


Fat Wen Ho'Lec investigation was not a priority matter at any point prior to December 1998. 


oted, however, that, with the exception of the records associated with SA 


i It sh n 
b6 ee to FBI-HQ in 1997, the AGRT has not examined the selection 
67 C documents involving any of the other individuals listed in this seotion. 
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u) 

LBJ From its very beginning, NSD officials - at the most senior level - were 
bricfed on the "Kindred Spirit" investigation, and participated in determining its direction. 
See, c.g., the various notes and briefing papers for the period July 1995 to March 1997.2” 


306 (SARIS On July 13, 1995, Trulock met with DAD Lewis and briefed him 
on DOE’s concerns. (AQI 2936, FBI 11762) The briefing by Trulock was preceded a 


day earlier by a briefing memorandum which, although not addressed to DAD Lewis, 
repared for Lewis’ review before the Trulock meeting. (FBI 


bi 
(FBI 11834, 20353) 
SSÆEJ On July 18, 1995, Ken Baker, the Acting Director of DOE’s Office of 
Nonproliferation and National Security (“NN”), wrote DAD Lewis to request access to 
CNN A in connection with the “Kindred Spirit” 
investigation. (AQI 2938) | 
5 y , 
pot Man On August 14, 1995, there may have been a meeting with Trulock, DAD 
Pee The only proof of this is a handwritten note by S 
W , 1995, in which he references a telephone call from the 
ae S 


On September 6, 1995, the “Kindred Spirit” investigation was briefed to 
by DAD Lewis, SC Doyle, and SSA Schmidt. There is a reference in SSA 


A of this meeting to two statements made by AD Bryant: (1) “How come 
jump on this case weeks ago?” and (2) “Maybe we should have been more 


b6 
bie tee : 
proactive @ this & have prevented the Chinese from stealing this in the first place. 
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(FBI 365) 


a) 
On September 13, 1995, Trulock met with DAD Lewis and SC Doyle. 


Trulock was seeking the FBI's help and SC Doyle told him to send over a letter from 


f oh DOE “setting forth predication for this case” and also told him that the FBI was thinking 
bb "of bringing SAB» from Tampa “to work this special.” (FBI 378) =” 


y) 
w On September 25, 1995, Ken Baker of DOE sent a letter to AD Bryant 
requesting the assignment of an FBI agent to DOE’s Counterintelligence Division to 


assist in an Administrative Inquiry “to determine the facts and circumstances relative to 
the loss of | information.” (AQI 2960, FBI 13045) 


bl 


(AQI 2981, FBI 400) 


jos 
CH On December 21, 1995, SC Doyle sent AD Bryant another briefing 
- mėmorandum on the a tion, including providing AD Bryant information about the 


en he.attended a course on Nuclear, Biological and 


we icquired by SS 
: Chemical Proliferation at the Defense Nuclear Weapons School, Kirtland Air Force Base 


in late November 1995. (FBI 391) 
u) ; g e 
w, On January 29, 1996, SC Doyle sent AD Bryant a third briefing 


i or memorandum on the investigation, including reference to work.on the DOE 
AI, and other matters related to the investigation. i Paes 
7 w On April 18, 1996, DAD Lewis and Trulock had another meeting, which was. 


preceded by a briefing which DAD Lewis received from SC Doyle. (FBI 16609) The 
only reference which the AGRT has been able to obtain conceming this meeting is an 
FBI summary document entitled “Meetings Re DOE/Kindred Spirit” which indicates that 


the meeting with Trulock also included SC Doyle and S and that the subject of 
the meeting was “China Case.” (FBI 16609) The AGRT cannot confirm this meeting 


took place. 
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In all that time, however, the AGRT has not identified a single briefing paper addressed 
to Director Freeh.>°’ 


Q% On May 22, 1996, Deputy Secretary of Energy Charles Curtis met with DAD 
Lewis, according to a DOE IG report of interview of Secretary Curtis. (DOE 1675) 
Trulock wrote a memorandum dated May 25, 1996 to Deputy Secretary Curtis which 
makes reference to “our May 22 meeting with John Lewis, FBI.” (DOE 4351) 


cos On January 24, 1997, Trulock, and other DOE personnel (Ken Baker and 
we | met with DAD Lewis, SC Dillard, UGQIMIMBand SSA. 
Lb, (FBI 7629) This meeting was preceded by a briefing paper to DAD Lewis on 
the status of the investigation. (FBI 745) It was followed by another briefing 


memorandum which indicated that the principal purpose of the meeting was to discuss 
DO's request for FBI assistance in its counterintelligence program. The “Kindred Spirit” _ 
investigation was discussed after DAD Lewis left. ; 


(SARDANF) On March 19, 1997, Lewis, who had become Assistant Director upon 
Bryant’s promotion to Deputy Director, received a letter from Randy Beers, Special — 
Assistant to the President and Senior Director for Intelligence Programs, of the NSC. In 
the letter, Beers states that he had disclosed to the director of the SSCI staff “the _ 
existence of an. FBI counterintelligence operation in response to a direct question.” (FBI 
790) AD Lewis was then provided a briefing memorandum whi wit is not 
certain to what investigation he may have been referring. 


been identified and our investigation has been ongoing fora year. 


%1 (U) Copies of some of the documents referenced in the preceding footnote 
were located in Director Freeh’s files provided to the AGRT. See memoranda dated 
November 3, 1995 (FBI 16560), December 21, 1995 (FBI 16563), January 29, 1996 (FBI 

16556, 16565), January 29, 1997 (FBI 16590), March 24, 1997 (FBI 16593) and April | 
28, 1997 (FBI 16882). This does not indicate, however, that Director Frech was 

i provided these documents at the time of their creation, Rather, it means only that 

= Director Frech received these documents at some polnt in time, the most likely time 
being 1999 when, as a result of intense Congressional sorutiny, Director Freeh was 
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2. (U) Information provided to Director Frech 


(U) Given the extraordinary nature of the underlying allegation, it is baffling that 
Director Frech was not briefed far earlier than he was on the status of the investigation. 
There is little doubt that such briefings could have caused the FBI to address more 
aggressively the problems identified in this report.” 


(U) When did Director Freeh first learn about the case? The documents obtained 
by AGRT indicate that the first written and oral briefing received by the Director on this 
investigation was on or about July 31, 1997. This is consistent with what Director 


provided a substantial amount of material relevant to the investigation. (Parkinson 
3/28/00) When the AGRT says, therefore, that Director Freeh was not briefed orally or 
in writing until July 1997, see below, this finding is based on the record of briefings 
either addressed to Director Freeh or known to have been given to Director Freeh. 


38 (U) Director Freeh made this precise point to the AGRT. He indicated that if 
he had been briefed on this case at an earlier point in time, and given more information 
about it, he would have reacted to it sooner and more aggressively. (Freeh 11/11/99) 
9 (SIRDINE) There is a brief reference to the “Kindred Spirit” investigation in 
an April 14, 1997 briefing memorandum to Director Freck, but the reference is in the 
context of a broader FBI review of various situations in which information was provided 
to NSC staff members but not triasmitted to key policy.makers. “Kindred Spirit’ was 
cited as one of several examples in which information was communicated to the NSC 
staff but not briefed up within the NSC. -The memorandum noted that on March 25, 
1997, an NSC staff member contacted SC Dillard and advised SC Dillard that the staff 
member had been asked by National Security Advisor Sandy Berger to brief Berger on 
any cases in which the staff member had received briefings that were not forwarded to 
key policy makers: The staff member told SC Dillard that he had previously received a 
briefing from AD Bryant and DAD Lewis coricemingi x m 
was uen 


nstructed to rebrief tho statt member and he did so that same day, The briefing included bI 
the following EL 
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Frech has told the AGRT."? On or about July 31, 1997, it appears that Director Frech 
received a onc page bricfing memorandum on the investigation (FBI 1063) and was 


bricfed on the case by ssa (FBI 12031) 


(U) Itis worth belaboring this point a bit since there is some confusion in the 
record as to when the Director was first briefed on the case: 


° ee On May 25, 1996, Trulock wrote a memorandum to Deputy Secretary 
Curtis which Trulock entitled “Action Plan and Next Steps." In that 
memorandum, which references a May 22, 1996 meeting between Trulock, 
Secretary Curtis and DAD.Lewis, it notes that “Director Freeh has been 
briefed on this case.“ (DOE 4351) The AGRT has obtained no 
documentary verification that such a briefing took place.?!” 


(FBI 7633 


_ _ 8 (U) Director Frech told the AGRT that he first became aware of the 
investigation in June or July 1997. (Freeh 11/11/99) = 
au CK) ho impetus forthe brifing and the memoranda may havo been to 

prepare Director Frech for a meeting with National Security Advisor Sandy Berger on 
July 31, 1997, at which the “Kindred Spirit” investigation was discussed. (FBI 18197; 
Frech 11/11/99) Altematively, the memorandum may have been requested in preparation 
for an August 1, 1997 briefing AD Lewis was due to receive from Notra Trulock. (FBI 
1026; Gallantin 11/23/99; Trulock 10/12/99) 
312 (U) Deputy Secretary Curtis also expressed the belief that Director Frech had 


been briefed in the 1995/1996 time period, but his belief was third-hand, Scoretary 
Curtis told the AGRT that he had a “specific memory” that he was told by either Trulook 
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) On December 27, 1996, a memorandum went from the Office of 
Director Frech to OIPR for transmittal to the Attomey General. (AGO 
139, OIPR 68) The memorandum was in support of the Wen Ho Lee mail 
cover and states explicitly the predicate for the investigation.” This would 
suggest that Director Freeh had been briefed at or before the time he signed 
this memorandum, but it is clear that Director Freeh did not sign the 
memorandum. Rather, the memorandum was initialed for Director Freeh by 
DAD Lewis. ™ (AGO 139) The memorandum seeking a mail cover was 
then forwarded to the Attorney General with OIPR’s summary and 
endorsement (OIPR 64), and the Attomey General then authorized the mail 
cover. (AGO 138, FBI 290) The Attorney General told the AGRT that she 
` read OIPR’s cover memorandum, which set out the predicate for the — 

investigation based on Director Freeh’s memorandum.*** (Reno 11/30/99) 
This leads to the following odd result: the Attorney General received a 


or Baker that DAD Lewis had been briefed and that DAD Lewis had informed the 
Director. (Curtis 1 14/00) 
Director Freeh’s memorandum states in p 


itr shits tat hs has no recloson of re sigma = 
coves domes (Freeh 11/11/99) | 
OIPR's cover memorandum to fh : 


\\ 
Gates weeds: 
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written briefing on the FBI's Wen Ho Lee investigation before the Director 
did. 


YU 

Os The FBI's own chronology states that Director Frech was actually first 
briefed in June 1997, not July 1997, and that two notes were created in 
connection with these briefings.’ The AGRT cannot confirm any briefings 
of Director Freeh on the Wen Ho Lee investigation that took place in June 
and the two notes do not support the conclusion that Director Freeh was 
briefed in June 1997. In fact, the first of the two notes (FBI 1063) appears . 


to have been created on July 30, 1997.3" 


(U) Therefore, the AGRT concludes that the correct date for the Director's first 
written and oral briefings on the Wen Ho Lee investigation is on or about July 31, 1997. 


a | 7 l 
Ki Vhr The notes are related to each other. The first note is a general briefing 


paper on the Wen Ho Lee investigation. (FBI 1063). Director Freeh placed a 
handwritten note at the bottom of the paper, asking three questions of AD Lewis: “What 
was done in 1982 to work the Lee case? When/how was it closed? Did DOE know @ 


it?” (FBI 1063) The second note is a response to Director Frech’s three questions. 
(FBI 1062) | _ 4 
4 i: is conclusion is based on a review of a computer disk provided to the 
b\ AGRT various memoranda related to the “Kindced Spirit” 
investigation. (FBI 11371A) One of those memorandum bears the file name “Spirit” 


atid is identical to the first of the two memoranda. (FBI 11372A, FBI 20046) Its file date 
ER of July 


eo'h ES merce 


~ is July 30, 1997.. d.) While that does not conclustvely estab 
FY 30%, it does suggest it, and it is consistent with the fact that SS ormal 
Lb b!C briefing of Director Frech took place the next day, July 31, 1997. It o consistent 
' with the fact that Director Frech had a copy of the “Spiri¢” memorandum with him when 
he met with Sandy Berger the next day (RBI 11779, 18197; Freeh 11/11/99) and made 
handwritten notations conceming this meeting on it. (FBI 18208) i 
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(U) After July 1997, Director Frech received numerous additional bricfings on the 


Wen Ho Lec investigation.” 


) l 
a eur) See the following memoranda, which excludes notes dealing 
exclusively with the DOE counterintelligence reform initiative: 


wy On August 5, 1997, Director Frech was scheduled to meet with Deputy 
Director Esposito, SC Dillard, U d SS. ncerming the “Kindred 
Spirit” investigation. (FBI 16610) Based on a note that the Director wrote on August 5, 
1997, the AGRT concludes the meeting took place. (FBI 12479) 


u . ; 
(o On August 12, 1997, Director Frech was briefed by Notra Trulock on the 


general issue of Chinese attempts to acquire United States Government nuclear secrets. 
The “Kindred Spirit” case was discussed during this meeting. (FBI 12505, 21286, 


11781, 20311, 21813) 


Won August 14, 1997, FBI records indicate a briefing memorandum to Director 
Freeh from AD Lewis conceming OIPR’s rejection of the FBI’s FISA application on 
Wen Ho and Sylvia Lee. AD Lewis advises the Director that “we did not have as much 
information to justify an elsur request as we might have wished” and OIPR had made “a 
real effort to find a way for an application to go forward.” (FBI 1060) Now that the 
application had been rejected, the Director was told, the FBI would “pursue a more 
aggressive but risky course which will include interviews of coworkers, former 


supervisors, and associates.” 


Won September 11, 1997, FBI records indicate a briefing memorandum to 
Director Freeh from SC Dillard a September 5, 1997 FBI briefing to NSC 


conceming 
staff at which the “Kindred Spirit” investigation discussed “at length.” (FBI 1085, 
20916) Attached to SC Dillard's memorandum was a time line on the “Kindred Spirit” - 


investigation prepared for the NSC by Ui (FBI 1086, 13024, 12395, 20919) 


(SÍ On September 18, 1997, Director Frech met with AD Lewis, Bob Bucknam, 
Michael Waguespack, § (a  . 
discuss the DOE CI reform e ` 


While the purpose of the meeting was to 
“Kindred Spirit” investigation was disoussed in some detail. (FBI 12312) Direotor 
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Frech asked several questions at the meeting related to the “Kindred Spirit” investigation 
and, on September 22, 1997, SC Dillard provided a memorandum to AD Lewis 


responding to those questions. (FBI 1100) 


Also on September 18, 1997, Director Freeh was provided a briefing 
ee contained a CIA assessment of China's 
nuclear weapons program done at the request of the NSC. (FBI 12316-12349, excluding 
CIA assessment.) See Chapters 6 and 13. 


37 On September 24, 1997, FBI records indicate a briefing memorandum to 
Director Freeh from AD Lewis, which was entitled “Update on Department of Energy 
Initiatives,” and which made an indirect reference to the “Kindred Spint investigation. 
(FBI 1117) 

Y) On or prior to October 15, 1997, Director Frech received a set of Talking 
Points for use in a meeting with CIA Director Tenet and DOE Secretary Pena, which also 
made reference to the “Kindred Spirit” investigation. (FBI 20942) 


A On J anuary 8, 1998, FBI records indicate an update memorandum to 
Director Freeh from AD Lewis on the status of the “Kindred Spirit” investigation in 
connection with a briefing that Berger had asked CIA Director Tenet to provide. (FBI 


1175) 


: SSF On September 1, 1998, FBI records indicate a bri memorandum to 
Director Freeh from DAD Torrence which reported on the! d 
promised a new submission to the FISA Couit after NSD 


CE: 13011) 


Pest On November 6, 1998, FBI records indicate a briefing memorandum, created 
in connection with a briefing by SC Middleton to the NSC which took place on 


November 10, 1998. (FBI 7724, 19993) A copy of this memorandum, which laid out the 
events i iw attached to the December 18, 1998 
low. 


memorandum des 


ae, ‘ow hee omen: s+ 


Bt ISANE) On February 17,1999, FBI 
Uf, Doi Frech dated by SS AGBR in ioating that Loo was polygraph toe by the 
? 


(8) On December 18, 1998, FBI records indicate a briefing memorandum to 
Director Frech from AD Gallagher advising him (1) to expect a call from Secretary 
Richardson concerning the Secretary's interest in having the Lee matter “resolved as 
quickly as possible”; (2) DOE wanted to interview and polygraph Lee and NSD had told 


DOE “it had no objection”; (3) FBI-AQ was being instructed to prepare for a full 
b\ interrogation of Lee; and (4) FBI-AQ had been advised that ‘TTT ci E 
not justify a FISA order. (FBI 7652, 1408, 7721) | 


On December 24, 1998, FBI records indicate a briefing memorandum to 
Director Frech from AD Gallagher advising that Lee had been interviewed the previous 
day and had “passed” DOE’s polygraph, but that DOE was suspending his access for a | 
30-day period. (FBI 1427, 7654) | 
W On January 12, 1999, FBI records indicate a briefing memorandum to ' | 
Director Freeh from AD Gallagher advising, among other matters, that DOE wanted to | 
fire Wen Ho Lee. (FBI 1467) : | 


(5 D On January 29, 1999, FBI tecords indicate a briefing memorandum to 


Director Freeh from AD Gallagher advising him of Lee’s January 17, 1999 FBI 
interview, his signed statement, that Lee passed the DOE polygraph with “very positive 


measurements” and that DOE was now going to come up with a “list of present and 
kb! former employees that will be larger (hanced as possible | 
. l | 7 


suspects.” (FBI 1531, 7658) 


records indicate a briefing inemorandum to | 
/ 


FBI on February 10, 1999 and was “inconclusive” on the first examination and. - 
“deception indicated” on the second exam, The memorandum also indicated that, based f 
on admissions by Wen Ho Lee conceming disclosures he made to the PRC during his | 
1986 and 1988 trips, DOE “will probably revoke Leo's security clearance.” The | 
memorandum concluded: “Lee's sta 


(FBI 12999, 7717) 


' 


This is not to say that Director Frech received all notes generated within the FBI after he 
began receiving bricfings on the case.” It is to say that beginning in July 1997 the 
Director was routinely advised of developments in the case.” 


3. (U) Where the briefings failed 
(U) Several critical issues were never briefed to Director Freeh but should have 
been. tae 


First, none of the briefing memoranda ever make it clear to the Director that 
FBI-AQ’s handling of the investigation was seriously deficient. was firmly LI 
convinced that FBI-AQ was "screwing up and sitting on a time bomb" FBI 
bt, LIC 


A , 
h Finally, on March 10 or 16, 1999, CIA Director Tenet sent Director 
Frech a copy of the same September 1997 CIA assessment of China’s nuclear warhead 


program that had been provided to Director Freeh on September 18, 1997. (FBI 17206) 


v 
319 (83 From the time Director Freeh was first briefed on the case in July 1997 
until Wen Ho Lee was fired on March 9, 1999, there were innumerable briefing papers 
generated within the FBI that did not go to the Director and would not have been 
expected to go to the Director. These briefing memorandums were created for various 
purposes, including Congressional briefings, NSC briefings, and briefings within NSD. 
dated: December 31, 1997 (FBI 1160), April 30, 1998 (FBI 


See, ¢.8., briefing papers ibe : 
6417), May 5, 1998 (FBI 11655), June 1, 1998 (FBI 1312), June 17, 1998 (FBI 13016), 


7) 

July 22, 1998 (FBI: 13015), July 29, 1998 (FBI 1339), October 29, 1998 (FBI 1373), 
November 6, 1998 (FBI 7724), January 21, 1999 (FBI 1493), February 22, 1999 (FBI 
1575) and February 26, 1999 (FBI 1589, 5331). 

320 gf The fact that the Director received only one update note between October 
15, 1997 and September 1, 1998 is not attributable to a failure to bricf but, rather, to a 
failure to investigate on the part of FBI-AQ. There were no updates because thero was 
nothing to update, other than FBI-AQ’s ongoing planning of if 
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12/15/99), yet that message never ae Director Frech.” While the reasons for this 
arc understandable, that docs not make them acceptable. Director Freeh, properly 
briefed, could have brought to bear on the Wen Ho Lee investigation the full weight of 
NSD’s expertise - just as was eventually done in the spring of 1999. To.be clear, the 
AGRT is not suggesting that Deputy Director Bryant or AD Lewis intentionally chose not 
to brief the Director on the truth of FBI-AQ’s inadequate investigative efforts. They 
themselves had not been briefed on how bad things were in Albuquerque. 


S Second, prior to 1999, Director Freeh was never briefed on the serious and 
consequential difference of opinion as to the scope of the compromise at issue. Merely 
providing the Director a copy of the CIA’s September 1997 assessment, as was done on 
September 18, 1997, was surely not enough, if for no other reason the fact that 


Director Frech had not been given a copy of DOE’s AI as well. which was bI 
the recipient of both documents and which had been responsible for this investigation for 


several years — did not appreciate the discrepancy between the two documents, it is hard 
to imagine how the Director could have done so.” 


321 (U). Director Freeh told the AGRT that he was never advised of problems with 
the Lee investigation. (Freeh 11/11/99) 


z5 In connection with! ailure to raise FBI-AQ’s deficiencies in the 4 / 

‘6 inspection interrogatories, SS inted to the reluctance to “dime out 

L1c | colleagues, dime out [an] office,” particularly where “it’s in writing.” 
12/15/99) 

3 (U) Asto FBI-AQ’s diversion of two agents, it is unlikely this issue would 
ever have reached Director Freeh because it would have first been necessary to elevate it - 
to senior NSD management. Once that was done, either AD Bryant or DAD Lewis 
would no doubt have conclustvely and categorically resolved this issue — and not the way 
FBI-AQ had resolved it. 

3% wy That Director Frech would have been keenly interested in this issue is 
beyond question. Indeed, he asked members of his staff specifically on September 18, 


1997 whether it was their “position that the evidence supports the conclusions Notra 
Trulock made in his presentation (to Director Proch on August 12, 1997.]".(FBI 12312) 
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(U) Third, the single matter that could have fundamentally transformed the Wen 
Ho Lec investigation - the need to gain access to Wen Ho Lee’s computer files ~ was 
never briefed to Director Frech because it was never recognized by NSD, or FBI-AQ for 
that matter, to be an issuc of particularly significant consequence. See Chapter 9. Would 
it have made a difference? That is impossible to say, of course, but what can be said is 
that FBI-AQ, NSD and NSLU each responded inadequately to this issue and each would 
have benefitted from an instruction to conduct a thorough review and vetting of the 
matter. There are no guarantees where such a review would have led, but it certainly 
might have led to the discovery of the X Division’s banners, it might have led to the 
discovery of Wen Ho Lee’s signed waivers, and it might have led to an NSLU 
reconsideration of its advice to NSD which, although it did have the virtue of simplicity, 
was nevertheless erroneous. As Director Freeh told the AGRT in reference to the FBI’s 
acceptance of DOE’s representations about the lack of banners: “We should have pressed 
the issue, we should have gotten into the weeds ox it." (Freeh 11/11/99) 


{SRB} Finally, there is the matter of NSD’s failure to formally brief any aspect of 
the “Kindred Spirit" investigation to Director Freeh until late July 1997 aa bj 


tu eh Wide as . 


b\ 


KIC 
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(U) The failure to brief Director Frech at an earlier point in time was 
consequential. Had Director Frech been briefed at the beginning of the investigation, 
rather than two years into it, he could have insured it was given the priority it deserved. 
Many of the problems identified in this report are direct bi-products of the lack of priority 
given this investigation at FBI-AQ and within NSD and that lack of priority might have 
been avoided had the Director been a participant in decision making about this case in 


1995, 1996 or the first half of 1997. 


gI By the time Director Frech was finally briefed on the case, it was in trouble, 
and the prognosis for the case seemed grim.” So much had already gone wrong ~- in 


325 (U) ‘When former Deputy Director Bryant was interviewed by the AGRT, he 
stated that FBI-HQ’s upper management’s knowledge of the “Kindred Spirit” 
investigation from 1995 to 1997 was too limited. He said the significance of the 
investigation was not elevated to managers on the “Seventh Floor” [the executive level] 
of the FBI building. (Bryant 11/15/99) The AGRT understands this to be a reference 
not only to the lack of briefings between NSD and the Director/Deputy Director but to a 


lack of briefings within NSD itself. 


Fo A member of the NSC’s staff was briefed on the “Kindred Spirit” 
investigsűon on March 25, 1997 by UC The same individual had previously 
been briefed on the investigation by AD ryant. (FBI 7633, 798, 805, 12076, 20338) 


- SC Dillard and U rovided a detailed briefing on the “Kindred 
Spirit” RE to HPSCI and SSCI staff on April 16, 1997. (FBI 6413, 6403, 823) 


ugh a voice mail message 
on 


Ho Lee investigation should not be used as an excuse for DOE to fail to address its 
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how the case i; handled and supervised in Albuquerque, in the problematic relationship 


between and FBI-AQ, in NSD’s and FBI-AQ’s continuing failure to grasp the 
importance of gaining access to Wen Ho Lee’s computer files, in the drafting of the FISA 
application itself - that only radical changes in the handling of the case would likely have 
significantly altered its prognosis by this point in time. Such changes were warranted but, 
given what Director Frech was being told, that after a full year of investigation there was 
not even enough evidence to convince OIPR of probable cause, it is not surprising that 


such changes were not even contemplated.*” 


4. (U) Where the briefings succeeded 


W) 
g First, NSD played a critical supporting role in assisting Director Freeh in 
addressing at a structural level DOE’s counterintelligence problems. From August 1997 
forward, an enormous amount of FBI resources and effort was dedicated, at the Director’s 


instructions, to designing, implementing and executing a plan to reform DOE’s 


general counterintelligence problems and its specific security concerns about Wen Ho 
Lee. According to SS irector Freeh told DOE: “This case is off the table 
and the case is dead.” (AQI 5325) In fact, Director Frech appears only to have told 
DOE that the Lee investigation was of “lesser importance” than stemming the flow of 
sensitive information from the DOE laboratories and that the case “pales in comparison” 
to DOE’s need to move forward to preserve United States Government information. See 
AGRT review of FBI SSA notes of August 12, 1997 meeting. (NSC 
001-004) ; 

| u) oo S 
e Nor was Director Frech given any cause to blame the current state of 


affairs on the way in which the FBI had conducted its investigation or the way in which . 


OIPR had handled the FISA application. What Director Freeh was being told back in 
August 1997 is that there was a deficiency in the facts, not in the investigators or 
attomeys handling this matter. As AD Lewis put it in a memo to the Director, “(W]e did 
not have as much information to justify our elsur (electronic surveillance] request as we 


might have wished.” (FBI 1060) 
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counterintelligence program.” While the Director is not solely responsible for PDD- 
61,””' it is clear that he was the driving force behind the reform of counterintelligence at 
DOE.’” NSD played a critical role in keeping Director Frech regularly advised of 
developments in the reformn initiative and in insuring that the Director had the information 


he needed to do the job. 


(U) Second, once NSD did begin briefing the Director on the Wen Ho Lee 
investigation, it do so regularly and in significant detail, although somewhat more 


U 
32 £8) This is not meant to suggest that the FBI was uninvolved in this issue prior 
to August 1997. It had been involved in this issue for years. See, e.g., the FBI’s April 


1997 report titled “DOE’s CI Activities: An FBI Assessment.” (DOE 4397) 


(u) 
m DCI Tenet, for example, also played a substantial role in the effort to 
reform counterintelligence within DOE, as did the NSC. 


Y Director Freeh mobilized his staff to address the DOE counterintelligence 
issues. (FBI.12479) He made it clear that he was prepared to do “whatever it takes” to 
address the problems in the DOE laboratories. (FBI 20768) He bluntly told DOE in 
August 1997 that the Wen Ho Lee investigation could no longer be a factor in DOE’s 
addressing security concems at the laboratory. (NSC 004, FBI 21286, 21813-21816) 

He made the same point again in October 1997 in a meeting with Secretary Pena. (FBI 
18751; Webb 1/6/00; Freeh 11/11/99) He repeatedly briefed or caused his deputies to 
brief the National Security Advisor on developments in the DOE counterintelligence 
reform effort. (FBI 20808, 12197, 20647, 21302, 20608, 20597) He selected a senior 
FBI official, Ed Curran, to be the chief of counterintelligence at DOE and then took 
necessary steps to make it possible for him to take on this responsibility, (FBI 20643, 
20439, 21036) He and DCI Tenet met with, and wrote to, DOE Secretary Pena 
concerming the reform initiative. (FBI 20942, 20666, 16988) He received numerous 
notes from his staff addressing a variety of issues related to the initiative. (FBI 21395, 
21347, 20600, 21343) He helped resolve a number of contested issues. (FBI 20451, 
21279, 20453, 20447): Even after PDD-61 was signed by the President, he continued to 
be involved in insuring that the initiative was properly exeouted and implemented. See, 
££, the Director's meeting with DOE laboratory directors on March 30, 1998. (FBI 


7176, 20415, 7178) 
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optimistically than the track record of FBI-AQ's handling of the Wen Ho Lec 
investigation might have warranted” 


a) 
K. CNsD's failure to recognize and address the danger posed by Wen Ho Lee’s 


continuing access to nuclear weapons secrets 


U 

w) Chapter 18 describes in detail the array of serious misjudgments and 
unfortunate mis-communications by both the FBI and DOE that resulted in Wen Ho Lee 
retaining his access to nuclear weapons secrets until December 24, 1998. It is sufficient 
to note here that NSD played a significant role — from the beginning™ - causing DOE to 
retain Wen Ho Lee in a position where he continued to pose a danger to the national 


security. 


a For example, the Director was told on August 14, 1997 by AD Lewis that, 
following OIPR’s rejection of the FISA application, the FBI would now pursue a “more 
aggressive but risky course” of conducting interviews of coworkers, former supervisors, 
and associates. (FBI 1060) With a very few exceptions, that did not happen. 


N) l l 
| s1787 See, e.g. this FBI briefing memorandum, dated January 30, 1997, 
containing a chronology of events related to the “Kindred Spirit” investigation: 


U 
7(2-3196: FBI-HQ personnel travel to Albuquerque to confer with the ` 
. Special Agent in Charge and Assistant Special Agent in Charge. All then 
meet with the Director of Los Alamos and his staff to brief him on the 
` FBI’s proposed investigation and to ask for cooperation: The LEEs must 
not be alerted to the investigation and Lee Wen Ho must continue to have 
his normal access. 


(FBI 751) (emphasis added). 
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CHAPTER FIVE 


(a) 
ASÍ THE FBI'S CONDUCT OF THE PRE 


APRIL 1994 TO NOVEMBER 1995 
ey Questions Presented: 


u a 
Question One: {8) Did the FBI conduct the preliminary inquiry in an appropriate 
and aggressive manner given the seriousness of the underlying allegations? 


7 (x) 
Question Two: {97 Did the FBI avail itself of all the investigative tools available 
to it in the conduct of a preliminary inquiry? ` 


(u) 
Question Three: (S¥ Should the preliminary inquiry have been converted into a 
full FCI investigation? | ; 


» 


A. (U) Introduction 
@ j 
: i ore than two years before the FBI opened a full counterintelligence 
investigation on Wen Ho Lee, the FBI had an extraordinary opportunity to catch Lee in 
| - the act of engaging in the gathering and illegal trarisfeiring of seoret resticted data - 


conceming nuclear weapons. It remains a missed opportunity. of singular importance. 


| 


Aes (SANE On March 1, 1994, the Albuquerque Division of the FBICFBIAQ’) 
; from the San Francisco Division of the FBI ('FBISF"). (EBI 2098; 


b\ 


port sarees ste hy CD 7a? 


b\ 


( 
SSANF) The encounter was described by Source #1 as follows: 


fer A (FBI 21423) See also a March 4, 1995 intemal FBI-AQ 
ib VC semen tten memorandum, by SA to the file, in which he notes 
i i 
ij 


[PSUS (Sy 


(ld.) 


F ws 7 LSAATT After receiving this teletype, S who was assigned to the 
bb W~ Santa F c, New Mexico, Resident Agency of FBI-AQ, and who was responsible for 
unterintelligence matters at LANL, debricfed a second FBI source (“Source #2") who 


ul | (FBI 1045) 


hi 
AQI 03889; FBI 11613) . 


1$ Bs On this basis, and the fact that Lee had been the subject of a prior full 
ub, „1t investigation back in 1982-1984, S uested and was authorized to open a 


preliminary inquiry concerning Wen Ho 


ee) The preliminary inquiry was approved on April 20, 1994. Itwas ` 
approved-during the very same time period that Wen Ho Lee was actively engaged in 


transferring Secret Restricted Data from the LANL classified file system to its open (i.e. 
unclassified) file system, a fact that would not, however, become known to the FBI for 


another five years. 
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C. (3h The preliminary inquiry 

: (wW 
b\ 1. {SJ Full investigation versus a preliminary inquiry 
(SAIT) The first point that must be stated is a ASRS - combined 

with Lee's prior background as the subject of the 1982-1984 investigation - warranted 
the opening of a full foreign counterintelligence ("FCI") investigation on Wen Ho Lee, 
rather than merely a preliminary inquiry ("PI"). 


A full counterintelligence investigation requires 


| meea Attomey General Guidelines for FBI Foreign EE N Collection 
o and Foreign Countetintelligence Investigations eee Guidelines’), Sections 
ig "HICKEY and 4. 


"Sa ADS 


investigation been opened in April 1994, the FBI would have been able to draw on a far 
broader array of investigative techniques to determine the nature and scope of Lec's 
involvement with a foreign power.” 


(u) , . 
5 ABS SA stated in an interview with the AGRT that he did recommend 
6 to his supervisor, SS that a full FCI investigation be opened. SSA 
bb GR 01 the AGRT that he had no recollection of sess a request 


LIC | but, if one was made, SS would have rejected it as unjustified. 12/1/99) 
We disagree. A full investigation was warranted. 


Do, x . 
TES Q Nevertheless, a full investigation was not opened. The AGRT, therefore, 

a examined the PI to determine: first, whether it was conducted aggressively, second, 

whether the case agent had a coherent investigative strategy and plan; and, third, whether 

the case agent was appropriately supervised in the conduct of the PI. As to all three 


issues, the answer is no. 


U 
2. o) The time period covered by the preliminary inquiry 


[SONERII] The PI was extended by the FBI five times, and remained opened for 
more than a year-and-a-half.™ However, the PI ended in fact, if not in name, on July 
20, 1995 when FBI Headquarters ("FBI-HQ") ordered FBI-AQ to open a “Kindred 
Spirit" file based on information from DOE conceming a possible compromise in 


U . . . 
339 (RY in a full investigation, the FBI is authorized to conduct interviews, reoruit 
new assets, seek FISA surveillance, seck FISA search authority, obtain mail covers, and 
acquire financial records. See AG Guidelines III(C)(2)(b). ; 
` . . Y . ; ` , 
l a su Say The PI was opened April 20, 1994 and extended on August 17, 1994, 
: November 18, 1994, January 27, 1995, May 17, 1995, and August 13, 1995. 


| De 
: | , 226 


e er 
LE TEX] 


a n 


nuclear weapons information.“ Although technically a separate matter, once the 
“Kindred Spirit" file was opened - and even though FBI-AQ did virtually nothing on it 
until after the FBI formally received the “Kindred Spirit" Administrative Inquiry from 
DOE in late May 1996 - work on the PI ended for all practical purposes when SA 


CP Tiris t the AGRT has focused on the time period of April 1994 to July 
1995 and examined what the FBI did to achieve the principal purpose of the PI. The 


answer, unfortunately, is precious little. 


3. (8) What was done in the preliminary inqui 


VU) 
OY ttis is a summary of the few things Oo «ic on the PI in the time 
period of April 1994 to July 1995: 


) 
wet He requested FBI-HQ to have FBI-SF question Source #1 -and to 
have FBI-HQ cause other FBI sources to be questioned conceming Lee. 
(AQI 2888; AQI 3782) Source #1 and other sources were nee 
without success. (AQI 2826; AQI 2912; AQI 3766) 


However, FBI-AQ's files contain the airtel from FBI-HQ instructing 


assigned] to S on July 2A, 1995. (AQI 02935) 


22 (SERIF Novertholess, as discussed in Chapter 7, 
already surfaced as a “Kindred Spirit’ subject. 


TA 
“and that his decision was not based on an instruction from FBI-HQ. 


Q to opca the 
“Kindred Spirit” = with a handwritten noto that tho matter was “O&A” (opened and 


bis the one who decided to open the “Kindred Spiri" file 
12/1/99) 


PESIC 33 (SATE) It does not appear, however, that S 


conceming thcir awareness 


Ji 


and some miscellaneous matters. (AQI 3889; AQI 2828; AQI 2830; AQI 
2838; AQI 2843; AQI 3861; AQI 3810) 


Cs He gathered Wen Ho Lee’s travel records concerning his 1986 and 
1988 PRC trips. (AQI 3792-3809; AQI 2864-2881; AQI 3813- 3827, AQI 
FOL 2846-2863) It is also clear that S reviewed these records 
bb KIC because S ent a lead to an FBI intelligence research 
specialist to make an indices check of the names of various PRC 
individuals whom Wen Ho Lec listed on his trip reports as PRC scientists 
with whom Lee had come into contact.” 


l e n He interview who had observed an unusual- 
b, b looking satellite dish in Lee’s yard and who had also experienced 
intermittent “blurps" on his cordless telephone. (AQI 03788; AQI 291%) 


focused on the most 
si nificant aspect of Lee’s trip reports: the absence of any reference to contact with either 


Gi e 
fw In the lexicon of the Wen Ho Lee investigation, this would come to be 
known as the “burping telephone” issue. 


bi 


1 7)" 


4 (U) And that is essentially all sR ci: on the PI between April 1994 
fB and July 1995. It is hard to imagine how less work could have been done on this inquiry | 
while still managing to keep it open. l | 


i. AC (ws ba Beg 
Xy 4. {8) What was not done on the preliminary inquiry 
a G What sa B: not do and what would have materially advanced the 


investigation of Lee were the following: 


SET No effort was undertaken to comprehend the fundamental nature of Lee’s 
work at LANL and the true extent of Lee’s access to classified information in order to 


bi | detennine.the nature o 


In other words, no effort was undertaken to grapple with 


the meaning and significance of the incident that gave rise to the PI itself. While such | 
| an examination would have required the conduct of certain interviews and, therefore, 
would have required the authorization of FBI-AQ’s SAC or other supervisory personnel, 
SE see AG Guidelines, at Sections HI(B)(3X(¢) and-(h), it is incomprehensible how the agent 


i : 
ERE 
mi Ei l 


-wate -y 


(AQL 02921) ‘The response went on to asic l 
ON rerna notes that this PI has been on-going for approximately eleven | 


o, months at this point, and wonders when AQ will be able to determine if 
Hie i there is a basis for a full FCI investigation. 


(AQI 02921) 
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contemplated significantly advancing the investigation without such an inquiry?“ At 


the close of the PI, the FBI knew nothing more than it did when it a the PI as to 


(SALE) No effort was made to examine or analyze the substance of Lee's 
approved presentations at conferences in the PRC in 1986 or 1988 in order'to exclude or 
include the possibility tha 


the justification for a full 


investigation of Lee would have been cs 


*4 (85 One response to this is that such interviews would have been “alerting” and 
might have tipped off Lee to the investigation. There is no doubt, however, that a few 
carefully planned interviews could have been conducted without alerting Lee — as was in 
fact done three later. ‘Moreover, 


without signi expanc number of persons- aware that Lee was a subject of ` 
interest fo the FBL ; 


24 (SRRY This analysis would have required more than simply reading Leo's 


. -travel reports, which are unifluminating on this issue, On the one hand, itis clear fiom 


the 1986 and 1988 travel reports and requests that the subject of Lee's presentations did 
relate to fluid dynamics and calculations. See, ¢.¢., AQI 2861 (1986 “Foreign Travel ` 
Report’) and AQI 2877 (1988 “Foreign Trip Report"). On the other hand, one of the 
requests for Approval of Official Forcign Travel also says that “No seasitive energy 
related subjects will be discussed” (AQI 2856) and “no topics directly related to weapon 
physics or technology will be discussed.” (AQI 2860) If such a proscriptionhad been 
honored by Leo, and Lee had only presented “basio research,” as promised in ono of his 


travel requests (AQI 2866), itis i to imagine that it would have justifi 


b\ 


b| 


a question. At the time the PI was opened, in 


SPs 


(SAIT) Most significantly, the FBI could have and should have seriously 
considered a workplace search or monitoring of Lec’s computer.’ After all, the 
underlying allegation that Lec had provided the PRC hould have made it 
obvious that a computer scarch or computer monitoring would potentially be a 
productive exercise. And, of course, had such a search or monitoring been conducted in 
1994 - a time when Lee was actively engaged in the misconduct that is the subject of the 
pending Indictment - or even in 1995, a potentially catastrophic intelligence loss might 
have been averted or minimized. 


5. (U) Lack of supervision 


| (SAIF) The failure to capitalize oo as to advance the PI 
appropriately, does not merely constitute a failure by a particular Special Agent. It also 


represents a failure of management. 


in the conduct of the PI.’ It is, of course, true that a typical PI would rarely 


“i No one in FBI-AQ management provided significant supervision to SA 


u) 
ut (SAMF) The AG’s FCI Guidelines specifically authorize the use of monitoring 


devices (Section M()3))) and searches (Section HI(BX3XK)) where there is “no 
reasonable expectation of privacy.” Id, The issue of whether Lee had a “reasonable 


expectation of privacy” is discussed in detail in Chapter 9. 
20 ar c question of who was SA İsupervisor is, its to 


in charge of tho Santa Fo Resident Ageacy (‘Santa Fo RA") and 
c (S was given responsibility for the Santa Fe RA on 


superviso 
and held this respo ty until F 23, 1995. He was assigned 
ective July 19, 1993 ; AQI 6242).) S 


17, 
ility for 


cft FBI-AQ in April 1997. But even 
or he was still the National Foreign 
bara Pro pram (“NFIP coordinator, Thus, he was still responsible for FBI-AQ's 
FCI activities and, id socordiag to the FBI's 1995 ins 

“guidance and direction on a regular basis” to SS 


E n a 


the supervision of SA 


wasSA — 
isor prior to July 19, 1993 and after February 27, 1995, and remained 


on report of FBI-AQ, he provided 


BO tage 


rosene 
merit the attention that a full investigation would warrant. Nevertheless, given the nature 


of the underlying allegation in this Pl ~ that Lee, a LANL scientist with a “O” clearance 
and actual access to Secret Restricted Data on our nation’s nuclear arsenal 


-AQ supervisory personnel should have patd more 
attention than it did to this PI. Instead, A å essentially on his own in the 
conduct of the PI.” e 


(w 
ABY Moreover, if ~ as SA ays happened — he requested the opening of 
a full investigation and SSA, rejected it, this was a mistake that delayed a thorough 


investigation of Wen Ho Lee by as much as two years. Nor, with the one exception of 
the FBI-HQ communication which expressed frustration with the pace of the PI, was 
Headquarters formally pressing FBI-AQ for a resolution of the PI or complaining to SSA 
ER- S bout an lack of zeal. Again, given the significance of 
the underlying allegation, it would have been appropriate for the National Security 


Division to become more directly involved in insuring that the PI was appropriately 
advanced to a conclusion. - 


oF | 
D. Oy Conclusion of the preliminary inquiry 


SSRIS) As-stated above, the PI was terminated as a practical in July 1995 
with the opening of the “Kindred Spirit" case file and, 
On paper, however, the PI was on f 


[ei 
November 2, 1995, foll a meeting at FBI-HQ with . 
d According to 
c bil 


the closing of the PI, “it was decided [at 
subject at some point of Albuquerque Case “Kindred Spirit, 


of this possibility, ested that no interviews of Lee be conducted st 
(FBI 16163) 
3% [SY This lack of supervision is, of course, partioularly inexplicable given that 
FBI-AQ, in general, and SS in particular, were bluntly oritioized in 1992 for 
failure properly to supervise £ (FBI 21627) See Chapter 4. 
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this time. Itis noted that sw be conducting a review, along with DOE-OC1, 
in efforts to identify a ‘Kindred Spirit’ subject." (AQI 3753) An unfortunate 
consequence, then, of the “Kindred Spirit" Administrative Inquiry proccss 


ts that where 
there had previously been al least a PI on Lee - albeit one that cannot be described as 


having been conducted aggressively or thoroughly - now there was no investigation of 
Lee at all, and that remained true from July 1995 to July 1996.7"! e 


, W The PI on Wen Ho Lee should not have been suspended in July 1995 nor 
should it have been terminated in November 1995. The PI, anemic as it was, should - 
have gone forward and, as stated above, should have led to the initiation of a full 
investigation. Given the initial allegation of potentially serious misconduct, the fact that 
there was now a second allegation of potentially serious misconduct - which might be 
related to the first, and which might be related to Wen Ho Lee - should never have 
caused the FBI to shut down its first inquiry. Rather, it should have made even more 


_ apparent how important it was that the PI on Wen Ho Lee be conducted thoroughly and 


aggressively. That it had precisely the opposite effect is one of the enduring and 
unfortunate.ironies of this investigation. 


7 ™ eee np | 
3 {SS Although the Wen Ho Lee/Syivia Lec full FCI investigation was opened at 
FBI-AQ, at FBI-HQ direction, on May 30, 1996, FBI-AQ did no work on the case prior 


to July 1996 other than to put Wen Ho Lee and Sylvia Lee into the caption of the 
“Kindred Spirit” case file. (AQ 953) l 


332 (U) Onc of the reasons it was terminated in ovember 1995 was SSA 
lack of confidence in S. 


Tor SreRer 


CHAPTER SIX 
(U) THE PREDICATE 
Questions Presented: 


(w) 
Question One: (SAAT) Did the DOE Kindred Spirit Analytical Group 
(KSAG) assess that Secret Restricted Data was compromised to the Chinese? 


) 
- Question Two: Gon) Did KSAG eliminate indigenous development as a 
possible explanation for the advancements achieved by the Chinese nuclear weapons 


program? 


Question Three: ($RD) Did KSAG assess O O 


(u 
Question Four: KAF Was the KSAG assessment accurately communicated t to 
the FBI by DOE? 


bl 


Q 
= Question Five: (8) What was the scope of the compromise communicated to the 
FBI by DOE? | 
Question Six: w Were there opportunities when the FBI could have 
recognized that the KSAG assessment had been inaccurately communicated to the FBI 
by! DOE? 


` (U) PFIAB QUESTION #9: Whether the FBI aay relied on 
technical Spior provided by the DOE? 


T e 


bl 


A (U) introduction 


Group (KSA! jae | 
(SDNERDIOT) KSAG concluded their review in September 1995 and produced a 
two-page summary of their assessment, This concise summary, comprising a series of 
bullets, contained the assessment of these preeminent nuclear weapons designers and 


definitively answered the question they were assembled to 


any disp mpto 
ns program by helping to establish what were attainable achicvements and to 


kA Modem nuclear warheads consist of a primary and secondary nuclear 


device, the first acting as a trigger for the second. 


ed 


bil avoid blind alleys in their own research and development program. What KSAG 
concluded, however, and what the FBI would be sold these DOE experts concluded, 


were two different matters. 


(SOFIRDIOU) KSAG's assessnient would never be provided to the FBI, In its 


o 4 
Pu tana 


This inaccurate communication of the predicate 


GATYOEREY The FBI received several summaries purporting to represent 
- DOE experts’ conclusions. .The FBI was told 


ae ace reflected the conclusions of KSAG. 
(SAEED) On September 25, 1995, after the KSAG working group’ *s 


(AQI 2984-2985 at 84) On May 
6, OEI released to the FBI a report of the Administrative Inquiry (AI) into this 


90.900 *@ oo am ser s 
. 
wee 


a at 3; FBI 00527) Each of these representations also 
inaccurately reflected the conclusions of KSAG. 


NT) KSAG clearly concluded§ 


: oot ` git at 
investigation, which is underway today, should have been begun m 1995, not 1999. 


massive fatlure rests with botti OEI, for failing to accurately communicate the 
KSAG assessment, and with the FBI, for failing to become thoroughly familiar with the 
predicate for such an important investigation. As demonstrated below, a thorough 
examination of the investigation’s predicate would have alerted the FBI to the inaccurate 


assessment communicated to them by OEI. 


_) LT 


B. (STT OLFI's initial concem that the Chinese were achieving rapid progress in then 
nucicar weapons program 
DoE vb, b7¢ 


v) 
l. The April 25, 1995 emorandu 


b7c 


memorandum 


l — = 
DOE bb b70 2, ($7 The May 25, 1995 


aa to join Trulock asked review the ence 


|, | DOE 

y bb and determine whether he concurred in their assessment. Prior to becoming the Director 
fii, | &7C ofOEI Trulock had been an intelligen at LANL, At LANL he develo 
Hak relationships wi “Trmlock respected 
: : l ;i : 7 - . : : i 
TIRE s Oa a S | | 
Y e RR tito OF, es cc E £o the 
se O0E information relating to the investigation, code named Kindred Spint. The OBI Kindred 
a bb Spirit chronology (FBI 674-680; DOE 1865-1869; DOB 2038-2042) inaccurately 

F | vIe identifies the date of this memorandum as April 21, 1995. The undated memorandum 
a: has 


and subsequent memorandum references their previous memorandum 
“transmitted 25 April 1995.” (DOE 1852) 


a DiE i sheet reflecting the April 25, 1995 date. (DOE 1847) In addition, 
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(DOE 1852) (emphasis added) 


The authors maintained their original assessment that espionage 


OFI reacts to nef memorandum 


and Counterintelligence Division, to discuss “possible espionage 
to China and U.S. nuclear weapon information." (FBI 680; DOE 1865, 2038) Two `` 
pages of handwritten notes, dated June 6, 1995, appear to have been pencrated during 
. this meeting?” POR 1853-54) 


TOPE 1 TS 


\o\ 5 
wee 
y OE 1849) 
NÉ ae 
toby (FBI 680; DOE 1865, 2038) 
(ate) The OEI Kindred Spirit chronology reflects two meetings between 
OEI and the FBI to alert them to the possible compromise of classified information. A 
June 23, 1995, entry records that Trulock and McIntyre met with John Lewis, Deputy 
Assistant Director, National Security Division, FBI, to discuss “potential espionage 
involving nuclear weapons data." (FBI 680; DOE 1865, 2038) This meeting between 
Trulock and Lewis is not memorialized in any FBI or DOE document and cannot be 
verified. The chronology reflects a second entry, dated July 13, 1995, when Trulock met 
y\ Lc cern ree reer ta second page identifies several scientists 
63} ME m LANL and Lawrence Livermore National Laboratory (LLNL), an upcoming July 
Hit: bk 12/13 briefing to 20d the notation “- X-6 - LifLee/Le + wife.” (DOE `.. 
Met qe + 1854) This notation indicates a discussion of Wen Ho Lee occurred on June 6, 1995 
Seep ae within OEL This discussion included Lee’s name, his wife and his section at LANL. ~ 
È This discussion preçeded the formation of KSAG, the first notification of the FBI and the 
receipt of the walk-in document. 
u) ; ; , 
he OEI Kindred Spirit chronology was written by wien Trulock’s 
i ı DOE encouragement. Trulock directed {JB to track important developments in this matter 
bb for OEL. Many entries were based on Trulock’s own description of events to who 
b7C was not always present. 
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[PSS i 
with DAD Lewis to provide a preliminary bricfing on the "Chinese vin AR 
BE rom the U.S." (AQI 1053) This meeting, unlike the carlicr entry, is documented 


in the FBI's files. 


) , 
c. By QREI'S formation of a working group to evaluate the Chinese intelligence and 


assess whether United States nuclear information had been compromised 


) 
ee By July 1995, OEI formed a working group to examine the PRC's nuclear 
weapons program and determine whether United States classified nuclear information 
had been compromised. This working group consisted of experts from LANL, Lawrence 
Livermore National Laboratory (LLNL), Sandia National Laboratory (SNL), CIA, 
Defense Intelligence Agency (DIA) and OEL The OET working group was called the 
Kindred Spirit Analytical Group or KSAG. (Trulock 10/12/99) The members of KSAG 


were n familiar with that title and Ba referred to themselves as the working group. 


o Q i = % 
SANE) BB recalls recommending that Trulock assemble a group of experts to 
review and validate the conclusions reached p eo 
8/4/99; a: 10/99) In a document entitled “Investigative Planning: Kindred Spirit,” 
bearing a handwritten date of June 28, 1995, wrote, under a section entitled 
“Initial Investigative Considerations,“ the following: 


0336-37 at 36) This document was shared with the FBI by July 6, 1995, when 
bricfed Supervisory Special Agent (SSA) on Kindred Spirit” 


A BIO 
4, 


planning document reflects his understanding of the 
assessment of the compromise to the Chinese, 


B Both SB and SSA sie having a good 


provided early notice to SSA of ongoing matters 
I of the working group 


(AQI 02935-37 at 36) Two years later, SSA 
Kindred Spirit investigation. 


oe . 
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(FBI 00812) This summary reflects the FBI Headquarters SSA's understanding of what 
DOE sought to accomplish by assembling KSAG. 
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analysts’ language precisely. The FBI never received either the April 25, 1995 or May 
25, 1995 memoranda and relied on this summary of the initial DOE assessment. 


y) 


investigative plan identifies five specific requirements for 
the working group to address. He characterizes it as "important" to "assist in the 
development of a logical investigative effort" to See each of these five 
requirements. 


- Establish a chronology of the stages of development of the US weapons 
design information allegedly copied by the PRC. It would assist ECI’s 
(Energy Counterintelligence] investigative planning efforts to know for 
example, that US Weapons Laboratory “K" developed stage "A" of the 
weapons design in question during the period 19xx-19xx. In tum, US 
Weapons Lab "Y" piggy-backed on stage "A" to eee stage "B" of the 
design during the period 19xx-19xx, ete. . 


- Identity specific documents that contain the compromised warhead data; 


- Determine which program staff at cach US Weapons Laboratory worked 
on specific portions of the design in question[;] 


- Determine which laboratories and specific employees eventually had 
access to the completed weapons design data in question; 


- Brief the Federal Bureau of Investigation (FBI) on the results of the 
intelligence assessment and obtain their concurrence for ECI to initiate 


see a ee 


and discreetly conduct an Administrative Inquiry (A1) This Af will 
follow the guidelines set forth in the following Investigative Plan. (The 
FBI will be continually updated on the results of the Al). 


(FBI 00336) 


Trulock initially contemplated forming only a LANL team, with 


Cun Ag scipaton to validate initial assessment? “(Trulock] directed that 
the following actions be initiated . damage assessment team from LANL to 


(DOE 3473-3477 
cIntyre memorandum to the file dated June 23, 1995).: expanded to 
include LLNL, SNL and DIA. The specific composition of the KSAG was largely a 
product of selection by the initial members of the working group. The initial members 
were already assisting DOE “er revie intelligence reporting. Trulock 
ear selected d in to examine the SBOE reporting. 


elected to chair the KSAG 
Mee sclection represented a 


SOPIRI) -This is the first time DOE indicated its intention to conduct an 
Administrative Inquiry (/ 


A Trulock approached and s 
during his trip to LANL in June 1995,9 


investigativ nlan a O foresaw AG 


Trulock visited LANL to brief Director Hecker on 

Kindred Spirit and invite chair KSAG, The FBI field office in 
Albuquerque, New Mexico (FBI-AQ) leamed of this visit from 
Counterintelligence (CI) Office. On July 5, 1995, the field office seat a unication 
Trulock's June 28, 1995, visit to LANL. 


No additional information ts provided, 


p\ 7 


recognition that someone with the necessary “horsepower” was needed to manage this 
group of experts assembled from the national laboratories and intelligence agencics. 
of LANL's X Division 
ar rr cerry Ee reputation was as 
a fair, unbiased scientist who could draw a consensus, if one could be drawn, from a 
group of nuclear weapons experts. the most forceful advocate of the Chinese 
espionage of United States nuclear weapons information, did not object t 
selection. believes suggested to Trulock. 


11/9/99) assumed Director Hecker had made the suggestion ` 
when he was briefed by Trulock on June 28, 1995.“ 


GATE) KSAG included nuclear design experts in recognition of the complex 


scientific issues involved in assessing the Chinese nuclear weapons program and China’s 


ability to achieve such progres mm KSAG consisted of two.very 


but the implication is, since information is classified and not transferable, an unidentified 
employee or someone associated with LANL illegally provided the information to 
representatives of the PRC.” (AQI 2932-2934 at 33) When interview 
claimed him only a cursory briefing while at LANL. It is not clear whether 


subsequently briefed by Director Hecker. 9/15/99) 


had briefed via STU Hil on Kindred Spirit on June 23, 
E 1865, 2038) : 


U) cn RE i: saw Trulock’s name on his schedule, he assumed 
Trulock was coming have his detail to DOE Headquarters ren since Trulock was 
technically wi ivisiod at LANL. 


hrr Trulock broadened the small of analysts he had previously asked 
to examine the intelligence within OEL not nuclear 
weapons designers. Trulock first add m LANL, a nuclear weapons 
designer whose judgment Trulock trusted. After receiving the second memorandum 
confirming the analysts’ initial conclusion, Trulock further expanded the group to 
include a broader collection of nuclear weapons designers from the national laboratories. 
This expansion sought to definitively confirm whether advancements in the Chinese 
nuclear program necessarily indicated a loss of United States nuclear weapons 


DTA ed 
different groups, pure analysts’ and nuclear scientists.” The analysts were familiar 


with the intelligence reporting while the scientists had designed and tested dozens of 
nuclear warheads. described the difference as “voting members and tire kickers”. 


- the latter group composed of OEI members who sat in chairs away from the table and 


information. This broad based inquiry generated an assessment which has survived the 
test of time. 


y u . ` 
sag The assembled analysts often claimed to have a scientific background and 
were often incorrectly described to the FBI as scientific experts. One scienti i 
tha was being held out as a LANL scientist by OEI, laugh seine lib eae a 
ot a nuclear designer. KSAG’s claimed that ‘ould not 


recognize a nuclear wathead’s primary from his ass.” 


become convinced of their position to the exclusion of the conclusions of others. 
shared a similar misrecollection when interviewed by the AGRT. 


Torre 
Le A 
analysts began with the advantage because they were familiar with the intelligence 


traffic, but as the scientists became familiar with the same intelligence reporting, this 
initial advantage dissipated. The scientific portion of the working group came to control 
the group's ultimate assessment, an assessment that the analysts, with the sole exception 
A of could not and did not challenge directly. However, once the scientific 
0 experts retumed to their national laboratories, the analysts remained in Washington. The 
02: analysts then reverted to their original assessment of the intelligence, to the exclusion of 
gC the scientific evaluation which =o dismissed as simply identifying possibilities and 


ignoring probabilities. 


ii w o 
ja - D. fy AG's review of the Chinese nuclear weapons pro 


u) 
1. wy The July 10, 1995 KSAG meeting 


(SATE) KSAG first met on July 10, 1995; in the Forrestal Building’s SCIF. 
chaired this meeting. Present at this initial KSAG meeting were “people from 


(OED, LANL, LLN 


. It also presumably includ 
This working group met to “outline a’plan to review the 
Chinese nuclear weapons program status." (DOE 1856, 4272) Trulock addressed the 
z. _ group and asked them to review and evaluate the available intelligence to determine 

Po . whether they could eliminate espionage as a probable source for the advancement in the 
Chinese nuclear weapons progtan Trulock outlined a series of key’ 


KSAG meeting, the assembled participan 
designers to accurately gauge the Chinese 


nuclear weapons program. 


invite nuclear weapons designers to evaluate the Kindred Spirit material. This 
recognition reflects the limitations of analysts evaluating nuclear weapons intelligence 
without the scientific expertise to weigh the associated design and development 
difficulties. The group also recognized a need to determine — | 
compromised™* the classified nuclear information This first KSAG meeting was 
largely organizational and the group’s composition had not yet been finalized. KSAG 
was not fully constituted until the following meeting scheduled for July 26, 1995. 


A om BEB ceticved the intelligence ae i was compelling to ae 
00 who reviewed it. Having convinced ERE i: not 


\o lo anticipate any problem convincing KSAG. He iil the assembled group would be 
ol Ù readily persuaded by the clear implications of the intelligence., o 
the composition of thè group an leadership. Indeed, 
esigner from LLNL, had previously written a paper with 
n nuclear weapons development by the Chinese. (Id.) Only after the KSAG 
egan discussing the ee did evelop very strong opinions about other 
- members of the group. 


— i, the codename used to describe an FBI FCI investigation - 


(OF Kenneth Baker, Acting Director, Office of Nonproliferation and National 
Security, DOE wrote John F. Lewis, Deputy Assistant or in Charge - Operations, 
ite d | FBI-HQ on July 18, 1995, secking access to the FBI’: vestigative file 
E because these documents “may be of significant value to the OBI Damage Assessment 
Team supporting the “KINDRED SPIRIT” inquiry.” (AQI 02938) 


| 23 a 


Hed one or two members of KSAG initially 


still believes his assumption valid today). emphasized that from a 
group of fifteen members, only one member ultimately maintained such an extreme 
position.*™ ‘The group also looked closely a to determine whether that could 
account for the compromise. It was the group’s beli i 


which 
‘compromised some important information, did not compromis 


felt strongly that there never was a designer versus 
non-designer split within the KSAG. 


consensus among the KSAG. 


DoE bb, bh7C 
2. (U) A round of briefings 


(SBIFYOCIRD) In the week following the first KSAG meeting 
manapement and the CIA of their concems over the implications of 


OEI briefed DOE 


bl 


between July 14, 1995 and July 18, 1995, according to the OEI’s own chronology, 
Trulock briefed DOE Secretary Hazel O'Leary, Deputy Secretary Charles Curtis and 
Ken Baker on Kindred Spirit. Secretary O'Leary in tum bricfed the White House and 
Deputy Secretary Curtis briefed CIA Director Deutch. (FBI677, DOE 1868, 2041) 
(Deputy Secretary Curtis 1/14/00) . 


SIN Also following KSAG’s first meeting, OEI briefed the FBI of 
their TT 0- July 13, 1995, 
Trulock briefed Jo. is, Deputy Assistant Director (DAD), National Security - 
briefing was documented by the The met OCK an 


~ 


The CIA failed to immediately provide the FBI with the walk-in 
document. The CIA faxed the walk-in document to DOE o ut did not 


provide the FBI a copy of it oi t (FBI 417) The fallure of the CIA 
to notify the FBI directly of this i ormation apparently prompted DAD John Lewis to 


terme ee ee 
sogterea yr gee: 


+0 as 
trcewetamter® SWF os. 
. . 


adopted ssessment of the intelligence and communicated those conclusions to _ 


the FBI. doe bb, be 


(A) 
3. 8Y The July 26, 1995 KSAG meeting 


(SDIF/EC} On July 26, 1995, chaired his first KSAG meeting. 
This was the second of four KSAG meetings. prepared the minutes of 
this meeting which he circulated within KSAG before the members retumed to their 
respective labs and agencies. (EAT 00367-00369) The assembled group included a 
numberof observers from OEIL Those in attendance included: (1) from OEI; 
Donald McIntyre 


(2) froni the CIA l ; ; 
3) from the DIA: 4) from ai trom LANL: 

i and (6) from LLNL- 
Among those who were absent were 
(EAT 369) (sign-in sheet); see also DOE 3465 
It was at this KSAG meeting that 
became spokesmen for opposing positiong) 


(FBI 364, 378) 


The delay În bitte ths FBT Of ie walls dočuineat may have OSES 
inconsistent with the requirements of Section 811 of the Intelligence Authorization Act 
for 1995, entitled Coordination of Counterintelligence Activities, Section 811 (0X1XA) 
states “the Federal Bureau of Investigation is advised immediately of any information, 
regardless of origin, which indicates that classified information is being, or may have 
been, disclosed in an unauthorized manner to a foreign power or an agent of a foreign 


_ power.” This simply did not occur, 


TDP SEC AT 


icine fe FBI nd DOOR 


; KSAG reviewed and approved 
meeting. These minutes represent a dramatic shift from 


: found thése telephone Ing, SiN 
“had taken the time to have KSAG review the minutes as-e group prior to concluding cach 
meeting. These telephone calls refl enfly changing their- 


mind. An example of a footnote occured after the July 26, 1995 meeting. This 
footnote, drafted d supported stated: 


IK(U) A footnote captures a dissenting opinion in an analytical work. An effort is 
made to minimize footnotes and to form a consensus where possible. 


\y\ 


£ Noe (EAT 414; DOE 4286) chronology summarizes the July 26, 1995 meeting and 


incorporates this footnote. “The group agreed to minutes of the meeting prepared by 
Yb LANL later took a footnote after further review of information." (DOE 
ye 1867, 2040); (FBI 00678- 79) minutes for the next KSAG 
meeting note that iscuss 


c report from the last meeting and suggested 
a footnote which we accepted." (PAT 00370-00371 at 70) 


SSAXF) There are two important themes in this footnote. First, the 
characterization of “LANL spokesmen" in the footnote and “LANL" in the OEI 


' 
Ia, Sodomo akot + 4 
» oe 


rted the Ge ee thereafter which greene 
icw. This mis-characterization had no impact, because the assembled experts 
understood who noted this footnote. Second, this footnote suggests the formation of a 
subgroup within KSAG. Each expert believed o a lesser extent, gave 
significant deference tN) This subgroup initially included one author 
of the 25, 1995 memorandum to Trulock. 
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oy were both KSAG participants. These represenicd 
:j KSAG's connection to OEI and to Trulock. and 

maintained cach mecting’s minutes and any written materials that were gencrated 

‘` because of the sensitivity of this material. None of the material could leave Washington, 
D.C. due to security concerns. When the assembled scientists retumed to their 

respective national laboratories in New Mexico and California, it was 

who remained in Washington and would become the working group’s spokesmen. The 

scientists all understood this dynamic. OEI was structured to control the dissemination 


HE of intelligence information within DOE. 
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j 
(DOB 1867, 2040; FBI 678 


SPS a 


July 13, 1995. The second KSAG meeting reached a much different assessment, onc 
that 


\p\ 


4. Bee The August 16, 1995 KSAG meeting and the walk-in documen 


It is important to understand what the walk-in document is and 


(SINEJOECARDY The walk-in document contained 


TOPIC ae 


SAHYOCIRD) The analysts who saw a broad compromise had the support of 


Prior to the walk-in document, belicved the Chinese had 
penetrated a national laboratory. McIntyre summarized a briefing he 


received from advised that it was clear to him tha 
collection activities may have led to passage of design information to the PRC by a 
lab person or persons unknown." 


walk-in document's information to recommend KSAG be dissolved. “We believe it 
prudent, therefore, to conclude the damage assessment effort involving laboratory 
scientists which has been analyzing the aie to determine if the information had 
to have come from secret U.S. information. . . . We propose to go forward with a very 
close hold CI investigation to. attempt to come sup with possible names." (DOE 3340) 
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(SINRIOEARE) Although the compromised W-88 information was not thought 
to be public, it was believed to have been widely disseminated_within this country” s 
nuclear weapons infrastructure, recalls thinking E . 


‘While KSAG may have 
did not. This 


recognized this broad dissemination, 
distinction would prove to be a major failure within OEI. 


(GAEOERD) The KSAG minutes from the August 16, 1995 meeting reflect the 


assessment fil a 
wy It also reflected KSAG’s assessmcn gy i 


. _ o: — i The information could not have come 
from Bam or from unclassified sources. Therefor 
fj (EAT 00370) There was also further 


debate within KSAG oved 


(SRBY The KSAG meeting notes from September 7, 1995, reflect this debate 


(DOE 3431- 


3433 at 32) 


bl 


would revise this assessment at their next 


mecting and in the final bullets?" 


u) 
5. (SY The September 7, 1995 final KSAG meeting and the September 8, 1995 
bullets 


u 
ie The fourth and final meeting of KSAG (and the third meeting chaired by 

Eee occurred on September 7, 1995. Although the previous meeting’s 
minutes articulated an intention to “draft a report,” EAT 00371, no such report was ever 
written. Instead, a series of bullets were drafted by the assembled experts capturing their 
collective assessment of the Chinese nuclear weapons program and the possible 
compromise of United States classified information. This two-page document, dated 
September 8, 1995, represents the conclusions reached by the assembled nuclear 
weapons experts. This brief document was carefully written. The recalled 
significant debate over the use of each particular word and a A 
able to draw a consensus among the nuclear experts with only; dissent to two of 
the nine bullets. No other document was produced by the KSAG nor blessed by the 


sod b, W7C 


(DOE 4636) (SC-255- 


rN n] 
E: m? > . . * 
collective experts ™ These nine bullets represent the only written conclusion produced 


by the group The bullets were maintained in DOE's Headquarters inside OFS and were 
distributed only‘to the CIA The FBI never received a copy of the document?” 


o (SIROTIRD) KSAG's bullets, if shared witlt the FBI, could hayc prevented the 
misdirection of the FBI's counterintelligence investigation in this case. 


eo 0. bd 


See KSAG's second bullet, which states) 


. 
° 


U) KSAG refonmed on May 16 and 17, 1996, to brief Deputy Secretary Curtis 
on their assessment, This later mecting generated a secies of slides for use in briefing the 
Deputy Secretary, KSAG reaffinned their Septeniber 8; 1995 written assessment at this 
subsequent meeting. i 

ve The FBI has only recently become aware of this document as a result of 
the AGRT's review of KSAG. The AGRT's review of FBI-AQ’s files confirm the 


document was no iyed in ent was not shared with the 
field until 1999. and was present during the FBI's 
October 31, 1995 bei did not believe that KSAG's bullets were ever shared with the 
aT | 
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DOE’s own experts, the nuclear weapons 
designers themselves, after reviewing the available intelligence, did not make this 
assessment. Having been inaccurately briefed, the FBI failed to identify those 
documents which contained the compromised information Similarly, 
they failed to identify those individuals with access to this more limited information. 


The far more 
limited group identified to the FBI could have been the source of this compromise, but a 
much larger group, including contractors, Department of Defense employees and other 
DOE employees located at numerous sites across the United States, could have just as 
likely been the source of this compromise, This larger group was not identified to the 


who previously had supported l xi assessment, 
sided with KSAG’s consensus by September 8, 1995. When KSAG wrote its nine 
bullets, only SD- 


emained vocal in opposition to this consensus. 


f Similarly, the footnote to th July 26, 1995 KSAG minutes, 
oy AMM es acelyrejocted ii SAG's 


b\ 


(emphasis added). - 


me Hoe KÍ The bullets were adopted against only, dissent which was noted in 
ae b two of the nine bullets. Otherwise the bullets generated by KSAG were uniformly 


AC supported then and today by the assembled experts. The AGRT interviewed every major 
participant in KSAG. No one disputes that the bullets represented the assessment of the 
experts asked to evaluate the Chinese nuclear weapons program. Every member refers 
to the bullets as the final word in KSAG’s assessment. The bullets represented the l 
working group’s final assessment. There was no fragmentation among the national 

laboratories. The bullets were unanimous but for dissent. The OFRI _ 

liaiso raised no objection. When interviewed, both 

recall joining the majority and supporting the bullets written on September 8, 1995. 

onally gave KSAG’s bullets to Trulock. 

35. 


b | ‘maintained the b and 


explained d'thatitiwas riot his respons 


Q a 


2. {5F QEI's inaccurate portrayal of the working group's conclusions to the FBI 


a 09 QFl's reaction to the KSAG bullets 
u) l . 
£87 The assembled experts retumed to their.respective laboratorics believing their 
services were no longer necded. . They were unaware of the FBI's interest or earlier 
bricfin n conclusions. The experts were 
unaware that the FBI would be briefed on the assembled experts’ assessment. Not one 
of the nuclear weapons designers were asked to participate in this bricfing. The 


was not aware that such a briefing had ever 
occurred. Instead, on October 31, 1995, EI joined oy briefed 
the FBI on DOE's assessment of the Chinese nuclear weapons program. This briefing 


was billed as the working group’s assessment, The FBI understood this briefing to 
summarize the assembled experts’ assessment of the available intelligence. The briefing 
did not include the written bullets and no weapons designer was present. 


. (SRTR) There are indications that 
ssc s assessment of the available intelligence. First, the OEI chronology mis- 
characterizes the final KSAG meeting, inaccurately suggesting a split between LANL 

and ORI versus LLNL and the CIA. Secon: escrib dismissing the _ 
KSAG an The AGRT assembled the most complete 
set of FBI records on the Kindred Spirit investigation, from multiple field offices and 
Headquarters. No copy of KSAG’s bullets has beca located among the FBI's files>*° 


mments {OHM captare tis concems with the bullets, Finz 
BP briefed the FBI on October 31, 1995, inviting o = 
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' (DOE 1868, 2041; FBI 678)? This inaccurate characterizatj 
KSAG 


TPs n 
to assist him.” The FBI left this pricfing bclic vin rete 
(AQI 2984-2985 at 84) 


U) 
A The OEI Kindred Spirit Chronology makes a significant misstatement of 
KSAG’s assessment.™ Noting that this was KSAG's final mecting, the entry observes: 


(SANT A set of bullets were developed by the group that included LANL, 
LLNL, SNL, CIA, DIA, and NN-30. 


Pau) 


absence is curious, but may be explained by Pico oe 


38) The entry is dated September 7, 1995, the last day the KSAG met. The 
bullets were actually finalized on Friday moming, September 8, 1995. 


a A similar representation would be made to Deputy Secretary Charles 
i on November 15,.1995, when he inquired about the process used to 
reach “the conclusion that there is sufficient evidence to deserve a conclusion that there 


has been an act of espionage.” Deputy Secretary Curtis was told that there was “no ` 
disagreement among representatives from the three laboratories, including weapons 
designers who are not in the intelligence field clement but cleared for intelligence 


informatio. 


(DOE 3337-3339 


at 


e enom msm tmd Bit PWS booor son anama «+ 


oe . 
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= anme. s 
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spoke with one voice in its final assessment, yet OCI fragmented that uniformity in an 
cffort to change the message. Rather than accept KSAG's assessment, PEED N 
judginent to the exclusion of every nuclear weapons designer who had been 


brought to Washington over several months to evaluate the material”? When 


questioned as to the clear discrepancy between the chronology’s entry and the bullet 

themselv explained the bullets speak for themselves and as 
conceded that this summary of the final KSAG meeting 

a ave been influenced n arena ee aay 


The error serves to capture the OEI reaction to the KSAG bullets. 


NN-30 management and staff and LANL presumably refers to 


fully supported the bullets. It suggests a fragmentation among the assembled experts 
that simply was not present. 


told the assembled experts that when his position was vindicated, he would be th 
had accurately assessed the intelligence. During, a break I told 


usc of the word “split” 
tracks the chronology’s own misstatement, Thé chronology eleva 
a split and then adopts EEE position to the exolusion of over a dozen 
nuclear design experts representing several national laboratories, including the majority 
of the experts from LANL. 
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described as an effort to downplay the problem. 


was a very persuasive and a H | i 
th and ultimately produced the bullets. However. 
led i 


hy KSAG's m 


? embership told the AGRT that they had no imposed deadline 
during their evaluation an additional work by the group. 
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chainnan.” 


Trulock wrote 


“Thank you for your efforts on this project. After reading the memo several 
times, I find that I-still have several questions or areas for clarification." 


erence to those “who have reviewed the original 


and the other authors of the May 25, 1995 . 


" 

Ri The question reveals 
! tom á © 
i 


itself word-for-word. 
and, th circula 

bullets, despite spoke for themselves unless the 
entire KSAG were reassembled.”” f 


report includéd cach bullet verbatim and distinguished his own , 
explanation in falics to clearly distinguish his writing from KSAG's assessment. 


However, WEEE report basically repeated the samc KSAG assessment that had troubled 
icy. It was sense that “I think would like to have 


ae them.” “The bullets had to stand unless the group was reassembled.” ss 
i d 274 5 


PS A 
(u) 
2 {87 QEI's September 13,1995 meeting with the FBI 


(S met with DAD Lewis and Section Chich NSD, FBI-HQ on 


September 13, 1995, 


assessment and) 


1995 


The FBI summary of this mecting reflects that 


the FBI on the 


initially by 
that assessment to KSAG. “On Septemb 


13, 


met with the FBIHQ management and verbally advised am 


I) (AQI 1218-1222 at 18; see also FBI 378) 


3. Moes September 25, 1995 letter to the FBI 


es On September 25, 1995, Kenneth Baker, Acting Director, Office of 


Nonproliferation and National Security, DOE wrote a one-page letter to AD Robert 
Bryant. This letter sought the temporary assigument of an FBI Special Agent to assist 
with an Al or preliminary investigation “to determine the facts and circumstances 
relative to the loss of the W-88 weapon{’]s design information." (FBI 375,13045; AQI 
2960) The letter summarizes the completed KSAG review: 


_ (SRAT At my direction, an Office of Energy Intelligence, (OEI) working _ 


group, consisting of nuclear weapons experts and counterintelligence (CI) - 
officers conducted an in-depth review of available intelligen 

to determine if US nuclear 
warhead design information had been compromised to the People’s 
Republic of China (PRC). 
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warhead was developed at the Los Alamos National Laboratory, Los 
Alamos, NM, in 1984. This design infonnation was subsequently provided 
to Lawrence Livermore National Laboratory, Livermore, CA and the 
Pantex Plant, Amarillo, TX. 


(Id.) (emphasis added). This letter repeats a conclusion generated by OEI, but 
inaccurately attributes it to KSAG2” 


KSAG, in clear and unequivocal language, had only coricluded that 


description of the compromise in the September 25, 1995 letter is not ana 
reflection of KSAG’s findings but, rather, 
are The origin of the “high probability" phrase can be traced to July 6, 1995. 


The phrase actually preceded the formation of KSAG. On July 6, 1995, 
Investigations & Special Programs, OEI, DOE, wrote 


RY DOE's ony af is tes, in IDs Kina Spit case fle elles tati 
was initial cir con ‘September 22, 199. 


(September 21, 1995). (DOE 170) 


x, | his preliminary bricfing to the FBI on Kindred Spirit. “SSA SD completely 
O 3 supported OEI's initial requirement to conduct a Damage Assessment to detennine, to the 
Yb As extent possible, that the Peoples’ Republic of China (PRC), had obtained access to US 
warhead design information or that there was at least, a high probability that they had 
accessed said information. (S) SSA stated that at this point, there was 
insufficient evidence to warrant the initiation of an FBI full field investigation. (U)” 
(DOE 3487) (emphasis added). Also on July 6, 1995, Donald Mcintyre, Director, CID, 
wrote Trulock summarizing Mclntyre’s conversation with Michael Waguespack, 
Director, National Counterintelligence (NACIC). “With regard to briefing FBI, John : 
Lewis, he thought that it would be better to have the DOE assessment in hand showing 


w that DOE's position was that there was a high Jikelih 
* YO (DOE 3445-3448 at 47) (emphasis 


` added). These early conversations became a self-fulfilling prophecy. The language used 
in the September 25, 1995 letter is not from KSAG but that language which the FBI, in 


effect, told DOE it needed to see in order to trigger a full investigation. 


i | l AQI 2981-2983 at 82) - 
iog BL Coe i) 
iad st report, provided to the FBI on May 28, 1996.. “[AJa Office of Energy Intelligence (OEI) 
oan Ri working group, consisting of nuclear weapons expects and counteantelligeace (CI) ; 
da 55 vt "Officers conducted an in-depth review of available 
| uring the peri the People’s Republic of China (PRC) may 


concluding “that 
haye illegally acquired detailed information conceming the 
wathead, (SXX-1)" (AI at 2; FBI 00526) (emphasis add 


"Ne 


“Foo CL: a) 


Such an assessment was never made by KSAG. There is no basis to make sucha 
detennination from the walk-in document. Instead 


A) 
4, yonrs October 31, 1995 briefing to the FBI 


“" 

» On October 31, 1995, OEI formally briefed the FBI on KSAG’s conclusions. 
The FBI attendees were Special Agent (SA) from Tampa, Florida 
(selected as the detailed agent for the AD), SS. Unit Chie: 
from FBI-AQ. OEI’s representatives were - 
None of the source documents were 
i 0 shown to the FBI at this briefing. No one from OEI took any notes of 
a y this briefing. id.) However, SSA id take notes and several agents later 


summarized this briefing.’ It is clear that the briefing given to the FBI did not reflect 
KSAG's assessment, but rather 


M) 


) On November 3, 1995, ssa BD summarized the October 31, 
1995 briefing by OEI: 


(SASER) The FBI representatives were first cleared for and then 


. 
‘ me Serpo 


taip briefed o 
Foer 
ay | 
gs 
{fis 
K ! i Ye . a 
i inf gm vitta the original investigative plan for Kindred Spirit and 
briefly attended portions of KSAG's meetings. ee a 
a ves 3U) In addition to reviewing the written summaries prepared by the FBI and 
: £6f f this bricfing, the AGRT interviewed all nine individuals in attendence (SA 
00E SSA S Unit Chi 
plo | 
wc 
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AQI 2982." A copy of this FBI summary was shared with DOE on November 21, 1995. 
(DOE 158-60) It was located in OEI'’s Counterintelligence Division’s (CID) Kindred 
Spirit case file. recalled an emphasis on the limited number of nuclear weapons 
tests conducted by the Chinese in contrast to the United States at this briefing. The 
implication drawn from this comparison was that espionage had clearly occurred. 


aud the FBI to have the appropriate clearances . . po to 


have access to 
did not sign the bigot or access list for 
ever saw 


DOE 2424) SA 
PFireporting until December 19, 1995 and SS 


uation. KSAG's 


W esigners were present at this bricfing and the FBI failed to appreciate that 
D 


>< 


haracterizcd 


oc 
bl 9% 
ie 


these comments as an “extrapolation beyond what the group did.” 


we ) pupon returning to Sante Fe, New Mexico, recorded 
pb this summary of the October 31, 1995 briefing. By electronic communication (EC) dated 
WC November 7, 1995, he noted: 


(SAMEARD) Participants were briefed by MIR who did the 
conceming this matter for LANL. The upshot from this briefing v 


2 
~, camp 
e - 


oo . 
. 


4% SEIRI) -The FBI included thesé representations in both their mail cover 
application to the Attomey General and their FISA application to OIPR. 
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(FBI 04332, 04336, 04345) 


oes 


In fact, only one FBI agent ever signed DOE's bigot list for 


Prior to 1999, no other 
agent has ever reviewed these documents at 
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(AQI 2984-2985 at 84) S continued that i 

separate mecting with SS and SAs ise 

S)""5 (ld, at 85) This | 
last statement, which is itself inaccurate, reinforced the earlier briefing given the FBI, | 


who conducted the evaluation of the Chinese nuclear weapons program.. The FBI left the 
October 31, 1995 brief believing they had spoken with the experts. 


(SDIReeRD) SAR in a communication dated December 13, 1995," 
summarized his understanding of the October 31, 1995 briefing, 


is the only FBI agent to be shown the material by DOE. 
He reviewed this material on December 19, 1995, and therefore was relying solely upon 
the October 31, 1995 nee when this communication was written. 
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(DOE 2722-2724 at 23) 


. 
aoaea, 


SA ite him as the source of various statements. SA 
told the DOE IG that the briefing was led by interviewed on July 21, 1999. 


og Of course, also had concurred with the KSAG bullets, 
which made no such judgment. Once the KSAG disbanded, however, thelr views 


\\ 
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a) 
F. Ss El'S own counterintelligence section received the same inaccurate bricfin 
on the KSAG’s conclusions 


u 
Ss The FBI did not participate in the KSAG nor did they receive the group's 
written assessment of the Chinese nuclear weapons program. Instead, they received the 
October 31, 1995 briefing. Understanding the importance of this briefing, the FBI 
brought not only the detailed agent for DOE’s AI, but also the assigned agent from FBI- 
HQ's China desk and his supervisor and even flew in the potential case agent from 
FBI-AQ. This briefing represented the foundation not only of the FBI's understanding of 


reverted to a far more expansive perception of the compromise’s scope. 


_, (CD IERDT Both have changed their assessment of the 
compromise’s scope today. as adopted a position entirely consistent with 
G’s bullets, to which he frequently referred when interviewed. 


(DOB 4631) (SC-255-0025/96) 


independent underst 
this bricfing to answer those questions raised 


b\ (S2SFARD) The FBI was not alone in leaving the October 31, 1995 briefing with 
the understanding Si S 


was also present for the beeing. was 
wrote: (| 


.\_ tasked with conducting the AI for DOE,“"* 


oR l Al at 1; 

bore ® 25) mmarized this bri icfing in languag virtual! identica o that used by 
the FBI. This briefing, conducted by : on October 31, 1995, 
gave the same inaccurate representations to both the FBI and DOE. Instead of providing 


00E the written bullets from DOE’s own experts,“ eminated a much 

b b different assessment, misrepresenting their own assessment as the working group’s 

Wt conclusion. This briefing presented the combined OENFBI investigators the view of 
KSAG’s dissent, representin view as the unanimous assessment of the 


assembled experts. 


When ted the OEI’s inaccurate 


ome KSAG 


! ay Unlike the FB 
Doe mectings. However, hence his need to receive the same 
on October 31, 1995. 8/10/99); also 


briefing provided to the 


EA see KSAG ee generally (noting cat attendance). 
U 
a has never scen the KSAG bullets. ME /2 1/00) 


ee es 


2 (Al al 2; FBI 526) KSAG never 
reached such a judgment. Morcover, the FBI Gnderstood this statement to refer to the 
walk-in document, 


\\ 


. 4 | | e e 2 
Bono) Similarly, the final AI report contains this section: 


(SORRI) 


~ 


ad 

pew ba Ti bed os , E 

RE fe » This paragraph was takes, from SAS 
ae “| PA. | investigative comments provided by SAY (FBI526) 

ae ‘OCS ERD) ‘Thedooument states: 


. 
s. bobine coe 00 aoee 
00 sos o ee, 


U ; io ui 
“\YS¥ Portions of this quotation actually originate from SA investigative 
comments incorporated in report. See FBI 15868 and FBI 19296. 
The fact tha ands upon SA 


W N rns co 
understanding of the October 31, 1995 briefing received from 
f 286 à 
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KSAG concluded the advancement observed in th 
may have occurred indigenously. KSAG assessed 


| 0 

bl 0 who first 
ker reviewed these portions of the Al at the request of the AGRT, conceded it was 
v 


“overstated” and the working group would not have agreed with it. bserved that 


(U g 
Sy EX the FBI heard only R assessment, elevated by OEI to 


represent the unanimous assessment of KSAG. This briefing, 
. ensured that DOE itself would investigate the wrong crime during 
oe their own AL. The inaccurate predicate inherent in DOE’s own investigation would be 
ne: relied upon by the FBI during their subsequent investigation. ‘The error would not be 

recognized until 1999,“ Little, if any, oversight was exercised over 

eptember 25, 1995 letter to the FBI was 
Deputy Secretary Curtis, who personally briefed the 
concerning the FBI. (Deputy Secretary Curtis 1/24/00) SER 


“\S(SiRPIT"A Kindred Spirit time line, classified by records the working 
group’s conclusion much differently. 
Yl ne (DOE 3466-3468 &t 67) This simply was not KSAG's conclusion. 


Pie "AY gRDATEEE} The FBI was absolutely convinced it accurately understood the 
. experts’ assessment, The FBI submitted a summary of its own Kindred Spirit 
investigation as an appendix to.a September 1997 CIA position The FBI summary 
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(EBI 6503-6537 at 15) 
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Surpas 
ae the investigation’s predicate. 


was not aware of any “ 


Instead, these 
and the FBI on a much broader compromise than found by 


at the FBI would have paid attention to that portion of te AI repor 
SB 10112199) 


‘(SDRYOCIRD) cA when questioned by the FBI on September L 1999, 
opinions" within DOE's assembled expects. 


($ Toca y i 
blg 


(DAG 1180-1184 at 81 SABE ccpcated the same understanding 
WIC when interviewed by the AGRT. 12/14/99) The FBI and DOE investigators Icft 


the OCI bricfin 


tigati lar and OEI’s misrepresentation of KSAG’s conclusion 


G. [sy 


B’s in 


AI was the product of a single 


FBI agen 
support of this investigation. stressed to.the AGRT that S oni t ` 
“two weeks" on this preliminary investigation within DOE.“ 3/4199; MA E 


8/10/99; RE 10/26/99) The inquiry sought to identify PRC visitors to DOE facilities 
which worked on the W-88 and DOE employees from these same facilities who traveled 
to the PRC durin (AI at 4; FBI 525-577 at 28) OEI requested an 


““(SIRD) SA 


ine 
ea 
Aes 
These four trips consisted of two trips to Washington, D.C., to attend the 
October 31, 1995 briefing and to review documents in DOB's SCIF on December 19, - 
pf 3 1995; one trip to LLNL in December 1995 and one two-week trip to New Mexico, split 
— between LANL and DOE's Albuquerque Operations Office (AL) revic personnel 


records. SAR indicates he spent about five weeks on the AI. 12/14/99) 


a a Geo 


onta ! 


FBI agent be detailed in support of this preliminary investigation by Ietter dated 
September 25, 1995. (FBI 375) The final Al report was provided to the FBI on May 28, 
1996.°" The FBI opencd a full investigation on May 30, 1996. 


(SDIFARO) REE developed an investigative plan for DOE Al in June 1995. This 
plan was shared with the FBI-HQ. (FBI 336-337) 


the satisfaction of bo z indi } 


to speak for KSAG, neither conclusion was reached by the working group. Relying upon 
-this briefing, began tasking LANL and LLNL to assemble their records of PRC 
visitors and laboratory personnel travel records for future review. 


(U) The final and draft Als.are very poorly written. Lacking any effective 
structure and utilizing horribly inexact language, both are often impossible to understand | 
or follow. Assertions are made without explanation or apparent support, While both the 
draft and final Als identi : 


nor was he consulted further by cither FBI-HQ nor FBI-AQ. SA ksma the” 
draft he approved was the version provided to the FBL The FBI assumed the version 
they received was the same as the one approved by SA Neither assumption was 


i ee pe 66,670 
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j 1 K A copy (i investigative plan was located in the FBI-HQ's case file | 
a 7 


——— 


oe a 
Dot 


(sueo erno EEE dentified five specific requirements"? to cnable him to 


pursuc logical leads and narrow the inquiry. These requirements were not addressed by be 
the working group. Instead, Ievcloped b 
answers to guide the AI. These answers tracked escription ol the 

compromise’s scope. For example, first requirement identified a need for a 


chronology tracking the development history for the compromised United States weapons 
design information 


sted “Key Questions” presented by 


e if eenily 


(Al at 3; FBI 00525-00577 at 27) The Al developed a window within which the 
compromise occurred 


424 SDEEPREIY Although the AI report cites or 
this information, it lacks a date. It is unclear whether this information came from the 
October 31, 1995 bri or from an earlier or later briefing. Further confusing the 
i much of this language from investigative . 


\\ 


(BAT 237-242 at 41) 
-ın document acted as a mirror, reflecting what the 


This is an example where the wa 
analysts already expected to see. 


y\ : 
& or LART The OEI working group did not "identify the specific documents that 
of contain the compromised data." (FBI 336-337) This failure is significant because had 
LSY KSAG searched for such docum d had the results of that search been 
communicated Band SA the investigators would have appreciated the 


broad dissemination of the compromised information.” 


(SAIF/O GARB), 


woe 
eoeteme -u + 
. 


m's oe ee oo 
. 


Awe "t 


1336-337 at 36) Again, KSAG never 
identified the individuals and locations 


© et 
` . 

3 
Å.’ 


noe (Al at 4; FBI 525-77 at 28 
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(SAMFARD) Iis truc that LANL was not the only DOE location mentioned in the 
Al, but LANL was clearly emphasized as the likely location of the compromise by the 
Chinese. In the final report, LANL is subdivided into individual groups and offices, 
while the other locations are not subdivided.“”” The report breaks LLNL into three 
divisions (A, B and W), but they are all eliminated in the final report. 


\\ 


| 28 (AI at 39; FBI 563) Other locations were either ignored 
entirely (Defense Program elements) or the AI simply records that no records were 
located. 


4U) The language identifying various locations of the compromise comes from 
S vestigative plan for the subsequent full investigation by and placed 
in the final AI report. Although not taken verbatim, {selected portions, deleted fet 
others and attributed the source for the information a. 


ÓIL 


Al at 35; FBI 00559) 


X ested the Office of Intemational Technology Cooperation, DOE, 
pôt _ | to assemble all DOE Headquarters and field personnel's travel records. “The Foreign 
yc Travel Management System (FTMS), which identifies DOB Federal/Contractors 
, vbi traveling to foreign countries did not exist during the period S Further, during 

| S \ the period in question there was no specific DOB requirement to document and- 

! i| ©! | permanently retain such information.” (AI at 5; FBI 529) Thirty-one pages later, 
records a similar response for Rocky Flats. (AI at 36; FBI 560) Neither location is 

identified in the final report as requiring further investigation. 


impression that some of KSAG’s 


(eo E members from LANL, including ought LANL was the probable site of the 
bb compromise. Every time the discussion would ‘move away from LANL, these members 
69 (, | would bring it back to LANL. That focus didn’t make sense to 


The FBI readily accepted both this predicate and 
abbreviated suspect list and, until December 1998, never questioned the accuracy of the 
briefing or final AI report. Had the investigators been accurately briefed, they could 
have begun to identify the documents which were the likely source of this compromise. 
The current investigation, begun only recently, may be able to identify the documents 
which were compromised. This investigation, deferred for three years due to an 
inaccurate briefing, now must occur with the associated publicity and still greater passage 
of time. KSAG deserves recognition for rapidly evaluating the available intelligence and 
producing a one and one-half page assessment which has survived the test of time. 
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"Ye 1 fils 


ccause KSAG's assessment conflicted with 
it was never disseminated.” The bricfing given to the 


investigators has not survived the test of time. 


H. (SY Missed opportunities to discover the inaccuracies in the OEI briefing 


(SQFT There were a number of occasions when the investigators might have 
realized that the OEI briefing was inaccurate," Five missed opportunities occurred prior 
to the Al’s completion. The first missed opportunity occurred in August 1995, when the 
a LANL liaison FBI agent learned:of and reported to FBI-HQ the debate within KSAG. 
7 40 A The second missed opportunity occurred when the investigators visited LLNL on i 
December 4-7, 1995, and spoke with briefed KSAG on the | bt T 


particulars of ween i was aware 0: 

p Ne in document. The missed opportunity was when 
supporting intelligence for the predicate on December 19, 1995. The fourth some 

occurred when the FBI received the walk-in documen . The fifth 

opportunity occurred whe: at LANL, sought access to the walk-in, 


document in conjunction with the investigators’ visit to LANL in February 1996. During 
this visit, at suggestion, the investigators and future case agent were briefed 
b conceming the dissemination of W-88 information. 


P bricfing to Deputy Secretary Charles Curtis on May 17, 1996, also never left DOE. is 
HR Deputy Secretary Curtis could not recall why the FBI were not at the briefing. (Deputy 
Te Secretary Curtis 1/24/00) 


-  SSRD) This section should not be understood to shift responsibility from 
OEI, which ultimately is accountable for inaccurately briefing the investigators as to the 


DPs fener J 


1. (U) Missed opportunity #1 


Mexico, became aware of the debate within KSAG during a telephone conversation with 
¢ g a LANL counterintelligence officer on August 10, 1995. This source repeated 
ob ye information obtained from Diane Soran, deceased, who was then the supervisor of many 
1 | LANL employees detailed to the OEI working group, KSAG. SAR ccpcated 
this information in a communication to FBI-HQ on August 22, 1995. “Lawrence 
Livermore National Laboratory (LLNL) individuals (NFI) and CIA personnel (NFI) 
familiar with the information which initiated DOE efforts in Kindred Spirit believe it is 
not unreasonable for the PRC, on its own, to do what was claimed in the document in the 
ae: possession of the CIA. LANL individuals involved in the DOE damage assessment do 
not feel this way, and want to do more assessment. LLNL and the CIA believe DOE is 
dealing with a non-issue, and the CIA has told this to DOE HQ." (AQI 2944-2946 at 45, 
AGO 191-193) The cable continues: "The issue is whether the PRC could have arrived at 
the information, as contained within the document in CIA possession, on its own without 
bt outside help, (id.) The communication 
repeats hearsay and contains several errors. However, it does place the FBI on notice that 


there are co ions among the experts. reviewing the intelligence. It identifies 
and also identifi though 
confusing his role 


| (SAIS SAB tn FBI's liaison to LANL, based in Sante Fe, New 


` 
te! 
: ih 7 


bb 

bI] work.©? (Id, at 46) 

beast A 

P 

BELEE. 

ils. 

abe 

li hı zi wj 

a aYSf DOE's Office of Counterintelligence has recently noted that this cable was 


never provided to DOE prior to late 1999. (FBI 19224-19233) 
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Jouer -ee e o-o 


y 
g% ue WO DOE his August 22, 1995 cable with another dated 


po October 10, 1995. This second communication’ again relied upon the LANL 
bt counterintelligence officer repeating information Ica m Soran. Written a month 
after KSAG had provided its written assessment it states that: 


o% l. The damage assessment report is complete, and somewhat of a 
onsensus was reached, The report was provided to Eanes 
ee *° 


u) ; 
Ds Be, The bottom line is the PRC possibly could have come up with the 
information in question without help, but such possibility is not probable. 


u) , ' 
3. Ohe If information were provided to the PRC, the time period is such that a 
leak cannot be limited to any particular laboratory or organization. 


oÉ (A -2965 at 65) Soran revealed that the KSAG report was provided 
yb be , although no specific 
' individual ts identified and this cannot be verified. 

Shp Thus, by October 10, 1995, the FBI had in its files, at both Headquarters 
and in the field, communications raising a number of very important leads. They 
identified a “damage assessment report" that was never given to the FBI; provided the 
names of two prominent weapons designers who participated in KSAG; identified the 
wide dissemination of the leaked information (“the time period is such that a leak cannot 
be limited to any particular laboratory or organization”); suggested the CIA and LLNL 

oo did not agree with DOE HQ or LANL and suggested that the PRC might have 
my accomplished their achievements indigenously. Had these leads been pursued by the FBI, 
: the problems identified in this report could have been avoided. 


rr .. 
2 ee 


a f Vg 8XU)- Unfortunately, because Soran is deceased, we are unable to determine the 
ld op source of her information. Soran related these facts to at LANL. It was 
be wit S- repeated them to cA. keep him appraised of the progress in 
DOE's evaluation of the intelligence in Washington. 


E eee eee 


Re] 
2. (U) Missed opportunity #2 


) | | | 
A8YThe second missed opportunity occurred at LLNL. During the Al, the 
investigators made trips to LLNL and LANL to review PRC visitor records, employee 


travel records and to identify employees with access to the W-88 design. The week of b 
p% December 4, 1995, BI) met with bok 
) in thi . The investigators 


identified records they wanted assembled for their revi 


i hei jew during a later trip and 
generally discussed their investigative plan. eee 
LLNL, where he has been employ: 


expertise in weapons design and 


“46 EE vould make this retum trip on April 9 to 18 1996, without SA | 
d decided against 


| 
m who had been given a new assignment by FBI-HQ £ 
bb, b% delaying the trip to LLNL until June when SA ould return and made the trip i Do n% 
to obtain the “salient, - 


alone. On April 9, 1996 i interviewed 
information” captured in the AL See AI at 18, FBI 00542. 


fa scientist to guide and inform an investigation at a national laboratory. Ther 


ran not be any parallel in the Wen Ho Lee investigation at LANL. This vacuum 
nna the FBI investigation of Wen Ho Lee in a number of significant ways, 


7 
including explaining LANL's computer system, questioning the assumptions associated 
with the predicate, and identifying other scientists who could assist the investigation. 


Ro E 
a e 


Yi 
i$ X _ 
ios (UJ) This review occurred in early August 1995. (FBI 00678) 
f oé | op The scope of this search was problematic sin nly reviewed a 


LIC single vault.in the “A” Division at LLNL. There are numerous other vaults at LLNL 
b6, with a variety of W-88 documents. When interview estimated there 
would be over a hundred thousand documents in LLNL*s vaults. He alone examined one 
ft... vault and never represented that there were no other W-88 documents at LLNL. 
l He was asked to conduct a discreet search, which he conducted i in the vault he thought 
most likely to have the material. 


op 


eaat 


at 35; FBI 559 ts was the only ume a scientist who had scen 
| the walk-in document and not associated with Trulock’s staff, was interviewed during the 


Al. 


It underscores the 
4, importance of accurately briefing the investigators initially, because security concems 

4% combined with the discreet approach adopted during the AI severely limited the 

ob} possibility that and SA would.identify the flawed predicate. 


3. (U) Missed opportunity #3 


(SBIFARU) The third missed opportunity to identify the inaccurate OEI briefing 
= = F occured when SA fireturned to Washington to get a DOE badge to allow access to 

i DOE facilities. While in Washington, SA Aiii visited the Forrestal Building’s SCIF 

to personally review the underlying intelligence reportin 

QED 2 former FBI-HQ Unit Chief managing th 
with extensive experience in = was an enced agent well 
suited for the particular concems present in this investigation. SA ade no notes 
of his review of this material and when initially interviewed by the AGRT, had forgotten 
his retum trip to Washington just before Christmas to review the supporting intelligence. 
SA id recall the trip when sho emorandum ock, dated 
December 19, 1995, which stated “{o]n Decem 9, 1995, SS 
30 and reviewed the appropriate [intelligence] data salient to this inquiry. 


iew of the supporting intelligence includ 
ere is no record of any additional material he 


302 


v\ 


This review had no appreciable impact on 
his understanding of the compromise’s scope. When questioned about 


‘pót 
£0 
bf ive tocus on.the W-88. He could not 
HA use he could not, when interviewed, 
; 12/14/99) The intelligence, read 
He saw erra within the document that he felt 
could meaningfully contribute to the AI investigation or suggest additional leads. 
\ 
gE sS certain he never reviewed the KSAG bullets. When ane the two-page 


bb, bX document, Ssa ickty understood the impact of KSAG’s inability to eliminate 
indigenous development. His own investigative comments, written several months tater, 
identified this as a major outstanding issue. 


bs, bIC 


bì 


written bullets. 


4. (U) Missed opportunity #4 
(SASNOEIRKD) The fourth missed opportunity during the AI occurred 


con 
Nevertheless, the FBI uncritically accep 
explained that the FBI presumed that DOE had the appropriate expertise, not readily 

available anywhere else in the country, to assess the implications of this intelligence. The 


FBI was no more — to go behind the predicate for this investigation 


A) 
Nevertheless, despite little prior experience working 


: FCI cases with OEI, the FBI was prepared to accept the OEI evaluation of the intelligence 

: and was not about to test that assessment. This failure to insist upon a complete ` 

oe understanding of the investigation’s predicate at its inception cost the FBI years while 

fea’ « they pursued an inaccurate predicate, More importantly, it cost the FBI the opportunity to 

WS investigate this crime without the publicity that is now imevocably associated with this 
te matter, This impact cannot be undone regardless of the resources devoted to the case 


as today. 


j ` | yos . 01 ey ss AEB ctieves he saw a copy of the walk-in document before its 
pb be official dissemination to the FBI, but could provide no further information. fT o] 
) l i . 


12/15/99) 
CT rr 
a e a aaa 
| 


5. (U) Missed opportunity NS 
(m) 
(SAM) The fifth missed opportunity to understand the inaccuracies in OEI's 


briefing occurred when the investigators visited LANL in February 1996. ae 

ee: concemed that the 

investigators were not aware ol the broad dissemination of data that occurred during a 
warhead’s development in Phasc 111. SG that the investigators speak 


with in an effort to better understand the dissemination of W-88 
= 


bb warhead design information. who had previously worked with 
and LANL’s archives. On February 14, 1 


was generally familiar with both the 
iscussed Phase Ill for the W-88 and roughly dutlined the possible _- 
ocations which would haye design information. <a 
ez nor was he briefed by any member of KSAG as to the group’s assessment of the 
Chinese compromise. . 
(SAEC) Prior to Briefing, the investigators met wih 
And SA (FBI Sante Fe) on February 
notes of this meeting reflect the discussion included the walk-in 


SPeought the OET’s permission to use the walk-in document 
eport could be discussed 


» 


1e moyarar- e -ear 


, 996. At 
document. B 


I (FBI 15869) 
at this meeting. (FBI 6 : iff 
oe witt At LANL tomorrow. talked to and the 
pe conclusion was that do not need to read the report, but it is alright 


for P's discuss the necessary information”). 


ned 
Lag ) 
bie as There were seven phases in a warhead’s development prior to the nuclear 
pee weapons test ban. These phases began with competitive design concepts by LUNL and 
7 LANL to fulfill an articulated need from the Department of Defense and ended with 
deactivation of a warhead. Phase IMI represented the point at which the winning concept 


had been selected and tested and was moving to development. It is the point at which 
numerous contractors begin to sec a wathead’s design. GEEF: 1/10/99) 


ited 
Ceca 
would have been acting in full accordance with the CIA’s imposed restrictions on the 


(DRC, 


bb (SAER) Loo not reviewed the underlying intelligence. 


of course, had, but his statements at this mecting tracked the October 31, 1995 


1158 


A yy and bi 


e information 
owever, was only as reliable as the guidance he received : 
ived a clear and 
comprehensive understanding of the contents of the.walk-in document he could have — at 
this carly date — identified to the Al’s investigators those locations where this limited 
information would have been disseminated. The inaccuracies of OEI’s briefing could 
have been short-lived. Inst ied upon the investigators’ description 
of the Chinese compromise. 


handling of this intelligence. In a cover letter from eputy Director for 
Operations, these restrictions were identified. “No copies of this report may be provided 
_ to any organization located outside of the Washington area.’ The contents of the report 
noi - . . . may not be discussed with members of the Department of Energy’s national 
Rett la ties.” (FBI 00418) On June 19, 1996, after the AI report’s rel . 
review the walk-in document in Washington. later 
briefed LANL Director Hecker on his own assessment of the walk-in document. (FBI 


i 00675) : 
Foty hs S ocs ree to LAN, A 
DoE =a SNL, as individuals familiar with the W-88's background, Neither were ever 
Í bt ewed by the FBI prior to 1999, despite SAME «~c at this meeting. 
; bat oh GA- when finally interviewed last year, dramatically 
altered the FBI's understanding of the compromise’s scope. 


Spree 


se would have been markedly 


Dok. 
bb 
bac b 
btained a list of the various test shots involved in the 
development of the W-88 as part of his assistance, When read the list from the Al,“° he 
ats confirmed that it looked like the list he provided the investigators. 
te explained that he padded this list with additional test shots to be de y over- 
: inclusive so as not to exclude any possible suspects. In conjunction with this effort, he 


. = obtained and assembled the names of the lead engineer, primary designer, secondary 
designer, P Division individuals, radio chemists and others involved with each shot. He 
recalls generating a lot of names. 


ere 1S Some evidence 


did discuss with the investigators the broad dissemination of W-88 information. 
notes ico ew, GB 207-103), state =: the design - 
and test phase, 5-6 years proceed. There is a large number of people have access to 


development. There is also the engineering group. At these stages the documents would 


| be voluminous.” 07) This revelation never made it to any version of the AI 
report. i i ; 
d 
TS £SARB) Moreover, firmly believed SNL to be within the possible 
: = venues where'a compromise may have occurred, regardless of how the compromise’s 
oe scope was defined. He recalls making that statement during his briefing to the - 3 
acu investigators in 1996. SNL would have access to all the design information as they 


weaponized the W-88 and would have become a repository for nuclear weapon data 
afterwards, SNL is one of the choke points that would be expected to have all the 


HX) . 
$ never shown the AI report nor asked to review his AI 


interview for accuracy. 


D es ees eee 


relevant design Nap This recollection, however, conflicts 
with SA oles of thal bricfing. SAE 101: state “Sandia 


(questionable).” cal 15870 otes state: “Sandia docs not get specifics data.” 
uoo) a written interview states: was asked which other 


US WERS sal agencies, facilities, or co ave had access to information — 
He said that, in 


(FBI 2852Y Regardless of the conflicting 

ections from this interview, the fact is that the draft AI report identified SNL as a bh 
possible location where the compromise might have occurred, entified each 
location as possessing information on the W-88, including DO E Albuquerque 


Operations Office (AL), L SNL and Flats, in his signed AI report. However, 
to the FBI. Compare DOE 71 
- wi j f f 


: ecalls the investigators’ interest in the design history of the 
W-88, particularly the dates when each design change was made. He was unable to 
provide this type of information. did not have access to such information 
and is certain he did not attempt to provide it to the investigators. 
ut his briefing nor did they provide any 


information to him. 


AG’s briefin of D uty Secretary Charles Curtis on May 17 1996 


wt U 
LES In May 1996, Deputy Secretary Charles Curtis asked to be personally briefed 
by DOE's experts. KSAG had not previously briefed the 1 ey Secretary. KSAG’s 


ay S ever spoke a: follow up on any of these 
issues nor did he as to locate r generate lists of individuals 
who worked on any p part of the weapon. ea recall SA 

C- contacting him with any question related to -88. He simply was 


not utilized as a resource by the FBI, despite his involvement in the AI. 


Dosti a 


written assessment, two-pages of bullets, were provided to Trulock on September 8, 1995. 
Trulock then briefed Deputy Secretary Curtis, not KSAG.“° On May 16, 1996, KSAG 
E reassembled in Washington and reviewed their written assessment. This group included 
P NL LLN 


oe 
b1 ullets were assessed as still accurate and slides were prepared lor the Curtis briefing the 
next day. These slides were drawn directly from the bullets.“ 


The briefing was given by (with a number of comments from 
Attending the briefing were Deputy Secretary Curtis, 


“* No one interrupted the briefing nor spoke in dissen 
sat quietly throughout the briefing. This briefing is important because it proceeds 


y au 
sig WR to the AGRT that KSAG briefed the Deputy Secretary twice, 


once in the fall of 1995 and again in the spring of 1996. No member of KSAG recalls 
briefing Deputy Secretary Curtis other than on May 17, 1996. The OEI Kindred Spirit 


chronolo w reflects only a single KSAG briefing on May 17, 1996. 
Dok Qe —— recalled this briefing because he had just returned 
bh, fon international travel and was exhausted. He made an unsuccessful effort to avoid 


this trip. 
SART A copy of these slides, wi were received 
from the CIA. The slides are readily recognizable from “em2_comtg 5/17/96" in the 
bottom left comer of cach slide. This represented the Charles Curtis meeting of May 17, 
1996. One slide, entitled “Conclusion” was located among [iil own papers. This. Ad 
slide states that “- Compromise o been of material assistance to 
the PRC's strategic nuclear modernization efforts” and “- This technology enables carlier 
rial Sy of road mobile missiles to target the U.S.” 225. 


Oe A æ s s ses’ 
oe >» ome + 

a 

a ahr... 


1 Ui EA eaen en calc ih back to their 
E b respective laboratories. = were satisii¢d in the ae i. of the bullets and 


with the slides’ accuracy. d was not present. 


TOPS O 


Ned DOE's final Al report by just eleven days. The final Al report that became the 


foundation of the FBI's subsequent FCI investigation reflected 
It did not reflect the KSAG’s conclusions or the 


message communicated to Deputy Secretary Curtis. 


(SAXFIKD) There is unanimous agreement among those interviewed by the AGRT 
that the Deputy Secretary Curtis briefing accurately summarized KSAG's assessment of 
the Chinese nuclear weapons program, an assessment that tracked the bullets prepared on 
September 8, 1995. The May ]7Z, 1996 briefing was organized around a series of twelve 


slides. The slides are entitled 


wie 


bì 


- l w i s 
do\ has 
never prosecuted tor this compromise. . 
H l i : 
g is correctly represents KSAG’s assessment in 1995. Recently this date 


appears to have been reached in error according to ongoing reviews within DOE. 
12/17/99) Dek 


b6, bt 


(EAT 470) (emphasis added). 


(SATE) Unfortunately, the Deputy Secretary’s KSAG briefing included only -` 
attendees from DOE. The immediate result of this briefing was that the Deputy Secretary 
E of DOE was accurately briefed on KSAG's assessment of the in igence, This accurate | 
1 i 


po 

5 b6 | briefing, however, never left DOE, just d on 

+, 59C - September 8, 1995 was never communicated outside DOE. At the concluston of the 
FBI were notified and 


| 


e 
. . ~ 

= 
r i 
: es 

be . 


AQI 980. Some described this mecting as DOE vetting before DOR 
permitted further dissemination of Ee. Washington. This meeting has 


also been described as arising due to the Deputy Secretary becoming aware that there was 
not uniform support within the labs (or A the compromise’s scope. 


Deputy Secretary Curtis recalled asking for this briefing because he wanted to hear the 
scientist's assessment personally.“? (Curtis 1/14/00) 


YU 


escribed the KSAG briefing to the Deputy Secretary in a 
memorandum to Secretary Richardson dated February 1, 1999. According to 

Deputy Secretary Curtis requested a detailed, step-by-step review of the intelligence, the 
analytic conclusions, and key judgments and that review was led by two highly respected 
boratory scientists, presumably referring to According to 
Deputy Secretary Curtis was sufficiently satisfied with the results of the review 
to direct OEI to proceed with briefings for the Assistant National Security Advisor, DCI, 


__ Chairman, Joint Chiefs of Staff, and others. (FBI 5334-5339 at 35) This description 


remained silent in front of the scientists and Deputy Secretary. 


be ‘ . 

SE) Deputy Secretary Curtis recalled always hearing what he called “a 
buzz” about disagreements within the national laboratories on various matters. Such 
disagreement was not unique to this evaluation and was not atypical to any review 
conducted by multi-lab panels, When asked whether questions ; 
ight have triggered this briefing, the Deputy 
Secretary said it did not. The Deputy was aware of the DCPs skepticism with 


the walk-in document in late 1995 when they discussed ovember 1995 
briefing. (Curtis 1/14/00) a response to a request 
from the Deputy Secretary to ation c opportunity to discuss questions direct! 

with the weapon designers n the [KSAG] chaired by 

0: 2) llama ae 
“the broader study group was reconvened in revalidate the results at the request 


of Charles Curtis.” (FBI 5336) 


1S PSEC 1 A Ey 
gob seems to suggest that this May 17, 1996 bricfing was principally conducted to ensure that 
DOE’s credibility was not damaged hin 


’ Washington. 


(SPMD) Whatever motivated this bricfing, its lesson never left the Forrestal 
Building. No formal report resulted, no letter was sent to the FBI, nor were there an 


Eleven days later 


bi 


J. The reexamination of the predicate in light of the CIA’s withdrawal of the 


walk-in document. 


Oat 


(SFOC) On July 29, 1996, the CIA formally issued a communication 


the earlier recipients of the walk-in document of the CIA’s intention to 


43(SARFT In stark contrast with the late dissemination to the FBI of the walk-in 
document, the CIA is to be commended for the rapid transmission of this information to 


be 


ae 
~ 


al a 
AP bee. 


\\ 


(Id, at 5) 


A After receiving the CA Ss SB ocdered 
b> FBI-AQ to suspend the full investigation on Wen Ho Lee pending DOE’s reexamination 
of the predicate. In a note to SSA I-AQ, dated July 31, 1996, SSA 


DOE con usion was a major asis for above full 

pa ` FCL AQ should temporarily stispend investigative activity until DOE HQ and FBI HQ 

- can sort out this new information. (S)"*" (AQI 992) SSA ended the full 
investigation pending DOE's revalidation of the underlying predicate and a review of the 
matter bn OIPR. 


. goé Bae This reexamination of the walk-in document by OEI was limited to a 
yb, VIC small group including i Recent! wrote Secretary 


ae See FBI 11638 to FBI 11644. The FBI, apparently accepting the 
CIA’s waming, did not seek prior to 1999 to question this source for additional leads 
relevant to the Kindred Spirit investigation. 


os 


-oğ 


os eo amas 
e 
-. 


“ 
© mm $ AO te amne, te soa 


6 00 sahdha moot amn ames a 
. 


Richardson 
W reference to the OLI's reexammiation of the predicate subsequent to athe CIA’s alert, 

bic 

(Id, at 3 


(SFOC) On oo 7 1996, OEI met with the FBI to reaffirm the predicate 


and provide a letter fro to Section Chief Jerry Doyle, FBI, reaffirming the OEI 


analysis of the Chinese nuclear weapons pro despite the CIA recall/reissue cable. In 
and SS Unit 


attendance at this mecting wer ut 
Chi ief Doyle. (FBI 662; see also FBI 11725) The OEI Kindred 
‘ th i (FBI 675) 


bl 


Judgm 
otlices responsible for dissemination of this information and nal do not 
disagree with this assessment."“** (FBI 668) § 


bi 


investigation. (AQ 1008-101 1) CDG standby their oa conclusion"). 


SORIO) Although OEL réstricted the number involved in reexamining the 
walk-in intelligence in light of the CIA’s: no member of KSAG disagréed with 
the outcome whea interviewed by the AGRT. 


ens b y 
1996 and remains true ` 
today. The AGRT will ne not. tadd to whati is already an ce list of proffered 
motivations for this behavior (ranging from an inadvertent mistake to testing fora 
reaction from the United States in an effort to validate particular information in the 


dooument). 
316 


Sa f ! 


K (U) The FBI's inadequate review of the investigation's predicate 


The FBI understood the OEI assessment to b 
\ | 
V After receiving DOE's AI report and opening a full investigation on the Lees, the FBI sct | | 


a lead to formally record the predicate for this full investigation. This lead resulted i 
oF FD-302s recording the. interviews o | 
goe interview included a discussion of the broad dissemination of the compromised 
information as well as unique design features of the W-88 that the intelligence never 


ay iu | demonstrated were compromised, 302 attaches the OEI Kindred Spirit 

“OF” | chronology which suggests a split within KSAG (whose membership is identified) among 
ee a -the labs and CIA. These interviews did not cause the FBI to question the accuracy of the 
8 DOE assessment. Like S. 1995 communications to FBI-HQ, these 302s 

: remained in the case files at FBI-HQ and FBI-AQ without any impact upon the course of 


this investigation. 


< 


UND P P n. ronem o- 


A conference call between SSA ED SS and SA 
n June 10, 1996, discussed what immediate steps needed to be taken in this 


fF 
10 ae 
Wye twas requested that this lead be | 
V i ugh FDOE.? (AQIL 954-56 A5 ‘On July 2, 1996, there | 
was a meeting at FBI-AQ attended by Section Chi d SSA m | 
: Head and Thomas J. Kneir (SAC), (ASA n SA j 
ae discuss the investigation. At this meeting SS rovided a two- a 
478 . page document listing a series of known facts. (AQL957; AQI 959-60) These known 
: facts repeated the inaccurate assessment briefed to the FBI by OEL The FBI began from 
ATT 


E poe je U) sa S- IB wes helpful getting the agents into the Forrestal 
bt fod Building and guiding them once inside. He was not aware tha 
, Al. $1200) 


the | 


\ol 


l IEN reid sis iis leads for the field was a “lead for a d 
1400 
- handwritten notes, FBI = In the EC sent to FBI-HQ to record this meeting, SA 


ee a 


ni 957-960 at 59) a a scrics i Ea a wanted set at the outset 


of this investigation. (AQI 957) SS even told AQ that these leads should be 
covered in FD-302 format reports shared with Headquarters as opposed to ECs. 


wrote "SS Iso requested a lead be set for WMFO to have the DOE 
scientist interviewed who did the intelligence analysis. (S)"*** (AQI 958) 


ee 23,1996, SA SED sct the Iead to the WMFO. The EC, 


copied to SSA captures several pages of background on the working group’s 
conclusions taken from the final AI report. Among this background material is language 
lifted verbatim from DOE’s final AI report misrepresenting the working group’s 
conclusion. 


U) sa Beve: spoke directly with SSA uc recalls receiving a ten- 
page pamphlet on fission/fusion as background before the interviews. y 18/00) 


we: 

) When interviewed, SSAC tated that the case agent should have 
come to ie to cover this lead personally. He thought the EC after the October 
31, 1995 briefing was.inadequate and should have been recorded in FD-302 format. 
2/15/99) While this criticism has merit, it clearly was not included among 
SSA instructions on July 2, 1996. The te E ViA io DE EEE 


onally familiar with the OEI briefing, been present 


in interview he would have understood o describ 
differen assessment — that reached by KSAG — than that briefed to the FBI. ee 
interview presented the first, and only, time the FBI spoke with a nuclear 
scientist who participated in KSAG until just recently. 


OPS 2 fA 
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b] 


andi isan clement with which the case agent should have personally familiarized hi 
ws were conducted by WMFO . 
n the October 31, 1995 briefing, but 


itty sai eet 


own role in this interview. . 


The actual lead read 


oe pees (1d, at 99). On August 19,1996, the 
OEI chronology includes as an addendum to the OEI/FBI meeting: "The FBI indicated 
that in a couple of weeks an Agent from the Washington Field Office would want to come 
to NN-30 and meet with someone to take a statement. Caution was given not to say 
anything that one would not be comfortable testifying on a witness stand.” (FBI 675) 


OnS tember 18, 1996, SA ent FD-302s for 
FBI-HQ and AQ.“ 


his 


one by Department of Energy (DOE) scientists and Central Intelligence Agency 


wy The source for these names within FBI’s files on July 23, 1996, may have 
been S 995 communication which identifi ed {Ee 2s the 
chairman of the working group and described as the final arbitrator of any 
dispute within the group. SSA amended his suggested lead, at least on his own 
copy, to incorporate these two names. detailed to Washington, b 
at LANL. Ulti n, WMEFO covered th interview, but SA 
never interviewed in LANL. ‘There is no that SSA 
ifically requested SA to intervi wever, SA 
' the author of the earlier cable, presumably was equally aware a 


role. was not interviewed until late 1999. He was never 
interviewed by S 


“(85 The interviews were delayed duc to the suspension of the investigation 
during DOB’s reexamination of the predicate after th 


| i 999) 


(CIA) analysts in forming his opinion.” (AQI 01039-40 at 39) 


providing the FBI with a letter reaffirming 
DOE’s assessment of the walk-in documen 


Meee This statement reflects how 


KSAG?’s review was something 


wanted wra ped up so the investigation into the Source of the compromise could begin. 
f the Chinese ability to. have 


advanced their program indigenously. 


he investigation’s inaccurate predicate. He 


done by DOE, which looked at DOE laboratories (Lawrence R, Los Alamos, 


= CRON} This statement is a inaccurate summary of KSAG’s assessment, . 
although consistent with both the OEI briefing ber 31, 1995 and the inaccurate 
representations recorded in the final AI report. 


Y \ oÉ Sandia, and Rocky Flats) involved in the development of the W-88. According to 


vaL 


$ (AQI 1040) 


briefing. Nothing i 
described in the final Al report. In fact, the interview reinforced the FBI’s understanding 


of the predicate. 


oh | 
QE, (EANPRD) On September 13, 1996, the WMFO agents interviewe: 
who maintained the OEI chronology and presumably recorded the earlier entry 
cautioning against saying anything one was uncomfortable repeating in a courtroom) had 


Yo 
vale : 
not received notice of the agent’s security cl ces and was therefore "hesitant to 
discs lasted mater.“ (ACI 1037) Alp 


p usp identifies SNL as covered during the AI. This is inaccurate. SNL 

TES was not among those locations visited during the AL There is-no discussion of SNL in 
ee the final AI report. There is no record the investigators reviewed any files from SNL _ 

eee while at the Albuquerque Operations Office in February 1996. f the 
i DOE Albuquerque Operations Office, when interviewed by the DOE IG, stated that 

ed with a list of 25 files from LANL that he wanted pulled so that they could 

- be reviewed. id not identify any SNL files reviewed by the investigators. SA 


WR: -cici only reviewing LANL files at AL. SB 12/14/99) 


(u 
“SY Neither agent had a Q clearance, although they told 


i necessary, they would retum after obtaining such a clearance. 
agents obtaining the clearances, but rather spoke generally to them. 


aO O OO 


if it was 
id not insist on the 
1/18/00) Had 


wanted to keep the interview gencral and that 
Doe he was uncomfortable saying anything without first obtaining the approval of his 
bb)’ superiors within DOE. 1/18/00) Because referred to his Kindred Spirit 
45 | chronology during the September 13, 1996 interview, the FBI agents asked for a copy. 
This request reflects the competence of the agents tasked to cover this lead. told 
the agents he would ask Trulock to review the chronology and approve its release to the 
FBI“? (AQI 1037) 


= (SATEYOCIRD) BB.. the agents he initially led the working group that 
0 MA assessed the Chinese nuclear weapons program in 1995. (AQI 1041-43 at 41) 


b b t concluded in April 1995 that United States nuclear weapon’s information 
AC had been compromised. (Id.) 
V bi a derivative classification 
boratory classification guide." (1d.) 


bl 


4 
wee sA- conducting the interview, he would have had the necessary 
. clearance. 
On September 16, 1996, threc days later, by secure fax, MBB provices the 
: € Kindred Spirit chronology to the FBL This chronology began with the first 
po emorandum to Trulock in April 1995 and was current through MDD. 
Yb interview on September 13, 1996. Because the chronology was shared with the agents 


after the interview, they were unable to go over it with n September 13, 1996. 
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. orge 
© We 
webs, 
. a’ 


‘ - (FB1 694-95 at 95; AQI 1046-47 at 


o EN the wide dissemination of the compromised 
information. He specifically identified'both contractors and the Department of Defense 
as potential locations where the compromise may have occurred. “When asked from 
where and when the Chinese might have acquired the information, MMM said it 
would be very difficult to say, as the W-88 is a deployed system. Deployment means that 
the plans would be available to various groups of people such as the US Navy (the W-88 
is used by the Navy), contractor personnel and other involved personnel apart from the 
Department of Energy." (Id. at 95 and 46) 


The FBI sought to record the predicate, not challenge it through this lead. This 
distinction probably explains their failure to react to the content of interview 


“87 SA Woud not recall how e to be included within the 


lead, but thought it tal a Io 0 ix ing his interview 
or because asked the agents to _— a and 
onl was in Washington. 1/18/00) © 


ifically recalled asking | R the information’s 
ad told them that LANL was the likely location for the 


dissemination because 
compromise. jh /18/00) 


b\ 72 Although he allowed that one never can say never, 
i ely based on the intelligence he has seen. a d : 
ithin the working group from this consensus position. added that : | 


"OFr rA 


upon receipt. Neither the case agent in the ficld nor the supervising agents at 
Headquarters recognized the clear discrepancy in this interview and the predicate 
communicated to the FBI. B was nol interviewed further by the FBI until 


recently.” 


hen interviewed by the AGRT, emphasized 


and as a result he lacks credibility. 7 


) 
AS) the FBI did take a few initial steps to review the predicate for this 
investigation, but, significantly, it did not follow up on those steps with additional 


Jo R an affable scientist whọ would have been readily accessible to the 
FBL He is succinct arid easily understood, despite the complicated subject matter. 


bl 


made the effort to contact him. 


A (SIIRA) 


TOPSEER re 


oot eh 
p ic interviews to clarify important conflicts captured in the 302s. Had Sa 
bY) SSA sought out they would have come to understood the 
inaccuractes not only in the OEI bricfing, but also in the Al report. orang 
SS ailcd to interview who was at LANL and not > HQ 


hould have insisted that crore this lead 
failed to identify the composition of the OEI working group, 
KSAG, so that he would know who at LANL was aware of the Chinese documents and 
already aware of the compromise. These individuals could have been intervigwed 
without any expansion of the number of individuals aware of the compromise. SA 
present when, name were mentioned on 

ruary 13, 1996. These members should have become resources to guide the FBI 

investigation at LANL. WMFO covered this lead and interviewed two subjects beyond 
the one identified by the case agent. The results were recorded on FD-302s and then 
apparently ignored by both the field and Headquarters. 


L. LSY The CIA’s independent assessment of the Chinese nuclear weapons pro 


CAPYOCIRD) After receiving the AI report on May 28, 1996 and completing the: 
three predicate interviews in September 1996, the predicate for this investigation was left 
unchallenged until ASAC Lueckenhoff began to question it in December 1998, with one 
exception. That single exception is a 1997 review of the Chinese nuclear weapons 
program by the CIA. The CIA’s written report was shared with the National Security 
Council, DOE and the FBL This Chinese Nuclear Warhead Paper accurately 
the walk-in document, a document that the FBI received o 


d (FBI 12365) ‘The CIA report was provided 
to the FBI on September 11, 1997.’ It should have led taa compreheasive reevalpation of 
the predicate. It ee not, f 


, %8 uest for a CIA assessment 


yr (en In July and August 1997 MEE. :2c:00s senior government 
W,” officials on his analysis of China's nuclear weapons program. That bricfing presented an 


ae 
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ON A ATTTIN 


alarming portrait of Chinese efforts to acquire United States nuclear weapons 
information.‘” 


y4 
p% et DOE and CIA records indicate A of National Security 
= TANS Council ("NSC") during this time period as well. (DOE 3420; EAT 180) On August 5, 
) 1997, Sandy Berger, the President’s National Security Advisor, asked for a CIA 

evaluation ERM concerns. (EAT 180) 

mae) | | 
£3) That evaluation was begun in mid-August and completed by the end of the 
month, It was delivered to the NSC on September 5, 1997, (EAT 181) and to the FBI on 
September 11, 1997. (FBI 12388, 12360, 12361) 


U) 
2. Qy Background and limitations of the CIA assessment 


sky is falling” 


x a: l 
A In one FBI document it was referred to i i 
it the tmare presentation.” 


briefing. (AQI 5337) Another FBI document dubb 
(FBI 12312) 


414 


b\ 


(2$ There were several noteworthy limitations to the CIA assessment. First, the 
analysts prepared it in just two weeks. Second, it was never 
intended to confron ead on.” Third, the analysts never addressed 


oct bb, BIC 


O53 RS 


KSAG's findings or interviewed the KSAG experts.” Finally, the original draft was 
completely rewritten to create a much shorter and less detailed product.*” 


(u) 


Since neither analyst was familiar wich Sy 


U. so they could become familiar with and assess the briefing’s 
content. That briefing took place on August 13, 1997. 
WE cates that a series of slides. 


oot 
l bb bi 3. 


yl 


' é ome E tees 
so OS tfaou i esas seen. 
. . si . 
` 
m~ oe 


CSA) These slides, revised over r time, are entitled “CHINA'S STRATEGIC 
NUCLEAR MODERNIZATION PROGRAM” with the subtitle “DOB Nuclear 
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unng the briefing, gave names to answer any 
questions and provide whatever other assistance the analysts might require. The analysts 
| DoE Lb . 
WI 


Weapons Laboratory Contributions to Chinese Strategic Breakthroughs.” The set 
provided by DOE numbers thirty-four slides, with several repeated slides. (DOE 1870- 


i Attomey General Janet Reno, 
qe | FBI Director Louis Freeh, Deputy Secretary Charles Curtis and Dan Galington, Deputy 
(bb Counsel, OIPR ~ cach of whom were interviewed by the AGRT, were unable to recall in 
specific detail the representations made by The CIA analysts, unique because 
they understood both the topic and available intelligence, were able to recall specific 
representations from The analysts were also focused on the briefing’s 
content given their assignment. 


P TOP SESE SE 

0 , , 

? ye did speak vii iii Neither expressed significant 
) 


— with the CIA's assessment of the Chinese nuclear weapons program. 


4, y¢ CIA assessment paper 


suppo 
Ilection of KSAG's assessment and he rapidly points to the 


ro> cr i =) 


gor 
“ib wie ‘Cees 


(SBIFOT) In addition, it appears that in the pursuit of brevity, much of the 
qualifying language used by the CIA analysts was removed from the final sition 
46 


"OC | — 


(EAT 445) 


5. Hl ine FBI addendum to the CIA assessment 


(OMFIRBY In an amazing example of circular reasoning, the CIA's position paper . 
_ attaches and incorporates a written submission by the FBI. Not only would the FBI fail to 


recognize) 


h On September 4, 1997, 
FBI’s written submission. (EAT 472-476) L 


The attach iment summarizes various FB a 
investigations including Kindred Spirit: 


A\ It would also be lost on the FBI when they received the 


final paper. . 


b\ 


OM, Ko 


bt LIC 


e seo 
$ cot 
. + t@ ae . 


(SHARD) On September 5, 1997, Section Chief Steve Dillard, Unit We- 
to 


provided an in-depth review of the Kindred Spirit investigation 
atthe NSC. (id,) After the bricfing, the NSC 


1086) This resulted in a time line, dated September 8, 1997, outlining the 
predicate in support of the FBI's investigation. It was forwarded to the NSC in 
preparation for the NSC’s briefing of NSA Berger on September 9, 1997. (Id) This 
outline clearly records the inaccurate briefing piven the FBI by OEI on October 31, 1995. 


(FBI 13024-26 at 25) 
c outline includés important dates‘relevant to the walk-in document. On September 

10, 1997 requested the appendix to the CIA’s position paper from the FBI. ss, 

OIPR, which had previously approved the oral briefing of the NSC by the FBI (FBI 

01085), also approved the dissemination of this information to the NSC on September 11, 

1997. (FBI 12388) The appendix was sent to the NSC by facsimile the same day. (FBI 

1088) 


) 4 


£8) On August 29, 1997, Unit Chie d SS ttended a CIA 
meeting to review and contribute to the DI’s paper addressing the PRC threat to the labs. 
(FBI 15752) Trulock was also at this meeting. During the meeting 


CAFR) Sometime between August 29, 1997 and September 11, 1997, Trulock 

wrote DCI George Tenet a letter which was described by one CIA officer 
(FBI 12388) Trulock wrote: “we would be remiss in not expressing our 

concems regarding both the overall analysis and several of the key conclusions, In our 


judgment, the DI paper.contains a number of important flaws." (BAT 384-85 at 84) 
ly 


| | (Du) 


uan 


"7 (EAT 384) 


ery The analysts wrote an internal response dated September 30, 1997, 
“We agree with Notra’s assessment that the National Laboratories have a CI problem and 
w fully support DOE's efforts to combat this problem. We were asked to conduct an 

bb ye | independent analysis o We tried to 


) convey the known acquisition of US nuclear weapons design information and put it into l 
pan (EAT 386-87 at 86) l g i 


w 
7. fy The October 15, 1997 NSC briefing 


b} 


and was not preséiit. The DOE contingent arrived forty minutes into the briefing 
had already begun with the CIA assessment.” Although the CIA’s brief was in ninety- 


five percent agreement with i and 
focused on the five percent which! c analysts believe that |. 


a 


2: 


Nahe. 


sore te eee 
. seem te eeeee o 


The DOE contingent was late because of their attendence at the | 
Frech/Tenct/Pena meeting, concerning PDD-61, also taking place that day. | 


8. K The FBI's failure to recognize the significance of the CIA’s assessmen 


(SDICEFRD) A copy of the CIA’s final paper, bearing the facsimile date of 
September 11, 1997, was provided to Director Freeh as part of a briefing package to assist 
the FBI/CIA effort to improve the counterintelligence program within DO 


ithe LANL, and S-10 accompanied B to NSC, but did 
nizi UW | not speak. 


ii EE WMO 
8f The CIA analysts all emphasized that they were largely in agreement with 
that DOE had serious and legitimate counterintellizence concerns in this area. 


national laboratories: 


a m 
+ sewe: 


u . . 
-XSF Tt is not clear whether Director Frech made these notations in 1997 or 1999. 


; Tor Cere n OX 
os (SOHO) Thus, Director Frech recognized that the CIA paper was clearly taking 
ý AL the positior But that point - and its implications - 


i$, needed to be understood at a far lower level within the FBI, specifically at th 
level. For it was the ersonnel ~ specifically Unit Chic and SSA 
- who had read the AI report and received the October 31, 1995 It was 


at this level that the message needed to be received and understood that there was a 
fundamental contradiction between what DOE had told the FBI and what the CIA was 


telling the FBI. It was received, but it was not understood. 


(SALPOT) The CIA’s review of China’s nuclear weapons program in 1997 
‘represented the last opportunity to correct the predicate as it was communicated to, and 


M. wy. The impact of the inaccurate predicate upon the FBI’s investigation and current 


developments 


c FBI's complete and uncritical acceptance of the AI report's 


pe _ tor was compounded t 
ee . selection of Wen Ho and Sylvia Lee as the subjects of their investigation. The AI was 
soe . accepted by the FBI until December 1998 when ASAC Lueckenhoff raised serious 

we concems over its content. The inaccurate predicate survived for months longer. Only in 


March 1999 did the FBI begin to recognize the error when they first visited SNL. At 


ar Deets is no indication that the CLA assessment was ever shared with 
FBI-AQ. 


lem: CICO) 4 Cod v 


SNL, the FBI, by chance, spoke with <i an original participant of KSAG, 
and began to appreciate the predicate’s inaccuracy. 


UD 


akoy This fact, which may or may not be a coincidence, 
been discovered. KSAG did not recognize the coincidence in 1995. 


has onl recently WE 
ae o 
T EC) 


ysis may or may not represent the final word on this subject, but 1t 1s clear that this is 
precisely the type of rigorous dissection that the walk-in document required in 1995 and 


1996 and requires today. 
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(SOHNOSRPY Parallel cffors, by the FBI and DOE OCI, are presently underway 


This effort has already demonstrated a broad dissemination among various 
DOE components, DOD components and contractors. It has also identified documents 
disseminated befote the 1984 window established by KSAG and utilized by the AI. 
observed that they “didn’t recognize the fact that i in the interface documents” this 
“information is shared with a larger n ."_ “It was a blind spot" in 


DOE | their 1995 analysis. 
(o) 
WO 
3 These documents were widely disseminated 
| DOE at SNL have identified 


eX") documents in the early 1980s that were widely disseminated which contain the 

Want compromised information. In an effort to acquire an accurate understanding of the 
predicate, the FBI has assembled a task force to interview the original participants of 
KSAG and identify what information has been compromised and which documents 
contain that information. This effort, combined with the ongoing review by DOE OCI of 
W-88 documents to determine which contain the compromised information, should focus 
the FBI’s future investigation on the information which was compromised to the Chinese. 
These efforts will better define those materials which represent the universe of documents 
capable of having been the source of the compromise. Whether that will also identify the 
individual or individuals responsible for the compromise is more difficult to predict, 


taalo i 


E 
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CHAPTER SEVEN 


(U) THE DEPARTMENT OF ENERGY'S ADMINISTRATIVE INQUIRY: 
SEPTEMBER 1995 TO MAY 1996 


Questions Presented: 


Question One: (U) Should the FBI have asserted “primary investigative 
jurisdiction" on this matter in September 1995? 


Question Two: (U) Did the FBI unduly defer to DOE? 


Question Three: (U) What was the purpose of the Administrative Inquiry 
CAT")? 


Question Four: (U) What investigation was conducted in support of the AI? 


u) 
Question sgl aaa How did the Al’s investigators’ misunderstanding of the 
predicate affect the AI? 


Question Six: (U) What contribution did the FBI make to the AI? 


Question Seven: (U) How were various drafts of the AI altered, and toward what 
end? 


Question Eight: (U) Did the AI report transmitted to the FBI accurately reflect 
the predicate for the investigation? 


Question Nine: (U) Did the AI report transmitted to the FBI make premature and 
unwarranted judgments concerning Wen Ho Lee and Sylvia Lee that invited and 
encouraged the FBI to focus exclusively on the Lees? 


Question Ten: (U) Was a full investigation on Wen Ho Lee warranted? 


Question Eleven: (U) Did the FBI's own failure to conduct a full and thorough 
investigation contribute to and magnify the defects of the Al? 


Question Twelve: (U) Was the Administrative Inquiry report's selection of Wen 
Ho Lec the product of racial bias? 


(U) PFIAB QUESTION 49: Whether the FBI appropriately relied on technical 
opinions provided by the DOE? 


A. (U) Introduction 
u) 
pa DOE conducted the initial investigation into China’s acquisition of 
classified information concerning the W-88 warhead design. This investigation, called an 
Administrative Inquiry ("AI"), culminated in a forty-one page written report with four 
attachments. Completed on May 28, 1996, the report was provided to the FBI “for your 
information/action."* . 


Bs The AI represented a woefully inadequate investigation into the “facts and 
circumstances relative to the logs of the W-88 weapons design information." (FBI 00375) 
The final report was so poorly written and organized that this alone made it difficult to 
evaluate and comprehend. More significantly, it contained very serious deficiencies, 
including numerous inconsistent.and contradictory statements as well as unsubstantiated 
assertions. Other deficiencies lay just beneath the surface; even a cursory investigation - 
had it been done by the FBI - would have revealed them. i 


Ai , (SRBINE) Principal among these deficiencies was the very foundation of the 
; i Yl investigation itself, the predicate. 


Cla 


leo. AMemema o orna 
e. ee 
* 


© (U) See AQI 00886, DOE 02406: “Hand carried [and] Delivered toiii 


T [on] 5/28/96." 


h, ies 


Wy 


Y) 


ata 


was blatantly inaccurate. It was truc that a working group of nuclear weapons experts had 
been assembled by the Director of the Office of Energy Intelligence ("OEI") “to conduct 
an in-depth review" of the matter. And it was also truc that this group, called the Kindred 
Spirit Analytical Group AG"), was composed of highly qualified nuclear weapons 
designers with access t 


The working group's concise and limited 
conclusions were never shared with the FBI. Instead, the FBI was misled. 


GAP) By mischaracterizing the predicate, DOE compromised and undermined 
the FBI’s own investigative efforts. This is not to say that Wen Ho Lee did not warrant 


He did. Rather, it is to say that the mischaracterization of the 
predicate in the AI caused the FBI to ignore and exclude numerous other possible subjects 
and numerous other possible venues which might have been the source of the far more 
limited compromise definitively established by KSAG. _ 


YU 

Cw he final report transmitted to the FBI was the product of an editing process 
that ultimately converted the AI from a broad identification of potential suspects to a 
virtual indictment of the Lees. These editing changes materially altered the scope, tone 
and conclusion of the report and made it that much more likely that the FBI would focus 
solely on the Lees. Remarkably, the FBI agent detailed-to support the AI did not 
participate in, nor review the changes made to the AI, during the final two months before 
DOE delivered it to the FBI even though his name appears on the final AI as one of the 
two “Case Officers" for the AI. Althougli this editing process deleted numerous avenues 


_ for additional investigation, certain leads did survive the final edit. The FBI ignored 


them, embracing instead the Al's grandiose claim that Wen Ho Lee was “the only 
individual identified during this inquiry who had the opportunity, motivation and 
LEGITIMATE access." Upon receipt of the final AI report, the only “action” taken by | 
the FBI was to open and conduct a full investigation on Wen Ho Lee and his wife, Sylvia 


Lee. Until December 1998, no one within the FBI questioned the Al's assumptions, 
content or conclusion. With onc exception, no further investigation was conducted, or 
even contemplated, by FBI Headquarters or by the case agent in the field.“” 


U) 

@, he FBI’s own lack of investigative interest in looking beyond Wen Ho Lec 
and Sylvia Lee magnified each of the Al’s defects. Mistakes made during the Al were 
not corrected during the subsequent FBI investigation. Locations ignored during the 
DOE AI were also ignored by the FBI. Individuals missed by the AI were also missed by 
the FBI. With the exception of Wen Ho and Sylvia Lee, employees identified in the final 
AI report as having both access and travel to China were not investigated. Leads 
identified, however fleetingly in the AI report, were not pursued by the FBI. 


u 
) The AI undertaken by DOE should have at a minimum: (1) repeated 

KSAG’s concise and limited assessment of the compromise; (2) identified the universe of 
locations which received the limited information known to have been compromised; and 
(3) collated visitation and travel records for those locations within DOE’s umbrella. This 
was not done. Instead, DOE mischaracterized the predicate and then settled on Wen Ho 
Lee as the “most logical suspect." When the AI report was given to the FBI, it did not 
encourage and facilitate a broad and thorough FCI investigation but, rather, it focused the 
FBI in on the Lees. The FBI compounded this error by never critically examining the 
investigative steps leading to the selection of the Lees or the exclusion of others. 


u) 
C Recent assertions of impropriety in the conduct of the AI have been made b 


claimed that the AI was not a vigorous counterintelligence inquiry, but a mechanism to - 
summarily finger a Chinese American. The AGRT has found no evidence of racial bias. 
claim is parti ironic 


1 


Cex That one exception was a December 1997 instruction from NSD to FBI-AQ 


to open preliminary inquiries (“PIs”) on mentioned in the Al. 
FBI-AQ ignored the instruction and FBI- not insist on the opening of the PIs until 
March 1999, 
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complaint is really an attack on the Al’s lack of rigor in its assembly of a list of possible 
suspects, that is certainly a claim with merit. Wen Ho and Sylvia Lee should never have 
been the sole suspects upon which the Al ultimately focused. 


Certe AI should have been a sieve resulting in the identification of a number 
of suspects. Instead, it ended up as a funnel from which only Wen Ho and Sylvia Lec 
emerged. That was not because they were of Chinese heritage but, rather, because, one, 
other suspects and locations of potential compromise were improvidently and improperly 
rejected, and, two, Wen Ho Lee came to the attention of DOE already "tagged" as a prime 
candidate for suspicion. Indeed, Wen Ho Lee’s name first appears in DOE’s “Kindred 
Spirit" records in June 1995 - long before the AI even began. This is not to say that the 
results of the AI were preordained. A knowledgeable and experienced FBI agent had 
been involved in the early phase of the AI and there is nothing to suggest that he viewed 
the AI as designed to achieve a particular result. It is to say that the AI did not need to be 
preordained. Given its slap-dash quality, its flawed rationales, its complete 
mischaracterization of the predicate, and its queer mash of intense review of some 
pertinent records and complete ignorance of other venues of compromise, once Wen Ho 
Lee was "tagged" with the patina of suspicion, the AI was all but over. He would be “ir.” 


B. (U) The FBI’s undue deference to DOE 


wo The decision to conduct an AI was separate and distinct from the decision 
to have KSAG assess the Chinese nuclear weapons program. KSAG’s assessment .. 
addressed the larger issue of whether the Chinese had:compromised classified 
information, while the AI focused on the possible locations and sources of any 
compromise. Both decisions were discussed with the FBI. The FBI deferred to DOE in 


both instances. 


TOS SA 


(SATI The FBI's willingness to defer to DOE as fo the initial assessment of 
\ TIE 3% KSA, 
Composed of representatives from within DOE, the Ceñtral Intelligence Agency ("CIA") 


and the Defense Intelligence Agency ("DIA") was clearly better positioned than the FBI 
to initially assess any compromise.°” 


T 
We The Al, however, was a very different matter. The FBI's deference to 
DOE in the conduct of the AI was unfortunate and inexplicable. Unlike the deliberations 
of KSAG, which required expertise unique to DOE, the AI was essentially a foreign 
counterintelligence investigation, a matter which required expertise peculiarly within the 
expertise of the FBI. 


(SBDARES There is no evidence of any debate within the FBI addressing the 
wisdom of deferring to DOE. DOE announced its intention to conduct an AI and sought 
“oh an FBI detailee to support its inquiry. The FBI concurred in DOE’s decision and detailed 
vay | SA to the AI. SA maintained minimal contact with FBI-HQ. Essentially, 
} the FBI simply awaited DOE’s anointing of a suspect. 
b\ 


Remarkably, the FBI even closed its own oe inquiry on Wen Ho Lee 
in deference to DOE’s AI. 


309 Rees This does not mean that the FBI should not have monitored KSAG’s 
work. It should have. It was invited to do so, and it declined. 
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1. (U) Notification to the FBI of the decision to conduct an Administrative Inquiry 


u). 
by The decision to conduct an Al originated within DOE. DOE's decision to 
conduct an AJ was made with the full knowledge and consent of the FBI” 


ae pot T It is unclear who initially formulated the plan to conduct the AI within 
yit DOE. wrote an investigative plan dated June 28, 1995. 8/4/99; 
bb 2 =i 8/10/99) identified i with the need 
to conduct an internal inquiry. eptember 
25, 1995 letter to the FBI formally notifying them of the AP’s initiation. (Baker 2/2/00) 
Deputy Secretary Curtis recalled directing the initiation of the AI in November 1995, but 
this appears to have been more of a formality since the AI was already underway at that 
point. (Curtis 1/14/00) 


The two agencies had previously defined their respective 
counterintelligence responsibilities. The Memorandum of Understanding (MOU) 
between DOE and the FBI, dated October 1992, controlled the coordination and conduct 
of counterintelligence activities. (FBI 20757 to FBI 20761) The MOU defined and | . 
coordinated responsibilities “between the agencies regarding alleged or suspected 
counterintelligence activities” and thereby established “an efficient and expeditious 
channel of information [which] should better protect United States national security.” 


Ald. at 57) 


w The MOU imposed on DOE a requirement that the FBI be promptly notified: 
“At the time a DOE administrative investigation discloses information or allegations of 
possible intelligence activity or unauthorized contact on the part of DOE personnel with 
a foreign power, the matter will be promptly referred to the FBL If the FBI declines 
primary investigative jurisdiction, DOE may elect to continue to pursuc necessary leads 
as appropriate to resolve the allegation or facilitate administrative sanctions.” Jd. at 60. 


Oera a 


(SRE) The FBI received numerous notifications from DOE of its conce 


b | E was concemed that it not violate any notification requirement with respect 
Qa b, bac to the FBI. (Trulock 10/12/99); MMM 8/4/99); MMB 8/10/99); (Curtis 1/14/00) 


ASANTI The FBI received at least three notifications of DOE’s suspicions prior to 
the Al’s initiation. First, in July 1995, DOE briefed the FBI of its concem and 
provided a copy of its proposed investigative plan. Second, on September 25, 1995, DOE 
informed the FBI that the KSAG working group had concluded to 


b) 


e same letter 
announces DOE’s intention to conduct an AI and asks for the FBI’s support in the form of 
a detailed agent. Third, on October 31, 1995, the FBI was briefed on the particulars of 
KSAG’s assessment and was given a presentation outlining the AI. 
C i 

` LBY The FBI could have assumed “primary investigative jurisdiction" at any point 
during these notifications. Instead, the FBI simply requested that it be kept apprised of 
developments and deferred any decision until the AI was concluded. In part, this was due 


Oy 
33 (SY The notification requirement on DOE is imposed by both the MOU and 


statute. Section 811 of the Intelligence Authorization Act for 1995, entitled 
Coordination of Counterintelligence Activities, requires that the FBI be immediately 
notified of any compromise of classified information. Section 811 (c){1){A) states: “the 
Federal Bureau of Investigation is advised immediately of any information, regardless of 
its origin, which indicates that classified information is being, or may have been, ; 
disclosed in an unauthorized manner to a foreign power or an agent of a foreign 

power. ..." This ongoing obligation also requires that the FBI be infonmed of all actions 
undertaken with respect to the compromise: “{FJollowing a report made pursuant to 
subparagraph (A), the Federal Bureau of Investigation is consulted with respect to all 
subsequent actions which may be undertaken by the department or agency concemed to 
determine the source of such loss or compromise. .. .” Section 811 (cX1)B). DOE | 
complied with this provision. 

eo u 

E +43) There may have been an additional notification. The OEI Kindred Spirit 


chronology includes an entry reflecting a meeting between DAD John Lewis and Trulock 
on June 23, 1995, that cannot be confirmed from the FBI's records. 


. (See Lewis 


7/6/99) At one point, DAD Lewis wi j o have observed that 


DAD Lewis approved detailing a FBI agent to participate in the Al 
eferred further action until the final report's production. (Lewis 7/6/99) 


(wW 
a. (8) DOE's first notification of the compromise to the FBI 


) 

Sir) ‘OEI first notified the FBI of its preliminary concem and investigative plan 
in July 1995. On July 6, 1995, CID, OEI, briefed SSA GRP on 
Kindred Spirit. OEI’s investigative plan, dated June 28, 1995, was provided to the FBI 
cither in advance of, or in conjunction with, this briefing. According to a DOE 
memorandum, “SSA SA completely supported OEI’s initial requirement to conduct 
a Damage Assessment to determine, to the extent possible, that the Peoples’ Republic of 
China ("PRC"), had access to US warhead design information or that there was at least, a 
high probability that they had accessed said information. SSA QB stated that at this 
point, there was insufficient evidence to warrant the initiation of an FBI full field 
investigation." (DOE 03487) SSA requested the FBI be kept informed “of any 
significant developments." (DOE 03487) OEI’s investigative plan articulated its 
intention to adopt a two-pronged approach to whether the Chinese had compromised 
classified nuclear weapons information. The first prong involved assembling a working 
group composed of weapons design experts to review and evaluate the intelligence and to 
provide an assessment of the Chinese nuclear weapons program.** The second prong 


bI oO 


a not rat the FBI a copy of the 


walk-in document until 


bb KY tis possible, however, that SSA S might have scen a copy of " 
l the walk-in document before its formal release to the FBI. He says he did. CEED 


12/15/99) 


nT) A copy of OEI’s investigative plan was in the FBI's files. This copy is 
signed by and bears the handwritten date, June 28, 1995. SSA GD made two 
comments on this plan. The first comment concems (BR characterization of the 
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involved conducting an Al to define the universe of possible suspects within DOE.” 
This prong would pursue leads “for the purpose of narrowing the scope of the inquiry to 
specific laboratorics, periods of time and personnel who would have logically been 
involved in the weapons design development." (DOE 03206) 


(SPRI) On July 13, 1995, Kenneth Baker, Acting Director, Office of 
Nonproliferation and National Security, and Trulock briefed DAD Lewis and SC 
on DOE’s preliminary assessment that the Chinese had penetrated DOE. This meeting 
followed QB carlicr bricfing of SSA MMB “Trulock advised that he was 


working group’s comprehensive review of the intelligence: “I would limit the scope or it 
will take too long. We only need, at least initially, a warm gun barrel.” FBI 00336. The 
second comment concems 


12/15/99)- Fat bE, 67c 


SAF) The 


stressed that OEI never undertook to examine agencies or facilities outside DOE’s 
umbrella due to their lack of jurisdiction and authority. 

8/4,10/99) See also AI at 4; FBI 00528 (“the initial scope of this inquiry would be to 
identify PRC visitors/assignees to LANL/LLNL and other DOE locations/facilities 
which worked on the W-88, Nevertheless, the FBI 
depended upon DOE to identify those agencies or facilities, outside the AI’s scope, 
which received the compromised information. Without further notification, the FBI 
could not undertake that portion of any future investigation. 12/15/99) The 
final AI report identified some, but certainly not all, DOE locations where a compromise 
might have occurred. Locations under the DOE umbrella, such as DOE Headquarters 
and the Albuquerque Operations Office, are listed as having the necessary information in 
the final AI report. (AI at 4 and 7; FBI-00528, FBI-00531) Beyond a recognition that 
sufficient records may not exist for DOE Headquarters, the AI failed to investigate these 
DOE locations. Other DOE venues, such as Pantex and SNL, previously identified as 
within the scope of the AI, are not mentioned in the final report. See DOE-02412 and 
DOE-02413 (“Identify all LANL, LLNL, & Pantex Personnel”); DOE-02423 
(“PANTEX should be looked at also, but propose to do that (if deemed necessary) in 
carly Jan 96"). No list of non-DOE venues was provided to the FBI. MEERI: 2/15/99) 


evaluation of the matter by joining "DOE’s damage assessment/administrative inquiry 
team." The FBI declined to participate at this stage of the DOE review.” "FBI-HQ 
declined until such time as DOE had a prima facie case of espionage." (AQI 02937) 
(w) 
b. {87 DOE’s second notification of the compromise to the FBI 


SX INF) DOE’s second notification to the FBI occurred on September 25, 1995. A 
DOE letter, drafted by Trulock” and signed by Baker, announced the completion of the 


Y\ 


design information." (Id.) DOE requested that the FBI temporarily assign an agent to 
DOE to “assist in the conduct of this preliminary investigation" and due to DOE’s own 
"limited investigative authority." (Id.) 


) 

4S/NF) The FBI did not - but should have — asserted primary investigative 
jurisdiction at this time, given DOE’s explicit representation that the Chinese had 
compromised classified warhead design information.*"° 


; om = 

z 3o This decision would have significant consequences. FBI participation 

K in KSAG, if only as an observer, would have permitted it to form its own judgment as to 
KSAG’s assessment of the compromise. 


Mea °° (U) (Baker 2/2/00; EP 1/13/00) See also DOE 02410. 
q7) 


assume control over 
e investigation, and DOE’s letter does not make such a request of the FBI. 
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£8) OCI was not prepared to wait for the FBI's approval before beginning their Al, 
and OEI initiated the Al before recciving any response from the FBI" 


(u) 
c. (SJ DOE's third notification of the compromise to the FBI 


a) 

D DOE’s third notification to the FBI occurred on October 31, 1995, when OEI 
briefed the FBI on the investigation’s predicate. OEI also outlined the plan for the AI to 
the FBI at this meeting. (DOE 03479) OEI anticipated its plan would be acceptable to 
the FBI because "it included only those basic steps necessary to meet Attorney General 
guidelines for an ‘811 referral’ threshold to the FBI." SRDE IG Interview 
5/18/99) (DOE 2500) Deputy Secretary Curtis, 

was informed "that the FBI has been briefed on the information and is on board." 
(DOE 03337 to DOE 03339 at 39; Curtis 1/14/00) 


2. (U) Discussion 


m) 

ASTNF) FBI’s deference to DOE was a mistake. Once DOE made the initial 
determination that classified information had been compromised to the Chinese, a 
determination readily supported by the walk-in document, the FBI should have asserted 


_ primary investigative jurisdiction and taken over the matter. Jf is impossible to identify 


any significant respect in which the investigation conducted during the AI was 
advantaged P having it done by DOE, rather than by the FBI. The OEI had a single 


investigator, } and limited investigative authority.’ Had the FBI taken over the 
u) l l 
su 23 OEP’s investigator A, sought permission to begin the AI without the 
FBI ifn . “I am awaiting the FBI’s approval to detail Supervisory Special Agent 
(SSA) to assist this office on [Kindred Spirit]. I don’t believe it is in our 


best interest to wait out the FBI decision on this matter.” (DOE 0242]) “I propose we 
actually begin the inquiry . . . on or about November 1, 1995, with or without the FBI 
detailee.” (OEI approved QED request to begin without the FBI. (1d.) 


312 (SY GR himself, agrees with the assessment that the FBI should have 
opened its case in September 1995. Indeed, he viewed the subsequent Administrative 
Inquiry as a mechanism to get the FBI to do just that: “If they won’t open a case on it, 
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investigation, that investigator’s institutional knowledge would have certainly been 
available to support it. Rather than ee a 


See FBI should have asserted primary jurisdiction and, in 
September 1995, begun to interview KSAG members and develop an investigative plan 
of its own. By deferring its jurisdiction, the FBI permitted others to control the 


investigation from the outset. That control permitted OEI to define the focus of the initial 
investigation and thereby define the subsequent FBI investigation.*” 


C. (U) The purpose of the Administrative Inquiry 


(S20) Considerable confusion surrounds the APs purpose. This confusion is 
largely responsible for the difference between what was planned and what was finally 
accomplished. The AI was originally described as a preliminary investigation limited to a 
discreet review and collation of the DOE records. It became a vehicle to select a single 
target who was claimed to be "the only individual identified during this inquiry who had, 
opportunity, motivation and LEGITIMATE access."** AI at 38; FBI 00562. What began 


then I'll drag them into it.” (10/25/99) 


53 (U) MBB believes only OEI was capable of conducting this preliminary 
inquiry. He claimed that any investigation by the FBI within DOE would have been 
immediately alerting. ÆA 8/4/99) This concern is overblown. Had the FBI assumed 
primary jurisdiction for this investigation JM would have undoubtedly supported it 
within DOE. Any investigation that the FBI could not safely undertake itself, it could 
have had {iP perform. The counterintelligence officers at the national laboratories 


work with the FBI on an ongoing basis and one more inquiry would not have been 
inherently alera Sec TM «<v. 


34 (8) This is an empty statement lacking significant support in the AI report. 


Access and opportunity were shared by anyone with a “Q” clearance who participated in 
the W-88's design and traveled to China Wen Ho ` (oI) 
Lee was not the only person who fit this profile. As to motive, the AI speculatively 


suggests that Wen Ho Lee’s motive to pass the W-88 information to the PRC was to 
“enhance” his “stature” in the “eyes of high ranking PRC personnel.” (AI at 37; FBI 
561) This hardly narrows the class of potential suspects. Anyone who betrays this 
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1. (U) The FBI's understanding of the Al’s purpose 


A) 

Bry The Al’s purpose was first described to the FBI as an effort to develop 
“logical leads" to “narrow[] the scope of the inquiry to specific laboratories, periods of 
time and personnel who would have logically been involved in the weapons design 
development." (DOE 03206) The OEI’s investigative plan, shared with the FBI by July 
6, 1995, explained: “[a] critical element of this inquiry is the identification of personnel 
who worked on the various aspects of the design." (DOE 03206) The plan included 
comparing these employees against travel records to China. “Once [DOE] has identified 
a potential list of suspects, reviews of the suspects’ foreign travel history, personnel 
security information, foreign contacts, etc., will be discreetly conducted and 
documented." (DOE 03207) The FBI understood the AI’s purpose as the identification 
of DOE employees with access to the compromised information and a comparison of that 
list against their travel records and security files. In July 1995, the AI was described as a 
mechanical, discreet file review within DOE. 


y 

Wim The AI began on September 25, 1995. (AI at 2; FBI 00526) In its letter to 
the FBI, DOE described the AI as a preliminary investigation with the broad purpose of 
“determin[ing] the facts and circumstances relative to the loss of the W-88 weapons 
design information." (FBI 00375) This description articulates a much different and 
broader purpose than originally described to the FBI two months earlier. There is no 
evidence that the shift in DOE’s articulated: purpose for the Al triggered any discussion — 
within the FBI. 


The final description of the Al's purpose to the FBI occurredon 
October 31, 1995. The OEI bri ion to outline the Al. 


d. at 12.) This slide identifies 
ere the compromise may have occurred including: “LANL, LLNL, Pantex & 


country will likely gain favor in the country that benefits from the betrayal. 
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HQ DOE.” (Id.) The shte entitled “Investigative Plan - Initial Approach” identifies three 
tasks to be performed at cach location: “Identify all PRC visitors to LANL, LLNL & 
Pantex; Identify all LANL, LLNL & Pantex Personnel with access to W-88; [and] 
Identify all LANL, LLNL & Pantex Personnel who traveled to PRC." The slide entitled 
“Link Analysis" suggests an effort to link PRC personnel with laboratory personnel. 
These slides suggest just four locations within DOE where the compromise might have 


occurred.** (Id.) 
FBL b6, b1C 


SA QM summarized his understanding of the AI’s purpose in early 
1996. “[T]he ‘KINDRED SPIRIT’ investigation was be 


\\ 
ft uring the AI was on locatio ere a compromise of classified information may have 
LL. WiC | occurred. He wrote a four-page investigative plan after returning from the last trip he 
} "| made in support of the AI which outlined the future investigation he believed the FBI 
needed to conduct. SA plan demonstrates his own belief that a broad 
investigation into the compromise was required after the conclusion of the AI. That, 
however, would not happen. . 


2. (U) OET’s understanding of the Al’s purpose 
0% (U) The confusion over the AI process extended to OEI. 


xercised care during the AI to emphasize the preliminary nature of the 
inquiry. He stressed this point each time he was interviewed by the AGRT. F 


X . 
TA These four locations include Pantex, but the AI never examined Pantex. 
The investigators never visited that location nor is Pantex mentioned in the final AI 


report. 
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if KC 8/4/99,8/10/99, 10/25/99) In preliminary documents, was carcful to avoid 
climinating other suspects during this preliminary inquiry." drafted an ambitious 
investigative plan and anticipated assembling lists of employees for the FBI’s review and 
examination. He belicved that the Al was the first step in what would become a far more 
extensive investigation by the FBI. GR (4199 and 8/10/99) In one interview with the 
AGRT, he expressed frustration as to the extent to which the AI has been portrayed as 
being more than it was intended to be: "It was just a stupid Administrative Inquiry. "" 


AU 
Ow The AI process 


\=\ 


u). 
N c.g. MBB signed AI report at 84; DOE 00151 (“This by no means 
excludes any other DOE personnel as being possible suspects in this matter. The 
investigative team must conduct records reviews etc., at several other locations before 


this inquiry is concluded”). 
U ie 
gm described the AI as “just the ‘opener,’” “the first card,” a 


“nothing,” “just preliminary” and “shallow.” 8/10/99) 
U . » 
on : That may explain why he erroncously sought the CIA's permission, 
instead of the FBI’s, to proceed with the AI. (DOE 3440) 
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D. (U) The Administrative Inquiry’s investigation 


u : 
SSF The Al spanned cight months from start to finish. Within those cight months 


only four trips were taken by one or both investigators. Two of the trips were made by 
GEER sion and two were jointly made by, and Jy W 


1. (U) Interviews conducted during the AI 


- QU 
Bae) Both investigators were sensitive that the AI not impair a subsequent full 
investigation by the FBI. The decision to conduct a discreet AI caused the investigators 
to severely limit their interviews at the national laboratories. This limitation resulted in 
avoiding the very scientists capable of explaining the broad dissemination of nuclear 
design information. These interviews would have caused the investigators to re-examine 
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The first trip was to LANL and the Albuquerque Operations Office 
(“AL”) on November 6 to November 9, 1995. This three-day trip was made by Hyp 
alone to request the collection of relevant records at LANL and AL in anticipation to a 
future trip by both and S (DAG 00808 to DAG 00809) From 
December 4 to December 7, 1995, a second three-day trip occurred, this time by both 
and S to LLNL and the Oakland Operations Office (“OK”) for the same 
purpose. (DOE-02436 to DOE 02437; FBI 00408 to FBI 00413) The third trip, 

spanning two weeks from February 13, 1996 to February 22, 1996, was also: made by 

bo dS to LANL and AL to review LANL’s records. They spent the 
first week at LANL generating a list of seventy employees who had traveled to the PRC 
o also had access to the W-88. The . 
investigators then went to AL to review the security files for these employees identified 
at LANL. (DOE 03467) The final trip made in support of the AI, to conduct a similar 
records review at LLNL, was made byi alonc on April 9, 1996 through April 18, 
1996. (DOE 03467) In addition to these four trips, S traveled to Washington, 
D.C, twice in support of the AI. The first trip by S on October 31, 
1995, to attend the OEI briefing on the KSAG working group's assessment and OEI’s 
slide presentation outlining the AI. The second and final trip occurred on December 19, 
1995, when SA GB viewed the intelligence reporting in the basement SCIF in the 
Forrestal Building. 
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the underlying predicate. GE justitics the Al's limitations generally and, in particular, 
the failure to examine Defense Programs and DOE Headquarters, by asserting that any 
investigation would have been immediately alerting. BR: DOE would later 
state that “no inquiries were madc at Defense Programs elements or DOE Headquarters, 
(o preserve the limited knowledge of the inquiry. This was agreed to by DOE and the FBI 
at the early planning discussions.” (FBI 19238) °° 


Bs It is unclear why the presence of the two investigators at LANL and LLNL 
was any less alerting than their presence at other components under the DOE umbrella. 
The investigators should have obtained a list of the nuclear weapons experts who had 
participated in KSAG in support of the Al. These experts were already "alerted" to the 
compromise, having reviewed the intelligence reporting attended portions of 
KSAG’s meetings and could easily have obtained a list of those in attendance. There 


would have been multiple benefits from having these experts, each knowledgeable about 


an "3 Ge 


the compromise’s scope, serve as resources to guide the AI. These experts would have 
been available to respond to the investigator’s questions at LANL, LLNL and SNL. By 


failing to identify these experts and seek them out, the investigators relied exclusively 


was a mistake. Doe 


Way (\o 
RA we O 


A) ae a, 
US" This recollection fails to explain the omission, from the AI report 
transmitted to the FBI, of SA QD comment that “[t]o complete the investigation, it 


will be necessary to review W88 information at DOEHQ, DOE Albuquerque Ops Office, 


- LLNL, SNL, and Rocky Flats, to determine what information was available and when. It 


| 


would also be desirable to confinn that Pan no information about the W-88 


within the time frame of this case.” 


c result was a report ed to explicitly alert the FBI to the 
investigation that was‘not conducted by OEI. 


32(U) This error was repeated by the case agent when the FBI opened its own 
investigation on the Lees. 
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SSF Because the investigators conducted a discreet Al, few people were 
intervicwed, The Contract Countcrintelligence Officers ("“CCIOs") at LANL, AL, LUNI. 
and OK supported the inquiry at cach facility. The CCIOs at LANL and LLNL cach 
suggested that the investigators speak with scientists associated with their respective 


offices. At LLNL this scientist o At LANL this scientist was $a 
These were the only scientific resources utilized by the investigators 


The only other 
¢ investigators A the eight-month Al v: 


This intetview occurred on the suggestion o at LANL. 
Beyond these three interviews, the investigators’ entire effort consisted of a records 
review for two weeks at LANL and two weeks at LLNL. 


i 2. (U) 
(SAIARDIOC) In the first week of December 1995, and SAE met 


with CCIO’s at LLNL. The 


DE | investigators identified records they wanted assembled for their review during a future 
OWY | trip” and discussed their investigative plan. (DAG 00808) 


WAX 
b\ (ox 

y L678) D 

oi solo second trip in April 1996, he tasked o locate documents at LLNL that 

Ue ig could have been the source of the compromise at that location. reviewed 
sigs i 
dia 
dik | ) pss 
ae oul mako ttis retum pw am- 
ae (SANE) BEB would make this retum trip without Pua A 
gace DE ent and was unavailable. On April 9, 1996, giii alonc 
T (lo) |i o obtain the “salient information” captured in the AL (Gee Al at (y 
| (WAX) 18; FBI 00542) | 
HET pi 
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u) 
w met with the AI’s investigators at LANL on February 14, 1996. 
` peT g, LANL, was concemed that the investigators lacked a good grasp 
ig Moe | of the broad dissemination of data associated with a wathead’s development. 
i (Xb) arranged this meeting to educate both S and on the wide dissemination of 
Poo WOLD design information during the development of the W-88. own sense was that 


the investigators were focused on too narrow a group of locations where a compromise 
Las might have occurred. fF Y 15/99 was generally familiar with both 
the W-88 and LANL’s archives. epended entirely on the investigators to 


describe the compromise’s scope which was unfortunate since the investigators, in turn, 
were depending on the inaccurate October 31, 1995 DOE briefing to the FBI. (See 
Chapter 6.) | 


(bY) 


$ saw e scope of this search was problematic since ony searched a 
= DOC | single vault for the “A” Division at LLNL. There are numerous other vaults at LLNL 
"(ky | With W-88 documients. When interviewed, (BEM estimated there could be over a 
: Wren eyhundred thousand documents in LLNL’s vaults. He only examined one vault and never 
represented to that there were no other W-88 documents at LLNL. He was asked 
to conduct a discreet search, which he conducted in the vault he thought most likely to 
have the material. 


e 
Fa 


! sy The truc consequences of that error must await the conclusion of the 
FBI's current investigative efforts. 
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notes reflect: Q the design and test phasc, 5-6 years proceed. There 
Dot is a large number of people {who} have access to development. There is also the 
Us) enginccring group. At these stages the documents would be anos A 00407- 
rent 00408 at 7.) This observation, however, was never included in any draft of the Al report 
which the AGRT has reviewed. 


briefed the investigator: 


FeS Prior t riefing, the investigators met with iia 
“De (Santa Fe RA) on 

: UOY) February 13, 1996 SA notes of this m ; g sugg 
WRN 


this briefing to describe the 
as advised that information 


. GAYFIRD) The next day the investigators used 
eat | compromise’s scope to 


Doe 

(edly) 

COUVXE) | 
sie 25 SAPD) SAREE notes Li LANL, and gi 
Sk fF as familiar with the W-88's e investigators did not ` 
o.. DOE | speak with either individual during the AL Neith were 


“3. + (b)(o)} interviewed by the FBI until 1999, despite S presence at this meeting. 
(wy) Both men, when interviewed by the AGRT in 1999, lamented that they had not been 
. sought out earlier in the investigation by the FBI. When the FBI did intervi 

in 1999, it fundamentally altered the FBI's understanding of the compromise’s scope. 
as chair of KSAG, also would have dramatically impacted the FBI's 

| understanding of the predicate. At a minimum, would have alerted the 


705 << rr 


DOE repon of this interview). This inaccurate statement was included verbatim in the final AI 
wtw) repon. (Al at 5, FBI 00529) (RM rclicd upon the investigators’ inaccurate 


description of the compromisc’s scope to guide his comments on the data's 
o) .. Pe 
OOO aiccominanion SERD 


U 
ae btained for the investigators a list of the test shots 
involved in the development of the W-88. confirmed that the list of test 
shots in the AI’ appeared to contain the shots he provided the investigators. 
Sok btained and assembled the names of the lead engincer, primary designer, 


“~ WCC) secondary designer, radio chemists and others involved with each shot. He generated a 
7 CCX fot of names. GED firmly believes Sandia National Laboratory ("SNL") was 


within the scope of any compromise of the W-88, regardless of how the compromise was 
defined. He recalls telling the investigators that SNL would have access to all the design 


information as SNL weaponized the W-88 and would have become a re ository . for 
nuclear weapon data after the weapon’s development. aD 


DE GCAERP) Had been accurately briefed on the walk-in document’s 
Ulo) content, he could have begun to identify to the AI’s investigators the large number of 


REN 


pre fst 3% U) Like CD =: never shown the AI nor asked to review his 
(ede? interview for accuracy. There was no scientific review of the final AI report. l 


AKO 
52 CSPARDF This recollection conflicts with the investigators’ notes of the (A 
GR interview. (FBI 15870006) SA written report of this 
interview states: was asked which other US Government agencies 
facilities, or contractors would have had access to information about the a 
He said that, in addition to LANL, information — 
ut the W88 might have gone to the following elements: 


bI 

| (FBI 02852) The 
investigators did ultimately include SNL among the other venues requiring further 
investigation. The final edit, however, eliminated these locations from the AI report 
transmitted to the FBI. 
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Q 


documents that would have had this information. 


bI 


His opinion would have been markedly different 
had the scope of the compromise been accurately described to him. He recalled 
explaining to the investi 


bi 


Locations which he discounted, based upon his erroneous 
n understanding of the scope of the compromise, would not have been excluded if he had 
ni w understood the compromise to have been more limited in scope. 11/10/99) 


ac 
Age > AC 
why ne ao o d 


W On February 15, 1996, the investigators interview 


Because many records 
suggested the investigators conta The investigators 
employee became close with the Chinese visitors. 


ia | L02857 to EBI 02858) The investigators did not pursue specific. questions concenaing 
out of concem that such questions could be sleting?" 


i eF 
HE iy a 
le 1 
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2. (U) Records reviewed during the Al 


Vv) 

OS The Al examined LANL and LLNL to identify all personnel who “had direct 
access to KINDRED SPIRIT information" and to review personnel security files and “all 
pertinent visitor and travel information." (DOE 02423) and SAMIR avcied 
to LANL and LLNL to review these assembled records. The final AI report’s structure 
reflects this investigation.°® Although other locations are mentioned within the final Al 
report, they were not subject to a records review during the AI. This narrow focus during 
the AI has proven to be a major failure of this preliminary investigation into the 
compromise of classified information to the Chinese. 

Throughout the AI investigation there is evidence that the investigators. 
recognized the possibility that other locations within the DOE umbrella might have been 
the source of the compromise to the Chinese.*' The suggestion, communicated to the 
FBI, that Pantex and SNL would be examined during the AI is misleading. The final AI 
report makes no mention of either Pantex or SNL. Other locations are mentioned, such as 


H 
an a The report is divided into two substantive sections entitled: “AI conducted 
at Los Alamos National Laboratories & Albuquerque Operations Office, NM” (AI at 5; 
FBI 00529) and “AI conducted at Lawrence Livermore National Laboratories, CA.” (AI 
at 18; FBI 00542) 


a aves “I believe PANTEX should be looked at also, but propose to do that (if 
deemed necessary) in early Jan 96.” (DOE 02423; see also DOE 02411 to DOE 02417; 
DOE 03479 to DOE 03485) was advised tha i 
would identify all personnel at the aforementioned locations (LANL, SNL and AL} that 
had direct access to the compromised system during the time period in question. We will 
subsequently review personnel security files of the individuals identified and document 
all information obtained.” (DOE 02438) DOE would later defend the AI in part by 
stating that “[t]he review at Albuquerque included SNL and Rocky Flats.” (FBI 19236) 
There is no evidence that this occurred. The final Al report explicitly states that no 
Rocky Flats records existed to be reviewed at AL. (AI at 36; FBI 00560) The final AI 
report states that at AL the investigators “reviewed all available personnel security files 
regarding LANL personnel . . . who had access to weapons data.” (AI at 9; FBI 00533) 
(emphasis added). 


oP 
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DOE HQ and Rocky Flats, but only to note the absence of records. (Al at 5 and 36) ( FBI 
00529; FBI 00560) 


of 5 wO 
b wie f8J The investigators visited DOE's regional offices in conjunction with their trips 
v ) to LANL and LLNL. These visits, however, were only to obtain files for LANL and 
LLNL employces and not to review any other facilities within the respective regions. The 
counterintelligence officer for the Albuquerque Operations Office noted that in advance 
of the investigators’ visit he received a list of approximately twenty-five people for whom 
wanted to review the personnel security files at AL. See DOE IG’s report of the 
interviews conducted on June 16, 1999 and July 13, 1999. (DOE 
02881 to DOE 02882) The investigators were not reviewing the regional office’s files for 
every DOE location, but only for a group of LANL employees. an... 
discussing the need to review SNL and Pantex, bu fMRI ces not believe that 
review ever occurred. QED 9/10/99) The investigators’ notes, provided to the 


AGRT b do not reflect the review of anyone employed at SNL, Pantex or Rocky 
Flats. 00001-00418) : 


E. (U) SA SRM contribution to the AI 


) The detailed FBI agent, selected by FBI Headquarters, was mC 
is a senior FCI agent who had been assigned to the FBI field office 


SABA 2 form managing the 


rogram, has extensive experience in this area and was well 


bi 
s experienced, professional agent very familiar with the long-term investigations necessary 
te in the foreign counterintelligence field. Although he devoted only weeks to this inquiry, 


his insights. surpassed those of agents who devoted years to this investigation, SA 
was the only FBI agent to review the underlying intelligence reporting and devise 
a broad investigative plan to investigate the compromise to the Chinese. 


C F 
p SA $e nderstood his detail to DOE as assisting DOE in determining 

whether there was sufficient justification to open a full investigation in this matter. 

amma 22/5) In support of that mission, SAGER crafted a thoughtful and 


thorough plan for the At which he believed ought tobe done. He sent it to FBI-HQ on 
December 13, 1995. 


Qu) | 
ARTI sa a December 1995 Al plan envisioned a broad examination of 


Or e the contacts between DOE and the Chinese. Rather than narrow any future investigation 
bo s by the FBI, he sought to use the AI to create a depository of known facts upon which the 
FBI could build. The Al's ’s “investigation would be developed along the followin 


(2) Catalog 
3) Catalog 
(4) Catalog 
5) Build a time-line 


alog areas of research indicated by item five; (7) Look for matches betwe 
in item five and items two, three, and four.” (FBI 00408 to 


FBI 00413) SA derstood this investigation would not be "solved" by the AI. 
Instead, he anticipated developing resources for the anticipated full investigation. 


approach: 


OA a ee ee 
Ce che final AI was both more restrictive in its investigative efforts and more 
expansive in its accusatory reach. 


0% Qe) Unquestionably, SA most significant contribution to this 
y investigation was not his December 1995 AI plan but his creation of a'second plan, on or 
i i Us, about March 4, 1996, for the investigation that he knew had to occur after the AI was 
as - | completed. This plan represents the only substantial FBI effort prior to 1999 to outline a . 
7 logical and comprehensive program for addressing and reve the concems triggered 
; ie by the walk-in document. 

oe SA 
was first edited b 
that was transmitted to the FB 


comprehensive investigative dsi shared with DOE. It 


included i signed AI, and then deleted from the AI 
sa investigative plan was also 
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. 


vs shared with the FBI?’ Copies of SAB investigative lan werc not located in the 
O 


yb WC | FBI's files at Headquarters or FBI-AQ. Whether or not SA 
) actually received A investigative plan, this much is certainly clear: after the full 
FCI investigation was initiated on the Lees, neither agent ever debriefed SABE on 
his work on, or his judgments conceming, the Al. 205. 12/14/99) 


(U) sa investigative plan was completed by March 4, 1996. SA 
first shared his plan with his FCI supervisor in Tampa, Florida. SSA 
experienced supervisory agent, approved the plan and directed SA to forward it to 
both FBI Headquarters and Albuquerque. By routing slip dated March 4, 1996, SSA 
"this looks like a viable game plan. Please ensure FBIHQs and AQ are 


apprised of it." FBI 15868. 


investigative plan was structured around five questions: 


. . (2) When and where was the information available in the United States? 
... (3) When did the Chinese obtain the information? . . . (4) Who had access to the 
information in the US? . . . [and] (5) Who had opportunity/motivation to provide the 
information to the Chinese?" (FBI-19296 to FBI-19299) These questions intelligently 
frame an investigative plan to examine the compromise of classified information to the 


Chinese. 


bhl 


x q 22465 SAMBA ccollects providing his plan directly to S Sante 
wi Wl y| Feas the tive case agent and to SSAS 2s th supervisory agent. 

2 vi Both SA and SSA o not recall receiving the investigative plan. The 
e FBI has, however, recently discovered a misfiled copy of a draft of the AI report which - 


investigative plan. Also, on September.8, 1998, SC 


includes much of S 
(FBI 


received a copy of the investigative plan directly from S 


2850) 


Gi) 
238 Ironically, in 1999, when the FBI sent significant FCI resources to the 


Albuquerque field office to investigate this case, the Supervisory Special Agent placed in 
charge of this effort was SSA = 
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Tu Had it been followed, OEI i EN z aA 
conclusions might have been discovered ycars ago. 


1. (U) Question #1 
(SnD SA S first question aske 


S 
would be negative. The OEI briefing had claimed 


clearly anticipated the answer 


ess, 
was a prudent initial step for any full investigation. 


y | 
sag first question was on ed verbatim into signed AI 


report, marked “Pending,” with one exception. 


hie,“ 


2. (U) Question #2 


“vi second question asked where the compromised 
information was available. Again relying on the OEI’s inaccurate briefing, and believing 
S spoke to a broad as opposed 
to narrow. compromise. Still, he believed th ow could be further 
narrowed during the FBI's full investigation. “To determine the specific date of the 
information that was passed (and therefore to be able to estimate when the information 
most likely was passed), it will be necessary to create a time-lin 


bL 


Fer 
Doe 
-. ODW) 
£ IO 


en n N 


Once this time-line is available, it must be compared with the 
sensitive source information to narrow the focus, if possible, on those persons who might 
have passed the information to the Chinese.” (FBE 19296-97) Had this investigation been 
donc, it would have caused the FBI to review the intelligence reporting and interview the 
nuclear design experts. Such an examination might have led the FBI to discover that it 
had been misinformed of KSAG's conclusions. This second section, absent certain 
material,” was included i igned Al report, marked “Pending,” with one minor 
editorial change. (DOE 00149) The section was deleted in its entirety in the final AI 
report transmitted to the FBI. 


3. (U) Question #3 


Q i | 
Den SAM irs question sought to identify when the Chinese received 


the compromised information. He thought the FBI should identify the Chinese “elements 
and personnel" who worked on the Chinese warhead and obtain far more detailed 
information about the walk-in document. 


u) 
LTT BBB signe: AI report repeats ji third question, but omits his 


language identifying the need for additional investigation.” (DOE 00149) While a 


*5 GATE) S 


-3 b. draf Glito sim any oe o ordamo nanos. 
. er v 
. 


ad 
we 


portion of SAM statement survived the final cdit, see AF at 4 (FBI 00528), it is 
meaningless without this language. The valuc of SA third question, had it been 


pursued by dhe FBI's full investigation, is that it would have ultimately revealed the 
inaccurate predicate bricfed to the FBI and incorporated in the final Al repon. 


4, (U) Question #4 

(u) ee en ee 

£8) The fourth question represents SA most significant investigative 
insight. Recognizing its importance, SA devoted almost half of his plan to 
identifying the leads he believed still needed to be pursued. This question asked who had 
access to the information in the United States. In six paragraphs, SA set leads to 
“complete the investigation." These leads called for investigation at LLNL, DOE-HQ, 
SNL, DOE Albuquerque, Rocky Flats and PANTEX to determine what W-88 information 
these entities had and when they had it. (FBI 19298, 19299) Every one of S 
recommendations for further investigation was deleted from the AI transmitted to the 
FBI.*7 


5. (U) Question #5 


A l 
ome The final question posed by SAB in his investigative plan asked who 
had the opportunity and motive to compromise the nuclear weapons information. He 
| discussed possible scenarios involving the method of transfer to the Chinese of the 
| compromised information. He concluded: “To complete this investigation, review 
specific persons who meet this criterion, per information from the facilities listed above." 
| FBI-19299. The criterion identified are access and contact with the Chinese - either ; 
| through contact with Chinese visitors or through travel to China. S 
| investigative plan thereby explicitly anticipated that suspects might be selected from all of 
| the facilities his investigative plan covered, including PANTEX, SNL, Rocky Flats and 


SE traveled to LLNL in April 1996 where he reviewed records and 
Wo) interview i at Rocky Flats and ` 
(ek NX) credibly, believed he had covered many of SA 

leads, thereby justifying their deletion for the AI report. MB 075% 
effort to cover these leads was entirely inadequate. 


TOP ee 


os ammae- o 
10 eae e- 


DOE HQ, as well as LUNL and LANL, of course. In SB signed Al, the “opportunity 
and motive” question remains, but SA language ts removed. In the Al 
transmitted to the FBI, both are deleted. 


t) 

SBF wy | would never sec the final Al, which identified the Lees as "the 
most logical suspects.” (IA 7/22/99 JMNM 12/14/99. 8/10/99; S 
10/26/99) Shortly after writing his investigative plan, SA was given a new 
assignment by FBI-HQ and did no further work on the AI. He would not be told that his 
investigative plan was virtually ignored at DOE, at FBI-HQ, and at FBI-AQ. 


Ja 
F. wy The draft Al reports and the two complete AI reports 


l Q3 The final AI report was an OEI product. It was substantially modified within 
the OEI after an early draft was shown to we sa never reviewed, 
approved, or even received a copy-of the AI report transmitted to the FBI. His 
investigative plan was deleted. When interviewed by the AGRT, SAR wes 
surprised by assertions made in the final AI report a 12114799) The OEI listed 
SA name on the face of the final report, yet failed to afford him the opportunity 


to sign off on the final version. 


(U) There are five versions of the AI report known to exist.” 


) De 
They consist of: (1) a draft AI report given to SSA MB at FBI to Kaye) 
Headquarters on March 13, 1996, (2) a draft AI report sent to GEE] LLNL’s 


_ CCIO, by S on March 22, 1996, (3) a draft AI report retrieved from a computer 
disk provided to the AGRT under the file name (4)a 
complete AI report, signed by, misdated May 28, 1996, and marked "PENDING," 


and (5) a second complete AI report, unsigned, marked “CLOSED,” also dated May 28, 
1996, which was the AI formally transmitted to the FBL Each of these copies is different, 
although the second and third versions are almost identical. The first three draft AI 
reports are all incomplete on their face and do not purport to represent a final product. 


3 (U) No additional drafts have been located and produced to the AGRT, nor 
any copies of the drafts containing the final edits. 


oS: TS 


1 (U) The draft AL report on March 13, 1996 


TR ARL He first draft Al report was written v: provided to TR 
nd ssi SSA MBB ceccived this draft on March 13, 1996. (FBI 


(a) Co) 21768) *° This first draft included a preamble, interviews o n 


(%)1) edited version of SA investigative plan, a list of Chinese visitors to LANL 


their security files. This first unfinished draft was over forty pages long. Although this 
first draft AI report was written before any records were reviewed at LLNL, a trip to 
LLNL had clearly been contemplated*” Nevertheless cover note to SA 
suggests the investigative work on the AI is complete. The note states: “[NJeed 
any additional comments you want to make. Once you complete your review/changes, 
please send it back to who will give it to me. PII throw [sic] a synopsis on 
it; a lead page and distribution." 00420) E 


2. (U) The draft AI report on March 22, 1996 
t 


(u) E 
De ASF On March 22, 1996, SA g:n by facsimile a copy of the unfinished 
(yeya Hatt Al report toD LUNL. This second draft states: “At this early point in 


tetto the inquiry, some LANL employees appear more suspect in this matter than others." This 


is followed by two additional pages that were absent in the first draft Al report. These 
fo additional pages state that no DOE employees are excluded as possible suspects and that 
i ` the “investigative team must conduct records reviews etc., at several other locations 


ett 5 (U) The cover sheets t and SASM are dated March 14, 1996. 
TE (DOE 02448 an 00418) Although only the copy given to SS been 
recovered, co ed that the copies given t and 

identical. 2/22/00) ; 


*(U) A trip to LLNL was discussed in December 1995, when the investigators 
to assemble records for such a review. It is unclear what the status of 


was on March 14, 1996, when forwarded this draft AI report to SA 


PTs, 
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were 
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i De 
i { s (6) re : 
(et 


a long list of seventy LANL employees who traveled to the PRC 
and a short list of RMI toys including notes from (\,)¢l ) 


| 
| 


Oe ee sahe mene mee et 
on 


>< —_ 


before this inquiry is concluded." (DOE 03615) (emphasis added). The second draft 
Al report then names Wen Ho Lee, Sylvia Lee and as suspects (yx) 


3. (U) The draft Al report retricved from SE computer disk 


The third unfinished draft Al report came from a computer disk used by aw 
to revise the Al. The disk included two computer files. The first file is 
and includes a draft of the AI essentially identical to the draft 
to LLNL’s CCIO. The second file contains the Al 


a Xe : . : 
(at report which signed and which was marked "Pending." 


4. (U) The complete Al report, marked “Pending,” and signed b 


(U) The last two versions of the AI report are complete reports which include a 
cover page, a synopsis and a distribution list. Both completed versions are dated May 28, 
1996. The earlier of these two completed AI reports is marked "PENDING" and the 
final AI report is marked “CLOSED.” The AI report marked “PENDING represents the 
conclusion of the preliminary investigation within DOE, according to did. 
not anticipate 8/10/99; 10/25/99) The AI 


report marked "PENDING" is the only report actually signed bi 


This exact sentence is in his signed AI report, marked 
In the Al transmitted to the FBI, the 
qualification that no DOE employees were exclu i 

the review at LANL was only an “initial ‘sorub’ of LANL personne!” was deleted. 


(DOE 3615, 151; FBI 560) 
*2(U BEER bclicves he dated stamped both completed versions by accident. 
3 : 


cann the signed version, but it obviously 
transmitted to the FBI. 


| 


wy The signed Al report is cighty-nine pages long and includes lists of Chinese 
visitors and employce travel to China for both LANL and LLNL.*® The final Af report, 
marked "CLOSED," is forty-one pages long with four attachments.’ (FBI 00525-FBI 


added this material to the AI report, signed it as final and we 
signed Al report included both the Lees and (discussed below) as (W4) 
suspects, althoug i focused primarily on the Lees. “* (DOE 152) 


$8(U) The inclusion of LLNL indicates that this fourth version was written after 
retum from LLNL, thereby dating it as having been written sometime between 
April 18, 1996 and May 28, 1996. 


*4(U) The four attachments are lists of Chinese visitors to LANL and LLNL and 


. travel to China by LANL and LLNL employees. signed AI, they are 


incorporated into the body of the report. ‘This change accounts for much of the 
difference in the length of the two reports. 


"3 5 The signed AI, marked “Pending,” reads in part as follows: “[I]t is the 
opinion ‘of the writer that Wen Ho Lee is the only individual identified during this 
inquiry who had, opportunity, motivation and LEGITIMATE access to both the W-88 
weapons system information and the information reportedly received by the 
aforementioned sensitive source.” (DOE 00155) This statement would also appear in 
the AI report transmitted to the FBI. 


A r 
372 


TOC A TS 


5 (U) The complete Al report, marked “Closed,"and transmitted to the FBP“ 


to the FBI on May 
names, it is signed by 


28, 1996. Although it bears both 
neither.*’ 


Bs 


ee \\ 
zi 

this 
dye 
H5 
EPEC 

So 


Oe | so Gr IM attributes no significance to this omission. BEB 02509) 
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a. (U) The removal of the investigalive plan 


(n) 


could not explain thus removal. 10 is deletion created 
the inaccurate perception that the Al had exhausted leads at locations that were never es 
ever visited, such as Pantex and SNL, and that the review was more thorough than it ie 
actually was at those locations that were visited. had begun the elimination of SA 
BER investigative plan by largely excluding S ious lists of things to do 


in his signed AI, marked "Pending." By removing the = 
plan, OEI oversold the AI as a more thorough and comprehensive document than it eo 
actually was. : E et 
(u) ; 
S as aware of the selection of the Lees ari suspects in the = 


March 1996 AI drafts. The focus on these three individuals was premature, but occurred 
within the context of a draft AI report including his investigative plan. This focus was 
b\{ certainly less problematic. even signed AI report, concluding that Wen Ho Lee 
was the only individual identified during the AI with opportunity, motive and legitimate 
access, while certainly overstated, does not trigger the problem caused by the removal of 
ci investigative plan from the Al report. It is the removal of the investigative 
plan that makes the selection of one suspect particularly misleading and inappropriate. 


u : ae tes 
b. os The Lees’ selection as “the most Jogical suspects" 
signed Al report, marked “Pending,” explicitly cautioned that no 


DOE personnel were excluded as “possible suspects in this matter, The investigative — 
team must conduct records reviews cto, at several other locations before this inquiry is 


anamnes sn 
. 
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pe 
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no DOE personnel arc excluded as possible suspects, the additional language discussing 
the additional reviews that must occur at several other locations was removed. In its 
place, the following appears: “However, based upon a review of all information gathered 


during this inquiry, Wen Ho LEE and his wife, Sylvia appear the most logical suspects. 
ae (AI at 36) (FBI 00560) 


SY, 48) The removal of oe 


48) The AI transmitted to the FBI removed from the list of preliminary 
suspects. Instead, Sis listed as an anomaly “not believed to be directly related to this 
inquiry.” (AI at 40) (FBI 00564) There was no subsequent investigative activity `` 
during the AI to justify or explai removal from the suspect class and the final AI 
report does not reflect any basis for removing from the investigator’s “initial 
‘scrub’ of LANL personnel.“ (DOE 00151) Without further investigative input; 
summarily excluded as a suspect, leaving the Lees as the only highlighted suspects in the 
final report. There is no explanation wh thought to have had access for half a year, 
was not equally capable of compromising the classified information. The point here is 


not to suggest tha ay be responsible for the compromise at issue. Indeed, it was 
did not even accep "Q" clearance and, therefore, did not 


recently established tha 
have the access which the AI thought had. 9/16/99) Rather, the point here is 
excluded for an 


that by excluding or no legitimate reason, it appears tha 
illegitimate reason: to make the case against the Lees look stronger.” 


(DOE cD 


+9 (SY One other point that should be made about the TE BRB ithe 


final AI delivered to the FBI concerns Rocky Flats, a possible location of the 
compromise. The Al report transmitted to the FBI discusses an unsuccessful effort to 
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G. (U) Consequences 
(¥) 


oy (8J Despite serious deficiencies in DOE's final Al report, it was accepted without 
pe reservation by the FBI. ssa M. who had received the unfinished draft containing 
: 4b wit much of SA investigative plan, never reacted to those suggestions. There is no 
evidence anyone within the FBI ever sought clarification or further input from SA 


after the full FCI investigation was opened, and only the final AI 
to SSA RR was disseminated to the field. (See AQI 887-954) OEI's selection of the 
Lees was simply accepted by the FBI.” The FBI instituted a full investigation on the 
Lees on May 30, 1996. No other investigation was instituted, or even contemplated. 


VU) 

ee The selection and focus on just one suspect [and his wife] was wrong. It is not 
that Wen Ho Lee should not have been a suspect. It was that Wen Ho Lee should not 
have been the only suspect. l 


SRPT After all, the case against Wen Ho Lee could hardly be termed 
overwhelming. aa acknowledged this himself in a memo he sent to 
seven weeks before the AI was delivered to the FBI: 


i | 


416-417) added: “At this point in this investigation, we have not examined 
all available data, conducted all necessary interviews etc., to rule out or identify - 


'ecommendation that further investigation occur at that location. (Al at 36; FBI 00560) 
recommendation for investigative steps at Rocky Flats was included - 
signed AI report but + 2 


348F The Al report was accepted and relied upon by the FBI without reservation 
or criticism until ASAC Will Lueckenhoff arrived in Albuquerque and raised serious 
; | i concems over the document. ASAC Lueckenhoff read the AI report and concluded it 
"WN | was “a piece of junk.” The field could casily be three hundred 
suspects. (Lueckenhoff 9/12/99) 


To e 


(8% | obtain travel and visitor records for the Rocky Flats Field Office “RF"). There is no 


— a 


additional/possible suspects. It is therefore, premature to draw any conclusion, based 
solely on circumstantial evidence thus far obtained, that Mr. & Mrs. Lee are in fact, the 
perpetrators of the compromise." (Id) 


(SAAT A full investigation of Wen Ho Lee was warranted. There were substantial 
reasons ~ reasons known to DOE during the Al - to make Leg.a subject of appropriate 
suspicion: (1) He had significant contact in the early i 
ee He had traveled twice to the PRC, where he 
had contact with PRC nuclear scientists; (3) He did have access iy | 


p knew he was already the subject of an ongoing FBI 
Sylvia, had insinuated herself as ah 


reservations were soon allayed. After writing the 

dated April 5, 1996, which merely characterizes the Lees as 
“logical suspects,’ went off to LLNL to conduct his review of records and to meet 
with It was during this trip that the consequence of the mischaracterization 

, of the predicate would become excruciatingly apparent. {i 


551 


memorandum t 


ri. 
yo 
q E Cia 
. S an as to the essential nature of the predicate, an entire aaoi laboratory 
j3 and all its employees were excluded. retumed to Washington and, two weeks 


later, wrote a new memorandum to this time characterizing Wen Ho Lee as the 


“most logical suspect.” (DOE 2407) 


Wen Ho Lee's name had surfaced repeatedly during the course of the Al. Sce Section 
“G” of this chapter.” 


u) 

SB but Wen Ho Lec should never have been the only suspect. To suggest 
otherwise is to accept crmoncous statement, in both the signed Al, marked 
"Pending," and in the AI transmitted to the FBI, that DOE had “exhausted all logical 
‘leads’ regarding this inquiry" that it was legally permitted to accomplish. (Al at 38; FBI 


= This was not only wrong but misleading. Coupled with f SA 


investigative plan, the message communicated to the FBI was that the FBI need 
ook no further within DOE for a suspect. Wen Ho Lee was its man. That the FBI should 
never have accepted this message, as is, does not excuse the fact that it was given in the 
first place. 


bl 


552 (SATÉ) It had surfaced, but apparently not sufficiently for the AI investigators 


r to be explicitly informed by the FB] 
DOE aaa There were hints of this. For exam 
blo told 


several times about 


le, on July 5, 1995, LLNL 


and he says he 


didn’t know it. (Id.) DOE’s Ed Curran says it was “outrageous” that the AI investigators 
had not been informed.-of this. (Curran 8/31/99) 


Certainly, the investigators should have been told about this, and SA 
who was quite familiar wit a =i was also familiar . 
were doing on the Al — should have beeri the one to 


imagine that it would have made much of a difference. Ha 
occurred at the behest of the FBI, that would obviously be of 


ificance. But it was just the reverse 


$1 


1S 1 


(SDR) The exclusive focus on Lec was only one of the problems with the Al. 
The other was its mischaracterization of the predicate. KSAG's written assessment, dated 
pot September 8, 1995, was reaffirmed on May 17, 1996 during a bricfing to Deputy 
Ub pit Secretary Curtis 


e 


Yet that is precisely how the 
compromise is characterized in the Al transmitted to the FBI - just 11 day after the 
KSAG briefing to Curtis. (FBI 526) 


This inaccuracy led to fundamental errors in the focus of the AL 


That question would have 
yielded a far broader array of potential suspects. 


(SATE) The investigators who conducted the AI were not aware of the inaccurate 
nok predicate relied upon during their inquiry. of the inaccurate 
predicate contained in the final Al report 


ne Al Lepresented a 

predicate and he FBI was not present 
ion of the intelligence, nor did 
The FBI had been brief 


Pe 


1p PSC, 1 SED | 


scope of the compromise on October 31, 1995, but that briefing was just as mislcading as 
the Al itself. See Chapter 6. 


Uu 
gan But to say that DOE misled the FBI as to the predicate, and to say that 
DOE improperly focused its conclusion only on Wen Ho Lee, is only to describe half the 
problem. The other half was the FBI’s unfortunate and unwarranted acceptance of DOE’s 
description of the predicate, and its unhesitating and unquestioning acceptance of DOE’s 
identification of Lee as “the most logical suspect." 


& Fundamental to any investigation is a solid understanding and appreciation of 
its predicate. The predicate is the foundation for any subsequent investigation. The FBI 
failed to confirm, or even make a serious effort to record, the predicate after receiving the 
final AI report. The three interviews that took place in September 1996, 
were not remotely sufficient for a case of this magnitude. There 
were references in FD-302 that, if pursued, could have led the FBI to the 
discovery of the problem with the predicate. They were not pursued. Similarly, the FBI 
vo ve ES, a 
another KSAG member, yet it never interviewed them. The FBI failed to ask for any 
written report that might have been generated at the conclusion of KSAG’s review even 
though it knew by September 1996 that the KSAG had generated a set of "bullets" 
summarizing its conclusions.** In the same manner, the FBI uncritically accepted 
DOE’s identification of Wen Ho Lee as the suspect. This act of deference to DOE is even 
more inexplicable than its acceptance of DOE’s characterization of the predicate. After 
all, questions conceming the predicate required outside expert assistance. On matters 
related to the identification of a suspect in a counterintelligence investigation, the FBI 
was the expert. 


(SOBERT) The AI, in short, was a deeply flawed product, whose shortcomings 
went unrecognized and unaddressed due to the FBI's own inadequate investigation. Had 
elther the FBI or DOE done what it should have done, the FBI could have been 
investigating in the year 1996 what it is now investigating in the year 2000: the 


“U e art ‘ 
ss Yers The bullets were explicitly referenced in a “Kindred Spirit” chronology 
created by DOE and given to the FBI on September 16, 1996. (FBI 674) 


\y\ 


Dare 


As to that, Wen Ho Lee was an appropriate 
subject of investigation. But, surely, he was not the only onc. 


H. (U) The recent racial and cthnic allegations against the Administrative Inquiry 


(U) Allegations of racial bias have been made in the media to explain the Al 
reports’ selection of Wen Ho Lee. These allegations have been largely, although not 
exclusively, attributed to Robert Vrooman former Contract Counterintelligence Officer 
(CCIO) for LANL.’ Vrooman’s allegation is that Wen Ho Lee was targeted based on 
his ethnicity.** 


u) $ 
es The AI is based upon a flawed predicate and it does make a premature 
selection of Wen Ho Lee as the sole suspect. The lack of a methodical and thorough 
investigation into the compromise of classified information creates a vacuum that invites 


$55 (U) See Far Eastern Economic Review, “Wen Ho Lee: A Witchhunt?” 
January 20, 2000 (“Vrooman . . . said Lee was singled out because of his ethnicity”); 
Washington Post, “The Federal Page,” December 20, 1999 (“Vrooman said federal 
investigators targeted Lee . . . largely because he was a Chinese American”), Chicago 
Sun-Times, “Ousted Nuke Expert in Legal Limbo,” September 23, 1999 (“Vrooman. . . 
stated publicly that Lee was unfairly singled out because of racial bias.”). 


Dre 
YV 
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PS 


such allegations. The situation is made worse by a poorly written final report with 


numcrous inconsistent statements as well as unsubstantiated assertions. Itis very difficult 
to defend such a wocfully inadequate and cursory investigation. Nevertheless, the AGRT 


has scen no evidence that the selection of Wen Ho Lee was based upon an investigation 
of Chinese Americans to the exclusion of any other group of potential suspects. The Al 
had many serious problems. Racism was not among them. 


1. (U) How Wen Ho Lee came to be identified as a suspect 


(U) It is obviously critical to the resolution of an accusation of “ethnic targeting" 
to examine just how it was that Wen Ho Lee came to be suspected in the first place. 


U 
er The first reference to Wen Ho Lee’s name in OEI’s “Kindred Spirit" 
paperwork is on June 6, 1995, just days after Trulock received the memorandum from 
at set KSAG into motion. Lee’s name appears on a 


handwritten note*” which appears to have been made in connection with a meeting that 
day between ——_ oo: 1865, 2038, 1850-1852) A number of 
other names are listed on the note. These names are not restricted to Chinese surnames. 
(DOE 1854) 


(SF) The second recorded reference to Wen Ho Lee’s name was during a STU 
Ill telephone conversation between fi and LN on July 5, 


identified four names in this conversation relevant to compromises to 


information: 


: gued to LANL in weapons design 
work. Trips took place in early 1980-81. had numerous 


Neithe 0. 
the note. 
1 e n 
382 


2/23/00) 


a could identify whose handwriting is on 
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{PoC Sr 


personal contacts with PRC national on a fairly frequent 
basis, also with Taiwanese persons. His wife Sylvia Lec also 
had frequent contacts with PRC Nationals and seemed to be a 
magnet for PRC post Doc’s assigned to LANL, where she 


DOE-03208. 


Uu) ; 
Ot This document is extremely significant. By tying Wen Ho Lee to the 
subject of a prior FBI counterintelligence investigation, it became inevitable that Wen Ho 
Lee would always be at or near the top of the suspect list. 


Gho On or before October 31, 1995, if not before, S Iso became 
aware that Wen Ho Lee was the subject of an ongoing preliminary inquiry being 
conducted by S Indeed, SS and S asked SA 
to-avoid interviewing Wen Ho Lee because he might be a suspect in the AI.** 


(SAT) In December 1995, Wen Ho Lee’s name came up again, this time from 


LLNL scientis During S and JD December 1995 trip to 
LLNL hared his own mental list of problem employees with the 
investigators. When interviewed in 1599 SENN could only recall providing the 
investigators Wen Ho Lee’s name. He raised this name, and maybe others, because of 
Lee’s contacts wi 


u $ 
se S tea memo to the file conceming this communication: 


“Lee could be the subject at some point of Albuquerque case ‘Kindred Spirit’... . 
Because of this possibility, S requested that no interviews of Lee be conducted 


at this time. It is noted that S will be conducting a review, along with DOE- 
OCI, i in efforts to identify a ‘Kindred Spirit’ subject. Once S completes his 
review, Albuquerque will make a determination as to future investigation of Lec.” (AQI 
02978 to AQI 02979) 
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; (SP3 In February 1996, Wen Ho Lec’s name came up again and this time, not a 
little bit ironically, from BRD CGE that at some point during 
SA GR a (rip to LANL in February 1996 for the purpose of reviewing 


o SA a b}? 


LANL cmployce records, mentioned the Lees and 
He recalled they were very interested in the information. said he 
mentioned the Lees after secing their names on two lists that the investigators were 
compiling concerning LANL employees who had traveled to China and those who had 
significant contact with Chinese visitors to LANL. “I saw the Lees on the list. He 

ve been on the list. I was probably responsible for Lee’s name coming up." 
conceded that the Lees were the only names he raised with 
He did not identify any other LANL employee or share 
information concerning any other name on cither list. The specific informatio 
sh ine th i 


and the 1982 contact between Wen Ho Lee and 


3 G50" 


(SARE In short, Wen Ho Lee’s name came to the Al’s investigators’ attention 
repeatedly and it did so not because he was a Chinese American but for two principal 
reasons: (1) Wen Ho Lee’s involvement wi and (2) the 
existence of an ongoing PI on Lee. 


it at the time since he took no 


thought it might have been a joke, which is how he t 
denies ever making this 


action after hearing the comment. 9/15/99) 
comment. ZR 10/25/99) 


PE E 


&/ 


2. oe BB i 1995 investigative plan 


Coen At first blush, the claim of ethnic targeting might appear to find support in 
an investigative plan written by Bin June 1995. In part the plan reads as follows: 

w) 

ART") An initial consideration will be to identify those US citizens, of 

Chinese heritage, who worked directly or peripherally with the design 

development. (NOTE: This is a logical starting point based upon the 

Intelligence Community’s evaluation that the PRC targets and utilizes 

ethnic Chinese for espionage rather than persons of non-Chinese origin.) 


(DOE 03206) 


pees There are two reasons, however, why this memorandum does not support 
an allegation of racial bias: First, proposal was never implemented. The AGRT 
is not aware of any review having been conducted that focused exclusively on Chinese 
Americans. Second, to the extent tha was simply acknowledging the fact that the 


PRC specifically targets ethnic Chinese for espignage purposes, that point was consisten 
with the view of veteran FCI investigators. a 2/23/00; ay bl 


(U) The AGRT would also note the existence of a “Note to File" dated November 
15, 1995, concerning Deputy Secretary Charles Curtis on 
China’s Nuclear Weapons Pro the following statement: “Curtis noted 


that there are seven Chinese restaurants in Los Alamos." We have no idea what this 

statement means, why it is in this memorandum, or whether it was even said. Curtis does 
not recall saying it. (Curtis 4/11/00) We do not read it so to suggest that DOE intended to 
focus its inquiry on ethnic Chinese. - 


< 


sa BR) ven fil +e A that he understood that the PRC targeted 


‘Chinese Americans 9/15/99) 


ri 


t 


>< 


ok 3. (U) The Al's acquisition of names 
ó 
T yc (U) The manner in which nd S acquircd their universe of 
bb) potential suspects is also indicative of a lack of targeting of cthnic Chinese. Records were 


collect based upon those with access to W-88 information, those who traveled to the PRC 
and those who hosted PRC visitors. Under the protocol established to guide the inquiry, 
the investigators reviewed every file. No group of files was ever assembled consisting of 
only Chinese American employees. Nor were the records subjected to a filter to extract 


Chinese Americans. and SA GRR GOZ that while they were familiar with 
the PRC’s propensity to target ethnic Chinese, they did not exclude anyone from their 
r review. (See 2/23/00; rt DSE 

4, oe The final AI report transmitted to the FBI BIL 


eng LKI rne final report includes suspect lists generated at LANL and LLNL. 

Together these lists identify thirty-two individuals. The composition of these lists do not 
suggest that the AI improperly focused upon Chinese Americans. While the lists do not 
give an individual’s race, they do include each individual’s place of birth. Other (a) 
identified factors are race neutral, such as clearance level, marital status, dates of 
employment and such. 


bs Of the twenty LLNL employees also identified in the body of the report, six were 


om in China (including one United States citizen born to United States State - 


Department employees), one in Taiwan, one in Hong Kong, one in Germany, one in 
Japan, one in Canada and the remaining nine in the United States. Significant . . 
investigative themes are prominent among the identified factors given for cach listed 
employee, such as employment problems, divorce, security infractions, failed polygraph 
examinations, possible prior affiliation with the Communist Party and extensive foreign 
travel and foreign connections. 


s short list 
opinion, should have been | WX) 
the AGRT was 


we |? 


id not make the list 
is listed in one of the AI attachments as a 
LANL employee wh d had “[mJoderate access to weapons data.” 
(DOE 91); and (2) Given the numerous and substantial inadequacies of the AI, and its 
many gaps, the omission of a particular name can hardly be attributed to racial bias. 


bi 


5. (U) Other indications of a lack of racial bias 


(U) The AGRT has conducted numerous interviews of individuals who had 
contact with S and; during their work on the AI. None indicated 


evidence of racial bias.°? ` 


The investigators themselves M and SAG ceric 
SA noted that he never observed any such behavior o 
i f the AI was dgge jn a professional manner. 


7 6 i i included those of, 


, pt TSEC O 
Wa bY 
LB eeinaty we would note that the AGRT interviewed SA the agent 


assigned to conduct the preliminary inquirics on the other 
identified in the body of the Al report. SA aa: an experienced agent with 
in the FBI including time on both the Inspection Staff and Administrative Summary 
Unit which adjudicates Office of Professional Responsibility misconduct investigations. 
SA indicated that he is not aware of, nor has he seen any evidence of, ethnic bias 
in the.selection of a 


bI 


} 


sya? S wn criticism of the AI report's selection o 
stems from the report's presumption that a “Q” clearance and employment within a 
LANL division automatically means the subject had actual access to classified 
information on the W-88. This assumption is inaccurate. 
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CHAPTER EIGHT 


(U) THE FBI'S INVESTIGAT ° WE LEE AND SYLVIA LEE: 
MAY 1996 TO APRIL 1997 


estions Presented: 


Question One: (U) From May 1996 until April 1997, was the investigation 
pursued competently and aggressively? l 


A. (U) Introduction 
-(U) Because S the sole case agent assigned to the Wen 
Ho Lee investigation during this period of time,™ this question really tums on whether 


SA ered on this investigation was competent and aggressive. It was neither, 
and in some respects, the investigation never recovered. 


B. (U) The full investigation begins 


(C) DN Tai 
XE% On May 28, 1996, a copy of the DOE Administrative Inquiry ("AT") was 


hand-carried from DOE Headquarters to SSA at FBI-HQ. (DOE 2406, FBI 
525, AQL 886) SSRs of course, expecting it. Indeed, the previous week he 
had briefed FBI-AQ ASAC Ron Dick on the investigation and, according to a briefing 


- memorandum, told him that FBI-HQ was expecting DOE's report by the end of the 


month and that “{rJecent briefings indicats & Los Alamos efiiployee will be named as a 
suspect for Albuquerque to investigate in the context of an espionage investigation." 
(FBI 13044) ao 3 : . 


#5 (U) Althotigh sai: assigned to the investigation beginning in 
February 1997, he did only a slight amount of work on the case prior to April 1, 1997. 
See, £g AQI 4579, $594, 5110, 5590, 4586, 1194, 5591, and 1210. 


9 Ca 


ABY The investigation began with high expectations. On May 22, 1996, shortly 
before the transmittal of the Al to the FBI, the Deputy Secretary of Energy, Charles 
Curtis, and Notra Trulock, Director of the Office of Energy Intelligence, met with DAD 
John Lewis. According to a memorandum which Trulock sent to Deputy Secretary 
Curtis, DAD Lewis advised them to expect the submission of a FISA application in 30 to 
60 days after the FBI's receipt of the Al. (DOE 1844) That would prove to be rather 
optimistic. 

(u) : 

§3) SSA mediately upon his receipt of the AI forwarded it to FBI-AQ 
and ordered it to open a full investigation of Wen Ho Lee and his wife, Sylvia. (FBI 490) 
That investigation was formally opened at FBI-AQ on May 30, 1996. (AQI 882) 


(U) Three mistakes were made immediately: k 


complexity and magnitude. See Chapter 4. 


(wW ie 
§8) First, the case was assigned to Ci: = eread feo: 
quan: being up to the task of investigating a matter o i s 


(U) Second, the case was only assigned to sa He was given no help 


- on a case that even in the hands of the most skilled and experienced and talented agent 


would have required help. And, as described in Chapter 4, when NSD attempted to get 
SA GR tclp, its genuine efforts were subverted by FBI-AQ itself. 


. QS Third, NSD made it clear that even though the OO — Office of Origin — for the 
“Kindred Spirit" investigation was nominally Albuquerque, the true OO at bl 
FBI-HQ. This could hardly have been made any clearer than it was in a tel call ten . . 
days afte? the case was and 
To begin with, cted FBI-AQ to copy leat files and send 


to him. (AQI954) He went on to give FBI-AQ “a list of things that he needed done 
in this matter rather quickly.“ ([d.) Thus, at the same time that SS 


' 6 (SAE) There was nothing inherently wrong with SS “to do” list. 
It logically set out a number of appropriate leads, including reviewing personnel 
reviewing travel reports, dooumenting the predicate ascertaining the speolfics o bi 


Pho 
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promising FBI-AQ that it would get “whatever support it needed" (AQI 954), he was also 
making it clear that the entity to be “support(ed)" in this investigation was NSD, not FBI- 

AQ. That point was driven home two days later in another telephone conversation 

between SSA nd SA SS nstructed SA o 

stop “any additional work on this matter" until SSA and SC Doyle flew out to 
Albuquerque to meet with Division personnel. (AQI 954 us began the difficult and 
problematic relationship between ili and FBI-AQ that is described in detail in bi 


Chapter 4. 


C. (U) The July 1996 meeting 


(U) On July 2, 1996, SS and SC Doyle met with SAC Kneir, ASAC 
Dick, SSA Siban s nce again, SSA -= FBI-AQ a “to do" 
list of additional work to be done on the investigation. (AQ The most significant 


consequence of this meeting, however, was the decision by SC Doyle to procure for FBI- 
AQ additional support for the investigation. NSD addressed this issue promptly and 
aggressively. While it would have been more effective and efficient for NSD to have 


arranged for the specialty transfer of experienced FCI agents, NSD was at least 
in a meaningful fashion to address the obvious problem of having SA 


attempti ; 
o this case alone. Unfortunately, NSD’s initiative in procuring two first 
ofice agents to support S. met by FBI-AQ’s diversion of the agents 
from that assignment. See 


D. (U) June 1996 to March 1997 investigative activities 


w) A principal i issue of competence presented itself almost immediately: SA 
painfully slow pace, what NSD would diplomatically characterize as SA 

ck of vigor. : (FBI 706) The AGRT has examined each of the items on 
do" lists of June 10, 1996 and July 2, 1996. In general, SA 
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` “ee 4. Even given these interruptions, this was an investigation that, as SSA 


top of the list. According to 


proceeded at a completely unacceptable pace. Projects that should have taken 
days took months.” 


k *) It is true that s.: was interrupted twice by unnecessary 
and avoidable delays. First, it was interrupted by SSA SERED instruction to stand- 
down until he and SC Doyle paid a visit to Albuquerque. Second, it was interrupted in 
August by SS order to cease the investigation pending DOE's and OIPR's 


b) 


haracterized it, demonstrated a real "lack of urgency." (FBI 719) ` 


little progress in the Wen Ho Lee investigation: S gathered some personnel 
and travel records; he issued some requests for national security letters for financial and 
telephone records; he requested a mail cover (although NSD actually prepared it);* he 


U 
os Between June 1996 and the beginning of 7 1997, FBI-AQ made precious 


a $2 For example, SS Id S on June 10, 1996 to obtain 
and review Wen Ho Lee and Sylvia Lee’s personnel files and travel files. The project 
was not completed until December 5, 1996. 


CY) 

5 (SY Significantly, SSA QHD suspension of the full investigation did not 

stop S m continuing to pursue leads that would have been permissible ` 
inquiry. SS imade this precise point to 7; = 


under a 
telephone call on August 13, 1996. I 1006) Thus, much of what S. 


doing (or not doing) should not have been affected by the suspension of the full 

investigation. Be ate 

s (3f" Of all the irritants in the relationship between FBI-AQ and 
ita tha 


and b) 


there were est for cover Lor the simple 
purpose o at the 


with 
the time-consuming request for a cover, particularly since it mey 
General approval. “[The] guy was totally blocked by obstacles.” = 12/15/99) A 
close second was S request to have an entire Chinese e textbook 
on nuclear arms control translated by FBI-HQ. (AQI 1144) E escribed it 


ror (Crp 
` 392 


7123199 and rejected i it out of hand. (FBI a SSA 
A : 
i 
76°) i 
i! 5” (8) For example, it was S who told Dor i: July 
| id 1996 that limiting Wen Ho Lee's access would “seriously hamper{]” the investigation. 
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gathered some additional investigative records concerning the 1982-1984 investigation of 
Wen Ho Lee; he sent leads to the Washington Field Office to interview a few individuals 
conceming the predicate for the investigation; and he personally interviewed two LANI. 


supervisors of Wen Ho Lee. This paltry account is essentially the sum total of SA 
G- months as case agent on the “Kindred Spirit” investigation. 
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w Even more harmful and certainly more consequential to the investigation, is 

what S did not do. He failed to pursue the issue of gaining access.to Wen 

Ho Lee’s computer. See Chapter 9. He failed to ask the right or appropriate questions to , 
DOE’s conceming computer matters. Chapter 9. He failed to forward poc f 
the very significant interviews i FBI-HQ and then, even worse, E c i 
NSD was given the mis-impression that “no useful information [was] obtained from 
them." (FBI 745) He failed to investigate the predicate for the investigation. He failed to 


take meaningful steps to understand the nature of Wen Ho Lee’s past work or to develop 
evidence of motive. . 


U) 
(8) And finally, but certainly not least significantly, he contributed materially to 
the FBI’s failure appropriately to address Wen Ho Lee’s continuing access to classified 
information.*”- See Chapter 18. 
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E. (U) A shared responsibility 


(U) Although it states the obvious, it is worth stating it anyway: it was nor SA 
fault that he was assigned the Wen Ho Lec investigation. That was a 


significant management failure on the part of FBI-AQ. It was one that could have been 


considerable additional support, but that was not 


ameliorated by providing SAGE 
done. It was one that could have been ameliorated by providing SERRE case 
and aggressive supervision, but that was not done either. And it was one tat. could have 


been actually rectified by removing S. om the case entirely, but that also 
self fr 


was not done.™ _ It is true that, eventually, S. 
a promotion to FBI-HQ, but that 


to his work on the Wen Ho Lee investigation.” 


bl s at least briefly, contemplated wx this action, but contemplation is 
as far as it went. (FBI 715) 


n. It was addressed, but not in am meaningful way, and it was certainly not 
have i: 


resolved. Essentially, FBI-HQ told SS. provide 
superyision,” which SS should providing anyway. E709; 705, 
711) 

3 U) ssa SDi- claim that sA D rtosdqusicts co promotion ` 
and his failure to perform in the Wen Ho Lee ion were related to cach other. 

ld the AGRT that ith UC 
end SS asserting that he had “solved” his problem on the Wea Ho Lee 
tion by recommending S or an FBI-HQ promotion. 
12/15/99) SS however, told the AGRT that he did not and would never have 
12/1/99) SA 


recommended S for a promotion to FBI-HQ, 
application for promotion (FD-638) is signed by SAC Weber, not SSA- 


BI 21591, 21594) 


7, 


F. (U) Conclusion 


K 
B) 
A 42 On March 30, 1997, when S formally requested the reassignment 
yac | of the Wen Ho Lee investigation to S QI 1212), he left behind an investigation 


that was floundering and directionless. DAD Lewis’ prediction to DOE at the start of the 
investigation ~ a FISA application in 30 to 60 days - had proved wildly optimistic. ae 
Notra Trulock had already complained to DAD Lewis (Lewis 7/6/99), and those 
complaints had been communicated t s well (FBI 715), to no effect. The, 


L1 | investigation, DOE concluded, was “not going anywhere" and FBI-AQ had simply 
“dropped the ball. ‘aes 


: (U) On April 15, 1997, that would change, but not necessarily for the better. 
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CHAPTER NINE 


SEARCH OF WEN HO LEE'S COMPUTER 


(U) THE SE 
Questions Presented: 


Question One: (U) Whether Wen Ho Lee had a reasonable ss ca of 
privacy in the LANL computer systems to which he had access. ta 


u) 
Question Two: SINF) Whether the preliminary inquiry conceming Wen Ho 
Lec in 1994 presented an opportunity to search the LANL computer systems used by 
Lee, without a warrant, on the grounds that Lee had no reasonable expectation of privacy 


in them. 


Question Three: (U) Whether the FBI assigned agents with appropriate training 
and experience in computer crime investigations commensurate with the needs of the 


Wen Ho Lee investigation. 


Question Four: (U) Whether FBI Albuquerque. provided FBI Headquarters’ 
National Security Law Unit with ali facts in its possession that were relevant to whether a 
warrantless search of the LANL computer systems used by Wen Ho Lee was es 


Question Five: (U) Whether FBI Albuquerque displayed appropriate 
investigative zeal, and developed an appropriate liaison with knowledgeable LANL 
personnel, to uncover all facts relevant to the computer search issues. 


Question Six: (U) Whether FBI Headquarters provided appropriate dai and 
guidance to assist FBI Albuquerque to develop all facts relevant to the computer search 


issues. 


_ Question Serei w) Whether FBI Headquarters’ National Security Law Unit 
applied the correct legal standard in assessing whether a warrantless search of the LANL 


computer systems used by Lee was permissible. 
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Question Efpht: MU) Whether the advice provided by FBI Headquarters’ 
National Security Law Unit was legally correct and complete, appropriately 
communicated from FBI Headquarters to FBI Albuquerque, and accurately understood 


by the agents in the field. 


. (U) PFIAB Question il4: Why the FBI's FISA request did not 
include a request to monitor or search the subject's workplace computer: 
systems, particularly since an attorney in the FBI's General Counsel's." 
Office had provided an opinion in 1996 that such monitoring or searching 
in this case would require FISA authorization. 


(U) PFIAB Question #5: Why the FBI did not learn until recently 
that in 1995 the subject had executed a series of waivers authorizing 


monitoring of his workplace computer systems. 


A. (U) Introduction 


any : 
peolininnty inguty was open, to searching the E DA 
access at the Los Alamos National Laboratory (“LANL”). In May 1996, the FBI opened 


a full foreign counterintelligence investigation of Wen Ho Lee, whom ‘the FBI suspected 
© W-88 nuclear weapons system to the 


of passing classified information conc 

PRC. In November 1996, FBI Albuquerque sought advice from the FBI National . 
Security Law Unit (“NSLU”) about searching Lee’s LANL computer. Much remains 
unclear about this request for advice and the response to it from the NSLU and FBI 
Headquarters. This much is certain, however: The computer should have been, but was 
not, searched in 1996, and it should have been, but was not, searched in 1997 or 1998. 
Moreover, although it is a somewhat closer question, the computer should have been, but 
was not, searched in 1994. The consequence of these failures is breathtaking and 


potentially catastrophic: One of the most scrious breaches in national security in modem 
United States history might have been stopped in its tracks, but was not. 


(U) The FBI's attempt to gain access to LANL computer systems used by Wen 
Ho Lec was a catalog of missed opportunities, bad communication, inadequate legal 
advice, unduc caution, lack of investigative zeal and ingenuity, and a wholesale failure to 
recognize the significance of Wen Ho Lee’s work with and access to highly classified 
computer software and systems. Moreover, the FBI personnel working these.issues were 
far too easily stymied by obstacles that could have, and should have, been overcome. For 
example, when the FBI was inaccurately told that the LANL computers did not have 
banners, which notify computer users of the possibility of monitoring, the FBI never 
investigated whether facts existed which might undercut any expectation of privacy on 
Lee’s part, and which might thus obviate the need for such notice. When the FBI was 
told that Lee had not yet been registered into an on-line system containing an 
acknowledgment of computer monitoring, it took no steps to insure that Lee was 
immediately registered, or even to ascertain subsequently whether the registration had 
taken place. And, when it determined that a FISA order and probable cause was required 
to search Lee’s computer, the FBI never considered whether significant — and, as it turns 
out, incriminating — information about Lee’s computer usage could be obtained through 
other means that would not have required a showing of probable cause. 


(U) In part, the FBI’s computer search problems were the natural consequence of 
the FBI’s focus on obtaining FISA coverage to the exclusion of other logical 
investigative strategies. In pursuit of FISA, the FBI adopted a “non-alerting” strategy 
that was, nominally at least, intended to preserve the maximum usefulness of the hoped- 
for FISA surveillance by minimizing contact with individuals at LANL, in the belief that 
they might, inadvertentipor otherwise, alert Lee to the investigation. What proved more 
unforturfate, however, is that because of this singular focus on FISA, the FBI did not 


thoroughly question those at LANL who were interviewed about Lee’s work with 


computers, beyond the minimum needed-for-inclusion in a FISA application. 
Consequently, the FBI cut itself off from, or failed appropriately to question, those who 
were most knowledgeable about LANL’s computer systems and who would have been 
most helpful in supplying the facts that would have permitted a lawful search of Lee’s 
computer. By this strategy, for example, the FBI kept itself from leaming a fact that was 
literally just one question away: that Lee had executed a waiver in 1995 that would have 
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permitted the searching and monitoring of Lee’s computer and e-mail messages, and that 
would have made a court order unnecessary. 


(U) By a similar strategy, also intended to preserve the option of obtaining FISA 
surveillance, the FBI cut itself off from the Criminal Division at the Department of 
Justice, and in particular, from the Criminal Division's Computer Crime and Intellectual! 
Property Section. Having deliberately avoided those most knowledgeable of the facts 
relevant to a search of Lee’s computer, the FBI then avoided those most knowledgeable 
of the relevant law. The result, as discussed below, was that the agents in the field 
received advice that was inaccurate, incomplete and poorly communicated. 


(U) Remarkably, this failure to pursue available information continued even after 
the FISA application was rejected, indeed, even after FBI Headquarters senior 
management was told that a more alerting strategy was to be adopted in the wake of the 
FISA rejection. 


(U) The combined result of these and other lapses to be discussed in this chapter 
is that the FBI learned in 1999 what it could have, and should have, learned in 1996, or 
even in 1994. Had it done so, it would have become aware of Lee’s computer 
misconduct years earlier — with all that implies about the possibility of minimizing 
damage to national security — and it well might have actually caught Wen Ho Lee “in the 
act” of downloading classified information in 1997. 


) The FBI cow knows that at least as carly as. 1993, Wen Ho Lee began 


transferring classified files from the secure LANL computer totheopen _. 4 
system." According to the current case agent, ns gathered the 
classified files on the secure LANL computer system, al ¢ files to remove the 

classified marker preventing their transfer, moved the files to the open side of the system, 


‘“(U) The LANL computer systems are described below. See Section B(13). 
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and from the open Gisten downloaded the files onto 10 tapes. li a 
3/1/00; scc also Wampler 12/17/99) All but onc of the tapes was created in 1993 and 


1994. (LANL 001954) 


b) 
Cid.) The last tape, however, downloaded by Lee in April 1997, is the most 
significant, according to LANL experts, because it contains the most sensitive material of 


all those he created. 111/99) 


(u 

eii to vm the FBI has obtained logs from LANL Swi the 
gathering, transferring, and downloading of these classified files, as well as the dates on 
which these actions were taken. 9/11/99) This information was available on the 
LANL computer systems in November 1996 when FBI Albuquerque first sought advice 
regarding a search of Lee’s computer. ([d,) It was also available in 1994. Id.) 
According to SA the names of the files Lee transferred were such that LANL 
ve recognized them as classified from the file names. (Id,; see also 


scientists would 
Wampler 12/17/99 12/21/99) Had they been asked to review the list of file names 
contained on the logs, the LANL scientists would have been immediately suspicious that . 


Lee had transferred and downloaded classified data onto the open system. (Id.) 


According to. cA FBI Albuquerque had searched Lee’s computer in November 
1996, it would have found the vast majority of what it later discovered when Lee’s 


computer was searched in | March 1999. (Id.; see also Detention Hearing 12/27/99 Tr. 83- 
84) 


(U) According to the December 10, 1999 Indictment against Wen Ho Lee, during 
1993 and 1994, Lee collected, from LANL’s secure computer network, secret restricted 
data (“SRD”) and confidential restricted data (“CRD”) contained in classified computer 
files, assembled the SRD and CRD material into “TAR” files, and transferred these 
classified TAR files onto the open network at LANL. (Indictment ] 16) Ninefeen such 


_ TAR files are involved in the Indictment. (Indictment { 18) Once on the open network, 


3U) A TAR file is an archive file into which groups of other files, perhaps 
thousands of files and file directory structures, can be collected and thereafter can be 
treated as a single file, (Detention Hearing 12/27/99 Tr. 31) 
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Wen Ho Lee, or anyone with Lee’s “Z number’ and password, could have accessed 
and downloaded the classified TAR files, from anywhere in the world, through the 


Internet.” (AQI 06196) 


(U) During 1993 and 1994, Wen Ho Lee downloaded 17 of these 19 classified 
TAR files onto nine portable tape cartridges. (Indictment J 20) Then in 1997, according 
to the Indictment, Lee downloaded six more classified files onto a tenth portable tape 
cartridge. (Indictment { 21) Some of these tapes were recovered during a search of Wen 
Ho Lee’s LANL office in March 1999, /11/99) Seven tapes, however, 
including the tape created in 1997, are presently unaccounted for. (Indictment { 22; 
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(U) Witnesses at the detention hearings following Lee’s arrest described the 
significance of these classified materials. According to Stephen Younger, Associate 
Laboratory Director at LANL, the classified computer files that Wen Ho Lee 
downloaded and transferred to portable tapes included “source codes,” which are written 
in a “human readable” computer language used in the design of nuclear weapons. 
(Detention Hearing 12/13/99 Tr. 11) These codes can be hundreds of thousands of lines 
long, and, according to Younger, “You can read it, so it represents, in essence, a graduate 


U) A “7, number” is a unique number assigned to each employee at LANL. 
(Detention Hearing 12/27/99 Tr. 27) 


U 
SRE) Indeed, on March 2, 1998, shortly before a trip to Taiwan, Lee asked 
the LANL computer help desk how he could access the LANL system from overseas. 


(FBI 01986) Lee was given help:on how he could access the open system from overseas. | 


(FBI 13525)’ While in Taiwan; Lee accessed the directory on the open LANL system 
where he had previously moved the classified files. (Detention Hearing 12/27/99: Tr. 


121-23) From Taiwan, Lee accessed File 19, one of the files charged in the Indictment, = 


which contained a collection of classified files that Lee had assembled from the secure ~~ 
LANL system. (Id) Lee then transferred two unclassified files from File 19, from the 
open LANL system to the computer he was using in Taiwan. (Jd,) The FBI has been 
_unable to ascertain from the available computer logs whether other, classified files were 
similarly accessed and transferred by Lee or by someone using his “Z number” and 
password. (Detention Hearing 12/29/99 Tr. 446-49) 


course in nuclear weapons design.” (1d.) These codes are “among the most complex 


computer simulation tools ever developed on the planet,” they represent “person- 
centuries of effort,” and “they have inside them the results of. . . a thousand nuclear tests 
that the United States has done over the past 50 years.” (fd, at 12) These source codes 
were described by Richard Krajcik, Deputy Director of X Division at LANL, as the 
“crown jewels of the nuclear weapons program” in the United States. (Detention 
Hearing 12/27/99 Tr. 179) Younger described them as “priceless, they can’t be 
duplicated.” (Detention Hearing 12/13/99 Tr. 36) 

(U) Lee downloaded source codes for both primaries and secondaries.*™ 
(Detention Hearing 12/27/99 Tr. 191) Code A, one of those involved in the Indictment, 
could be used for both secondaries and primaries. d.) Another code involved in the 
Indictment, Code G, was used for secondaries. (Id,) According to Krajcik, Lee “took, in 
essence, all that was worth taking with regard to American secondary thermonuclear 
design.” (Id. at 193) Code B and Code I, also charged in the Indictment, were “the 
major codes to be used on the primary side.” (ld, at 192) Code B “was the very latest 
information that we had. It was the very latest update,” according to Krajcik, and Code © 
I, “also was the latest vintage version of that code.” (ld, at 194-195) 


(U) Wen Ho Lee also downloaded onto the open system and transferred onto 
tapes “input decks,” which, Younger explained, contain “[aJll the materials and the 
geometry of the nuclear device.” (Detention Hearing 12/13/99 Tr. 11) Krajcik described 
an input deck as containing the “electronic blueprint” of a nuclear weapon. (Detention 

Hearing 12/27/99 Tr. 189). “Basically, what it does is it tells you how you mee build 


such a device,” according to Krajcik. d.) 


._ QU) Jeny Younger, a modem nuclear weapon has-two major piis 
“There is a primary stage and a secondary stage. The primary stago is the part that has “~ 


the plutonium in it. It’s surrounded by high-explosive; high-explosive is detonated and 
presses the plutonium. The plutonium goes critical when it starts to generate nuclear 


energy. That energy is used to compress the second stage of the weapon, which is the 
secondary, and that is the stage that produces most of the military-cffeotive yia of the 


device.” (Detention Hearing 12/13/99 Tr. 9-10) 
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(U) Krajcik described the codes, input decks, and data files downloaded by Lec 
as “a chilling collection of codes and files.” 


(Detention Hearing 12/27/99 Tr. 189-190) 


(U) Chilling in the sense that it contained the codes 
important to doing design or design assessment, files 
important (o determine geometries, important successfully 
tested nuclear weapons. It contained important output setups, 
nuclear output setups. It contained devices across a range of ~ 
weapons, from weapons that were relatively easy to 
manufacture, let’s say, to weapons that were very 
sophisticated and would be very difficult to manufacture. It 
contained the databases that those codes would require to run. 
And for someone who used those codes to incorporate them 
into any kind of calculations that were made in terms of 
designing something new or checking something old, it was 


all there. 


(U) According to Younger, “[tJhe codes and the databases that were downloaded 


represent a complete nuclear weapons design capability, everything you would need to 
install that capability in another location, everything.” (Detention Hearing 12/13/99 Tr. 
2 aM 


(U) These codes and their associated databases, and the input 
file, combined with someone that knew how to use them, 


- Gould,-in-my-opinion,in the wrong hands, change the global — 


strategic balance. They enable the possessor to design the 
only objects that could result in the military defeat of 


- America’s conventional forces. The only threat, for example, eee 


to our carrier battle groups. They represent the gravest 
possible security risk to the United States, what the president 


` and most other presidents have described as the supreme 


national interest of the United States, the supreme national 
interest. 


(Id. at 38) 


(U) The seven tapes that remain unaccounted for are, according to Younger, “a 
complete portable nuclear design capability which could be installed on a super computer 
center or on.even lesser computer capabilities.” (Detention Hearing 12/13/99 Tr. 39) 
According to Krajcik, the collection of the weapons codes and files downloaded by Wen 
Ho Lee existed only in two places in the United States: LANL and Lawrence Livermore 
National Laboratory. (Id, at 206) “And there is also this private collection that Dr. Lee 


has put together.” ([d,) 


inquiry 


(FBI 02104) 


c information provided by the source was transmitted by FBI San 


SNET 
Ss Francisco to FBI Headquarters in a March 1, 1994 teletype with a request that it be 


t FBI Albuquerque, who was. 


forwarded to, among others, S 
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following the activities 0 (FBI 02099) On March 31, 1994, FB 

LI Albuquerque sent FBI Headquarters a teletype further sr 

i ae a 

The teletype described Wen Ho Lee as “a weapons designer and part of the code 
development group in LANL’s applied theoretical physics division.” (AQI 03892) The 

teletype then went on to elaborate upo 


1 03892 (italics added)). The tel concluded by noting the opinion of Source #2 
E (AQI 03893) 
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SSFY On April 18, 1994, sA =<: an EC to the SAC Albuquerque 


recommending that a preliminary inquiry be opened “to determine the nature and extent 
of LEE WEN-HỌ’s contact with PRC nuclear weapons scientists.” (AQI 02882) On 
April 20, 1994, a preliminary inquiry was initiated on Wen Ho Lee. (AQI 02830) On 


June 1, 1994, FBI Albuquerque sent a teletype to FBI Headquarters requesting that 
f i leone kaal the earl : 


ens e 


essentially the same ~ 
and SA I (A 


oy E 
` SOSANF) In June 1998, Source #2 again provided: 
information to the FBI, specifically to S SA 
01795, 1796). en ) i 
w 


March 1 


\\ 


com (AQI 02891) On November 7, 1994, FBI Albuquerque sent a teletype to FBI 
i j imi inquiry “to bring this matter to a 


teadqudrters requesting an extension of the preliminary inqui 


logical conclusion.” (AQI 02830) This teletype state 


Ww 
ae Under the AG Guidelines in effect in 1994, the FBI was permitted during 

a preliminary investigation to conduct searches “where there is no expectation of privacy 
and a warrant would not be required for law enforcement purposes.” (OIPR 02034) As 
will be seen, Wen Ho Lee, like other computer users at LANL, had no reasonable 
expectation of privacy, and a search of Lee’s computer could have been conducted at any 
time after the preliminary investigation began on April 20, 1994.°* Had the FBI looked, 
it would have found startling evidence. For several months before the opening of the 
preliminary investigation, and for more than a month after, Wen Ho Lee had been 
moving highly prized and highly classified nuclear weapons computer codes and files 
from the secure computer network into a directory under his name on the open network 
at LANL. (LANL 001954 & 2054) There they remained until January 1999, where they 
could be accessed and downloaded by Lee, or by anyone who had obtained his Z number 
and password, from anywhere in the world. (Detention Hearing 12/27/99 Tr. 81-89) 


= 
SSF Under the Attorney General Guidelines for Foreign Counterintelligence 


Investigations (“AG Guidelines”), FBI Headquarters approval was required to extend the 


preliminary investigation. (OIPR 02035) 
S&U) Because some of the factors that invalidate any reasonable expectation of 
privacy, such as the document Lee signed April 19, 1995 containing an an express consent 


to monitoring and certain banners on LANL computer systems, came into existence after 


1994, the question is somewhat closer in 1994 than when it later arose in November 
1996. In our view, however, even without these additional factors, the LANL computer 


systems used by Lee could have been lawfully searched without a warrant in 1994. At 


. the very least, the predicate for the preliminary investigation of Wen Ho Lee should have 


demonstrated to the FBI the importance of searching Lee's computer when the full 
foreign counterintelligence (“FCI”) investigation of Leo began in camest on May 30, 


1996. 
10)%ecr rf 
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Had LANL scientists been asked by the FBI to look at Lee’s computer directories in 
1994, the file names of the computer codes themselves would have been recognizable to 
PL the scientists and would have alerted them to the possibility that Lee had left the “crown 
vb, ue jewels,” as Krajcik described them, out on the open network. CE 4 29 Sa | DOE 
12/21/99; AQI 06196) bi 


Mi Acting with reasonable dispatch after the initiation of the preliminary 
investigation, the FBI might have literally caught Lee in the act of downloading'some of 
the computer codes and files, and creating some of the portable tapes, that are involved in 
the charges in the Indictment. Unfortunately, however, Lee’s computer was not searched 
for another five years, and the preliminary | investigation was closed in November 1995, 

~ in deference to DOE’s administrative inquiry into the errs loss of the W-88 


technology. (FBI 00404) 


3. O Waivers, banners, booklets, and aa documents bearing upon the 


ectation of pri £ at 
(U) There appeared to be a universal sentiment among the LANL scientists ; l 
interviewed by the AGRT that a computer user at LANL has no expectati s 
L 
b7c 


12/21/99) This is well supported by banners appearing on computer screens, by express 
LANL policy articulated in booklets widely distributed to LANL employees, as well as 
by the “Rules of Use” waivers employed in X Division, whete Wea Ho Lee worked. 


(U) Computer users in LANL? sX Division, where Wen Ho Lee worked, were 
` required to sign “Rules of Use” forms that contained the following ‘warning of possible 


monitoring: 


(U) WARNING: To protect the LAN [local area network] 
systems from unauthorized use and to ensure that the systems 
are functioning properly, activities on these systems are 
monitored and recorded and subject to audit. Use of these 
systems is expressed consent to such monitoring and 
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recording. \Any unauthorized access or use of this LAN is 
prohibited and could be subject to criminal and civil 
penalties. 


(Omnibus 11/30/99; RR 12/20/99, RB 2/2 1/99, 12/21/99) 

(U) Wen Ho Lee signed such a form on April 19, 1995 (FBI 00181 &.00183), 
igned similar forms on previous occasions. According 7 

“Rules of Use” forms have 

been in use in X Division since the late 1980s. 3/00) produced an 

unsigned copy of a “Rules of Use” form, with a revision date of April 1991, that was in 

use prior to the form signed by Wen Ho Lee on April 19, 1995. (DOE 03562) The prior 

version, which was the one in use in April 1994 when the preliminary investigation was 


opened To). contained the following paragraph: 


(U) The resources of the X-DIVISION SECURE LOCAL 

AREA NETWORK are to be used only for official business 

purposes. DOE and Laboratory. security policies require the 
- audit of user files by security officers to assure this. 


(DOE 03562) 


*5(U) A footnote to this paragraph reads: 


(U) Audits are normally conducted by requesting information 
on selected files from the owner; however, inspection of 

individual files may be conducted by security officers under 

special circumstances, such as an actual or suspected security _ 
incident, In addition, individual files may be viewed by as 
administrators in order to assist users, troubleshoot system 

problems, or upgrade systems. You will normally be notified 


of such access. 


(DOE 03563) 


} 
| 
| 
i 
- to replace the paper “Rules of Use” forms. From at least the time th | 
was responsible for in 1991, JEN “can say with 
assurance that [Wen Ho Lee d signed a Rules of Use form or his account 
can thus say that Wen Ho Lee 


(U) According SD a copy of the “Rules of Usc” form was to be posted 
near the user's workstation. In anticipation of annual, or sometimes morc frequent, visits 
by DOE Albuquerque security auditors, members of eer reef periodically 
inspected X Division offices to ensure that cach workstation had the appropriate “Rules 
of Use” forms posted nearby.*** (Omnibus 11/30/99) 

(U) According to both the open X Division LAN and the secure X 


Division LAN displayed a banner that alerted the user to the possibility of monitoring by 
referring to the “Rules of Use” forms each X Division user had signed.*** (Omnibus 


11/30/99) The banner read: 


(U) Ifyou are an authorized user, your continued access to 
this computer facility carries with it your acceptance of the 
Rules of Use for this facility and your explicit agreement to 
abide by those rules. 


(DOE 02052) The banner concluded with a notation indicating where the “Rules of 
Use” could be accessed on-line. In addition, the forms were posted at each computer 


the forms were to be signed annually, and when a 


*4(U) According 
new form was signed, the old forms were discarded. (Omnibus 11/20/99) 


confirmed that the April 19, 1995 “Rules of Use” forms signed by Wen Ho Lee (FBI 
00181 & 00183) are the most recent, and only, forms available. (Omnibus 11/30/99) 
This is apparently because X Division was in the process of developing an on-li 


2/3/00) 
signed the Rules of Use form applicable in April 1994. Qd) - mare 


88) Signing of the “Rules of Use” forms was part of an annual re-validation 
process required of LAN users. In 1995 and 1996, as part of a process of going to 


electronic, rather than paper, re-validation, banners were put on the X Division LANs. 
ril 1994, but were certainly 


2/3/00) 


would have been disabled.” 


in 


The banners therefore were not on the X Division 
on all X Division LAN systems by November 1996. 
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.. Sigma, Tao, and Theta, on which complex co 


workstation. According to this banner appeared cach (ime a user logged onto 
his X Division workstation. (Omnibus 11/30/99) 


(U) In addition to the X Division banners, a LANL computer user would also 
encounter banners cach time she accessed any one of the machines on either of the lab- 
wide computer networks, the secure Integrated Computing Networks (“ICN”) or the ` 
open ICN.** (Omnibus 11/30/99) This banner, which appeared a the period 


of the Kindred Spirit investigation, read as follows: 


(U) This computer is for authorized use only. All use is 
subject to audit and all use may be monitored. This computer 
system is operated under the auspices of the Department of 
Energy. Any misuse or unauthorized access is prohibited, 
and is subject to criminal and civil penalties. Evidence of 
unauthorized use may be provided to law enforcement 


officials. 
(DOE 02053)" TI confirmed that Wen Ho Lee would have regularly 


accessed one or more of these mainframe worker machines, such as Sigma, as part of his 


According to 
the secure ICN contains 
supercomputers, storage, and specialized servers connected to users in other laboratory 
divisions and groups. The secure ICN includes the Central Filing System (“CFS”), 


which is a file storage server, and supercomputers, certain of which were known as 
functions. could be performed on ` 


files accessed on the secure CFS. According the LANL open ICN provides 
internal and Intemet access to 20,000 workstations and PCs.across.all divisions and 
groups. Services available in the open ICN include supercomputing, storage and archive, 
Web access, and Internet mail. The open ICN includes the open CFS. (Omnibus 
11/30/99) 


$*1(U) This banner was not present in April 1994, but came into use in 1995. 


EB: ) The banner quoted here thus was in use in November 1996. (Omnibus 
11/30/99) It remained the same through July 1999. dd.) 
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day-to-day job activities. (Omnibus 11/30/99) Each time Wen Ho Lee accessed onc of 
these machines, the banner would have appeared. (Id.) 


(U) In addition to the X Division banners, the ICN banners, and the “Rules of 
Use” waivers, there were other ways in which LANL personnel were informed that they 
had no expectation of privacy in their use of LANL computers. 


(U) For example, when a user applied for an “account” on the lab-wide-ICN 
system, which was necessary to gain access to the ICN systems, the user was given 
documents warming of monitoring as part of the process of obtaining a password from 
the Computing, Information and Communications (“CIC”) Division at LANL.“* Each 
user who applies for an ICN account was required to fill out a user validation form that 
contained a statement that the Operations Security and Computing Divisions had the 
right and responsibility to audit the user’s computer use. (Omnibus 11/30/99) Once the 
application was made and the password was generated,** the user would be given a set 
of general rules that contained a similar statement. (Id.) According t 
upon the issuance of a secure ICN password, each computer user 
would be given a document entitled “Receipt for Classified Password,” for which the 
user would sign an acknowledgment of receipt. (Id.) The document states: 


(U) As an ICN user, you are responsible for assisting in the 
protection of the classified, unclassified sensitive, and 

unclassified data processed in the ICN from accidental or 
malicious modification, destruction, or disclosure. .. . All 
Laboratory computers, computing systems, and their 

associated communication systems are to be used only for 

official business. . . . The Facilities Security andSafeguards -~ 
Division and Computing, Information and Communications 


w) To obtain an account on the X Division LANs, the user must first have 
obtained an account on the ICNs. (Omnibus 11/30/99) 


$®(U) Passwords were assigned to users of the secure and open ICNs as well as 
the X Division LANs. Users were not permitted to choose their passwords. (Omnibus 


11/30/99) 
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Division can and will audit your files to ensure that you abide 
by these rules. 
(joe 
bb (DOE 02054, 02057) According of a user’s password expired periodically and 
ple the user would have to sign a similar document to obtain a new password. I! (Omnibus 
11/30/99) 


(U) LANL personnel periodically received booklets that notified them that their 


mputer use could be monitored and audited. According t 
and forme 
Wen Ho Lee received regular briefings relating to computer security 
because DOE required annual refresher courses on the subject. (Omnibus 11/30/99) As 


part of this briefing, Lee would have been informed that the computer security staff had 
roduced a 


the right and responsibility to monitor LANL computers.’ (Id. 
booklet entitled “Security Refresher Briefing,” dated whic said had been 


distributed to all LANL personnel. (id.) It states: 


(U) Laboratory computers, computing systems, and 
associated communications systems are to be used only for 
official business. OS Division and line managers have the 
responsibility and authority to audit all users’ files. C 


ich contains this statement is dated 


sU) The document roduced by 


j 
A . (Omnibus 11/30/99; 
a- in the names of the responsible divisions. (Omnibus 11/30/99) - 


b6 | use without the need for the user’s passwo 
was common kno eat LANL, although S 


According to S 
LIC | not know specifically if Lee knew that the system administrator had this abilt 


E 

E 

t ert) - 3U) The system administrator had access to all files of any LANL computer 

ar 9/11/99; Omnibus = 
id 


l 9/11/99) 
il $2(U) This point was also made in periodic security briefings in X Division. 


(Omnibus 11/30/99) 


P meena 


6/19/97, but acco to the statement had remained the same since at least 1989. 
00; DOE 03564) The only change was to reflect changes 


Division also has this responsibility and authority to audit 
users’ files in the Integrated Computing Network (ICN). 


(DOE 02061, 02062 (italics in original)) 


mi (U) 


o| Guide,” h o) 


(U) Govemment resources, including computing and 
communications systems, are to be used only for official 
business .... The Laboratory has the responsibility for 
implementing an audit program to detect and deter 
infractions, waste, fraudulent use, and abuse of computing 
resources. To provide assurance and to comply with DOE 
Orders, all systems are subject to file audits. When you use 


! 
! Laboratory computing and communication resources, you 
l should haye no expectation of privacy, Your management 


. . . and DOE have both the authority and the responsibility to 
audit your files on any computing system used for Laboratory 


business. 


! (DOE 02058, 02059 (italics in original) (underline added)). Accordi 
| _ distributed this booklet to each X Division emplo In additio: 


e 
` computer security staff had the right and responsibility to audit and monitor LANL 
i  computers.** (Omnibus 11/30/99) 


Do 
2 In fact, according to 
pi . booklets of the kind produced m the 


3U) According t 
a “blue book” was distributed to LANL emplo in 1996 that also stated that 


computers were subject to monitoring. According t a “no expectation of 
privacy” statement similar to that contained in the “Computer Seourity Reference Guide" 


was contained in the blue book. (Omnibus 11/30/99) 
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a similar booklet entitled “Computer Security Reference 
It states: 


nn ae 


A 
EA 


above quotations were taken, came out at Icast every ycar and were widely distributed to 
LANL cmployces. was therefore adamant that LANL personnel had no Oe 


expectation of privacy in the use of LANL rw (Omnibus 11/30/99) ee bd 


sentiment was widely shared. According to “if you’re an X Division 
employee, you’re told over and over and over again” that the computer systems arc | 
subject to being audited and monitored. (Id,) Similarly, according oY | 
it has been clear since the 1980s that LANL 
employees have no expectation of privacy in their computers, that their computers are for 
official use only, and that LANL computers are subject to auditing and monitoring. 
12/21/99) 


(U): All of the foregoing documentation ~ the waivers, the banners, the booklets, 
and the other documents — dispelled whatever expectation of privacy Wen Ho Lee might 
otherwise have had. Yet, the FBI failed to learn of any of this until 1999. As discussed 
below, the explanation for this lies in a concatenation of failures at FBI Headquarters and 
FBI Albuquerque, including inattentive management, lax field work, poor 
communication within the FBI and between the FBI and DOE, and inaccurate and . 
inadequate legal advice. 


t 


fax 4. U) | discussions with the advice from NSLU 


In the fall of 1996, after the initiation of the full FCI investigation, SA 


who had been assigned as case agent for the investigation, an 
LANL, spoke about Wen Ho 


z s computer at LANL. is virtually be said with certainty conceming 
3 the FBI’s initial efforts, in 1996, to search Lee’s computer or to monitor his use of e- 
mail, There is considerable disagreement among those involved as to whether “banners,” ; 


(J) iso mentioned that his car has been searched by LANL security 
personnel on two occasions wh was leaving the LANL premises. This is not an 


| uncommon occurrence, according to Signs at the entrances to LANL and to the 
i building where Wen Ho Lee worked state that all vehicles and containers entering and 
exiting LANL are subject to search. (Omnibus 11/30/99) 
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“waivers,” or both were discussed,” and whether what was requested was the 
monitoring of Lec’s e-mail, a scarch of Lec’s computer, or both. It is also not clear 
whose idea it was to search Lec’s LANL computer, nor exactly when it arose. According 


to SA was the idea of his supervisor, SS and caine up 
during the discussion of another investigation. ccording AD 
ani: was his idea, which he mentioned to SA when SA A- 
spoken to him about obtaining Lee’s telephone toll records. 113/99) According 
it was first raised at a meeting with S an 

while general investigative strategies were being discussed.” 


ja The earliest reference to this subject in the relevant documents is an electronic 
communication (“EC”) indicating that on September 16, 1996, S asked 
for “the necessary paperwork which laboratory employees fill out concerning the 
right of the laboratory to review E-Mail messages.” (AQI 01063) On October 16, 1996, 


SACRE cported tha ‘had not devoted any attention to this matter but 
wo o so soon.” (AQI 01063) ` 


(u) 


{SY The next reference in the documents to searching Lee’s computer concerns a 
November 4, 1996 telephone conversation between SS an 
attorney in the NSLU. (FBI 00192) According to SA ed 


e 


55(U) As used in this report, the term “waiver” refers to a document signed by the 
- user affirmatively acknowledging that his use of the computer may be monitored, 
whereas a “banner” refers to a notice or waming that appears on the computer screen 
cach time the computer system is “booted up.” This appears to be the sense in which. 
these terms were understood by those interviewed by the AGRT. A waiver may also be 
an electronic document subscribed to by the user as a condition of access to the computer 
system, the execution of which is done “on-line” and recorded electronically. 


**(U) According offi on the other hand, he knew nothing of the issue of 
searching Wen Ho Lee’s computer and never spoke with the FBI about it. 


9/15/99) 
TOP (rf 
41S 


_ for an opinion conceming whether the FBI could search Lec’s computer.” According to 
iii." was in the room at the time and memorialized the discussion in an EC: 


x 
ot 
he ssai questioned whether FISA authority would be - 


Š necessary to conduct a search of Lee’s computer at LANL or 
b7 whether a a search could be conducted on the authority of 


LANL. was of the opinion that such a search could 
be done on the authority of LANL authorities since the 
computer belongs to LANL, and there would be no 
expectation of privacy. Di his position may 
x not be the majority view, and advised that he would research 
5 the issue. 


(EBI 00192) 


U) According to SSA GB before his November 4, 1996 discussion with poe 
Gh :- attended a meeting with ‘as which, among £6 47¢ 
a number of other issues, accessing Wen Ho Lee’s computer was discussed. One of the j 


matters discussed was whether the FBI would be able to get physical access to the 
computer, and the LANL personnel told that that would be no problem. 
According to SS he lated that the FBI would probably need a court order 
2/1/99) There was no discussion of waivers or banners 


to search the computer. 
at the meeting, according to SS. id.) In a previous interview, however, SSA 
said that he-asked at this meeting about waivers and banners and was told byf | 0°° 
that there were none. JR 6/22/99) ? : on 


| ME recollection of this first call is consistent with SA! 
understood that SS was inquiring about a government employee 


(espionage) case, but not that it involved 
7/16/99) According to S he had “maybe a couple” 
SS joes not ¢ details of these conversations. 
was not present when SS ed l 


ovember 5, 1996 EC of SS conversation 
uld not recall if he had any conversations with 
, 12/1/99) 


woes 
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` that he would check with FBI Headquarters. (FBI 00209/13799) 


C) 
ASY in the November 5, 1996 EC, SA nformed SS 
at PBI Headquarters of this preliminary advice from and of SA 


discussions with 
m) 
SSF [A] request of LANL has been made for copies of the 
paperwork executed by LANL employees authorizing the 
review of E-mail traffic by LANL officials. Once this 
paperwork is obtained, it will be provided to FBIHQ for 
review by the [NSLU] for a determination as to whether the 
FBI would be able to obtain copies of E-mail on the authority 
of appropriate LANL officials. 


(FBI 00192) Thus as early as this November 5, 1996 EC, confusion had crept into- 
whether what was being sought was a “search of Lee’s computer,” as SSA 
discussed wi or a “review of E-mail traffic,” as S 


BR 81 00192 


(U) According to it was he who raised the issue of monitoring Lee’s 
e-mail with S; 9/13/99) In fact, according tof and SA 
ever about anything but how to capture Lee’s e-mail, and they talked 
about that only because {raised it with sl a possibility. 
9/13/99) ed that LANL was in the process of creating a means to monitor e- 
mail in an ted matter. asked S the FBI would be interested in 
having this capability to monitor e-mail in the Lee investigation.” S id 


iscussed with 


a lab-wide system, when S 


one E- that the discussion followed a request by SA SRo: 
Lec’s telephone toll records at LANL, account is corroborated by 
GE an 5, 1996 EC in c notes his request to LANL for telephone 
records immediately before describing a request for “paperwork .. . authorizing the 
review of E-mail traffic.” (FBI 00192) 


1) iT 


mail monitorin 


at ; 
was “never a discussion or hint or indication that | should look further to sec if X 


Division had additional security.” (Id.) sked for the documentation and 


provided it to SA Id.) 


Cu) 
ave the document haa obtained from to S 
Wc | November 12, 1996, according to a file “insert” written by S 
Attached to the insert were the following documents: (1) a legal memorandum from 


A 
eee 


LANL'’s general counsel's office, dated January 26, 1995, approving the monitoring of 
LANL electronic communications, “with appropriate notices and disclaimers to computer 
network users” (FBI 00197); (2) “computer security” documents containing suggestions , 
for safeguarding information stored on computer (FBI 00204) and a notice of computer 


monitoring (FBI 00206); and (3) “Official Use Guidelines” for LANL computers (FBI 
00195). According to S insert: 
Cs 
% BB zivises that the laboratory uses the authority of 
the opinion contained in item 1 above to monitor an 
employee's use of the Internet. Every employee who has a 
laboratory computer assigned must register that computer. 
By reading and agreeing to the information provided by 

an electronic record showing that a laboratory 
employee had the opportunity to read and will abide by the 
rules will be created. This program was started . 
approximately six months ago by Group 14 or the Facilities, 
Safeguards and Security Division. The goal is to have 
everyone at the la ith an assigned computer sign on 
to the new system. i has not yet 
registered his computer as of yet. advised that LEE’s 


_... division has not moved forward with this process. bathe a ky 


(EBI 00194) This is consistent with {BP account.” (BBB 9/13/99; FBI 00209) 


GH) 
CSF According tof he told SARE. » a computer training 


program that was being implemented at LANL that was “designed to force every 
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(U) The “electronic record” to which S cferred in his insert 


included a “Computer Security Responsibility Acknowledgment” (FBI 00206), which 
had been given to 3 i which, in tum, had given to SA 


9/13/99; 8/12/99) The document contains the following 


notice: 


(U) Laboratory computer systems, networks, and 
communication facilities are for official use only and usage is-. 
subject to monitoring and/or auditing. 


(FBI 00206)" 


computer user to read certain computer security information and notifications” and 
automatically record that the user had done so. After asking S ermission 
to mention Lee by name, checked wi who to at 
Lee’s division had not yet been included in this computer training program. (FBI 00210) 
According to S aid that people in Lee’s division had not yet signed 


“something,” but S uld not recall what it was. 8/12/99) 
“Waiver” was not a term that was used, according to S d 


TR 
the two “Computer Security Profile” documents (FBI 00204 & 00205) and the related 


“Computer Security Responsibility Acknowledgment” (FBI 00206), which were attached 
to the insert. prepared ae being documents that were generated as part 
of an on-line computer user on program at LANL. Anyone with an account on 
the open computer network would have. been asked to register, and DOE auditors 

checked to make sure that all users were registered, according As part of the 
registration process, the user would identify Gi ccurity level.and the program would 
generate two. documents, one was a computer security profile that described the scourity 
precautions applicable to the selected scourity-Ievel, and the other was a computer 
security acknowledgment further outlining the user's security responsibilities. The notice 
quoted above appeared at the bottom of the second document. According t the 
two documents would appear on screen when a user registered with the on-line system. 
They could then be saved or printed. The system would retain a record of who had 
registered. According (oN cade sure that X Division users registered with 
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(U) The third document that EN SA as entitled “Los Alamos ong 
National Laboratory Official Use Guidelines for Computing and Informational Systems.” 6 bK 


(FBI 00195) The document states: 


(U) Because these {computers} are government resources, 
Laboratory or the federal government may, without notice, 
audit or access any user’s computer system or data 
communications. In addition, the Laboratory or the federal 
government may disclose any information obtained through 
such auditing to appropriate third parties, including law 
enforcement authorities. l 


(FBI 00195) Handwritten marginalia at the top of the “Official Use Guidelines” states 
that the document was “part of [safeguards and security] manual (on-line) published 
more than once in news bulletin.” (FBI 00195) 


(U) According to S he read the documents he receiv oe 
but did not find them helpful. 8/12/99) Although S d “667 
undertaken in his November 5, 1996 EC to forward these materials to FBI Headquarters 


for review by the NSLU (FBI 00191), he never did so. 8/12/99) According 
to SA ::- “got distracted.” ([d.) Instead, S 


laced the 


documents in the FBI Albuquerque files and took no action on them. (Id.) SA 
pervisor at the time, SS asked him about the documents 


12/99), and SSA, uld not: recall if he ever saw the insert with the 
2/1/99) Nor did anyone from FBI Headquarters ask SAD 
8/12/99 12/15/99), even though at the time, in the 


attachments. 
for the material: 


i armee -Eo 


the on-line system. (Omnibus 11/30/99) 


confirmed that the “Official Use Guidelines,” dated July 1995, 
were part of the Safeguards and Security Manual. The document was distributed via the 


1% news bulletin to every LANL employee. (Omnibus 11/30/99) 
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3C, ne next to the passage Lae = that S ould 


venned the questions “So where is it? Sem to — | 
ME i 


A margin of SA 
obtain this AEDA a SS 


| (FBI 00717; 


oy 
and, therefore, he did not have the benefit of these 


- (U) It was not sent t 
documents when SS ame to him on November 13, 1996 to follow up on 
ad, however, spoken to his supervisor about 


Albuquerque’ uest for advice. , 
the matter. E Si in the NSLU, Marion “Spike” Bowman told him that, as | 
a general rule, there was an expectation of privacy on the part of government employees 

EA According | 


- the fact that they are using government computers 


t he was told by Bowman that unless there was a banner on the computer, a 
watrant would be required, and that even a banner might not be enough to permit the | 
FBI, as opposed to the LANL system administrator, to search Lee’s computer. (1d) In | 
addition to talking with Bowman, “thumbed through” some materials from the | 
E 
| 


Computer Crime Section of DOJ’s Criminal Division. (Jd,) Ultimately, SD 
concluded, since he had been told by FBI Albuquerque that there was no banner on the 


U) According to SS he expected the documents to be sent to the 

NSLU directly, because “it started with a direct question to NSLU.” SS. ever 

asked < AR -: SSA avout the documents. He did not iin | 
whether he had recerved them. He did not ask for the documents because “it was not my | 
job.” According to SS his only involvement in the computer search issue 


was to get an-answer to FBI Albuquerque’s question, as sct forth in the lead at the end of | 
the November 5, 1996 EC. The lead to the FBI’s National Security Division was there, | 


according to SS simply because, ew that it would be necessary to 
. have someone at FBI Hea who could “twist an arm” to prod the NSLU to act on | 


| 
{ 
| 
| the request for advice. 12/15/99) l ai 
ee ote U) According to Bowman, ho not only asked: there was a banner on i, 
‘Wen Ho Lee’s computer but also whether Lec had signed a waiver, (Bowman 8/11/99) - | 
| 


that unless there was some “fair notice” to Lee of | 


Bowman said that he tol 

possible monitoring, a warrant would be a Á search the computer. (Id,) Thus, | 
there is a significant discrepancy betw and Bo *s recollection of this | 
conversation, If Bowman's recollection of what he told correct, this “fair 


notice” advice did not get imparted to FBI Albuquerque. 
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computer at LANL, that (he computer user had an expectation of privacy. (Id.) If there 
was no banner hercfore told SSA W would nccd to get a warrant. 
(Id.) 


(U) No one in the NSLU, however, considered whether the facts specific to Wen 
Ho Lee’s LANL office or the LANL computer system might reveal that Lee had no 
cognizable expectation of privacy in the first place. No one asked the agents about 
computer training LANL employees may have received that might shed light on their 
expectation of privacy. No one inquired about LANL policies concerning computer use. 
No questions were asked about the nature of the information available on the LANL 
computer system, to consider whether the employees might have differing expectations 
of privacy with respect to the various kinds of data captured by the LANL system about 
their computer usage. No one asked the agents to explore how the LANL computer 
system was structured, such as whether Lee had an office computer with a hard drive, or 
whether he merely had a “dumb terminal” connected to a remote server. No one in the 
NSLU raised with FBI Albuquerque or with SS whether something less than a 
comprehensive search of Lee’s computer or real-time monitoring of Lee’s e-mail might 
have been attainable without a FISA order. Most significantly, it appears that no one in 
the NSLU even asked the agents in the field a critical question: Had Lee signed a 
waiver? Finally, the NSLU never advised Albuquerque that it should ask LANL 
immediately to begin displaying banners on its computers, so that Lee’s computer could: 
have been searched at some time thereafter. Had it done so, FBI Albuquerque may have 
found out in 1996, rather than 1999, that banners were virtually ubiquitous at LANL and 
in X Division already. . 


‘ae - „e vee es 


. 


(U) Whether an individual has a reasonable expectation of privacy involves 
two questions: First, whether the individual has exhibited an actual, subjective = «| 
expectation of privacy, and second, whether the individual’s subjective expectation of 
privacy is one that society would recognize as reasonable. Smith y, Maryland, 442 U.S. 
735, 740 (1979). In the case of a government employee in particular, the Supreme Court 
-has observed that “[g]iven the great variety of work environments in the public sector, 
the question whether an employee has a reasonable expectation of privacy must be 
addressed on a case-by-case basis.” O'Connor y, Ortega, 480 U.S. 709, 718 (1987). 
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(U) in short, the NSLU never asked any of the questions that, according to Scott 
C. Chamey, former Chief of the Computer Crime and Intellectual Property Section, 
would have routinely been asked had the advice of the Computer Crime Section been 
sought in November 1996. (Chamey 9/2/99) Instead, the NSLU simply advised SSA 
that, unless there was a banner, a FISA order was required to search. Lee’s 


computer. 


u) i 
ee to ssh unicated to FBI- 
Albuquerque in a November 14, 1996 EC from e dressed to the attention 
ofS and SSA SD 


u 

, On 11/13/96, SSA met wi 
NSD-LU, ref AQ’s 11/5/96 request for an opinion 
about the legality of monitoring subject’s computer at LANL. 
Pointer advised it was the opinion of the NSD-LU that a 
FISA order would be the needed authority to surveil subject’s 


computer. 
‘communication to FBI Albuquerque omitted 


BI 00207) Significantly, SSA 
critical caveat: A warrant was required unless there was a banner.’ Thus, the 
advice as to what was required in order to conduct a search had shrunk from what 


‘Bowman told PISA order, banners or waivers) to wha ‘old SSA 
A order or banners) to what SS. Id FBI-AQ (FISA order). SSA 
never had any direct conversation with S nceming the details of 


given 


if he were given the same:information he was 


_ QU) According to ae 
in 1996, he would have given the same advice in 1999, though he allowed that he might 


ask whether Lee had signed a waiver. S 16/99) 


“1(U) According to SS a copy of his November 14, 1996 EC to 
Albuquerque, relaying advice (FBI 00720), would have gone to 
“That’s the custom,” according to SS it is “always done.” 5/99) 
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this advice or its implications. GE 23199 2/15/99 

8/12/99) This writing ts all that was communicated. 112/99) SSA 
did not recall his exchange A except that the answer he got fro 
“they can’t do it." = E i 


(U) Because ssa Sc stated categorically, and without i 
caveat, that “a FISA order would be the needed authority” to search Wen Ho Lee’s 
computer, it was understood by Albuquerque to mean that a FISA order was the 
exclusive means by which the government could obtain access to the computer, 
regardless of whether a banner, waiver, or some other form of notice of monitoring 
existed. /12/99) According to S e NSLU never said 
anything about waivers or banners, only that a FISA court order would be required to 
search Lee’s computer. (Id,) The NSLU never suggested that he look into whether Lee 
had signed a waiver, according to S (Id,) In fact, according to SA 
no one “up the chain” ever suggested any way to search Lee’s computer 
other than through a FISA order, nor did anyone suggest that perhaps a waiver or banner 


would allow a search.” (Id.) 


(U) This aspect of S ccount is in conflict, however, with 
statements made to the AGRT b 


who said that shortly afte rovided SA | bog 
with the three documents discussed above, Y that it was 
e you log onto e-mail,” the r 


e FBI's position that “if a banner did not pop up every tim 


WCU) According to.SS owever, both he and <a i:i « 

- number of conversations with nceming the computer search issue. SSA 

oii not recall the details of these conversations. SEB 12/199 

_ U) In fact, when initially interviewed on the subject, SSA kia not 
recall being involved in the computer search issue at all. me 
bas (8)) SMI coscrived bins as “computer illiterate,” and at the time of 

the investigation would not have known what banners or waivers were, or the 
significance of them 8/12/99) In a different context, o «i that 


he was himself “computer ma: 2/15/99) 


| 
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FBI was not comfoñable monitoring." 9/13/99) hen logged ont 
mail and showed SA that there was no banner.“ (Id.) According to 
SA id not suggest, and did not pursuc, other means of gaining access 


to Lee's computer, because understood from S hat “it was a banner 
ccount also appears to be in conflict with that of 


or nothing.” (Id.) SA 
ssa iii wi said that SA had told him that he had been told by 
that there were no banners or waivers.*' 


S.» 


QJ 
“"(8) In an interview with the FBI, Gs: that si: asked 


Gini there was a banner that appeared on the computer screen waming LANL 
loyees that communications could be monitored. (FBI 00209) According to 
“a OA =“ told that “FBI HQ had made the. determination that a 
court order would be required to conduct a search of LEE’s computer.” (FBI 00209) 


entioned banners “generally,” SA 
g, one way or the other, about banners on 


Wen Ho Lee’s computer. 1/12/99) 


U) According to aR- talked to <A «bu anything other 
than the lab-wide e-mail system. They never discussed the X Division computer systems. 
113/99) Although their accounts of their conversations differ, it appears that SA 
bout banners was limited, or at least was 


tobe ted, to whether there was a banner on LANL’s e-mail 
indi Id 


this for 


on his own coinputer. 9/13/99) did not encounter a banner, y, 
becausefjaccessed only the LANL which, because it was an “off-the- 
shelf” software p did not have a banner warning of possible monitoring. 

. (Omnibus 11/30/99) was unaware of the X Division banners and the banners that 


i| appeared when one of the machines in the ICN was access (13/99), perhaps - 
| becauscfnever had a need for the kind of computing for one would have an ICN 
account (Omnibus 11/30/99). . 


and that there were no banners or 
aid that there was no discussion of banners or waivers 
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4U) -In an earlier interview, however, ssai that he had been told by 
vers pees Later, SSA 


hlc 


i 


R BB 2/1/99) 


| involvement in the matter. 


o 


LÍ in any event, FBI Albuquerque was not satisfied with the guidance it reccived 
from SS nd on November 21, 1996, a week after receiving SSA 
EC telling FBI Albuquerque that it had to obtain a FISA warrant to conduct a search, 
ssa SA alled SS and pursucd the issue with him. 
According to SS note to the file: 2 


w 
sked if it was okay to monitor 
subject’s lab computer at LANL - not his private property, 
and e-mail is announced to be not private: NSD-LU said no - 
[FISA] needed - but no asks if there might be a lower 
[FISA] standard here because the e-mail system is advertized 
__as being not private. (?) I tol t the FISC judge is 
not aa to swallow any concept of a lower standard - it’s 


- the law untered that perhaps a [FISA] really wasn’t 
needed at all, and that NSD-LU was just being unnecessarily 
cautious! I tol wanted electronic surveillance as 
much as he did - but this was not the way. We both agreed 
elsur on subject's home phone was what we really want. 


(FBI 00714)*" It appears from this note that although SA! may not have 
forwarded the documents he received from the substance of them — that the 
computer “ ‘is advertized as being not private” — was communicated to SS 
and SS. and SS 


on the other hand, said that he did not discuss the computer 
00212) And id tha had no 
9/15/99) ` z 


id not recall the specific conversation recounted in SSA 


search issue with 


note, but said he had several conversations with SS 
office privacy issues, and was attempting to determine if there 
alternative to access the computer other than through FISA. SS 
aid it had to be FISA. 12/1/99) SS. 
about this conversation, except that he thought it was 
think there was a lower standard for e-mail. 
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required, but also that whatever was “announced” or “advertized” did not warrant any 
further investigation or any consultation with the NSLU.“ This suggests that SSA 
too, believed a FISA order to be the sine qua non for a search of Lee's 


computer, rcgardicss o caveat about banners. 


(U) Clearly, the FBI agents involved in the investigation were familiar with the 
ificance in assessing the need for a 


term “expectation of privacy” and its general si 
search warrant. om aie: 12/99; RE 2/1/99) It is.equally 
clear, however, that the agents lacked sufficient legal guidance to give the term real 
meaning in the context of the investigation and its objectives. Consequently, little or no 
thought was given to exploring the LANL work environment or the LANL computer 
system to determine whether other facts existed that would dispel any reasonable 


expectation of privacy. 


(U) NSLU’s inadequate advice, and SS. precision in 
communicating it, had unfortunate and far-reaching consequences for the investigation. 
The most immediate was that did not take any steps to move up the date for X bt 
ew computer training program. - 9/13/99) Nor b7¢ 


Division’s implementation of the n 
did SA BMMA over request that Shave the date for this program advanced for X 


l a was not contacted again after his November 13, 1999 discussion 
with SSA’ ccording talking to SS “the next thing 
that happened, I read about it in the Washington Post [in 1999]. 7116/99) 


U) In 1999, Ai: S ccessor as case agent, 
- wrote a note suggesting that FBI Albuquerque have been aware of at least the 


theoretical possibility of conducting a search without a FISA but that, apal 
otes from 


abundance of caution, a warrant would be sought. According:to 

_May 1999, he “understood con it might be:possible to look at E mail, 
but it had been decided to wait until we had court order, and therefore we would nof take © 
the chance of having incriminating evidence thrown out of court.” (AQI 04249) To the 
extent that this suggests that FBI Albuquerque or S nsidered and rejected 
a'scarch without a warrant as not being the safest course of action, there is nothing in the 
FBI records to support this. On the contrary, it is clear that throughout the investigation 
FBI Albuquerque believed that only a FISA order would permit a search. 
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Division. ({d.) Nor did S nO RN information concerning the myriad 
banners, booklets, and waivers that would have conclusively established that Wen Ho 
Lee had no expectation of privacy in LANL’s computer systems.“ 


(U) Obviously, had FBI Headquarters been aware of the waiver Wen Ho Lec 
signed in April 1995, a search of the computer systems to which Lec had access could 
have immediately taken place. Had that happened, we now know, the uivcslipation 
would have taken a dramatically different turn. 


5. (U) “a ARN e X the PE of pa Ho Lee’s access to 
mpu i iscove ’s waiver 


(U) The FBI's failure aggressively and appropriately to pursue the computer 
search issue cannot be laid entirely at the FBI Headquarters’ doorstep. Much of the 
blame for this potentially catastrophic error properly lies with FBI Albuquerque and its 
inexplicable failure to recognize that gaining access to Wen Ho Lee’s computer files was 


the single most important investigative step that should have been taken. The truth, here, 


was only a tantalizingly few keystrokes away, but it depended on FBI Albuquerque 

discovering that Wen Ho Lee had no expectation of privacy. FBI Albuquerque’s failure 
to discover this fact may be attributed in part to the bad advice it got from Headquarters, 
but only in part. Equally significant was that FBI Albuquerque was simply unmotivated 


te 


AY l - É 
As it turas out, Lee executed the on-line acknowledgment containing the 
notice of monitori art of this new training program sometime before May 1997, 

16/00; 2/16/00) In a May 19, 1999 letter to. Senator Murkowski of 

e ittee on Energy and Natural Resources, DOE General Counsel Mary Anne . 

Sullivan states that Lee’s execution of this acknowledgment took place in December 


Mid not have any further discussions with SA 
9/13/99; FBI 


with this new 
the late fall of 1997. 


of the FBI’s position on banners, 
nceming the search of Wen Ho Lee’s computer. 
also said that had not inquired into Lee’s re 


tem as of the time offi discussions with S 
Sa 913199) 


TO cre e] 
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d that SaR: -:: notified of this-at the time. “(DOE 03579) SA 
enied old this, however, and fi said that, after S told 


DoE 
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to pursue the “expectation of privacy” issue because it did not comprehend, or, if it 
comprehended, did not appreciate, the importance of Wen Ho Lee’s computer activities. 
How that was possible, given what the FBI was Iearning, is unfathomable. 


) : 
/NF) On December 9, 1996, SAM interviewed poe 


4 L 
PRL Division, where Wen Ho Lee worked.” S - i 
b6 302 of the interview captures the importance of the issue of Wen Ho Lee’s access to 
LIC W-88 weapons information through his LANL computer: Z 


Set-up decks are computer files which contain 
geometric and material information for the weapon design. 
Computer files are held individually with passwords but are 
| shared widely among co-teams and design. working on 
| a problem pertaining to weapons design. 

4 


poe bE 
(AQI 01151) From this interview, and that o -67C 
Division, whom SAD interviewed on December 20, 1996 (AQI 01155), it 


(U) Albuquerque had been authorized to brief and interview Wen Ho Lee’s 
supervisors, the director and deputy director of X Division on September 25, 1996. (FBI 
00745) | 


Cu y ' i 
| ay interview was as revealing as-the:interview of fiii on | 20€ 
the significance of Wen Ho Lee’s work with computers; writes software computer | L6 
codes used to design nuclear weapons.” (AQI 01156) also told zd LIC 
that Lee had been working on such a code that “was used quite extensively for the W- 
design.” ([d,) Yet the significance of Lee's access to these olassified codes through his 


LANL computer obviously was lost on S who, after being given this 
information, questioned about whether ad spent “excessive time . . . at the 
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should have been plain to sR": to anyone who read the 302s, that gaining 
access to Lee's computer should have been a task assigned the highest priority.“ 


u 
rovided sa GD., the name of somconce who could have 
greatly helped in this regard. According to SAR oy 8, 1997 EC to 
Albuquerque, ‘advised that should the FBI nee assistance, i s the 

for X Division.” (AQI 01143) Although the 
the “Rules of Use” forms which 
consenting to the monitoring, recording, and auditing 
of his computer use.“ (Omnibus 11/30/99) Had been asked about a LANL 


| 
employee's expectation of privacy in the use of a LANL computer would have told | 
SAMMI cop hatically that there was none. (Id) {certainly would have 
| 
| 
! 
| 
| 


mentioned that loyee in X Division signed a “Rules of Use” waiver and could 
have provided Sg wich the two waivers that Wen Ho Lee signed on April 19, 
1995. (Id.) 


(U) At this point in the investigation, then, the FBI was one interview away from 
discovering that Wen Ho Lee had executed a document that would have permitted the 


searching and monitoring of his LANL computers. But in fact, the FBI was one question 
away Division, knew about the “Rules of Use” 
waivers that the employees und were required to sign. SB 22109) So did 


copier machine.” Qd) -` 


en (8)) ‘There is no indication in the relevant documents from FBI Albuquerque or} 


FBI Headquarters that these 302s o and were forwarded to 
Headquarters. As discussed below, however, communications which should have been 


similarly enlightening were regularly sent to Headquarters. 


e“ (U) WW ë g č | “Rules of Use” and the X Division . 


banner. (Omnibus 11/30/99) 
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needed to conduct a search of Lee’s computer. (Id.) S 
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` searching Wen- Ho Lee’s computer. 12/21/99 12/20/99) 


` enough probable cause to obtain a FISA order, and, according to 


a?» Neither was asked about Wen Ho Lee's expectation of 
privacy, however.*”” Had they been asked about this, both said, they would have referred 


the FBI agent to the “Rules of Use” forms. 12/21/99; 


(U) SA G <i: not pursuc the co issue further CARD bie. 
8/12/99; Omnibus 11 A 272159 WD Nor, apparently, did 


any supervisor from FBI Albuquerque or FBI Headquarters suggest that he should. 


12/20/99) 00 


6. (U) The investigation is re-assigned to o gathers more 
information on the significance of Wen Ho Lee's computer access 


became the sole case agent in the Wen Ho Lee investigation in 
112/99) According to in reviewing the case file, he saw 
understood that a FISA order was 

so recalled being told 

it was better to wait for a FISA court order before searching Lee’s 
aid that he did not give the idea of searching Lee’s 


W) S 
April 1997. 
the November 14, 1996 EC from SS 


by SS 
computer. (Id,) Therefore, S 
computer “a second thought.” d 


id not recall ever being told anything about banners or waivers. 
ver asi 0 GA abot banners or waivers, because OE 
bE 
57c 


(U) S 
dd.) Nor did 


2U) Both and 


said that they were never asked by the FBI about 


“assumed” that Lee’s computer would be monitored, since Lee was a suspect. 
12/21/99) Siu. = yla os | 


(U) In the spri ke with ssa: strategy of 
the investigation; SSA a story about another investigation in which three 


years of FISA surveillance had yielded so 
the FBI agents in an interview, the agents were able to.confront 
suspect’s confession. /12/99) SS tructed S 


resulting in the 
collect 

it was clear 
ty for telephone 


that the goal of the investigation at this point was to obtain FISA autho 
surveillance of Wen Ho Lee. ([d.) 


tat at Ree tee 


“that decision had already been made." (Id.) Meanwhile, the FBI continucd to amass 
infonnation pointing to the importance of Wen Ho Lee's computer access. 


ASARDINT) In a March 28, 1997 EC to SS t FBI Headquarters, SA 


efore him, the significance of the computer codes 


SB cscrives as had S 
to which Wen Ho Lee had continuing resort. (AQI 01210; FBI 00799) S 
reported that he had learned 


- explain that Lee would soon be working again with these two codes on a project to 
develop new weapons codes that “will be used to determine the effectiveness/status of 


the U.S. Nuclear Stockpile.” (Id.; FBI 00973) 


(AQI 01210; FBI 00799) 


that a court order would be necessary. c 


was afraid of jeopardizing the investigation by getting e-mail information thro 
DOE administrative process rather than through a FISA court order. ({d.) Note that SA 
nversations wi concemed access to.c-mail; nota search of Lee’s 


uter. (1d) Aiid not recall discussing Wen Ho Lee's computer with S 


9/13/99) 


IN E O R not recall hearing that Lee could have had access to the 
W-88 design from the computer. 2/15/99) SS 


= ee. 
would have had to go to the vault. at is what he was to L scientists in 
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: (U) Therefore, when sa told in April or May of 1997 |. 20E 
that LANL had an “administrative right to look at probably” told 
/12/99) t SAR: 
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(SARDAMF) If any doubt remained conceming the importance of Wen Ho Lee’s 
computer access, it should have been dispelled by the FBI’s April 10, 1997 rc-interview 


Q. 
as o (FBI 00803) According to the 302, which was forwarded to FBI 
Lb wre Headquarters on May 15, 1997, told SAR ina Lee “will be assigned in the 
near future to a team that will develop a simulation code (design code). 


ju 


They would simulate this weapon on a 
computer to test it.” (FBI 00803 i 


DoE Oy na 

evs INF) On April 15, 1997, SSA ian SAGE) met with SEB ana 
ub ER: others from LANL and DOE to discuss, among other things, Wen Ho Lee’s 

+ f assignment to work on the team to develop the new computer codes of 


DOE’s Counterintelligence Division, summarized the meeting in a memorandum that 
was faxed to SSAA! FBI Headquarters on April 24, 1997: 


{SARDINF} 


are important to the primary design of future 
thermonuclear weapons designed by X Division. .. L) 


SUBJECT was considered an “expert” in this area. 


(AQI 01257) 


FEÍ 11996, according to SSA.) Whatever SS have been told in 
bb WIC 1996, however, it is clear from these documents sent to t Lee’s most 
dangerous access was through the computer. 


s% (U) This interview also represents another missed opportunity for the FBI to 
have leamed of the “Rules of Use” waiver signed by Wen Ho Lee, and other X Division 


00% personnel, includin 
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(U) According 3 K was trying to be very clear at this mecting that the 
process of developing weapons codes was like software development. Siia 
12/20/99) explained at the April 1997 meeting that codes are the same thing as 
software programs. (Id.) recalled that he tried to explain this because he felt that 
there may have been some confusion about what weapons codes were. (Id.) According 
to if the FBI did not understand at the April 1997 meeting that Wen Ho Lee’s 
work was on computer, ‘would be concerned about their being on the 
investigation.” (Id.) i 


Bp According t summary of the meeting, it was decided at the April 
15, 1997 meeting that it would be “illogical” not to assign Wen Ho Lee to the Legacy 
code team, first, because he was merely a suspect, and, second, because he would 
become suspicious if he were not assigned, since he was an expert in this area. (FBI 
00846) It was agreed, however, that Lee’ 
would be briefed on the investigation so thatugmcould monitor Lee’s activities.’ (Id.) 
According to it was discussed at the meeting that they would restrict Lee’s 
reason for having access to certain classified information by limiting what he would be 


aug This presented yet another opportunity for the FBI to learn about the X 
_ Division “Rules of Use” forms relating to computer monitoring: 12/21/99) SSA 
and S riefed and intervi n April 28, 1997. (FBI 00883; AQI 
01324) ld SS dS ‘Wen Ho Lee had been on the “Q” team 
for “a couple of years,” at least until 1986. As part of the new told them, “Lee 
would have access to the crux of the research.” also explained that Lee had 
“unlimited access to computers.” (Jd,) This 302 was sent to SSA; n May 6, 
1997. (AQI 05022) According to, bout the weapons design 
rocess and how codes work in the lab. lain t Lee was a code developer. 
Brace clear to SAG ct “codes” referred to computer codes. GB 1221/99) 
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working on and whom he would be working with; nevertheless, because Lec was an X 
Division scientist, “Lee’s access would be the same before and after” the mecting ©" 
12/20/99) 


SS Following the meeting at LANL, ec ertook to draft a FISA 
application, in light of Lee’s request to have a PRC student work with him 6/ 
on a project at LANL. A 723155. FBI 00847) Although it was SS 
intent, at least initially, to include Lee’s computer among the targets of the anticipated 
surveillance $ 9/ 12/99; AQI 05568), evidently no one ever sought additional advice 
from the NSLU or elsewhere concerning how the FBI might immediately search or 


monitor Lee’s computer. /28/99 D 16/99) No one asked about the 
materials S said he would obtain concerning LANL’s ability to monitor its 


12/15/99) No one asked about the electronic waiver that 


employees’ c- 
/12/99) Instead, 


by now Lee had executed as part of the new computer training. 
the FBI focused exclusively on obtaining FISA surveillance of Lee. 


7. (U) £ assembles information concerning Wen Ho Lee’s computer for 


use in the FISA application 


(U) To ME reflect that, at SSA GBB iimcion, SA! 


assembled information concerning the computers used by Wen Ho Lee so that these 
oa could be included as targets of the FISA surveillance. On April 25, 1997, 


SS old S t he was drafting the FISA application and that, among 
other get coverage for computer.” (AQI 05570) On April 28, 


1997, S ed sagi- discuss information that was needed for the 
application, i i discussing coverage for the computer, SSA asked “does he 


have his own computer or is it shared.” (AQI í 05573) 


(SANE) On April 29, 1997, SS sent Albuquerque a draft FISA . . 
application for SS. and SAY review. (AQI 05387) In the first draft of the 
l a) In an April 25, 1997 EC, S informed SSA t it was 


agreed at the mecting that Wen Ho Lee “would not be restricted as far as his normal 
duties at the lab are concerned. It was agreed that Lee’s new team assignment would go 


into effect as previously planned.” (FBI 0085 1) 
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FISA application, as the centerpicce of the evidence offered to establish probable causc, 


bl 


The draft goes on to explain the importance of these codes: “[U]sing supercomputers and 
knowledge of fluid dynamics, (the energy released in a thermonuclear explosion] can be 
mathematically modeled and weapons subsequently designed for maximum size, weight, 
and yield.” (AQI 05400) From the start of the drafting process, therefore, it should have 
been apparent to all involved that gaining access to Wen Ho Lee’s computer was 
essential. & l 


(U) S otes show that he had a meeting with SS. n April 29, 
1997 regarding the FISA application. (AQI 05367) Among the targets of surveillance, 
S had listed “home computer” and “office computer.” (Id;) Next to this last item, 
S ad written, in parentheses, “I think” and “has he attempted to access areas of 
computer which he is not authorized to access.” (Id.) Thus, S as zeroing in on 
a crucial investigative step. . 


(u 

(IKF) In fact, on May 6, 1997, SAiiiintervi c wea AEN and icare 
that Wen Ho Lee was “quite sophisticated on a mainframe computer... . [but] less 
sophisticated regarding a personal computer.” (FBI 00891) then 
discussed whether Lee was “sophisticated enough . . . to download information from a 
main frame computer to a-disk.” ([d.) As it tums out, of course, Lee was quite able to 
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(U) This 302 was sent to SSAMSEMMMon May 15, 1997. (AQI 01293; FBI 
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download from the LANL closed computer system, and had most recently done so, with 00€ 
some of the nation’s most valuable secrets, less than a month before SA and AETA 
had this conversation °° | 1/99) f 


(U) Unfortunately, however, this is as close as the FBI ever got to discovering the 
importance of the computer search issue, until Wen Ho Lee's _ was finally 


searched in March 1999. On the draft FISA application SS sent to SSA 
and S under the section entitled “Requested Surveillance,” SAna added in 


handwriting pe computer” and “office computer.” (AQI 05408) This last entry is 
lined through, however, with the words “per JS [SS 5/2/97.” (Id.) 


(U) There are a number of additional references in S. otes relating to 
Lee’s office and home computers, in anticipation of including them in the FISA 


application. (E.g, AQI 05562; AQI 05566; AQL05563; AQL 05353) Many of these poe 
reflect conversations SAQ@Mhad wi or both. (AQI 0127351 &6 pye 
AQI 05357; AQI 05575; AQI 05578; AQI 01322) One on May 16, 1997 states that 


had suggested that Lee’s e-mail be included. (AQI 05359) Another on May 20, 
1997, reflecting a conference call among SS SSA and S tes 
“We will include the following items in the request to FISA court: . . . (C) wo 
computer (D) clone account for work computer.” (AQI 05353; see also AQI 05354; FBI 
01015) However, SAB aces from June 5, 1997, the day that the draft FISA 
application was completed and sent to the NSLU, show that SS ecided that 
he wanted to “get up on the phones” right away and did not want to wait to obtain the 
necessary information regarding Lee’s home computer. (AQI 05348) It remains unclear 


- why a request for Lee’s office can tied was also omitted, however. 
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T 06. 
oes rted in the 302 of this interview with MMMM at “Lee bs 7c 


` would not have been able to access data from his home. -Lee would have had to load the 
----- information on a floppy disk, and take it home.” (FBI 00891) This presumes, however, —.-... 


that Lee had not transferred files from the classified to the open system, which, of course, 
Lee was ultimately charged with doing. 


“(SF According to SS the focus of the FISA applipation was 


potential conversations between Wen Ho Lec and the PRC student 
o said that the computer was not included because he “did not 


+r} 


Initially, 4J 
of it.” 
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FOL (U) It is baffling that se Lee's X Divisio | € 
bh could have had so many conversations regarding Lee’s LANL computer, in the particular bé 
context of seeking authority to search it, and neither the subject of Lee’s X Division bic 


LIC | “Rules of Use” waiver, nor that of the newer, on-line acknowledgment of c 
monitoring, ever came up.*” It is evident from interviews o 
however, that had FBI management - properly advised by the NSLU - directed the 
agents in the field to focus on gathering the facts necessary to determine whether Lee had 
a subjective expectation of privacy in the first instance, the waivers must certainly have 
been uncovered.*” 
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7/28/99) It is obvious from S notes that the computer was i] 


about and was intentionally excluded. When told of S notes, SS. said 
that he believed that the computer was not included in the FISA application because SSA 
id not have information from S although ssi not clear 
about what information he thought was lacking. 2/15/99 | 
EXU) ecalled S 


king about the computer equipment used by Wen 
did not 


Ho Lee. He recalled providing S ith a list of Lee’s equipment. 
recall ifffJknew at the time why S wanted this information. did not think | 
that he ever asked. (Baia not a discussion of searching or monitoring Lee’s | 
computer in the 1997 or 1998 time oe ee not recall ever talking to S { 
about searching Lee’s computer. In did not recall talking to anyone about i 


' searching Lee’s computer before March 1999. BBoclieved thatfi§ did tell S 
about the “Rules of Use” forms. said that this is “the type of thi wo ve 
mentioned to SBE 0 not be certain of this, however. (12/21/99) 
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E SXU) One of the explanations given for the FBI's failure to discover the waivers 
z was its desire during the investigation to be-“non-alerting,” which constrained its ability ; 

H >, tointerview individuals who had knowledge of the waivers or.the architecture ofthe - | 


LANL computer system. This is ive, however, since the FBI was already in a 
contact with those with inven Moreover, the FBI was | 
willing to expand the list of those with knowledge of the investigation when it deemed 


| 4 such an expansion necessary. For example, the FBI notified two individuals in LANL 
Telecommunications to assist in planning the installation of equipment necessary to 
monitor Lee’s telephone in anticipation of the granting of the FISA order. (AQI 01452) 
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. investigation “stuck out like a sore thumb.” (ld.) S 


Earth haven’t-they looked at the guy’s computer, this being an espionage case.” (Id) To . 
find out why, SA spoke with her supervisor, SS with the case agent ooe 
at the time, SA and wi : bé 


a: AEE +i: 
without a warrant, and, since the FBI did not yet have sufficient probable cause to obtain 
- a warrant, there was nothing else that could be done. E) z 


(U) On August 12, 1997, OIPR rejected the FISA application. This event should 
have caused a comprehensive review of the FBI's efforts to gain access to Wen Ho Lec’s 
computer files and to consider altemative means of gaining access. It did not. Instead, 
the computer search issue simply fell off the map, not that it was ever very much on it to 
begin with. It would not be until the spring of 1998 that the issue even came up again. 


8. (U) S sa- ivc: at the Albuquerque Division and is sania to be the 


FBI’s liaison with LANL 


(U) In the spring of 1998, S had been assigned to work as 
: terintelligence liaison with LANL, was asked by her supervisor, SSA 
o review the file in the Lee investigation. Because it involved 
ted S. become “intimately familiar” with the 
she was not then assigned to it. 9/7/99) As a result of 
this review, S earned that a search of Wen Ho Lee's computer had never been 
performed. According to SME 0 had previously worked on the FBI’s National 
Computer Crime Squad, the fact that the computer had not been searched in the Lee 
anted to know “why on 


investigation, 


whotoldher  |67¢ 


Some time in the spring of 1998 
abo earlier conversations with S. 9/13/99) 
According told SA said that it was the FBI’s 
position that unless a banner appeared on Lee’s LANL coihputer, the FBI could not 
search Lee’s computer without a warrant. 143/99} -According to 
1d her that S c FBI could not search Lee's computer 


The FBI simply did not recognize the necessity of additional interviews of individuals 
knowledgeable about LANL’s computer systems. 


| 


(U) According to S he asked o determine whether a banner had 


been put on the LANL computers, but never received a response. 9/7199) SA 
bG Gi:-;: that she understood that SA GR discussions with, had focused 


on searching Lee’s c-mail, whereas she was interested in searching Lee’s hard drive. 
(Id.) According to S id ask about a banner, but it was in the 
context of capturing ¢-mail messages, an told her that there was no banner. (FBI 


Iso said that aftediMtold SA ffi discussions with SA ` 
ae. told that was correct, that it was the FBI's’ position 


at banners were required to remove the expectation of privacy. fF OD 13/99) 


es SA 


W) S cknowledged that during their conversations 


aso: the materi alkaa previously pravided to S BI 00216) = | 
Presumably, SA MEB- aofia have scen pa ie to these documents — 
s  olicy that “the federal government may, without notice, audit or 


which bly, SA 
access > user’s computer system” — in the process of reading the file as instructed by 


Ss According to SAG owever, at the time she did not see these 
materials, which were located in the “1A section” of the file. ea o 10/00) 


(U) O R not know with whom sa A:r to obtain the advice that a 
banner was required 9/13/99), but at some time in the spring of 1998, sag 
raised with SSA MAAA Lee’s computer had not been searched. 
(7199) Acco ine told her that he would look 


SE tee told ber feet PDI ined that a search warrant was 


not the case agent at this 
1998. Until November 1998, 
ibility, although — 


SKU) It should be emphasized here that 
time and did not become the case agent until November 6, 
therefore, the Wen Ho Lec investigation was not Sa -=n 
she did assist SAB on a number of matters, N ess, S the FBI's 
liaison with LANL and, for that reason, had been specifically instru SSA 


become “intimately familiar” with the in tion and had been told by 
t the case would eventually be re-assigned to her. 11199) 


635 


(U) saii: not know whom SSA nsulted at Headquarters. . 
aw" & 3/10/00) According to SS © did not recall discussing the 
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required to search Lee’s a o G: SA seks to A | 


Noe 


7c 
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or forea 
who was the case agent on the Lec investigation at the time, about the possibility of 
searching Lee's computer. (Id.) SAB od SA hat a -< raised 
the question of searching Lec’s computer, but SA as told by FBI 
Headquarters that a search warrant was required. (Id.) 


U) SSA esponse that a warrant was required “did not sit right” with 
S and she told SS that she had worked on many computer cases in 
which the subject of the search had no expectation of privacy. Te In 
particular, according to SA her experience with the National Computer Crime 


Squad had involved investigations where it had been determined that an employee had 
no expectation of privacy while using his employer's computer. (Id.) It is for this reason 


told had been given to S ne” Perhaps, in light of the seemingly “2€ 
categorical advice from FBI Headquarters that rejected a search in the absence of a hé bxc 
banner, S as had SA! before her, regarded these materials as 


irrelevant. In any event, this is where the question died for all intents, when the 
documents were, for a second time, not forwarded to FBI Headquarters for further 


advice. 


ss: with anyone at FBI 
recall consulting Albuquerque’s 
about searching the computersof 4, 


In those other investigations, the CDC 47, 


employees 
had advised that a search warrant was required, and one was obtained prior to the search 


of the computers—(Id,) SSA DER id Coats did not consult with the CDC in 
- connection with the Wen Ho on. (1d) B 


SU) -According to SA she had worked wi — 
mais: the Computer Crime Section many times. S ackno 

that she could have contacted RR rectly regarding the computer search issue, but 
felt that it would be inappropriate because she was not the case agent. MIMMMS/7/99) 


SWU) According to SSA | he does not recall being aware of the . 
documents iii ene to PhO Ss: 1996. 27) 
j 


Wen Ho Lee’s computer with 
S 


DoE 


0) e 


pos (U) In what appears to have been a last ditch effort to obtain a search of Wen Ho | 90€ 
bG Lee’s LANL computer, S ‘kind of hinted” rte DOE could search L¢ 
Lee’s computer, 9/13/99; /1/99) From her experience in investigations | 47¢ 


LIC involving computers, S clieved that a computer system administrator had the 
right to monitor the use of its computers. 17199) emurred, however, 


citing Executive Order 12333 as prohibiting-DOE from undertaking any investigative 
steps once the matter had been referred to the FBI. a a: 7” 


9. 


Pita 
sone: 
. 


LSANFY In June 1998, SA’ information from Source 


SSPNFY According Source #2' 


a 7 = 

; 3 | (AQI 01795) As 
E si As discussed below, Executive Order 12333 would not, in our view, 

. have presented a legal obstacle to DOE conducting its own search of the LANL _ 


computer systems used by Wen Ho Lee. 


oe USAT) SAREE cccived similar information from another source when s 
interviewed a former employee on March 26, 1998. 
or 9 6cr ie 
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discussed above, the essence of the information imparted to Ae": 
in March and June 1998 had actually becu known to the FBI since 1994, 


= after Wen Ho Lee's encounter 
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As an indication of the importance o 


\\ 


set off alarms at the FBI. None of this information, however, led the FBI to revisit the 
issue of how to gain access to the computer systems used by Wen Ho Lec. 


10. (U) Banners remain the focus into 1999 until Wen Ho Lee’s LANL computer 


is finally searched, with Lee’s consent 


. Fa 
~~ bb ether the FBI would be searching Lee’s computer. 
ptc] responded that Albuquerque’s Chief Division Counsel had said that they could no 


search the computer unless there was a banner on the computer.“' (Id.) According to 
who had recently retired from the FBIS told sa: although the 
s position had been that it could not search computers unless there was a banner, that 
o contac 


position had changed. (Id encouraged S 
of the FBI’s NSLU, wh said had rendered an opinion, ina 1998 matter 


unrelated to LANL, that a waiver was sufficient to permit a search of a computer. (Id.) 


“(U) ‘In a letter to Edward J. Curran, Director of DOE’s Office of 
Counterintelligence states that the date of this conversation was January 7, 


1999, (FBI 04654) 


) 
ye Id the AGRT that she did not consult with Albuquerque’s CDC, 
about searching Lees computer. gooo) did not 

ever sing the Wen Ho Lee matter with any of the FBI Albuquerque case 


agents or supervisors, including SA SER 3/1/00) 


oy 


said that the matter in which (fjessisteMB involved 
a corporate policy and an explicit banner advising employees of the possibility of 
computer monitoring. 10/19/99) According a to search a computer 
without a warrant or FISA order, the investigator must be able to show that the user is 


RA Ren et NP A IO Ba ot ee th ee ee, OO REET ERS ea 


aware that the computer system may be monitored and has given consent to do so, 


ror io 


DOE (U) According to S Ircady knew about the on-line 


ri acknowledgment of computer monitoring, which by then had been implemented lab- 
YG wide, because he had obtained such records for her in unrelated waste, fraud, and abuse 


cases. a: 13/99) Moreover, recalled that he had obtained the e-mail of 
x IC. 


other LANL employees for SA in other investigations.“ (Id.) Nevertheless, it 
appears that no action was taken by S in response to the information provided 
1b This may be explained, however, by the fact that at the time of the 

; conversation, and until early February, the FBI was under the misimpression, that Lee had 


: passed the DOE administered polygraph examination on December 23, 1998. 


As late as February 1999, however, it appears that the existence of a banner 
. was still the FBI’s touchstone for determining whether a warrantless search of Lee’s 
i computer was permissible. In a February 22, 1999 EC, SSA rote to FBI 
l : Albuquerque: 
l Qo 
(S¥ On 2/17/99, DOE’s Ed Curran suggested AQ FBI may be 
able to access, copy, and retain electronic communications 
contained in or retrievable from subject’s e-mail account at 
LANL. FBIHQ advised this depends on the existence and 


wording of any banner wamings that LANL may use to warn 
subject of no expectation of privacy. 


| yi through a banner, waiver, ¢ or clear corporate policy stating ting that the cupioyes has no 
a - reasonable expectation of privacy. (Id.) 


TOT ees (U) SEE referred to this on-line E asa “waiver” ~~ 
{ 9/ 13/99), as have other witnesses and reports. 


cee Me . * (U) According to SAREE towers: she does not. recall being told of the 
. ' on-line registration program, and she was never given any such dooumeats b 


110/00) 


vor $n 
: 445 


rr FIORE CP Re SC mn mm 6 


(AQ! 00180) The EC tasked Albuquerque with determining “what, if any, wamings arc 
on subject's computer” and to coordinate with (he NSLU “to determine if the waming is 


legally sufficient to allow LANL to access and copy subject's e-mails or other files.” 
(Id.) 


u) 
W According to an investigative update that ASAC William Lueckenhoff faxed 


to DAD Sheila Horan on February 26, 1999, FBI Albuquerque had that day “contacted 
LANL EE <»: ==: issues raised.by Ed 
Curran.” (FBI 01 e document goes on to say that “LANL personnel advised that 


a “banner waming’ does not exist on the LANL system to warn users of no expectation 
of privacy.” (Id.) It is not clear who the “LANL personnel” were who were responsible 
for communicating this information, which we now know to be inaccurate, to the FBI. 


(U) This investigative lead to Albuquerque was ultimately overtaken by events, as 
Lee’s LANL computer was searched, with Lee’s consent, on March 5, 1999. 


11. (U) The discovery that Wen Ho Lee had taken the “crown jewels” 


(U) When the FBI searched Wen Ho Lee’s X Division office, it discovered a 
notebook containing, among other things, a printout of computer file names from one of 
Lee’s directories on the open CFS of LANL’s computer system. 9/11/99; 
12/17/99; AQI 06196) When the LANL scientists assisting the FBI examined 
e file names contained in this listing, they were immediately suspicious that Lee had 
moved highly classified computer files from the secure LANL system to the unclassified, 


open system. MB 12221099; 12/17/99) When the LANL scientists went to 
examine the contents of these files, however, they discovered that the files had been 


deleted in January and February 1999. (AQI.06197) From LANL computer system 
backup tapes, LANL scientists were able to reproduce the directory as it existed prior to 
the deletion of the files. (1d.) When the restored files were examined, the LANL 
scientists’ fears were confirmed: Wen Ho Lec had transferred computer files containing 
classified nuclear weapons design information from the secure computer system onto the 


open system. ([d,) These classified files remained on the open system from the time that 
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Lee transferred them in 1993 and 1994 until they were deleted by Lee in 1999.°° 


(Detention Hearing 12/27/99 Tr. 83-84) 
poé 


c «°- of the LANL scientists who first recognized the file names 
of the computer codes and other files that Lec had transferred onto the open system, was bb 
stunned by his discovery: - LI 


(U) This is — it’s unimaginable. l could not believe it. | 
cannot ~ I still cannot. I have trouble believing it. It’s just -- 
all the codes, all the data, all the input files, all the libraries, 
the whole thing is there, the whole ball of wax, everything. 


(Detention Hearing 12/28/99 Tr. 344) 


12. (U) The discovery of Wen Ho Lee’s April 1995 “Rules of Use” waivers 


YS , 
am May 1999, following Congressional hearings conceming the Kindred 
Spirit investigation, learned that Lee had signed waivers consenting to 


monitoring of his computer. (FBI 00209) received a request from S 
the newly assigned case agent on the Lee investigation, for any documentation 
i 

{ 


a 


had a conversation 
ed computer 


cat | 
izé | LANL employees may have signed to acknowledge their understanding of the possibility 


of computer monitoring. (FBI 00209) At about the same time, 
that Lee would have si 


en contacted the X Divisio 
ith the “Rules of Use” 
6 (FBI 00209) 


em mee 6 


an express consent to monitoring, signed by 


r 3 x aK “nae Terenas 

= -  5(U) The FBI also discovered, through the search of Lee’s LANL offices, 

ars portable computer tapes, an examination of which confirmed that Lee had not only 
moved classified files to the open system, but had also downloaded classified files onto a 
removable medium. | Oo 11/99) 


ert 
At about the same time as his discovery of the “Rules of Use’ ' form, 
about thic on-line registration system, which generated 


i ue spoke with SR 
the “Computer Security Responsibility Acknowledgment,” an-example of which! 


S 447 = 


a 


FBL 
bb 
IC 


the person whom, in December 1996, Yue 
ntact for assistance | &6 


upgested that S 
; jall X Division L 


computer users were required to sign a “Rules of Use” form, containing a waming that 


their use of computers was subject to monitoring.“* (Omnibus 11/30/99) 
the “Rules of Use” forms, which were specific to X Division. Had 


een asked by the FBI about searching or monitoring Wen Ho Lee’s computer, or if 
had been asked about what expectation of privacy Wen Ho Lee might have.in the use 
of his computer, Lee would have drawn attention to the “Rules of Use” forms. (Omnibus 


11/30/99) 


(U) Had the FBI asked in November 1996, it would have learned that 
Wen Ho Lee signed two such “Rules of Use” documents on April 19, 1995, one for the 
open X Division local area network (“LAN”), which is not secure and where processing 


had given to S in November 1996. (FBI 00211) When interviewed by the 
FBI on May 10, 1999, aid that BR had confirmed that Wen Ho Lee “is listed 
computer as one of the employees who did go through the online training process.” 
d.) When interviewed by the AGRT, however did not recall either being asked 
to verify that Wen Ho Lee had registered or ascertaining that Lee had registered. 
explained that the registration system existed only on the open ICN. Anyone with access 
to the open ICN could ascertain whether a user with an open ICN account had registered 
on line. Once the user was taken off the system due to the user’s termination, however, 
the record of that user’s tion was automatically removed from the system. 
Therefore, according records pertaining to Wen Ho Lee’s registration “went 
away” when Lee was fired. Until Wen Ho Lee was fired, anyone.on the ICN could have. 


asked the system whether he had registered. (Omnibus 11/30/99) 

U) According to Lee, he never met until the Senate 
Govemmental Affairs Committee hearings into the handling of the investigation. 
(Omnibus 11/30/99) 


(U) In addition to the lab-wide computer security protocols at LANL, each 
division’s computer security director may implement additional security measures for the 
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division. 
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of classificd information is not permitted, and onc for the secure X Division LAN. Since 
1995, these waivers had been maintained in a binder in X Division, which ts where 

located them when (hey were finally requested b (FBI 00209; 
Omnibus 11/30/99) 


(U) Three of Wen Ho Lee’s each of whom was interviewed by the 


FBI on other matters during the course of the investigation — knew of the “Rules of Use” 
forms, as they themselves were required to sign similar forms, but they were. never asked 


about waivers, banners, or, more generally, about a LANL computer user's expectation 


12/20/99; 12/21/99 12/21/99) 


of privacy. 


escribed the “Rules of Use” forms as “part of the X 
did not discussing the form with S 

2/20/99) ould 
orms hadff™_been asked whether Wen Ho 
2/21/99) Both men were 
was 


Division culture or work life. 
however, and was never asked about them. 
have told the FBI about the “Rules of Use” 
Lee had any expectation of privacy in his computer. 
in December 1996. In April 1997 


interviewed by S . 

interviewed again by S ttended a meeting with FBI and DOE personnel 

to discuss Wen Ho Lee’s access to new computer code development AQI 01151, 
were asked 


01153, 01155; FBI 00803, 00804) Nevertheless, while and 
about Wen Ho Lee’s computer use, computer access, and his work on computer codes 
used if the development of nuclear weapons, neither was asked about Lee’s expectation 
of privacy while using his computer. Consequently, the “Rules of Use” waivers never 
came to light in their interviews. (id. BARBED 1220/99; GRINS 12/2.1/99) | 


(U) Similarly, SABBinterviewed Wen Ho Lee’s 
several times in the spring and summer of 1997. (FBI 00883, 00890, 00955, 01005, 
01053) Ironically, one purpose of the interviews was to obtain information conceming 
uld be included in the FISA application that was 


Wen Ho Lee’s computers so that th 

then being prepared. According to however, no one ever tole that the 
information that the FBI was gathering “was a prelude to a search warrant.” BB cous 
not recall anyone talking t about searching or toring Lee’s computer until 
March 1999. 12/21/99 Hadi been ask would have told the FBI that Lee 


had no expectation of privacy concerning his computer use, and would surely have 
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mentioned the “Rules of Use" forms, which knew to have been signed by everyone in 
x Division.” ER 2/21/99) 


(U) According o SD + leamcd only in May 1999 that there was a 
banner on LANL’s classified computer system, so that cach time Wen Ho Lec powered 
up the computer work station in his office, the banner would appear.“ 

9/13/99) It was also who told of the banner. 13 


13. (U) The LANL computer systems used by Wen Ho Lee 


(U) As part of a concerted effort to gain access to the LANL computer systems 
used by Wen Ho Lee, in addition to investigating the existence of banners, waivers, or 
written policies, the FBI should have sought to understand the details of how the LANL 
computer system was structured, its “architecture.” This was important for at least two 
reasons: First, the architecture of the computer system is relevant to the user's 
expectation of privacy. For example, a user’s expectation of privacy in a stand-alone 
desktop computer, to which he alone had access in his office, would be different, all 
other things being equal, from that of a user of a system at some remove from his office, 
accessed remotely on a network and to which many others had access. Second, various 


believes that he did tell S about the “Rules of Use” 

ould have mentioned to S. 

of the educational efforts made at LANL to 

could not be certain of this, however. 
reflect that SAMIR was told of the 


pie Actually SS 
: aid that this is “the type of thi 
GB oelicves that also informed 
make people aware of computer security. 


GHB 12/21/99) None of SAB 302s o 
“Rules of Use” waivers. . Ra 33 a 
U) Apparently AEB 2s referring to the X Division secure LAN. .It is 

worth noting, as an example of the Confusion that apparently continues to surround the 
issue of banners and waivers regarding LANL computers, tha told the 
AGRT in September 1999 that there was never a banner on LANL’s open computer 
system during any time relevant to the Wen Ho Lee investigation. om: 13/99) In 
fact, as discussed above, there were banners on both the lab-wide secure and open 
systems, as well as both the X Division secure and open local area networks at the time 

that ‘a aske in November 1996. 

MA 
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_Jogs and other data maintained on the lab-wide network could have provided information 
relevant to the investigation. These included logs that record when users access 
particular files and what actions they perform on the files, such as altering its 
classification or downloading it. Inquiries to the LANL computer help desk were also 
recorded. These logs and help desk records could have been a rich source of information 
concerning Wen Ho Lee’s computer activities, much of which could have been obtained 
without a warrant, even in the absence of banners or waivers. 


a. (U) The open and secure systems 


(U) Wen Ho Lee had in his X Division office a Sun Microsystems workstation 
with which he could access the secure or X Division local area network (“LAN”) and 
4 another Sun Microsystems workstation with which he could access the open X Division 

LAN.®' Although both workstations had temporary memory capacity that allowed the 
user to work with files or data that had been accessed from the X Division LAN or the 
lab-wide Integrated Computing Network (“ICN”),°* neither had a hard drive on which 

files could be downloaded or stored. For all intents and purposes, all memory on the Sun 
workstations was erased when the workstation was powered off. (Omnibus 11/30/99) 


(U) To access the X Division secure, or “Enchanted,” LAN, an X Division user 
would connect his workstation to a port located in a lockbox on the office wall. The 
workstations could not be left connected to the secure LAN, and at the end of each day, 


PP." IQ) Lee’s X Division office had a door with a lock, although it shared a 
i common key with four nearby offices.’ Lee had bookcases in his office that made it 
impossible to see his computers, or what he was doing at his computers, from outside his 


i Office. 
iv N XU) Thus, Lee had four “accounts” on the LANL computer system: Lee could 
po store information on cither of the two X-Division LAN’s or on either of the two lab-wide 
pt «IC ICNs. 9/13/99) To access a computer account, a LANL user would need to input 
' ‘a “Z number,” an identifier assigned to each employee that appears on the security badge 


Y ot that cach employee wears, together with a password that is assigned to cach user by. 
| SK de LANL. With a LANL user's Z-number and password, anyone can access the open 
yb ç System through the Internet from anywhere in the world. o 11/99) 


ve 


the users were to disconnect the workstation from the port. The X Division servers are 
located on the first Noor of Building 43. Wen Ho Lee's X Division office was on the 
second floor of this building. The X Division servers are in vault rooms, which are 
alarmed and can be accessed only with a password. Wen Ho Lec did not have access to 
the vaults with the servers, unless he was escorted. (Omnibus 11/30/99) 


(U) The secure ICN at LANL contains supercomputers, storage, and specialized 
servers connected to users in other laboratory divisions and groups. The X Division 
LANs were connected by “ether” networks to the lab-wide ICNs. The secure or 
“Enchanted” X Division LAN was connected to the secure ICN. The open X Division 
LAN was connected to the open ICN.* The secure ICN includes the secure Central 
Filing System (“CFS”), which is a file storage server, and supercomputers designated 
Sigma, Tao, and Theta, on which complex computer functions could be performed on 
files accessed on the secure CFS. Services available in the open ICN include 
supercomputing, storage and archive, Web access, and Internet mail. The open ICN 


includes the open CFS.“* (Omnibus 11/30/99) 


(U) The secure and the open CFS are in Building SM 132, a separate building 
from that in which Wen Ho Lee worked, in a controlled access area. The CFS system 
comprises more than 6,000 tape cartridges in a storage silo. The entire open and secure 


*3(U) In some offices, an X Division user had one workstation through which to 
` access both the open and the secure LAN, although a workstation could not be connected 
to both LANs at once. The user would have to disconnect from one port and reconnect 
to a separate port in the office inorder to access the different LANs within X Division. 


(U) The X Division secure and open LANs were physically separate systems. 


5(J) The closed ICN and the open ICN are separated by an “air gap,” which 
means that the two systems are physically and electronically separate systems. In January 
1995, the open CFS and the secure CFS were split, to introduce an “air gap” between the 
two file storage-systems. Prior to that time, the open and secure CFS were contained on a 
single system that was “partitioned” to store scoret restricted data files on the secure 
“red” partition and unclassified files on the open “green” partition. 
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ICN is contained in six rooms in the Central Computing Facility in SM 132. (Omnibus 
11/30/99) 


(U) To access the X Division LANs or the ICNs, an X Division user would 
connect the workstation to the port and boot up off the network. As part of the log-in 
process for both the secure and open LANs, the X Division banner, discussed above, 
would appear. Once logged on, a user in X Division could access machines that were 
part of the X Division LAN from his workstation. Whenever a user logged onto a 
machine in the X Division network, the X Division banner would appear on the 
workstation screen again. Wen Ho Lee had a “home directory” on the secure X Division 
LAN and one on the open LAN. He could store files or data on these home directories. 
Lee could also store files or data on directories he had on the CFS storage systems that 
were connected to the secure and open ICNs. The classified files Lee is accused of down 
partitioning and downloading onto tape were taken from directories on the secure ICN 
and moved to directories on the open ICN. (Omnibus 11/30/99) 


b. (U) The logs generated by LANL computer systems 


(U) The CFS system maintained logs recording the actions of users of the system. 
The CFS logs, also known as the System Maintenance Facility logs, would record 
changes in the classification or partitioning of a file. The CFS logs recorded the user, file 
name, the date and time of the action on the file, and the CFS commands issued with 


respect to the file. The logs are a chronological listing of actions performed by all users. 


Thus, for example, if a user modified a file to change its classification in the moming, 
down partitioned the file in the aftemoon, and copied it at night, the user’s activities on 
the CFS log could be separated by thousands of log entries pertaining to actions of other 
LANL users. H asked by the FBI, it would have been possible for someone to have __ 
looked at the CFS logs on a daily basis to see what actions Wen Ho Lee had executed. 
Logs were also maintained by each of the worker machines. According to 
would have been possible in 1996 to write a program to search the CFS logs for a given 
user’s name and to generate a list of all files on the CFS that were access by the user for 
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the 1993 to 1996 period. estimated that the project could have taken from a week 
to two months, depending upon the urgency of the project. (Omnibus 11/30/99) 


(U) Until June 1994, to move files from the secure CFS to the open CFS required 
the use of “Machine C."**? Machine C was a worker machine on the LANL ICN used to 
transfer files from the secure to the open partition on the CFS.%* Machine C performed 
only this one function. It changed the designation of a file from a more secure partition 
to a less secure partition, such as from the secure “red” partition to the nonsecure “green” 
partition. This was called “down partitioning” a file. Technically, Machine C did not 
move the file, since the CFS as it exited at the time that Machine C was in use did not 
have separate drives for the secure and open partitions. Rather, files existed on a single 

.. physical storage facility, but were designated “red” or “green.” Machine C would not 
change the partition of a file from red to green unless the file was unclassified. Machine 
C could not be used to change the classification of a file. The user would have to first 
change the “header” of the file that contained the secret classification to unclassified on 
the red partition before using Machine C to change the partition from red to green. The 
partition of a file could only be changed using Machine C. (Omnibus 11/30/99) 


(U) The CFS logs are maintained back to 1993. According to the logs 6 
began in 1993, so that, had the FBI asked for them in 1996, the earliest logs would still 
be from 1993. The CFS logs are stored on tape on the CFS system. ` 


os : 
“USINF) With the exception of the last file, which was moved directly from the 
secure CFS onto a portable tape, all of the files involved in the Indictment were moved 


prior to June 1994. (LANL 001954 & 2054) 


6U) It has always been forbidden to process or store classified information on 
the open system. However, a LANL scientist may have had a legitimate need to transfer 
files from the open to the secure system to use, for example, an unclassified program to 
manipulate classified information. A scientist might also have legitimately transferred to 
the open system unclassified files or data which had been stored on the secure system. 
Classified files were coded in a way intended to prevent their being transferred from the 


closed to the open system. (Omnibus 11/30/99) 


TS 


(U) Machine C was located in the Central Computing Facility in Building SM 
131, Room 280. It was thus in a separate building from the X Division. To access 
Machine C, an X Division user would first have to log onto a secure workstation and, 
from that workstation, log onto Machine C. Thus logged onto Machine C, the user could 
access files on the red partition on the CFS and change the partition from red to green. 


(Omnibus 11/30/99) 


(U) Machine C recorded the fact that a user had logged on, but not the actions of 
the user or the files that were down partitioned. To obtain this information, it would 
have been necessary to go to the CFS logs. (Omnibus 11/30/99) Identifying the files 

06€ | that had been down partitioned would not have been an easy task, according to 

LF | because the CFS log records millions of transactions per day. ([d.) believed that it 
VIC | could have been done; however, guessed that it could have taken “weeks or 
months” to complete and might have required two to three people to do it. ([d.) 
According o it would also have been possible to instruct the LANL system to 
begin to create a log of all the activities of a particular user. (1d.) 


c. (U) LANL’s NADIR System 


(U) The LANL computer system also has a program, called Network Anomaly 
Detection and Intrusion Reporter (“NADIR”), to detect anomalies should there be an 
(6+ | unusual number of transfers from the closed to the open system by a user. 
bb | 9/11/99; Omnibus 11/30/99) If this program is triggered by a high volume of transfers, it 
LIC | will generate a “NADIR” or “anomaly” report. According to S in the ordinary 
course, when such a report was generated, the computer security group would contact the 
- user secking an explanation for the transfers, and would then create'a record of the 
resolution of the reported anomaly. The log of files transferred, which was maintained 
on the mainframe, could also be reviewed as part of the resolution of the anomaly i 


0% KU rer cot the spreadsheets used in connection with Lee's 
lob | detention hearing, which desoribed all of his activities conceming the files charged in the 

b7C| Indictment. According to the same information could have been compiled in 
tit took “some months” to compile the information in the 


1996. noted, however, 
detail they now have it. 12/17/99) 
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report.“ Occasionally, the system administrator notified or 
of the Office of Counterintclligence at LANL, apparently when the explanation of the 


anomaly was found insufficient. 111/99) 


(U) The NADIR system monitored activitics on the open and secure ICN, 
including the supercomputers Sigma, Tao, and Theta, Machine C, and the CFS.“' The 
NADIR system also monitored the system log, which recorded user log-ons, and the 
security log, which tracked file access, the number of times a file was accessed, and when 
different files were accessed. The NADIR system built a user profile for each ICN user 
based upon his past activities, and generated a report whenever a user’s activities were 
anomalous based upon this profile of past activities. For example, NADIR monitored a 
user’s hours of computing, and if that user began computing at unusual hours compared 
to his past hours, NADIR would generate a report. Similarly, if a user’s number of 
downloads or transfers of files was anomalous based upon his history, NADIR would 
generate a report. Movement of files from the secure to the open CFS would not 
necessarily trigger a NADIR report, unless such activity, such as the quantity of files 
transferred or the time of day of the transfer, was anomalous in some way.“ (Omnibus 


11/30/99) 


(U) In i994, the CFS was modified to create an “air gap” between the open and 
secure systems, making it virtually impossible to transfer files directly between the two. 


DOE 
bg 


U) According to 
NADIR logs are maintained for two years. bxc 

Reports from those logs, however, are kept back to October 1992. did not know 
if the file names are recorded in the NADIR logs, but that information could be obtained... . 
from the CFS logs with the information that is in he NADIR reports. {Omnibus | 
11/30/99) , : -> 

` (U) The NADIR system is maintained on a server that is part of the ICN. 
(Omnibus 11/30/99) ! 


(U) If a NADIR report was generated for a user, the NADIR team had an 
investigator who would contact the user for an explanation of the anomaly. The 
explanation would then be entered onto a database. (Omnibus 11/30/99) 
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9/11/99) According to sa i- fact that there would be this change in the 
system was widely publicized for several months before the system was changed. (Id.) 


As a result, there were a number of LANL computer users who were performing a high 
volume of transfers from the secure to open system, apparently trying to accomplish these 
before the new, considerably more difficult system for transferring files came into effect. 
(Id.) Consequently, there were, in the period before the new system was implemented, a 


high number of anomaly reports generated for each of these users. (Jd.) According to 
oa DoE 


a large number of NADIR reports were generated in “all of 1994 and a good 
chunk of 1993,” when the LANL CFS system was being split. (Omnibus | 1730/99) One bé 


was generated for Wen Ho Lee. bTC 


u) 
CUE) In August 1993, Wen Ho Lee triggered a NADIR report for moving a 
gi number of files. (Omnibus 11/30/99) The NADIR team’s investigator, 


did not contact Lee for an explanation, however. (FBI 15838) 
characterized this incident as “common.” (Id.) agreed that at the time preceding 
the CFS split, file movement in anticipation of the ges to the system was taken as a 
sufficient explanation for anomalous transfers of files from the secure to the open 
partition. (Omnibus 11/30/99) also noted that the NADIR system generates 
thousands of anomaly reports per year, an is the only investigator responsible for 
looking into all of them. ‘ust could not follow up on all of them. (FBI 15839) — 


(LANL 001954 & 2054) 


d. (U) LANL’s help desk and Leo's questions 


(U) LANL had a computer help desk which users could call for technical. 
assistance, The questions and answers are entered on the computer system and 
, 60 that it is possible to obtain a list of all 


FS maintained by the user name of the requ . 
bG D: 1/99; Omnibus 11/30/99) The 
LI Se g 


: questions and answers by a particular user 


and oral requests for assistance from 


(U) The ICN help desk logged e-mail 
Set 4 a log of all e-mail requests 


users. The X Division also had a help desk that maintained 
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listing of questions posed by Lee includes several that are significant to the criminal 
investigation. 


Q) 
ASY On March 2, 1998, the same day that Lee submitted a form to DOE regarding 


travel to Taiwan to vacation and to present a paper relating to Lagrangian codes (FBI 
1275), a computer help desk inquiry shows that Lee asked “How to telnet to his machine 
from overseas.” (FBI 13525) The “solution” entered on the help desk system states, 


“walk thru.” (Id.) 


Qy 
SSX On January 19, 1999, shortly after being interviewed by the FBI and the day 


before Lee began deleting the classified files he had transferred to the open CFS, a 
computer help desk inquiry shows that Lee asked “how to get from local workstation (X) 
to cfs?” (FBI 13525) Then on January 22, 1999, according to the April 8, 1999 EC, 
“Lee wanted to know why the “deleted files . . . are not going away.’ This request came 
just five days after Lee was first interviewed by the FBI.” (FBI 01986; FBI 13525) On 
the same day, “Lee also wanted to know how to access the ‘Gamma’ computer from his 
Macintosh computer, which he had at his residence.” (Jd.) 


The 


e was opened and 19 classified files were removed from the TAR file. The file was re- 
TARed and stored back onto the open CFS. It was previously a classified file, but the 


- modifications removed the classified material, and the unclassified file was saved back to 
the open CFS. (Detention Hearing 12/27/99 Tr. 64) On February 16, 1999, Lee made 


-æ 


e 


ge for assistance. According however, there were no references to requests for 
ve assistance by Wen Ho Lee on the X Division help desk system. (Omnibus 11/30/99) 


Cu eee 
“(8 According to an April 8, 1999 EC regarding Lee's help desk inquiries, “Lee 
asked the ‘help desk’ how he could access his network classified computer from 
p3 overseas. He was told [that] he would not. The question is significant because he asked 


- it just prior to a vacation he took to Taiwan.” (FBI 01986) 
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wa ee: 


another computer help desk inquiry: “wants to replace onc file in a tar file on a tape.” 
(FBI 13525) Then on February 17, 1999, Lee made his “Final deletion of tar. Filet5. 
This was the next to last file deleted by [Lec] on the open CFS.” (LANL 001989) 
According to S Lee had manipulated some of the tapes that the FBI recovered 
from his T Diviston office to delete the classified information from the tape. 

9/11/99) 


e. (U) Electronic mail $ 
(U) According tof everyone who had an account on the open and the ne 
secure X Division LAN had e-mail. X Division used a commercial, or “pop” client e- 1990 
mail software package, such as Netscape or Microsoft Outlook Express, to access e-mail. 
Because the e-mail software was an “off-the-shelf” package, it did not contain any 
banner or notice that the e-mail may be monitored by LANL. To access the e-mail, 


‘however, an X Division user would have to have been logged onto the X Division LAN 


and therefore would have encountered the X Division banner. An X Division user’s e- 
mail once read remained on the X Division e-mail server until the user did something 

with it. The user could store e-mail on the user’s X Division home directory. The secure 
and open e-mail systems in X Division were completely separate from one another. 
(Omnibus 11/30/99) 

(U) According cof T there is e-mail on both the secure and the open ICN; ro 
however, the secure e-mail system had very few users in 1996 and is still fairly low in 6 
use. There are no banners on the open or secure ICN e-mail systems. A user had only 
one open e-mail address, so that e-mail from X Division, from elsewhere in the lab, or 
from the Intemet was all routed to the user’s single open e-mail address. Similarly, users 
had only one secure e-mail address. LANL has had e-mail on the open ICN since the 
early 1980s. X Division did not have e-mail on its open LAN until the late 1980s or 
early 1990s. It was not necessary to have an account on the ICN in order to havo an o- 
mail account at LANL. (Omnibus 11/30/99) 


“5(U) According to S the help desk also has records of questions that 
ere posed by Lee before 1996 that would have been helpful to the investigation. 
/11/99) 
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cas (U) According to S4 SNB: his opinion it would not have advanced the 


b6 | investigation of Wen Ho Lee to have been able to search or monitor Lee's e-mail. None 
of what was discovered with respect to Lee’s downloading of classified files would have 


bC been discovered through a search of Lee's e-mail. According to S Lee “didn’t 
do what he did through e-mail.” J 9/11/99) 


C. (U) Legal Analysis 


(U) It is settled that a government employee may have a reasonable expectation of 
privacy in the government workplace. O’Connor v. Ortega, 480 U.S. 709, 715-16 
(1987). It appears, however, that when asked about searching Wen Ho Lee's computer 
in November 1996, the NSLU leapt from the unexceptionable premise that Lee may have 
had a reasonable expectation of privacy in his LANL computer, to the conclusion that he, 
in fact, did have one. Instead, this should have only been the beginning of the inquiry. 


(U) The application of the Fourth Amendment depends upon whether the person 
invoking its protections can claim a reasonable expectation of privacy that has been 


invaded by government action. Smith y, Maryland, 442 U.S. 735, 740 (1979). 


(U) This inquiry . . . normally embraces two discrete 
questions. The first is whether the individual, by his conduct, 
has “exhibited an actual (subjective) expectation of privacy ~ 
whether . . . the individual has shown that “he seeks to 
preserve [something] as private.” The second question is 
whether the individual’s subjective expectation of privacy is 
“one that society is prepared to recognize as ‘reasonable””. 
whether . . . the individual’s expectation, viewed objectively, 
is “justifiable” under the circumstances. ` agaa 


Id, (citations omitted). . 
(U) The NSLU did not inquire, or advise the agents to inquire, whether a LANL 
employee such as Lee had a subjective expectation of privacy in the LANL computer 


systems he used, or whether, whatever expectation of privacy he may have had 
notwithstanding, it was justifiable under the circumstances. This was crucial. “Given 


TOP 


the great variety of work environments in the public sector, the question whether an 
employee has a reasonable expectation of privacy must be addressed on a case-by-case 
basis.” O'Connor, 480 U.S. at 718. Morcover, “{pJublic employces’ expectations of 
privacy in their offices, desks, and file cabinets, like similar expectations of employces in 
the private sector, may be reduced by virtuc of actual office practices and procedures, or 
by legitimate regulation.” Id, at 717.% Nor did the NSLU advise the agents to explore 
the computer architecture at LANL to ascertain whether, because of the nature of the 
computing environment, Lee had, in effect, “knowingly expose[d]” his computer 
activities,’ or had “voluntarily tum[{ed] over” information concerning his computer use 


to third parties. 


(U) In Smith y, Maryland, for example, the Court held that a telephone user could 
have no reasonable expectation of privacy in the numbers he dialed because he 
“voluntarily conveyed numerical information to the telephone company and ‘exposed’ 
that information to its equipment in the ordinary course of business. In doing so, 
petitioner assumed the risk that the company would reveal to police the numbers he 
dialed.” 442 U.S. at 744. The Court rejected the petitioner’s contention that he had 


“UY See also Schowengerdt v. General Dynamics Corp., 823 F.2d 1328, 1334 


(9* Cir. 1987). “In the last analysis, the objective component of an employee’s professed 
rivacy must be assessed in the full context of the particular employment 


expectation of privacy 
relation.” Vega-Rodriguez v. Puerto Rico Telephone Co., 110 F.3d 174, 179 (1* Cir. 
1997) (collecting cases). 7 s 


1U) “What a person knowingly exposes to the public, even in his own home or 
office, is not a subject of Fourth Amendment protection.” Katz y, United States, 389 


US. 347, 351 (1967). 


“(U) “This Court consistently has held that a person has no legitimate 
expectation of privacy in information he voluntarily turns over to third parties.” Smith, - 
442 US. at 741. 

s? i iller, 425 U.S. 435 (1976). In Miller, the Court 
held that a bank customer had no Fourth Amendment interest in checks, deposit slips and 
other information conveyed to his bank. l i 


or 


demonstrated an expectation of privacy by using “the telephone in his house to the 


exclusion of all others." Id. at 743. 


(U) Regardless of his location, petitioner had to convey that 
number to the telephone company in precisely the same way ` 
if he wished to complete his call. The fact that he dialed the 
number on his home phone rather than on some other phone 
could make no conceivable difference, nor could any 
subscriber rationally think that it would. 


ld, Analogously, when Wen Ho Lee accessed the ICN by attaching his workstation to 
the port located in the lockbox on his office wall, and when he used the remote Machine 
C to down partition files or used the remote Machine Rho to save files onto its disks 
(because he had no such memory on his own workstation), he “voluntarily conveyed” 
information about his computer usage to the LANL systems and he ““‘exposed’ that 
information to its equipment in the ordinary course of business,” just as the telephone 


subscriber in Smith v. Maryland had. 


(U) Thus, although the NSLU was apparently informed, incorrectly, that there 
was no banner on the LANL computer systems used by Wen Ho Lee, had a review been 
conducted of additional information concerning the “office practices and procedures” at 
LANL and the physical characteristics of the computer system itself, it would have been 
evident that Lee had no justifiable expectation of privacy, even in the absence of a- 
banner. The factors supporting this conclusion include the following: _ 


(U) AIl of the documents obtained, including financial 
statements and deposit slips, contain only information 
voluntarily conveyed to the banks and exposed to their 


employees in the ordinary course of business. . . . The 
depositor takes the risk, in revealing his affairs to another, 
that the information will be conveyed by that person to the 


Government. 


425 U.S. at 442-43 
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iB (U) Since at feast 1989, when Lee annually renewed his 
password for the secure ICN, he received documentation 
stating that the LANL computer systems were exclusively for 


official business; 


2: (U) Lee was similarly told in connection with this annual password 
renewal that his computer files would be audited by the LANL peang 


personnel as well as the computer personnel; 


(U) Since at least 1991, Lee annually signed an X Division form stating 


3. 
that the X Division systems were to be used only for official business 
purposes; 

4. (U) Lee was similarly told by the X Division form that DOE and LANL 


security policies required that his files be audited by security officers; 


po 5. (U) The LANL Official Use Guidelines for Computing and Information sgr 
nb Systems (which {MB bad given to vy he November 1996), %4 
widely-published in the LANL new bulletin, warned that LANL or the ° © 
‘federal government might audit or access a user’s computer system or data 
communications; . 
(U) This point was also made in the Safeguards and Security Manual, — 
which was available on-line through Lee’s computer; 


7. (U) LANL computer users executed an on-line “Computer Security 
__ Responsibility Acknowledgment” that informed them that LANL computer 
systems were for official use only and that usage was subject to monitoring 


and auditing; 


MU) As discussed above, this Acknowledgment was not required of X Division 
users until some time in the December 1996 to. April 1997 time frame. 


14. 


15. 


16. 


(U) LANL personnel received regular briefings on computer security, 
which informed them that the computer security staff would monitor 


computer usc; 


(U) Since at least 1992, LANL regularly distributed booklets emphasizing 
that the computer systems were to be used only for official business; 


(U) These booklets also notified LANL computer users that all users’ files 
would subject to being audited; . 


(U) Users were not permitted to choose their own passwords to access the 
computer systems, but had them assigned for both the ICNs and the X 
Division LANs; l 

(U) The LANL system administrator could access a user’s computer files 


without the need for the user’s password, and this was widely known at 
LANL; 


(U) Lee’s office workstations had no memory capacity on which to store 
information, and all computer storage was maintained at a remote site to 


which Lee did not have access; 


(U) Lee could not access the LANL systems without each day connecting 
his workstation to a port located in the wall of his office; 


(U) To down partition files from the secure to the open CFS, Lee would 
have had to log onto Machine C,.which, although accessible from his office 


` workstation, was physically located at a remote location from his office and 


which was used by all other scientists at LANL to perform the same: 
function; n 


(U) All worker machines through which Lee accessed classified files as 
part of his day-to-day job functions were at similarly remote locations and 
were similarly used by other scientists at LANL; 
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17 (UY) Signs notified visitors to LANL that all containers and vehicles were 
subject to search, and scarches of vehicles and containers were randomly 


and routinely conducted; 


18. (U) Lee’s X Division office door lock shared a common key with those of 
four other nearby offices; 


19. (U) LANL is a nuclear weapons design facility subject to extensive 
security measures and requiring special clearances; and, finally, 


20. (U) In 1994, all employees in Lee’s division received a booklet explicitly 
stating that while using LANL computing and communication resources, 
“you should have no expectation of privacy.” (emphasis added) 


(U) To be sure, those considering a warrantless search of Lee’s computer, and of 
LANL systems accessed by him, still would have had to address the issue of whettier, 
despite having no legitimate expectation against searches by his employer, Lee 
nevertheless might have had a justifiable expectation against searches by law 
enforcement officers ®" From the foregoing litany of factors, however, Lee clearly did 
not have “a ‘justifiable,’ a ‘reasonable,’ or a ‘legitimate expectation of privacy,’” Smith 
Y. Maryland, 442 U.S. at 740, in the various LANL computer systems that he accessed 
from his office workstation, regardless of whether the search had been conducted by 
LANL personnel or by the FBI. See United States y, Taketa, 923 F.2d 665, 672 (9® Cir. 
1991) (holding that warrantless search of defendant’s office for evidence of criminal — 


conduct was not “reasonable” under O’Connor, but noting that if the defendant had no 
reasonable expectation of privacy in his office “there was no fourth amendment violation 


regardless of the nature of the search”); Schowengerdt y, United States, 944 F.2d 483, - 


sy) Cf. Mancusi y, DeForte, 392 U.S. 364, 369 (1968) (defendant who shared 
office with other union officers “still could reasonably have expected that only those 
persons and their personal or business guests would enter the office, and that records 
would not be touched except with their permission or that of union higher-ups”); 
Q’Connor, 480 U.S. at 731 (Scalia, J. concurring) (“The identity of the searcher (police 
v. employer) is relevant not to whether Fourth Amendment protections apply, but only to 


whether the search of a protected area is reasonable.”). 


488 (9% Cir .1991) (Warrantless search of Naval employee's office by Special Agent for 
the Naval Investigative Service upheld on the grounds that the “operational realitics” of 
the workplace precluded an objectively reasonable expectation of privacy); sec also 
United States v. Simons, 206 F.3d 392 (4" Cir. 2000) (remote searches of defendant’s 
computer did not violate his Fourth Amendment rights in light of agency's Internct 
policy that limited use to “official government business only” and warmed that agency 
would “audit, inspect, and/or monitor” use). 


*"(U) It should be noted that it is clear from O'Connor y, Ortega and its progeny 
that DOE could have searched Lee’s computer, even ifhe had a reasonable expectation of 
privacy, at any time after DOE had “reasonable grounds for suspecting that the search 
{would] turn up evidence that [Lee was] guilty of work-related misconduct.” O’Connor, 
480 U.S. at 726. Presumably, this would have been at some time during the conduct of 
DOE’s administrative inquiry. An examination of Lee’s directories and files at that time 
would have been “reasonably related to the objectives of the search and not excessively 
intrusive in light of the nature of the misconduct.” Id. (citation and internal marks 
omitted). Also, Title HI would have permitted DOE to monitor Lee’s computer 
activities as “necessarily incident . . . to the protection of the rights or property of’ DOE. 
18 U.S.C. § 2511(2)(a)(i). 


(U) The reason given by a number of DOE personnel for refraining from taking 

such investigative steps has been that Executive Order 12333 prohibited DOE from 
investigative measures once the matter had been tumed over to the FBL var 

oe. like 13/9799) This reason would not obtain during the 
administrative inquiry, however, since the referral-to the FBI had not yet been made. 
Executive Order 12333 does provide that, other than the FBI, agencies within the 
intelligence community, such as the intelligence element of DOE, are not authorized to 
conduct physical searches in the United States. Exec. Order No. 12333, § 2.4(b), 46 Fed. 
Reg. 59941 (1981). Also, DOE Order No. 5670.3 (1992), promulgated pursuant to 
Executive Order 12333, provides: © 07757 m7 i em 


(U) When an inquiry or administrative investigation provides 
reason to believe that there may be a basis for an espionage 

` investigation, the matter will be immediately referred to the 
[FBI]. This Order does not authorize any DOE or contractor 


| 


| 
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employees to conduct espionage investigations or any other 
criminal investigations. 
l | 


ld., 1992 WL 754373. 

ey J 

ABY Because it is not within the scope of the AGRT’s mission, we have not ! | 
explored whether there may be other orders or regulations that deal directly with the | 
effect of Executive Order 12333 upon an agency’s ability to conduct searches of the kind 
contemplated by O’Connor. On the whole, however, neither Executive Order 12333, nor 
the related DOE order quoted above, appear to apply to work-related, O’Connor 
searches, as opposed to searches conducted for intelligence or counterintelligence | 
purposes. This interpretation is bolstered by the 1992 Memorandum of Understanding F 
(“MOU”) between the FBI and DOE, which was apparently applicable during the ‘| 
investigation. (FBI 01240) While requiring DOE to coordinate with the FBI, the MOU 
otherwise leaves DOE free to deal with work-related issues: | 


UU 
> This MOU is not intended to affect DOE’s authority to T | 
‘conduct administrative investigations or inquiries related to | 
DOE personnel or facilities. While the DOE may take ` | 
appropriate administrative, disciplinary or other action at any | 
time in connection with a DOE employee whose activities are | 
reported to the FBI, DOE will coordinate with the FBI in 
advance of any intended action, to avoid-prejudicing any l 


ongoing or planned FBI investigative effort or criminal 
prosecution. 
(EBI 01243) (emphasis added) 


- (U) An interpretation of Executive Order 12333 that permits work-related 
searches is more consistent with the purpose of the order, which according to its 
preamble is that “{a]ll reasonable and lawful means must be used to ensure that the 


United States will receive the best intelligence available.” This is not to suggest that | 
DOE could act as an alter ego of the FBI to conduct searches for the benefit of a criminal | 


or FCI investigation. Rather, when there are valid reasons to be concemed about an 
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(U) The FBI also would have had to consider the implications of the wire tap 
statute, 18 U.S.C. §§ 2510-22 (“Title IN”), and the Electronic Communications Privacy 
Act, 18 U.S.C. §§ 2701-11 (“ECPA"). In this regard, however, the factors discussed 
above regarding an absence of an expectation of privacy would also establish that Wen 
Ho Lec had expressly or impliedly consented to the interception of his electronic 
communications, within the meaning of 18 U.S.C. § 2511(2)(c) under Title HI. United 

States v, Workman, 80 F.3d 688, 693 (2d Cir. 1996); United States y, Lanoue, 71 F.3d. 
966, 981 (1" Cir. 1995), In addition, since LANL is not a provider of electronic 
communication services “to the public,” ECPA’s prohibitions on the disclosure of the 
contents of electronic communications, 18 U.S.C. § 2702(a), do not apply to it. 


Andersen Consulting LLP y, UOP, 991 F. Supp. 1041 (ND. Ill. 1998). 


employee’s continued employment or unsupervised access to classified information, 
Executive Order 12333 should not be read to prohibit the kind of work-related searches 
that the Supreme Court has plainly said the Constitution permits. Of course, whatever 
evidence DOE lawfully obtained as a result of a search conducted for that work-related 
purpose could be shared with the FBI. United States y, Simons, 206 F.3d 392 (4° Cir. 
2000); United States v, Johnson, 16 F.3d 69, 74 (5th Cir. 1994). See also Gossmeyer v. 
McDonald, 128 F.3d 481, 492 (7th Cir. 1997) (presence of outside law enforcement 
officials and the possibility of the search leading to criminal charges did not inevitably 
convert search into a criminal search requiring probable cause and a warrant). | 


s3(U) This assumes, for argument, that Wen Ho Lee’s activities on the LANL | 
computer system, such as his accessing of files on the CFS or his instructions to worker H 
machines on the ICN, such as Machine Rho or Machine C, would meet the definition of | | 
“electronic communication,” contained in 18 U.S.C. § 2510(12), which generally “means _ | 
7 


i 

j 

: . 

[3 . any teansfer of signs, signals, writing, images, sounds, data, or intelligence of any.nature 7 


=! transmitted in whole or in part by a wire,:radio, electromagnetic, photoclectronic or | 
> _ . photooptical system that affects interstate or foreign commerce.” -It is not clear, however, : 
that Lee's activities while using the LANL computer systénis would have amounted to | 
“electronic communication.” 


i CHU) Congress intended the consent provisions of Title III to be construed 
| broadly. 831 F.2d 373, 378 (2d Cir. 1987); Griges-Ryan v. 


! Smith, 904 F.2d 112, 116 (1% Cir, 1990). 


` contents of any wire, electronic, or oral communication through the use of any electronic, - 


any information concerning the substance, purport, or meaning of that communication.” 


A 


(U) Even if the FBI remained concemed that these factors were insufficient to 
conduct a full search of Wen Ho Lec's computer files or a “real time” monitoring of his 
computer activitics,“” the FBI should have considered whether the LANL computer 
systems might yield information to which Lee could have no reasonable expectation of 
privacy and to which Title IH and ECPA would not apply. The various logs maintained 
by the LANL computer systems would have provided fertile ground.“ For example, the 
logs on Machine C, which simply recorded when it was accessed and by whom, are little 
different from the X Division entry and exit logs, which the FBI obtained through a 
voluntary production by LANL. The FBI might have queried the NADIR logs to see if 
Lee was responsible for an unusually large number of transfers from the closed to the 
open systems had taken place. It might have examined the CFS logs to see what files 
Lee had transferred. Under the circumstances listed above, Lee would have no Fourth 


*5(U) Only contemporaneous monitoring of Lee’s computer usage would 
implicate Title IIs prohibitions on intercepting electronic communications. See, e.g., 


Steve Jackson Games, Inc. v. United States Secret Service, 36 F.3d 457, 460-63 (5* Cir. 
1994); Bohach‘v. City of Reno, 932 F. Supp. 1232, 1235-36 (D. Nev. 1996). 


U) Even assuming that the accessing or transferring of computer files by a 
LANL computer user constitutes an “electronic communication,” the logs on the ICN 
and various worker machines do not “intercept” such communications because they do 
not acquire the “contents” of the “electronic communication.”.. The logs merely record 
information conceming what files were accessed and when and what actions were 
performed. “Intercept” i is defined in Title HI as “the aural or other acquisition of the 


mechanical, or other device.” 18 U.S.C. §'2510(4) “Contents” under Tide III “includes 


` 18 U.S.C. § 2510(8). See Inre United States, 36 F. Supp. 2d 430, 432 (D. Mass. 1999) 
(distinguishing computer “user activity logs” from contents); see also, Bohach y, City of 


Reno, 932 F. Supp. At 1236 (storage of alphanumeric message by city’s computer system 
was not an “intercept”; even if it was an intercept, there was implied consent “for one 
who sends a message using a computer surely understands that the message will pass 


through the computer”). 


on 


Amendment interests in this information.” Cf, Smith v, Maryland, 442 U.S. 735 (no 

reasonable expectation of privacy in telephone numbers dialed through telephone 

company), United States v. Miller, 425 U.S. 435 (no reasonable expectation of privacy in 

checks, deposit slips, and other information conveyed to bank). Sec also United States 

v. Simons, 29 F. Supp. 2d 324, 328 (E.D. Va. 1998) (court questioned whether a review 

of computer firewall logs “even constituted a search”), aff'd in part, remanded in part on 
other grounds, 206 F.3d 392 (4* Cir. 2000). 


(U) It is unnecessary, however, to wonder in the abstract whether the freson 
list would have sufficed to dispel any reasonable expectation of privacy as to some or all 
of the information available conceming Lee’s computer usage. Itis obvious beyond 
cavil that had the agents in the field been advised by the NSLU to pursue an inquiry into 
what expectation of privacy a LANL computer user might have had, the “Rules of Use” 
waiver signed by Wen Ho Lee on April 19, 1995 would certainly have been discovered, 
as would the banners on all worker machines on both the open and secure ICNs and on 
the open and secure X Division LANs. These waivers and banners obviously would 
have supported a warrantless search of Wen Ho Lee’s computer directories and files.” 


sT(U): ECPA should not be read to reach the anomalous result that a private 
provider is allowed to voluntarily disclose to a governmental entity the contents of 
electronic communications, 18 U.S.C. § 2702 (a), but not “other information” pertaining 
to a subscriber, 18 U.S.C. § 2703(c). Cf. United States v. Auler, 539 F.2d 642, 646 n.9 
(7* Cir. 1976) (since Title I permitted telephone company to intercept the contents of 
defendant’s calls, use of less intrusive pen register or tone detecting device was “surely 
permissible”). In any event, Wen Ho Lee would likely be deemed fo have consented to 
the disclosure to the government of the “other information” protected by § 2703(C). 
Moreover, this sort of historical “transactional information” can be obtained with a 
national security letter under 18 U.S.C. § 2709. Finally, to the extent that the FBI may 


have been concerned about the effect of § 2703(c), it could have sought an order under 


18 U.S.C. J 2703(d), although this would have required the FBI to state that the “other 
information” was “relevant and material to an ongoing criminal investigation.” 


mU) According to Scott Chamey, former Chief of the Computer Crime Section, 
had he been asked in 1996, he would have advised the FBI to “take everything” on the 
strength of the “Rules of Use” waivers, including the searching of Wen Ho Lee’s 


American Postal Workers Union v. United States Postal Service, 871 F.2d 556, 557 (6" 
Cir. 1989) (no Fourth Amendment interests in lockers violated by “search . . . to discover 
illegal drugs . . . , weapons, . . . or other contraband” where employees had signed Notice 
and Waiver Provision upon reccipt of the locker acknowledging that lockers'were for 
official use only and were subject to random inspection); United States v. Simons, 206 
F.3d at 398.°” 


Finally, it must be emphasized that had the FBI gained access to the 
LANL computer logs alone — even without gaining access to the contents of the files — 
; they were themselves so indicative of ongoing improper intelligence-gathering activity 
“3 involving sensitive national secrets that, combined with the other information that the 
FBI already had concerning Lee, a FISA order would have been a foregone conclusion. 
This is particularly so given what the FBI now knows from having reviewed those logs 


\o\ 


Let’ k 
R or are 


BS computer files, and would also have approved the real time monitoring of his computer... .. 
use, at least for a period of time. (Chamey 9/2/99) 


U) Lee’s “Rules of Use” waiver also would permit “real time” monitoring of 

u his computer use, under the consent exception to Title III, 18 U.S.C. § 251 1(2)(c). So, 
K? too, would the banners, as an implied consent. United States y, Workman, 80 F.3d 688, 
693 (2d Cir. 1996); United States y, Lanoue, 71 F.3d. 966, 981 (1* Cir. 1995). : 
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CHAPTER TEN 


APRIL 1997 TO JUNE 1997 


Question Presented: 


Question One: (U) During this period of time, was the investigation pursued 
competently and aggressively? 


se xi 4, 1997, SAEs 
Operati : ed 


was the DOE investigator who had 
he thought “it was a good 


inistrative Inquiry. S 

idea to have a meeting at this point." (AQI 5588) 
BF While it is not clear why ought it was a good idea to have such a 

meeting, it is clear why wanted the meeting. He had come to the 

conclusion that between May 1996 and April 1997, the FBI had done nothing on the case. 

"I was just trying to get them to do-anything.” Increasing the 

_| "tempa" of the investigation would be a “start.” q4) boss, Notra Trulock, 

E -was similarly frustrated. His information was that “hadn’t done anything” 
and he “wasn't happy."- His-view was that the FBI hadn’t done “squat,” and that it had 

been “pretty dilatory." (Trulock 10/12/99) He told the AGRT he.sent and 

gi- to Albuquerque to find out, “What in the hell’s going on?" 


u) 
{NF) Several days before S received that telephone call from 
he obtained some startling information fro who had gotten it 


b WIC 
DÆ bY, from the 


OL project which would directly involve advanced work on the W-88. SA 
which read in part as follows: 


Yé to SSA! 
WIC 


OOE | (FBI799) SSAQIMMB instructed s 


Lec was about to begin work on a new | 


cn: an EC | 


hl | 


AS. interview HMR He cid so on April 10, 


we 1997 and found out that Lee 
They would simulate this weapon on a computer to 
test it. , | 
l e could have been in his face every day. LEE had a need to know 
: during this time period. LEE was an expert regarding this code. ——— | 
j 
k ‘The code | 
z 10 his face again. LEE wo anced to know once again. = = |o | 
+! ; i á } 
- (FBI 803) With that bleak prospect as background, the mecting with EB ns | 
i set for April 15, 1997. | 
00€ i | 
| = | 
n bI | 
ae e 
ee 


B. (U) The April 15, 1997 meeting 


DOE might have been distressed at the FBI's listless pace but, if NSD was 
similarly distressed, it wasn’t showing it. On April 16, 1997, SC Dillard bricfed HPSCI 
and SSCI on the "Kindred Spirit" investigation. (FBI 6413, 823) In preparation for that 
briefing AA prepared a paper for SC Dillard which read in part as follows: bi 


(u 

Hs In conclusion, we are almost half way through our 
anticipated two year investigation and are about where we 
expected to be. 


(FBI 5513) The paper went on to state that the FBI “anticipate[s] making a successful 
application for electronic surveillance in June or possibly July." 


On April 15, 1997, S. and his supervisor, SS met at LANL 
wi LANL and bj 
the 


(I Ifthe purpose of the meeting was to goad the FBI into immediate action, it 
worked, And the instrument used by DOE was one provided by Wen Ho Lee himself, a 


visitor request form. Four days earlier, Wen Ho Lee had submitted to his supervisor a 
then a graduate 


request to sponsor a four month internship by a PRC nation: 

student ai 1850) According to S the first thing 

that happened at the meeting was that “diréw down [this] paper on [the] desk." L) 
Si. 12/99) . It was the visitor request form fo “Isn't this enough for 


(SMES The visitor request form specified whai ould be working on - 
“unclassified 2D Lagrangian Code to help our current research work on code 


( 
SY” That same optimistic prediction was communicated directly by SSA 
to SASE See S notes concerning an April 11, 1997 telephone 
conversation with SSA will] get us any kind of eleo{tronic] 


surveillance we want: phones, car, office etc. 


ror Ée 


oé " > hi : 
ae development" - and attempted to explain to the counterintelligence personnel 
assembled at the meeting preciscly what that meant. 


b | 


(FBI 845) SA 
tated that there were no 


eft the meeting with a similar understanding: 
unclassified 2D Lagrangian Codes." (FBI 851) 


(SANE) 


78 


(37 By the close of the meeting, several decisions had been made: First, it “was 
agreed that Lee Wen-Ho would not be restricted as far as his normal duties at the lab are 
concerned." (FBI 851) Second, Lee’s new assignment would go into effect as planned. 
Qd.) Given Lee’s prior work in this area, it “would be suspicious not to ask him" to work 

nÆ | on the new project.” Third, Lee’s immediate supervisor, l 


bb would be “read into the case" so that he could be asked to monitor Lee’s activities. 


61c! (FBI 851) Finally, the FBI would check out this PRC national, (id.) 


ce n (5) IE carne away with a much different i ression as to what 
za poé | E: saying. Ho told tho AGRT chaf =ia t visit to the 
: Xt 6 | Taboratory would not compromise classified information. l 


fia, bIC 
ne ni The April 15, 1997 decision to keep Lee in his normal duties, and not. == _ 
: restrict his access, represents another key decision point when the FBI and DOE failed 
properly to address matters related to Lee’s continuing access to classified nuclear 
weapons information. See Chapter 18. It should be noted, however, that ent an 
e-mail to Lee April 23, 1997, which stated in part that the PBI wan to use 
a ruse to preclude Lee's team from starting work on the new project until FISA coverage 


was in place. (DOE 59) 
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a aoe 


ror i 


noe rF BY CATT The most significant consequence of the meeting, however, occurred a 
A: s 


vb, WILI week later when went over to FBI-HQ to meet with U 
The FBI agreed immediately to begin preparation of a FISA application. (FBI 8 
Bro in a memorandum as and Notra Trulock: 

b 
F) Technical surveillance me would, from an investigative 
standpoint, be an optimum technique especially when SUBJECT was 
hosting a PRC citizen during the period of time he would be working on. 

Such activity would monitor not only SUBJECT’s `” 

activities at work but also monitor any discussions SUBJECT may have in 


his residence with the PRC visitor. 


. g 
e ai ac (FBI 847) Or, as SSA QB put it to SSA GM’ This is our chance to catch Lee." 
Ne (AQI 5388) 


C. (3f Discussion of th] 


(2 First, what should be said at the outset is that S 


b] 


bi 


Thus, it is possible 
brought into LANL to work with a scientist like Wen Ho Lee on 
Lagrangian codes and not be the recipient of classified information. 


s ey That does not mean that the FBI was not properly coricemed about Wen Ho 
Lee’s efforts to hangi into LANL a PRC national for an extended visit. 


ae 
SER, -~E we l 
ave not mean that this was actually going to 


‘© (SAIF) Indeed, Wen Ho Lee an would ultimately co-author a 
DOE's Office of i 


o paper that references Lagrangian codes. (FBI 197 
3 Counterintelligence ascertained from LANL that the paper was unclassified. (FBI 2202, 


2204) 
70° cr a 


ohan, 
2 SHES 


TOP Cre 


happen and that would not be the recipient of classified information. After all, 
Wen Ho Lee did not work at Nabisco or Ford. 


Lee “was considered (to be] an ‘expert’ in this area." (FBI 846 


Indeed, according to a 

(ot note made by S n April 25, 1997, Lee’s colleagues within X Division objected 

UL, VIC to the PRC student working on the project listed on Lee’s visitor request form, and a 
“totally unrelated" project was selected instead." (AQI 5571) : 


(SEXP) Second, even if it turned o 
creel that did not mean that Lee did not intend to a conduit, 
even ps an unwitting conduit, for communication with the PRC. The FBI knew that 


ere, Lee was secking to 
a praduate student, into LANL for four months of 


bring one of those scientists, albeit 
work. 


(of The did not, by itself, prove an intent to commit espionage. 
os It was, however, a bonafide part of that calculation and it did warrant and it did receive 
‘ immediate attention. As SSA aid in a note to SS ccompanying his first 
bb yI FISA draft: “[W]e must move very fast.“ (AQI 5388) 


NO a ce 
bie - ii 28, 1997, 
Lb eer April on" had 


keep away from our enemies. 


u 
Snan As of June 1997, when the FBI submitted the LHM in support of a 
FISA application to OIPR, the FBI was unable to establish any such connection. (AQI 
1225, 1264, 4547, 4548, 4546, 1283) 


TOP ET ar a l 
417 l 


b) 


(u) 


D. {8f Preparation for a FISA application 
u) pee 
SSY On April 22, 1997, met with Te and SSA they , 
; u6 é 
. Three days later, SSA 76X 


agrecd immediately to begin preparation for a FISA application : 
aR: Zn additional information he needed (AQ 5568) and, on 

April 29, 1997, SSA sent to SS a first “rough draft" of justification for a 
FISA. (AQI 5387-5408) 


f The time period of April 1997 to June 1997 was the time period in which the 


FISA application was prepared. Given the FBI’s obvious interest in capturing private 
communications between M-n Wen Ho Lee, it was critical that the FBI move 
fast. scheduled to be at LANL from May 1, 1997 to September 1, 1997 


and it was already the end of April. (FBI 850) 


b] 


(u) 
£8) Unfortunately, and to the detriment of the FISA oe the FBI did not 


use this time effectively. 


(SANFT First, the FBI should have gone back to the two most critical areas of 
information germane to the FISA application and conducted a comprehensive review of 


everything it had. One of those areas was Wen Ho Lee’s involvement 
epee ere 
11, significant and substantial information from the full investigation of Wen Ho Lee 


conducted from 1982-1984 was omitted from the FISA submission. 


l 5 {SPE Second, and oven more unfortunate, was the FB's filare to reall and 


alone may have cost the 


KA ABY Third, it vas obvious fin S Vety first draft of the FISA LHM 
bo,>” that the FBI’s failure to conduct any investigation © o 
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named in the Administrative Inquiry might pose a problem for OIPR. U is true that the 
FBI's casc against Lec was not based on the exclusion of other suspects. But it required 

no particular powers of prescience to recognize that OIPR might read the application that 
way. See Chapter I1. A litle investigation here could have gone a long way toward 


strengthening the FISA application. 


Fourth, FBI-AQ spent a very significant amount of time on a pursuit that SSA 
fot ould ultimately, and inexplicably, abandon: a request for FISA coverage of 
L6 | Lee's office and home computers.“ This is not to say that the FBI should not have been 
KIC seeking such FISA coverage. It absolutely should have been seeking such coverage. 
Indeed, if it sought nothing else, it should have been seeking to obtain access to Wen Ho 
Lee's computer activities, “It is to say that SSA in his single-minded pursuit of 
communications between Wen Ho Lee and his PRC studen ultimately cast 6} 
aside a request for computer monitoring. See So: dated June 5, 1997: “He 
5348) If that was to be SSA 


just wants to get up on the phones right now." 


ined the following statement 


sy nitty, both NSD and FBI-AQ wanted computer coverage to be included 
in the FISA application. (AQI 5568, 5572, 5367, 5363, 5555, 5566, 5564, 5357, $353, 
5354) FBI-AQ went to considerable efforts to identify the various types of computers to 
which Lee had access, at work and at home, including conducting interviews that 
concemed Wen Ho Lee’s work with computers. (AQI 1279, 1273, 5575, 1322, 1367, 


FBI 960) 


Cu 
de hts ) note goes on to say that SSAMMEEEMOld him it would take too 
b long to request national security letters to determine Lee’s on line provider for his home 


age computer. This makes no sense at all as a rationale for not including computer searches 
and monitoring in the FISA application. First, even if Lee had internet access other than 
through the LANL node itself, the FBI did not need to know it to conduct a productive 
physical search of Lee’s computer. Second, what possible relevance did Lee’s on-line 
provider at kome have to a FISA search and monitoring of his office computer systems 

and files? It is obvious that despite the various FD-302's that indicated that Lee had 


Gt 


6 "or $e A 


WIC GB O decision, it is too bad it was not his initial one. A substantial amount 
of effort went to waste, cffort that undoubtedly could have been spent on bolstering the 


FBI’s submission to OIPR. 

bl gy On June 5, os fT sent its completed LHM in support of ‘a FISA 
application to NSLU for its review. The prior two months had been NSD’s and FBI- 
AQ’s window of opportunity to craft a FISA application with sufficient meat on the bone 


that it would, if not sail through OIPR, at least make it through alive. That this did not 
happen, in the final analysis, was the fault and the responsibility of OIPR. But the seeds 


of that failure were planted right here. 


ic 
by ats ` 
E 
k “unlimited” access to computers, had access to the “crux of the research,” and was “quite 
at. , sophisticated on [LANL’s] main frame computer,” see AQI 1324, and 1279, SSA 
f 6 mine never got the significance of gaining access to Lee's computers. Not in 

i 4c , when he advised S that a FISA order was required to surveil Leo’s 
| z : computer, and then promptly dropped the matter. (FBI 720) And not in 1997, when he 
failed to seck a FISA order for that precise purpose. 
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CHAPTER ELEVEN | 

| 

| 

(U) THE DRAFT FISA APPLICATION: JUNE 1997 TO AUGUST 1997 
| 


(U) Questions Presented: | 


Question One: (U) Did OIPR properly conclude that the information 
provided by the FBI in support of its request for a FISA order was legally insufficient? 


Question Two: (U) Did the FBI have in its possession additional 
information which, had it been incorporated into the FISA application, would have . 


rendered the application legally sufficient? 


+ su 


Question Three: (U) Could the FBI have readily acquired additional information 
which would have materially advanced its request for a FISA order? . 
‘| 


Question Four: (U) Was the FBI’s submission to OIPR accurate? 


Question Five: (U) Did the FBI fairly and properly advise OIPR of information in 
its pospeasioa which did not support, or which undermined, its request for a FISA order? 


Question Six: (U) Did OIPR internally process the FBI’s request for a FISA order 


with professional skill and dispatch? 
_ Question Seven; (U) Did OIPR apply an unduly high standard for evaluating the 
te - legal sufficiency of the FISA application? l 
a Question Eight: (U) Did OIPR advise the Attomey General of its determination 
a that the FISA. application was legally insufficient and, if not; should it have done so? 


Question Nine: (U) Should OIPR have destroyed its files? 


PFIAB Questions: 


Question 112: (U) Whether the DOJ Office of Intelligence 
Policy Review (OIPR) applied an inappropriately high | 
standard to the FBI's request for electronic surveillance 
under the Foreign Intelligence Surveillance Act (FISA). 


Question #3: (U) Whether the FBI provided to DOJ OIPR _ 
all U.S. Government information relevant to an appropriate 
evaluation of the FBI's FISA request. | 


Question #8: (U) Whether the DOJ OIPR maintained 
appropriate records concerning FISA requests that were | 
declined. P 


A. (U) Introduction 


(U) The AGRT concludes the following: 


(1) (U) The final draft FISA application (“Draft #3"), on its face, established 
probable cause to believe that Wen Ho Lee was an agent of a foreign power, that is to say, | 
a United States person currently engaged in clandestine intelligence gathering activities | 
for or on behalf of the PRC which activities involved or might involve violations of the 
criminal laws of the United States, and that his wife, Syivia Lee, aided, abetted or 
conspired in such activities. Given what the FBI and OIPR knew at the time, it should 
` have resulted in the submission of a FISA application, and the issuance of a FISA order. 
(2) (SAPARD) Given what is known today, however, it is clear that the draft FISA © ~ 
application contains serious misrepresentations of fact concerning the predicate for the 
investigation. DOE made critical misrepresentations to the FBI on this matter. See 
-Chapters 6 and 7. The FBI, for its part, failed properly to investigate the predicate for | 

itself. Sec Chapters 4 and 8. Instead, it unconditionally accepted DOE's | 
| | 
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misrepresentations and it then transmitted those misrepresentations infact to OIPR, where 
they proceeded to infect the FISA application. Morcover, Draft #3 


bi 
As 
Chapter 7 demonstrates, the FBI's confidence in that analysis was completely misplaced. 
In short, given what the FBI and OIPR knew in /997, Draft #3 should have been 
submitted to the FISA Court. But, given what we know today, Draft #3 could never be 
submitted to any court. 


(3) (U) There is no indication that the FBI withheld exculpatory evidence from 
OIPR in connection with its letterhead memorandum seeking a FISA order (“the June 5, 
1997 LHM”). In fact, the contrary is clear: the FBI conscientiously apprised OIPR of the 
weaknesses in its case. 


TE 
(4) (Sj The FBI failed to inform OIPR of critical information in its possession that 
would have substantially strengthened probable cause. In one case, the information 
omitted was so critical that it alone might have altered OIPR’s perception of probable 
cause. 


(5) (U) Other critical information was not actually known to the FBI but was 
certainly knowable. In particular, as set forth in Chapter 9, the FBI could have gained 
access to information conceming Wen Ho Lee’s illicit computer activities and, thereby, 
made a FISA order a foregone SORE, 


(6) (U) OIPR devoted immediate, serious and substantial attention to this matter. 


s 67) 

Ce CB SSFA factor in OPR's rejection of the FISA. application was its unduly. rigid MORE EE 
, and narrow view of what has come to be called “currency.” ‘That view, expressed by one 

senior OIPR attorney, is that “currency” requires activity in the past six months. This is 

neither required by the FISA statute, nor by its legislative history, nor is it consistent with 

known pattems of conduct by agents of foreign powers. 


(8) (SAIFARD) In July/August 1997, the Acting Counsel for Intelligence Policy, 
: Gerald Schroeder, had a duty to bring to the attention of the Attorney General the 


.. 
E 
ate 


: onks 


nOon 
AAT aa T 
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existence and resolution of this matter. 


The Attorney General should have been 
apprised of any rejection of a FISA request but, in particular, she should have been 
apprised of the rejection of this FISA request. That OIPR expected a resubmission some 
time in the future was irrelevant. For the time being, OIPR, and OIPR alone, was 
blocking the submission of a FISA application in a case alleging the theft of secrets to an 
American nuclear weapon. That the Attorney General needed to know this is a point 
almost too obvious to note. 


(9) (U) OIPR should never have destroyed the records and computer files 
pertinent to this matter until it was firmly and finally concluded. OIPR representatives 
told the AGRT it was their view that the matter was in “intermission” when it left OIPR 
in August 1997. Given that awareness, OIPR had a professional responsibility to 
preserve and maintain its records until it was determined that the matter was truly 
finished. It is no answer to say that the FBI maintained similar records. By virtue of the 
FBI’s FISA submission, this had become an OIPR case, involving OJPR decisions, by 
OIPR attorneys, on a matter of grave consequence. OIPR could not know, for certain, 
what the FBI would choose to retain. (Obviously, we now know, for example, that its 
retention did not include FISA Draft #2.) Whatever policy OIPR might choose to apply 
to closed matters, this matter was not closed (as OIPR Attomey David Ryan was to 
discover on December 22, 1998.) OIPR’s records should have been retained. 


B. (U) A brief chronology 
(U) -On June 5, 1997, SSA G scat the FISA LEM from NSD-<oNSLU 


where, according to el it landed os A =" =m 


7123199) 


a S- no recollection of having any involvement in the FISA LHM. 
He told the AGRT he was “not involved in [the] Lee LHM at all.” UR 


6 
bb 


LIC 


(U) On June 13, 1997, FBI-AQ inquired as to the status of the application and 
SSA told S that it had left his desk a week carlicr. He said it may still be 


in the “bowels of HQ or [it] may be at Justice.” (AQI 5343) 


(U) On June 19, 1997, FBI-AQ received the FISA LHM from FBI- HQ and SA 


dR began reviewing it. (AQI 5215) 


u) . 
Csr On June 30, 1997, SSA GB went hunting for the application and found it 
still in GD box m2”) He removed it and gave it “o AER: 
detailee to the NSLU. According to SSA she approved it and it left the FBI for 
OIPR the same day. SSA G: U personally walked the application 
over to OIPR, where they met with Alan Kornblum, who was then OIPR’s Deputy 
Counsel for Operations. 7/23/99) They emphasized to Kornblum the 
importance of the matter and Kornblum immediately assigned it to David Ryan, an OIPR 
Attorney Advisor, to draft a FISA application. (23/99; Kornblum 7/15/99; 
AGO 133) Also on June 30, 1997, SSA ed b 
telephone and reviewed the LHM. (AQI 5234, 5190) Also that same day, UC 
and brief Notra Trulock “on the current 


was asked to come to DOE with SS 
investigative status of the KINDRED SPIRIT case."“* (FBI 1029) 


(U) By July 4, 1997, Ryan had prepared a first draft and Kornblum came in on the 
holiday to review it. (Komblum 7/15/99) He made numerous comments in the draft and 
it went back to Ryan for revision the same day. (FBI 3512) ; 


et to discuss the application. 


u. had no recollection of a approving the FISA LHM for submission to 
OR. 8/99) 


k place on July 3 1997 (FBI 1029) Present from DOE 


| stt (SY That briefing took place , 1997. 
QO —- were Trulock; an The FBI advised the DOE representatives of the 


LWC status of the F application. 


(SAEY On July 11, 1997, Ryan and ssa g | 
(FBI 6844) Ryan sought additional information on a number of matters, including the : 
following: (1 bf 


bI 


? (FBI 11072); (2) the interrogation of Wen 


Lee 
; and (3) the source reporting associated vi | 7 


(AQI 5341) After he 
pparently contacted S 
"FBI-SF") and had him fax a copy of a 


(FBI 
n 
(SF 154) 


fg In 1983 and 1984, Lee was interviewed repeatedly by the FBI. These 
interviews were all summarized in several FD-302's as follows: 


returned from his meeting with Ryan, SS 


f ash FA the San Francisco Division of the FBI ( 


November 9, 1983 (FD-302 of interview of Lee) (FBI 2117-2119), 
December 20, 1983 (FD-302 of interview of Lee) (FBI 2120-2122), 
December 20, 1983 (FD-302 of interview of Lee) (FBI 2123-2125), 
December 21, 1983 (FD-302 of Lee) (FBI 2126-2127), 
January 3, 1984 (FD-302 of Lee) (FBI 2128-2129), 
January 24, 1984 (FD-302 re polygraph of Lee) (FBI 2130-2132), 
March 12, 1984 (cover LHM) (FBI 2115-2116). 


(3) This citation is to a handwritten note by S concerning a telephone 
conversation he had on Monday, July 14, 1997, with SS and SS SSA 
told the FBI-AQ agents about his meeting with Ryan and noted that “possibly” 


the FBI does not “have [a] lead pipe cinch.” (AQI 5341) As to the three items for which 
wrote a note that suggested that SSA 


i Ryan requested additional information, S 

a: Ryan copies of the three items.. The note reads: “As a result 
2 0 L] C ii these items to DOJ this moming.” Qd.) The 

r AGRT has interviewed Komblum, Ryan and Aion this matter and cach indicated 
Pais no recollection that these documents were actually “furnished” to Ryan. nee 
12/15/99; Ryan 11/23/99; and Kornblum 11/23/99) Komblum said he was “certain” he 
never saw the source reporti 


3 the Lee FD-302's and he was “reasonably 
! (Komblum 11/23/99) Itis almost certain that what S 


been “furnished” to OIPR on July 14, 1997.were eight inserts, further described below. | 
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March 3, 1994 teletype from FBI-SF to FBI-HQ conceming the February 23, 1994 
incident. (PBI 1038) 


u 

(3 Between July 4, 1997 and the end of July, several events occurred: (1) 
Kormblum advised the Acting Counsel for Intelligence Policy, Gerald Schroeder, of the 
existence of the matter and told him “you probably need to look at it." (Schroeder 7/7/99); 
(2) SS drafted cight inserts for inclusion in the FISA application; (FBI 
7474-7484) (3) A second draft of the FISA application was prepared by Ryan;§* and (4) 
The last draft - marked “Draft #3" — was prepared by Ryan, reflecting Komblum’s edits, 
and incorporating, with some stylistic changes, the eight inserts. In this time period as 


` well, Kornblum and Ryan came to the judgment that the application did not meet the 


probable cause standard and that conclusion was communicated to Schroeder. (Schroeder 
7/1199) Schroeder-read the draft application “cover to cover" and “didn’t think it was 


close." (Id.) 
(4) 2, 
{SF On July 24, 1997, while one set of attorneys within OIPR were concludin; g 


that the FISA application was insufficient to establish probable cause to beli e Lees 
were agents of a foreign power, another attorney within OIP oFFR 
sfRepproval of the Annual LHM for the Lee investigation.“ (AGO 12 kh6 


was issuin 


w) 
2 (Sf One FBI document attributes the inserts to FBI-AQ. (FBI 7263) That is 
m2") i 


incorrect. SSA SD drafted the inserts. 
“3 (U) This is somewhat speculative because no Draft #2 has ever been located. 
Ryan told the AGRT that he would have had a hard copy of Draft #2 in his file but, six 
months to a year after the events of July/August 1997, he destroyed the contents of the 
file. (Ryan 7/8/99) 
A) . ek 
oS The point here is not that the right hand did not know what the left hand 
was doing, rior is it that OIPR was taking inconsistent positions. The standard for 
approving an Annual LHM (“reason to believe”) is lower than the standard for approving 
a FISA application (“probable cause”) and, therefore, it is certainly possible that an 


Annual LHM can be approved while the FISA application in the same matter be denied. 
The point here is how narrow was the range of ultimate disagreement: it began at “reason 


to believe” and ended, a few increments later, at “probable cause.” 
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U) 
ga Co August 11, 1997, SSA alked to sa told him he would 
bb be mecting with DOJ lawyers in the moming to convince them there was cnough “to go 


KIC forward.” (AQI 5331) 


F/RD) On August 12, 1997, ve SS NSLU attomey 
Komblum, Ryan and Schroeder met to discuss the FISA application.“ OIPR 
advised the FBI that there was insufficient information in the application to support a 
finding of probable cause. OIPR’s representatives said the following: | 


U 
° we The application had been reviewed two or three times, including by 
Schroeder, and it “doesn’t meet test." 


. One principal concern of.OIPR was as to the question | i 
OIPR said there was “some 


probability” of this but "hot enough to say it is more probable than not." A 
second principal concern of OIPR was the lack of evidence to demonstrate 
that the Lees were “now" engaged in clandestine activity. . 


U 
° GE) -OIPR also expressed concern about the FBI’s failure to eliminate 
the other individuals listed in the DOE Administrative Inquiry as having 
had access to W-88 information and having traveled to China. OIPR noted 
that, while Lee and his wife were ethnic Chinese, so were two others on the 
list. And, while Lee and his wife had traveled to the PRC for conferences, 
so too had all the others on the list. 


-———~ e © 


g S “5 (U) The AGRT has two sets of notes of this meeting, one made by SSA 
bb GRD EBI 9414-9416) and onc made by UCSB! 12475-12476). 


6% (U) Ryan told the AGRT that Komblum ran the meeting. (Ryan 7/8/99) 
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oy OIPR noted that Lee did not attempt to hide the fact that he had visited 
a nuclear weapons facility while in the PRC and had, in fact, reported it in 
his travel report. According to OIPR, it “cuts both ways." SS 
notes read: "Alan says why did [Lec] report visit if {there is} clandestine 
relationships.“ 


(SANF/RD) OIPR noted that the FBI “would need to eliminate" the others 
on the DOE list “to make this more probative" and cited other cases 
presented by the FBI to OIPR that involved a "matrix." 7” SS 


notes read: “If we could say nobody. else went to APCM — 1“ part l 
DE e ot a 


(SAY As to OIPR described it as 
“unique” but "stale," t did not establish that 
were currently engaged in such activities. SSA notes read: 


(SANF) As 
OIPR ackno 


Sc 


ony ‘A “matrix” analysis is an analytical device ised in espionage investigatiqns 
~ "to narrow a list of suspects by comparing known factors of the offense (c.g, a classified-—. 


` document was compromise in Moscow on a certain date) with known factors of the pool 


of suspects (c.g, travel records showing which of the individuals who had access to the 


“classified documéat was in Moscow on that certain date). As the known factors grow, 


the list of suspects narrows, ideally to one candidate. 


®t (U) IAPCM is the PRC’s Institute of Applied Physics and Computational 
Mathematics, which is the nuclear weapons design facility of the CAEP, the Chinese 
Academy of Engineering Physics. 
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(SY As‘to the PRC student OIPR did not view it as probative. 
notcs read: 


bl 


x) 
o The August 12, 1997 meeting between the FBI and OIPR was not 


confrontational. SSA ==: < OIPR was "pulling with us" on this matter, aaa 


7123/99) Schroeder said it was "cordial, no acrimony" and “no hard feelings." 
view that "OIPR was wide of the mark," 


(Schroeder 7/7/99) Although it was U 

and it was a view that the student “put them over the top,” the agents, 

according to Kornblum, “didn’t argue vociferously" at the meeting. S 19/99, 
7/23/99, Komblum 7/15/99) The FBI “accepted [the] fact that we believed case 

wasn’t sufficient." (Ryan 7/8/99) 


) 
wy Three weeks later, U 


ould send an e-mail to SS reporting 


- ona telephone conversation with Ryan who was conveying some questions posed by 


Schroeder in reference to an anticipated September 5, 1997 FBI briefing to the NSC. 
One of the questions asked was this: “Will the FISA turn down be mentioned?" UC 
answer made it clear that the FBI, though it disagreed with OIPR’s decision, 

ought it had gotten a fair hearing: The “turn down" should be mentioned "{oJnly if 
brought up - but in a non-hostile fashion given full review given the request by OIPR 
staff." (FBI 12434) AD Lewis expressed the same message in a note to Director Freeh: 
“(Komblun] had apparently made a real effort to find a way for an application to go 
forward." As DAD Sheila Horan said, OIPR’s rejection of the FISA application was not 
“malevolent.” (Horan 7/29/99) "Everyone acted in good faith." (Parkinson 8/11/99), 


(U) On August 20, 1997, the FBI would make- ‘one more effort to obtain a FISA _ 
order. It, too, would be unsuccessful. See Chapter 12. l 
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C (U) Draft 43 met the “probable cause" standard 
1. (U) Introduction 


u 
oa The Attorney General and the Director of the FBI are the two individuals who, 

for the past several years, have had the most to do with whether a particular FISA 
application went forward to the FISA Court. In the Wen Ho Lee investigation, however, 
neither the Attomey General nor the Director had any involvement in the initial‘? 
determination that the Lee application would not go to the FISA Court. Nevertheless, 
both have formed firm opinions as to the merits of Draft #3. It is the Attorney General’s 
view that it did not meet the probable cause standard. (Reno 11/30/99) Director Freeh 
believes it did. (Freeh 11/11/99): The AGRT also believes it did and, given what was 

__ known at the time, it should have gone to the FISA Court. 


(U) Three points should be made at the outset of this discussion: 

w First, even within the FBI, there is a recognition that the Wen Ho Lee FISA 
application was something less than overwhelming: Deputy Director Bryant described it . 
as not “the strongest" he had ever seen. (Bryant 11/15/99) SS imself, 
described it as a “borderline case" and “not an easy call.“ 3/99) Parkinson © 
described it as ‘somewhat close." (Parkinson 8/11/99) Even before the FISA 
application was submitted, the FBI understood that it would be close. See an FBI 


= 
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9 (U) The Attorney General would have some involvement in the “appeal” of 
that determination. See Chapter 12. 


yn . EEEE l 
w US" Director Frech’s view of the FISA application was generally shared by 

other FBI officials. SC Dillard said that the application was “sufficient” and that he had 
scen other applications that had gone to the court with “less.” (Dillard 8/6/99) Deputy 
Director Bryant said the same thing: he had “seen other [FISA applications] approved on 
less information.” (Bryant 11/15/99) FBI General Counsel Larry Parkinson described 
Draft #3 as “a pretty good package.” (Parkinson 8/11/99) DAD Horan said: “It should 
| have gone iri other way.” (Horan 7/29/99) 


VI (8) “But,” he added, “not that close.” (Parkinson 8/11/99) 
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FBL | (Dillard 8/6/99) SS 


Ic 


bricfing memorandum written in April 1997: “Although we do not have as strong a case 
as we wish, we are immediately secking ELSUR [electronic surveillance] authority." 
(FBI 13034) 


) 

by Second, in many interviews the AGRT has done-with FB! personnel, a 
consistent theme that has emerged has been the FBI's substantial frustration with what it 
perceives to be OIPR’s general lack of aggressiveness in the handling of FISA 
applications. Director Freeh told the AGRT that it was his view that OIPR was “too 
conservative" and “too worried" about what the FISA Court will say.” (Freeh 11/11/99) 
Various FBI officials pointed to OIPR’s unblemished success rate with the FISA Court as 
evidence of its undue conservatism in the evaluation of applications. As SC Dillard said, 
“never being tumed down" by the FISA Court should be “nothing to brag about." 
a former chief of the NSLU, told the AGRT that it 
was his impression that “there was a real reluctance [at DOJ] to present [to the FISA 
Court] close question cases" and that OIPR was “too timid" in processing FISAs. 
8/5/99) General Counsel Parkinson’s view was that OIPR was “too concerned about 
maintaining a perfect record." (Parkinson 8/11/99) Parkinson added that he “would feel 
better if occasionally FISAs were rejected — [it] would mean we were being aggressive." 
id.) “Almost by definition, if you never lose you are not taking enough to [the FISA] 
Court." (Id.) 


a The question of whether OIPR is “too conservative“ in its general handling of 
FISA applications is beyond the scope of the AGRT’s mission. What we can say is 


w wv This point was echoed by numerous FBI officials: “too strict” (Horan 
7129199); “too conservative [ai] approach” (Torrence 7/30/99); “too conservative” 
(Parkinson 8/11/99); see also NSLU Attor (noting the “increasing. . 

ion” that OIPR was “too conservative, too pro of its perfect record.”) 
-_ 16/99) According to Marion “Spike” Bowman, of the FBI's Office of General 
unsel, there is “absolutely no doubt at all that OIPR has set (the probable cause] 
standard too high.” (Bowman 8/11/99) 


13 (U) That issue could never be resolved on the basis of a review, even a 
comprehensive review, of just one application. Rather, it would require an empirical 
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that OIPR was “too conservative" in the handling of this particular application. 
Nevertheless, there are three factors that suggest that the FBI's complaints have merit 


yay First, there is that perfect record. While there is something almost unseemly 
in the use of such a remarkable track record as proof of error, rather than proof of 
excellence, it is nevertheless truc that this record suggests the use of "PC+," an insistence 
on a bit more than the law requires. l 


u e 

Second, the frequency and intensity of the complaints which the AGRT has 
heard is not par for the course. Agents and prosecutors do carp at each other, of course. 
After all, given the nature of this work, given its obvious high stakes and high stress, a 
certain amount of grumbling, and outright complaints, is expected. What the AGRT 
heard was more than that, and we heard it from all levels in the Bureau. That this 
included the Director - who has certified innumerable FISA applications over the years - 
indicates a real and unresolved problem. 


W Third, although it is true that it is impossible to extrapolate from one 
application to all applications, the fact that OIPR did reject the Wen Ho Lee application is 
significant. If OIPR applies "too conservative" an approach to this application - an 
application in a matter of extraordinary consequence that received very careful scrutiny 
and attention from OIPR’s senior staff — it suggests that it applies “too conservative" an 
approach in the routine applications as well. 


Q 

The final point to make is this: Although the FBI has clearly expressed the 

view that OIPR has set the probable cause standard too high, it has also clear expressed 

the view that it generally has managed to work through that problem. ssa i: the 
pro 


. FBI “did battle" with OIPR “every day" but that it solved "99.99%" of the ems, - 


examination of hundreds of applications, i.¢., those that were approved for submission to 
the FISA Court, those that were rejected for submission to the FISA Court, and those that 
were postponed pending the receipt of more information. 
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p6 | disagreements.“ (Parkinson 8/11/99) 
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8/5/99) Parkinson agreed that there have been “very few" unresolved 


v 
a A principal reason that the FBI and OIPR have been able to resolve their 

differences is that when OIPR sent the FBI back for more evidence, the FBI was able to 
put more evidence on the table. Most assuredly, the FBI could have done that here as 
well. Indeed, as is described below, the FBI had to look no farther than ss 
own “in box" for that evidence. Unfortunately, the FBI did not appreciate what it had or 
what it could readily acquire. j 

4) 
If it is true, as SSA faid, that 99.99% of the FBI’s problems with OIPR 
get resolved, the Wen Ho Lee case was the one that got away. 


2. (U) The governing law 


(U) So far as is relevant to this chapter, to obtain a FISA order, it was necessary 
to persuade the Foreign Intelligence Surveillance Court (“FISA Court”) that there was 
“probable cause” to believe that Wen Ho Lee was an “agent of a foreign power.” 50 
U.S.C. § 1805(a)(3){A). . 


a. (U) Probable cause 
(U) The FISA statute does not define “probable cause,” although it is clear from 


‘the legislative history that Congress intended for this term to have a meaning analogous 
to that typically used in criminal-contexts.** The Supreme Court has said that it is not 


ot a Thus, the overwhelming majority of FISA applications/renewals have-been. - - = 


-approved by OIPR and submitted to the FISA. Court. Thatis no insignificant _. 
accomplishment. According to DOJ records, there were 11,201 FISA applications from — 


"1979 through 1998, including 749 in 1997, the year OIPR handled the Wen Ho Lee = - - 


application. (FBI 11174) 


: 5 (U) See, ¢.8,, S. Rep. No. 95-604, pt. 1, at 47 (1977), reprinted in 1978 
U.S.C.C.AN, 3904, 3948 (“In determining whether probable cause exists [under what 
became 50 U.S.C. § 1805(a)(3)] the court must consider the same requisite elements 


Aoun aaa 


possible to articulatd precisely what the term “probable cause” means. Omelas v, United 
States, 517 U.S. 690, 695 (1996). “We have described . . . probable cause to search as 
existing where the known facts and circumstances are sufficient to warrant a man of 
reasonable prudence in the belief that contraband or evidence of a crime will be found.” 
Id. at 696. “In dealing with probable cause . . . , as the very name implies, we deal with 
probabilities.” Brinegar v, United States, 338 U.S. 160, 175 (1949) (emphasis added).””’ 


(U) Probable cause means “more than bare suspicion.” Id,” Instead, as the 
Supreme Court described the role of the judicial officer asked to issue a warrant: 


which govern such determinations in the traditional criminal context.”). 


1% (U) It is a “commonsense, nontechnical conception{] that deal[s} with the 
factual and practical considerations of everyday life on which reasonable and prudent 
men, not legal technicians, act.” Omelas, 517 U.S. at 695 (quotation marks and citations 


omitted). - 


w (U) “While an effort to fix some general, numerically precise degree of 
certainty corresponding to “probable cause” may not be helpful, it is clear that . . . the 
probability . . . of criminal activity is the standard of probable cause.” Illinois v, Gates, 
462 U.S. 213, 235 (1982) (emphasis added, quotation marks and citation omitted). 
“Probable cause exists where the facts and circumstances within their (the officer’s) 
knowledge and of which they had reasonably trustworthy information (are) sufficient in 
themselves to warrant a man of reasonable caution in the belief that an offense has been 
or is being committed.” Brinegar, 338-U.S. at 175 (quotations markraxd citation 
omitted). “Because many situations which confront officers in the course of executing 
their duties are more or less ambiguous,-room must be allowed for some mistakes on 
their part. But the mistakes must be those of reasonable men, acting on facts leading 
sensibly to their conclusions of probability.” Id, at 176 (emphasis added). 


wt (U) See S. Rep. No. 95-604, pt. 1, at 28, 1978 U.S.C.C.AN, 3929 (“{iJt is 
clear . . . that the circumstances must not be merely suspicious, but must be sufficient 
support for a finding of probable cause”). 
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(U) The task of the issuing magistrate is simply to make a 
practical, common-sense decision whether, given all the 
circumstances set forth in the affidavit before him... , there 
is a fair probability that contraband or evidence of a crime 
will be found in a particular place. 


Gates, 462 U.S. at 238. (emphasis added). 


b. (U) Agent of a forei er 


(U) So far as is relevant here, the term “agent of a foreign power” is defined in 
the FISA statute as “any person who . . . knowingly engages in clandestine intelligence 
gathering activities” for or on behalf of a foreign power, which activities involve or may 


9 (U) The determination of probable cause is to be based upon the “totality of 
the circumstances.” Gates, 462 U.S. at 238. Compare e S. Rep. No. 95-604, pt. 1, at 28, 
1978 U.S.C.C.A.N. 3929 (“[i]n applying these various tests, the judge is expected to take 
all the known circumstances into account”). 


70 (J) The term “clandestine intelligence gathering activities” is not defined in 
the statute. “The imprecision of these terms reflects an assessment of the nature and 
: -difficulty of foreign counterintelligence investigations.” S. Rep. No. 95-701, at 12 
“| (1978), reprinted in 1978 U.S.C.C_AN. 3973, 3981. According to the legislative history, 
2 ~ the tenn “includes collection or transmission of information or material that is not 
pm generally available to the public, or covert contacts with an intelligence service or 
£ network by means of ‘drops’ or other methods characteristic of foreign intelligence 
= operations.” Jd, at 21-22, 1978 U.S.C.C.AN. 3990-91. It includes spying and activities 
WEO directly related to spying that may violate the espionage statutes,-as well as the collection 
of industrial or technological tiaterial in a manner that may violate other statutes. Id, at 
22. 1978 U.S.C.C.AN. 3991. “Whatever the nature of the information or material 
gathered or transmitted by the foreign agent, there must be a clandestine aspect. The bill 
] requires that the alleged foreign agent not only be working for or on behalf of a foreign 
E power, but also, as a separate requirement, that he be engaged in clandestine intelligence 
gathering activity.” Jd, See also H.R. Rep. No. 95-1283, pt. 1, at 38 (1978). 
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involve” a violation of the criminal statutes of the United States.” 50 U.S.C. § 
1801(b)(2)(A). 


u) 

yi The use of the present tense in the term “knowingly engages” has given rise to 
what has been called the “currency” debate. (Kornblum 7/15/99) That is, how current 
must an individual's clandestine intelligence gathering activities be in order to meet the 
requirements of the FISA statute? In reviewing a FISA application, Kornblum . 
indicated that he looks for indications of.activity in the last six months. (Kombjum 
7/15/99) We believe that is far too rigid and cramped an interpretation of what it means 
to be presently engaged in clandestine intelligence gathering activities. 


X 
O anian cases are different and rules requiring activity within six months or 
a year or even longer are inappropriate. Hostile intelligence services may clandestinely 
insert an agent into the United States and not activate him for years. An agent may be 
instructed to take specific actions only after a long period of dormancy. Long periods of 


71 (U) “The use of the term “may involve” is an instance where the FISA statute’s 
probable cause requirement differs from that used in the criminal context. The statute 
“adopts probable cause standards that allow surveillance at an early stage in the 
investigative process by not requiring that a crime be imminent or that the elements of a 
specific offense exist. Surveillance of clandestine intelligence gathering activities that 
‘may involve’ a criminal violation . . . makes it possible to discover whether a person is . 
likely to commit an offense in the foreseeable future.” S. Rep. No. 95-701, at 13, 1978 

` US.C.CAN.-3981. However, “{tJhe words ‘may involve’ . . . are not intended to 
encompass individuals whose activities clearly do not-violate federal law. They are 
intended to encompass individuals engaged in clandestine intelligence gathering, : 
activities which may, as an integral part of those activities, involve a violation of federal 
law. They cover the situation where the government cannot establish probable cause that 
the foreign agent's activities involve a specific criminal act, but where there are sufficient 
specific and articulable facts to indicate that a crime may be involved.” Jd, at 23, 1978 
U.S.C.C.AN. 3992. Moreover, “in order to find ‘probable cause’ to believe the subject 
of the surveillance is an ‘agent of a foreign power’ . . . the judge must, of course, find 
that cach and every element of that status exists.” Jd, at 53, 1978 U.S.C.CAN. 4022. 
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lime may clapse be(ween ‘acts of clandestine intelligence gathering. Each of these, 
depending on its particular and unique facts, may or may not meet the standards of 


“currency.” 


(U) FISA’s legislative history provides support for this view. According to the 
House Permanent Select Committee on Intelligence (“HPSCI"): 


(U) [E]vidence that a person engaged in the proscribed 
activities six months or longer ago might well, depending on 
the circumstances and other evidence, be sufficient to show 
probable cause that he is still engaged in the activities. For 
instance, evidence that a U.S. person was for years a spy for a 
power currently hostile to the United States, but who had 
dropped out of sight for a few years, would probably be 
sufficient to show “probable cause” that he was, having now 
reappeared, continued to engage in the clandestine 
intelligence activities. 
H.R. Rep. No. 95-1283, pt. 1, at 37 (emphasis added). See also S. Rep. No. 95-701, at 
23, 1978 U.S.C.C.ALN. 3992: 


(U) There does not have to be a current or imminent 
violation if there is probable cause that criminal acts may be 


committed”! 


Pe ` ™ (U) But see this additional language from the same report: 


E -` (U) The committee recognizes that an argument can be 
\“ made that a person could be surveilled for an inordinate 
period of time. That is clearly not the intention. Indeed, even 
Ee upon an assertion by the government that an informant has 
; claimed that someone has been instruoted by a foreign power 
| to go into “deep cover” for several years before actually 
| f . commencing his espionage activities, such facts would not 
necessarily be encompassed by the phrase “may involve.” 
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ABY The “currency” issuc represents onc of the sharpest arcas of dispute between 
those who evaluate FISA applications, OIPR, and those who submit them, the FBI. The 
FBI's view is that OIPR is too conservative and too rigid in its definition of 
“currency.”” If OIPR’s handling of the Wen Ho Lee FISA application is a reflection of 


the way in which OIPR typically handles the “currency” issuc, we agree. 


3. (U) The contents of Draft #3 


3 j 
It should be said at the outset that Draft #3, which represented the fifth 
attempt to set out probable cause,” was not a model of precise and lucid drafting. It 
could have, as Director Freeh told the AGRT, “better articulated” probable cause. (Freeh 


11/11/99) Nevertheless, it was enough. 


Surveillance cannot be justified unless there is probable cause 
to believe that the person is, currently, engaged in such 
activities, even though the relationship of those activities to a 
specific law violation may be more uncertain or remote in a 
time. 

S.Rep.No. 95-701, at 23-24, 1978 U.S.C.C.A.N. 3992-93.. 


w The FBI’s criticism of OIPR’s “currency” policy ranges from an assertion 
that the policy is “too conservative” (Parkinson 8/11/99) to a claim that it is “stupid.” 
(Bowman 8/11/99) DAD Torrence said the “currency” requirement “should not be 
applied [by OIPR] so rigorously in espionage cases.” (Torrence 7/30/99) AD Lewis felt 

_. . _. that Komblum was too concerned about the “currency” requirement. (Lewis 7/6/99) 


DAD Horan stated that OIPR had “major problems”: with cases involving “illegals” or 
aid that OIPR had rejected “a couple cea : 


FAS | “sleepers.” (Horan 7/29/99) S 
bG | sleeper cases” for what it considered to be a lack of “ oo i 
b7c| saw no reason for a specific six month requirement. } a 


, j I4 U) On April 29, 1997, ssa foxca a first draft out to FBI-AQ. (AQI 
` 5387). After that, there was the FISA LHM submitted to OIPR on June 30, 1997, the 
July 4, 1997 “Draft #1,” the missing “Draft #2,” and the final “Draft #3." | 
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(FBI 13313) 
Third, Draft #3 stated that, within 


Fourth, Draft #3 identified Wen Ho Lee and Syivia Lee Sane 
o traveled to China during the pertinent time period, noting that 
they made two trips, one in 1986 and one in 1988. % , 
9 Fifth, Draft #3 identified Wen Ho Lee as having a Top Secret “Q” clearance, 


i n: thereby giving him access to nuclear weapons data.”* Moreover, although Syivia Lee 
; j “i i u : e eo. e . À e e’ 
1 sn Bo That the application was wrong in every material respect concerning its 


description of the predicate is the subject of the next section. 


1 (9f Sylvia Lec is also listed as having a Top Secret “Q” clearance but, 
ee unfoitunately, Draft #3 contains a typographical error that was taken verbatim from the 
Pio o og FISA LHM. Both documents list her clearance dates as “Maroh 12, 1991 to June 9, 
1995.” (FBI 13311, 8355) The correct dates are March 12, 198] to June 9, 1995. (FBI 
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lost her own Top Secret “Q” clearance when she [eft the employment of LANL in June 
1995, Wen Ho Lee retained his clearance at (he time of the application. 


(SARDANF) Sixth, Draft #3 stated that not only had Wen Ho Lec and Sylvia Lec 
traveled to China during the pertinent time period but on both trips he visited the 
IAPCM, the nuclear weapons design component of the CAEP, which is the PRC enti 
responsible for the design, production and testing of PRC nuclear weapons, 


b\ 


(9) Seventh, Draft #3 states that during each of these two trips to China, and 
while he was at the IAPCM, Wen Ho Lee presented papers and participated in 
discussions with PRC scientists 


(SANE Eighth, Draft #3 states that the fact that Wen Ho Lee and Sylvia Lee were 
ethnic Chinese was “significant 


13311) Wen Ho Lee was identified as being a naturalized American 
citizen from Taiwan and Syivia Lee a naturalized American citizen from the Hunan 
Province, in China. (FBI 13311) 


#3 stated how significant it was that the Lees had twice 


(SAYF) Tenth, Draft #3 stated that on both their trips to China 


bl 


(SAT) Eleventh, Draft #3 identified an entirely separate avenue by which the 


Twelfth, Draft #3 identified the significance 


(FBI 13313-13314) 2 


OD -ruirtecnth, Draft #3 p cant information in Sylvia Lee’s poe 
employm: 


employment at LANL that would suggest 


and scourity concems. “The FBI 
also learned from DOE that Sylvia Lee's a | | 
a 


ie 


at the Los Al 
and that her file inclu 


amos National Laboratory,” 
nce A ed incidents of security violations ae, 
TAL ae (FBI 13314) 


(SAIFARDY Fourteenth, and of remarkable significance, Draft #3 identified Lee 

as the subject of ionage inyestigation in 1982-1984 
This investigation, 
determined the-following: 


. . 


by 


annem ee ne nee teem neon et chat 


ae Ne haere G aner 
e 


A Kia SA 
2 i Doe 
TENU) This is not quite correct. Sylvia ccf bE 
(Kirby 4/27/00) b7¢ 


A 
503 


\\ 


° SSR) : 
However, according to Draft #3, “the FBI 


Li Tor AeneA 


ns (FBI 


88) 


"t (SAAT) This statement is completely inaccurate. 


How did this error work its way into Draft #3? 


i | ~~ "Wil te FBI in 1983 and 1984, which inc otedi 
K 2126-2127), were one of the three items conceming which OPR requested additional 
C & information on July 11, 1997. (AQI 5341) _ 
is error, however, does not alter the ultimate aeiio ofthe 
7 the probable cause calculus. It docs not negate the importance of: 
E 


= D o. 
Da cant errors made by the FBI in its eni oe eens 


l ys Fifteenth, Draft 43 indicates that in the course of conducting the 1982-1984 
espionage investigation of Wen Ho Lec, the FBI leamed 


\p\ 


(SAY Sixteenth, and more significant 
#3's recounting of certain events that 


discussion below. 


8 
failure to advise i econd most si error which the 
FBI made in its effortto 5 a order 

ER Fiaa significant. Had ; been fully 
| report t 


ve been not only significant but decisive See discussion below. 


7 


de ce bate cat edeced daam ++ 


\s \ 


Seventeenth, Draft #3 stated that, despit 


Eighteenth, Draft #3 elaborates on the significance o 


TOP rer 
Q) 
(SNE) Twenty-first, Draft #3 stated that the FBI had interviewed the Director of 
X Division in April 1997 and learned two items of significance: 


bN 


#3 then states that the Director í 
was so, and said he would have the student work on a less sensitive research project 
K while visiting the lab.” (FBI 3592) Lee’s immediate supervisor confirmed that LANL 
ae would have work on “a sanitized project which is very academio and open. 


advised that. 


1 
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Twenty-fourth, and last, Draft #3 states that the FBI had discover 


b. (U) The factors not supporting probable cause 


& To be sure, Draft #3 also contained reference to other information that diluted 
the significance of the information that supported probable cause. That information _ 
consisted of the following: 


1) Wen Ho Lee was from Taiwan, not China, 


| 185 Q) Wea Fo Leo and Sys xv Rx 
employees with the W-88 who traveled to the time 


TOPS rs 


3) During part of the time that Sylvia Lec hosted PRC delegations to LANL, 
bl 


8 (4) Wen Ho Lee’s trips to the PRC were disclosed on trip reports submitted to 
LANL, including his visits to the [APCM, and also including lists of PRC scientists with 
whom he said he came into contact. 


| 
{8AF} (5) 


£3 (© Lee was given a polygraph in January 1984 conceming whether he had 
ever passed classified information to any foreign government, as well as the nature of his 
cont psec” i poirot 
examination, and the investigation of Lee was closed. 


c. (U) Analysis 
(SRBANF) Draft #3 established probable caus 


GAG Sema Dan We adoi how small the universe of potential 


suspects was. Any bonafide ea i e access to 
e W-88 information during the right time frame 
nt eea tte 
individ emselves, had actual access to the W-88 data, i.e., holders of Top 
Secret “Q” clearances. Then the pool of suspects was even further limited to individuals 


ror Xec refi 
$10 


who had traveled to China during the pertinent time frame. This winnowing process 
resulted S including the Lees.” 


YN 
~ was n significant, especially given the possibility that the compromise need 


not have been accomplished by Just the Lees. 


who had the 


' 
eer | (SANE) In short, the fact that 
means (a Top Secret “Q” clearance and employment at LANL) and likely opportunity 


(travel to the PRC, is significant, in and of itself. Probable cause, as the term 
implies, is a matter of probabilities. As the universe shrinks ~ from all Americans, to 
those Americans with security clearances, to those Americans with security clearances at 
the Top Secret “Q” level, to those holders of a “Q” clearance who worked at LANL, to 
those who worked at LANL during the “window” of compromise and, finally, to those 
who actually traveled to the PRC during the right time frame — the probability of 
culpability increases as to each of the individuals remaining on the list. That the 
probabilities are not the type associated with, for example, DNA fingerprinting, does not 
make them irrelevant either. They are a step toward probable cause. | 


ae - I (SINFF While Draft #3 does not state and, of course, could not state, that it 
3 ` promise to have occurred anywhere offier than - 


æ 


went to the assumption that in order for a matrix analysis to be successful it must 
climinate all suspects but one. “Why can’t you go [with a FISA order] on two or four 
people who meet the criteria?” (Parkinson 8/11/99) 


vor Xr ) 
Stl 


ua ee FBI General Counsel Parkinson made a related point to the AGRT, one that 


TOP SBCR 
(u) 
ASINF) And, while it is certainly true that one step does not make a ladder, in this 


case there were numcrous other steps. Most significantly, there was the following 
material from Draft 43: 


wu) 
L Wen Ho Lec had not only visited the PRC but he had twice visited the 


facility responsible for PRC’s nuclear weapons design; 


; | On one or both of these trips, Wen Ho aa 
l yet he had withheld this information from his offitial travel 
r 


ports, 


bi 


(u 
ÆINF) Lee not t only had the security clearance that made it possible that he . 


would have access to design information about the W-88; he had actual 
access to such information; and he was the expert, in fact, on certain 
computer codes associated with the modeling of such weapons systems. 


Q) 
ABINF) In October 1994, the Deputy Director of X Division had visited the 
- IAPCM and was surprised to leam that the PRC was using certain 
computational codes, codes with which Lee had been involved. 


_ GA) Lec had the dubious distinction of being in the midst of his second 
on, having proyoked the first one by ` 


vor \¢cr 1 
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: 


When questioned about this by the FBI, Lee 


(u) i 
(SY Sylvia Lec had insinuated herself into a position as the host of PRC 
delegations to LANL. She became the only LANL employce to have 


(SAIRARD) And, finally, and of most recent vintage, was Lee’s effort to 
bring a PRC national into LANL to work with him at the very same time 


Lee was about to become a participant in the design of an improved version - 


(SY Thus, it was not just that the Lees w potential suspects. It 


was all these additional indications that the Lees were the culprits. 


LBI As to the matter of “currency;" it is the AGRT’s view that “currency” should 
never have been an impediment to the approval of this FISA application. There were at 
least five substantial indications of “currency.” 


Even given 


bÌ (SÆ) First, of course, there was the 1994 encounte 
ow, what was 


that the most significant aspects of the 1994 encounter were omi 
not omitted was sufficient to indicat 


(u) m 

{8} Second, there was the unexpected discovery in October 1994 by a LANL 
senior official that the PRC was using certain computational codes with which Lee 
2 himself had been involved.” 


(S) Third, there was Lee’s efforts in December 1994 


{SJ Fourth, there was the fact that Lee maintained and retained his Top Secret "Q" 
clearance, his position as a LANL scientist, and his continuing access to classified nuclear 
weapons secrets, up through the time of the FISA application. Obviously, the retention 
of a clearance or of a job, by itself, means nothing. But in the context of all the other 
factors indicating Lee’s involvement in clandestine intelligence gathering activities on 
behalf of the PRC, it is significant. It indicates Lee’s commitment to keeping himself in a 
position to retain access to classified nuclear weapons information. 
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(u) | 


ASJ Taken together, these factors establish sufficient "currency" to meet FISA’s 
“knowingly engages" requirement. 


(U) In summary, Draft #3 established probable cause. For that reason, given what 
the FBI and OIPR knew in 1997, it should have gone to the FISA Court. 


4. (U) The principal arguments against probable cause 


(U) To any student of this matter, no argument in this section will be unfamiliar. 
Draft #3 has received a degree of scrutiny which may be unparalleled. The principal 
arguments against probable cause have been identified, asserted and dissected. They are 


as follows: 


a. (U) The "matrix" was inadequate 


hi The "matrix" was inadequate. No effort had been devoted to investigating the 
L employees listed in DOE’s Administrative Inquiry. No effort had been 


i 


evoted to determine who, in this list, had interacted with delegations from the PRC. No 
investigation had been conducted to see who, in this list, had visited the APCM during 
their trips to China. 
(by) But this was not, at heart, a “matrix” case. The FBI was not seeking a FISA 


order on the Lees simply because they were tw listed employces. The 
FBI was seeking a FISA order on the Lees because of that fact plus all tlie other evidence 


it had soomnalates against the Lees. 
o Would dss TIRA asaan taps bea raais Uy is dadia of all - 
or som: individuals? Obviously, yes. This was one among a hast of 


things the FBI could have done to strengthen the application. -A true “matrix” analysis 


might have dramatically reduced the probability that the compromise was Crema by ~ 
someone other than the Lees. That the FBI never investiga’ 
unfortunate, but it was not fatal. 


ror Sierra 


b. (U) 


(U) Essentially, this argument runs as follows: If Lec had an improper relationship 
with any forcign power, it was Taiwan, not the PRC. And the fact that it was Taiwan 
made it all the more unlikely that Lee would ever form an allegiance to the PRC. 


(U) This argument presumes too much. First, it presumes that Lee’s affinities did 
not change. Second, it presumes that the only motive for espionage is ideological when, 
in fact, that is often last on the list of motivations. Third, it presumes that Leé would not 
be dealing with both parties, at different times, or even at the same time. 


(SANE) Regardless of Lee’s affinity for Taiwan, he did go to the PRC in 1986 with 
i l his wife. He did meet with IAPCM scientists during this trip and he did schedule 
additional vacation time in the PRC. Then he did this all over again in 1988. We also 


|b) 


o know that he sought to sponsor a national to come into LANL 
for four months to work on whose classified status was at best 
uncertain. And we also know e had become the unofficial host to virtually 


all PRC delegations, a task to which, Draft #3 says, she had appointed herself. 


(U) In short, there was plenty in this application from which to conclude that, 
-regardless of any affinity that Lee held or had held for Taiwan, he and his wife had 
; formed a close association with the PRC and they had done so during the period of time 


„i of the "window" of compromise. 


ty c. 5 
— ~-(U) The AGRT considers this to be of no signifīóanoo in tho content ofthis FISA 
application. 


es ER, .Ț a manae y a 


i 7 oa There : — die that should SN O 
10) 


ae 
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Ll 
(SAF) The FBI's reporting of the cacount «i< not include either 
of its most significant and incriminating aspects. Sċe discussion below. That makes this | 
a more difficult argument to rebut. Nevertheless, this can be said based on what was z 
included in Draft #3: | i] 
l 
| 
| 
É Tt was not all it could have been, and that is.cectainly unfortunate. 
is Nevertheless, it took Draft #3 a long way down the road toward probable cause. — 
° f (U) PE P es : z 


SEF Lee’s visits were not clandestine but that is also these trips presented such 
> j an ideal opportunity for the commission of aig ae 


TOP). rf | 
$18 
Oe a al tt | 


bs) 
| 
ee | itis argued, was nothing more than a routine request for 
iz no indication of clandestine intelligence gathering activity. 
I or ee Poe EE AE 
Among the many ways in which the FBI made this FISA application a 
cok much harder “sell” to OIPR was its failure fully to report the c tances of the 1984 
‘ 2 
ji l 


"HIC 


b\ 


SAEED les eo AD ee D a a es la ne E e O S A EEE nt ob RN e an E E > =e ener 
oor 


SAIFARDY It is certainly the case, as stated in Chapter 10, that Lec’s request to 
into LANL does not, by itself, establish an effort to commit espionage. 


contribute to the probable cause equation by showing t 


bring 
It docs, however, 


ccording to Draft #3, his claim that the codes would be "unclassified" was disputed by a 
senior official of X Division and Lee immediately backed off, This suggests that Lee's 
original representation to LANL about the nature o work was untruc. 


ib) The EE --:+«< is certainly not overwhelming. But that is tot the 
standard by which it must be measured. The correct standard is whether it made a 
material contribution to the probable cause analysis. It did. , 


u) 
5. (8F 3 included serious, if unintentional, misrepresentations of fact 


u) 

CONF) In Chapter 6, this report states that as a result of misrepresentations made 
by DOE to the FBI, the FBI investigated the “wrong” crime for years. Here, the FBI pled 
it. l ; 

(u) , , iow? 

SSINF) Draft #3 contained the following statements, all of which came with slight 
alteration from the FISA LHM: 


re i, | 
Å 

| 

| 


13312 


e | 
(FBI 13312 | 


| 
e | 
{ 

3312-13313 | 


Each of these statements was inaccurate. See 


a How these misrepresentations found their way into a draft FISA 

application is clear beyond question: First, DOE misrepresented certain key findings to | 
the FBI. Second, the FBI accepted those findings without serious investigation. And, | 
third, the FBI transmitted those findings to OIPR for inclusion in the ss See | 


Chapters 4-8. 


GANPARDY” The mischaracterization of the predicate not only led to a 
mischaracterization of the crime at issue. It also led to a mischaractesization of one of the — 


factors contributing to probable that the likely 
suspects. The presumptio Iedtoa 
tion that the Aaa had to be a Caa and, male to the identification 

d th éfined 


candidates for suspicion would undoubtedly had been far larger, V Thus, the 
mischaractcrization of the predicate not only impacted on the description of the crime but 


on the identification of the culprit. 


v) ' 
YN In short, knowing what we now today, this application could not have 
gone forward to any court. It contained significant, if unintentional, misrepresentations. 


6. (U) How the FBI could have made Draft #3 much stronger 


(U) That OIPR should have approved the submission of Draft #3 to the FISA 
Court in 1997 is only half the story. The other half is that the FBI could have made it far, 
far easier for OIPR to come to that judgment itself. . 


(U) There was, of course, information unknown to the FBI that could have made 
the FISA application a foregone conclusion. In particular, an awareness of even some of 
Wen Ho Lee’s misconduct involving computer files could have made the resolution of 
this matter easy. That this information remained unknown until March 1999 is the 


subject of Chapter 9. 


(U) The focus of this section, however, is on what the FBI did know but, 
nevertheless, did not include in its FISA submission. 


w . 
a. BNF) What really happened on February 23, 1994 


In two respects, the FBI’s reporting E e 
was fundamentally deficient. One emor was explicable. The Al 
un ds 


exactly how it happened. The other error remairis inexplicable ~~ 


Re LR RCL See tee Se => 


(u) 
721 (SINF) Just how large is beyond the scope of the AGRT’s mission. It is one 
of the matters currently being addressed by the FBI. 


101 rr iS 


ror — 


— 


(SAT The FBI omitte 


Draft #3 stat 


Source #2's ma teletype. 
that this June 1994 ie became the sole source document for the FISA application’s 
descriptions o l F i 


s$ 
Ci 


Wac 


l (SAPS The réason why the teletype did not contain this information is that the FBI 
got it indirectly and it was, therefore, reported in a separate communication with FBI- 


HQ. Specifically 


29 (AQI 3889) =` 


left matters alone at that point, NSD’s description of 
ight have reflected both the contents of the March 


3, 1994 and March 31, 1994 teletypes. 


The reason this was particularly unfortunate was 


b] 
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sent a teletype to FBI-HỌ tha without further elaboration, that 


(AQI 2830-2831) 


Thus, this critical comment 


never to be cited again. 
In Draft so A: - appear, but it was attributed to 
see FBI 3590-3591, and it was completely disassociated from 


u 
Shr) This error was principally the fault of FBI-AQ, but the original reporting 
was in NSD’s-own files and could have and should have been retrieved. The second 
error, and one that was even more consequential than the first, would be the fault of NSD 
entirely, although FBI-AQ could have and should have caught it when it reviewed the . 


FISA LHM. 


LI 


LI 


a matter that could hardly have been more relevant to the FISA application. 


) Nor is the significance 


{SAE} How this critical fact came to be omitted from the FBI’s FISA LHM and, 


a from Draft #3, is inexplicable. NSD knew; 


HQ. (AQI 2890) | 
thé 


bic {SARFT Then, in January 1997, s R- S- 
attention of NSD again. In an EC dated January 21, 1997, to tlie attention of SSA 


et 


d.) 


w 
= Fo SENE) Given all this, it is unfathomable how SSA negtected to include 
_ this in the FISA LHM or to insist on its inclusion in Draft #3. Even if one assumes that 
omehow forgot about this matter, the record establishes that he was ` 


a 
reminded of it in the midst of his working with OIPR on the FISA application and 
specifically in connection to that application. 


(SAFS On July 11, 1997, SS 


from that meeting with the understanding 
ara] That is reflected both in S 
conceming his July 14, 1997 telephone conversation with SS 
in OIPR’s handwritten notes on Draft #1 next to the section dea 
(FBI 13465) 


bviously understood this because hé immediately had FBI- 
(FBI 


e ` d oae . = -r an 


AQI 5341) and 


i: (SAF) SS. 
SF fax him another copy of its March 3, 1994 original repo: 


AB -:: with Dave Ryan. He came awa 
at OIPR needed more O m 


. 
aramir ge». 
—_ eee a a S neme tees ey: hrm mire ee 
. 


bi 


1038) That original reportin 


(SAFF And yet, despit 
pot and despite the fact that SSA 
ub prepared the eight inserts within days of receiving the original eens there is 


no evidence that further information was provided to OIPR.™ 


Lic 
fos . m Spey SAD uly 14, 1997 note statis that SS 
L6 l 2d diti onal information to OIPR includi z Source #1's ee 
T IC 


AT 
the original teletype. Despite tho fact that OIPR clearly- ORAN 


"| —- the information 
the critical need for more information on this matter, and 


communicated on July 11, 1 


| i ' unchanged. 6 
` 13465 with Draft #3 at FBI 3588-3589. Draft #3 did contain the additional gloss placed 


on the incident by Insert #6 (FBI 7481) but that was all it was, gloss. 
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12/29/99) That it 


Foot 
wh . 
WIC (u) 
b. £8) What the FBI could have and should have included about the 1982- 
1984 full investigation of Wen Ho Lec © 
(SAH) In five respects, the FBI failed to convey to OIPR critical information 
about the events associated with the FBI's 1982-1984 investigation of Wen Ho Lee 
— O 
(w) re 
£8) First, while Draft #3 states that Lee “passed a polygraph examination" on 
pea oe e rr, 
5 : 
= 
Second, the reason Wen Ho Lee 
Fat 
ed told the FBI on December 20, 1983 that some of the 
i = 
7/8/99) 
E r 75 087 See FD-302, dated January 24, 1984: “Following the administration of the 
7 a examination, a review of the polygrams reveal 
LTC 


O 
-$29 


b) 


fo 
Lb 
Lic 


‘bl 


questions." (FBI 2131) 


eee) ly fh e 1982-1984 investigation of Wen Ho Lee should have been 
I to lend to Draft #3 invaluable insi 


assess what Lee might have had access to in the early 1980's. Rather, it had information 
` on that very issue actually acquired during the carly 1980's. For example, the FBI 


acquired the following information from Jimmy McClary, who was described as the head 


of the Safeguards and Security Division at LANL, and who prepared a “threat 
assessment” on Lee in 1982: 
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[Lee] works with the [two named] weapons design codes. These are both 
two dimensional hydrodynamics codes. Working on the codes allows him 
access to the input to any problem being run with these or similar codes. 


t4 


SUMMARY: The subjects current position allows him access to practically 

all current design studies. I worked in such a position for many years: The 

code developers have access to the designers, the input to the codes, and to 
3 classified documents related to the physics of the design. In particular, the 
2 code developers are especially interested in determining how well their 


codes will handle new design features. 


RECOMMENDATION: From OS [Office of Security] Division’s 
standpoint, we should get him out of there. 


(AQI 3023-3024) Thus, just before the "window" of compromise opened, LANL security 
was taking the position that Lee posed a threat to the security of its nuclear weapons 
information and “we should get him out of there." Moreover, LANL security personnel 
specifically noted that Tee worked with several nuclear weapon “two dimensional 


bl. 


2 
z ; 
aen x) 
“2 ws The FBI had access to information from the Lees’ personnel and coi files 
i that would have contributed to the probable cause analysis. Somo of this information was 


included in the PISA LHM?* and should have, but did not, make it into Draft #3.” 
Other information was not even included in the FISA LHM. For example: 


u) 
l. o During the course of a background investigation in 1993, .several co- 


workers were interviewed. 


783-785, 881, 887, 984, 882, 987-988) When Sylvia Lee was interviewed 
about the matter, she admitted to 


u) : i 
ne E? The FISA LHM contained the following description of Sylvia Lee’s 
personnel filės: 


u) í ! 
g The Kindred Spirit [DOE] report also disclosed that 
onnel security file notes that in 1988 i 


wE security file also refi iad 
ae information), and that one coworker all 
reinvestigation indicated some coworkers 
(FBI 8359-8360) 


K) e 
noe = What made it into Draft #3 was the following phrase: “her file inoluded 
a ¿ | incidents of security violations a, (FBI 3583) 
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(DOE 785) These 
events, and the resentments that gave rise fo these events, occurred prior to 
the Lees’ 1988 trip to the PRC. 


A) 
3, Coy Sylvia Lee clearl In a background 
investigation interview conducted in February 1992, she noted. that her 


eee 
3 


we en nen eee 


u) l 
d. Ss What the FBI failed to explain about the 1986 and 1988 trips to 
- China 


. (35 The facts are these: In March 1985, Wen Ho Lee attended a scientific 
conference in South Carolina. (AQI 3612) At the conference, he met two PRC nuclear 
-_ $elentists, one of whom scientist in the FAPCM.. As stated in Draft #3 


OTP 
bhe 
EIS 


Wen Ho Lee had conversations with { during the South Carolina 
conference, which Lee would later characterize as “small talk." (Id.) Subsequently, he 
liste one of the nine PRC scientists "he knows best." (DAG 871) 


| 


In carly 1986, Wen Ho Lee and Sylvia Lee were invited to the PRC to attend 


a conference in Beijing. One of the co-sponsors was the IAPCM. (FBI 15492) 

Significantly, the invitation to attend the conference came from 

listed as a member of the “local committee" sponsoring the conference. (AQI 3613, FBI 
bic 15493) Wen Ho Lee, in his "Request for Approval of Official Travel," liste 

as onc ai persons with whom he would be in contact on this trip. (FBI 10886) 


is also 


and 


Ho In 1988 was again at the center of Wen Ho Lee’s trip të China. | 
This time he was co-chairman of the conference that Lee was attending. (AQI 2422) Lee l 
i | 


listed as one of the two individuals who "jointly organized" the meeting. 


% This obviously does not prove espionage. But it does contribute to the aia 
of Wen Ho Lee as a recruited asset of the PRC. 
(x) ! 
- I oon a 
{37 On February 6, 1998 gave S memorandum {had b7< | 


bbb 

Li prepared concernin; contacts with, and concerns about, Sylvia Lee in 1988 and 1989. 

(FBI 1213-1218) Even if this information did not come into the FBI’s possession until | 
= 


February 1998, it was certainly available far earlier.” 
Som 


GHD v<norandum indicates, among other matters, the following: | 


13 On or about January 25, 1989, Sylvis 
three PR 


bì | telling him that scientists 
: | 
ies the FBI should have known from a review of Syivia Lee’s security | | 

files that had some involvement in her past i: within LANL. See, ` | 

bout Sylvia Lec | 

| 

| 


£g, DOE 891. Second, the FBI could have i interviewed ie 
without any additional risk that it would alert Syivia or Wen Ho Lee. 


errant had regular contact with the FBI during the course of its 
investigation of the Lees. ; 
| 


bì 


indication that the code involved was classified, this docs provide an 
indication of Sylvia Lee having an association with an individual who 
would figure prominently in Draft #3. 


pot (x) 
. SS On April 4, 1989, a LANL cmployce told 


told the employee tha 


that Sylvia Lee had 


According to the employee, Sylvia Lee sat 


, u) 


7. KSJ “The Pink Mouse" 
(SRIF) As the controversy developed in the Spring of 1999 conceming OIPR’s 
handling of the FISA application, OIPR generated a memorandum that suggested the FBI 
had not fully informed OIPR o 
part, OIPR’s 
< “There are only two sentehtes in the FBI’s LHM that 
These sentences fail to convey 


.:." (FBI 121) Kornblum made a similar point to the 
e FBI should have provided OIPR with more information conceming ia 


a (Komblum 7/15/99) 


Kg SSA SEED took s strong exception to this assertion. In a memorandum from 
SS to SC Middleton, dated May 10, 1999, he wrote the following: “An 


we 


l,\ information provided by the FBI con 


impartial reading of this whole objection is that OIPR was justified in declining my 


application for a reason they did not know about, and that I failed to give them more 
Lı information a even though OIPR did not then see this as a 
problem and did not ask for more information to solve this fictitious problem." . (FBI : 


11522) aam a nde scoala 


™ (9) Schroeder told the AGRT that he was “comfortable” with the level of 
(Schroeder 


11199) 


i 
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poi ABT In his interview with the AGRT, ssa: similarly blunt: “In no way 
L6 | would I try to twist Sylvia Lec’s role.” 7/23/99) SSA reneral view 
LIC of submissions to OIPR was that he was "an advocate" and he did not need “to put in a 
bunch of nebulous stuff" into a request to OIPR for a FISA order. Nevertheless, hic 
emphasized, “I won't hide a pink mouse from a federal judge or OIPR." See 
12/15/99) In this case, SS FISA LHM did anything but hide the “pink 


mouse." These are excerpts from T HM: 


° (S(NE/RBY "Because the predication for this investigation is somewhat 


hypothetical, specific questioning of likely FBI and Central Intelligence 
bi | Agency sources was arranged and pursued. 


u) : i l 
. g Re the mail cover: "To date, this mail cover has disclosed no mail from 
the PRC." (FBI 9383) 


u) 
e (SY Re Sylvia Lee’s telephone calls from LANL: “The records disclosed 
no calls or faxes to the PRC." (FBI 9383) 


° 8 Re the Lees’ home telephone toll records: “Examination of the long 
distance calls going back to 1/1/84 disclosed no calls from the LEE 
residence to the PRC." (FBI 9384) 


“Search of records at FBIHQ has 


UI | + (S Re the PRC stud s ; 
disclosed no record And this: “Later contact with osed | DOE 
Lee claimed to not but only selected him as a student LE 
Jec 
a 
Oh 
bic} 


application but apparently was 
to the FBI if it had interviewed 
FCI investigation a definite “no-no.” 
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h w 
Lb vI ASY These excerpts indicate that SS 


bi 


summer employee based on his resume, which was onc of many which are 
circulated throughout the lab." (FBI 9386) 


was carcful to insure that 
information that did not support his request for a FISA order was properly communicated 
to OIPR.”™ 


(SAYF) As to we disagree. with the 
implication of the OIPR memorandum that the FBI withheld information concerning the 
The FISA LHM, on this matter, reads as follows: 


(8) A search of FBI HQ records for information about LEE and 


n this respect, two points are significant: (1), 


i See Chapter 3.. 


x oe 
14 SNE) The FISA LHM did not, however note, that the predicate for the 
investigation was based, in 


Nevertheless, this was ce y not an effort to hide > 
¢Ad was SS who had suspended the investigation entirely in July 1996 pending 
tf DOE's an s review of this precise issue. (AQI 992) And the lawyer at OIPR who 


Loe conducted that review was none other than Dave Ryan. (FBI 663) 
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8. (U) The matter of “intermission” 

(U) OIPR clearly perceived the events of August 12, 1997 as something other than 
a final and ultimate conclusion of the matter of FISA coverage in the Wen Ho Lee 
investigation. 

u) | 

{3 Schroeder told the AGRT that he “fully expected a continuing dialogue" with 
the FBI. He viewed the matter as being in "intermission," not as being "over." 
(Schroeder 7/7/99) “To me," he added, “this was a dialogue with an intermission." He 
“felt sure the Bureau would get back to us." He "contemplated," and it was his 
"assumption," that the FBI “would go out and get more facts, be more aggressive with 

other techniques." He never thought that “would be the end of it.“ id.) Komblum said 

that OIPR “always anticipated” that the matter would go forward. (Kornblum 7/15/99) 
It was “very, very unusual for them [the FBI] to go away." (Kornblum 7/15/99) Ryan 
said he told the FBI at the August 12° meeting that "we'll leave the case open for you to 
add information." (Ryan 7/8/99) The “sense of the meeting,“ he said, was that the case 
“would be kept open." (Id.) 


$y The FBI, too, does not appear to have viewed this as necessarily the final 
chapter, but it certainly did not share OIPR’s optimism that the matter would be coming 
back before OIPR. The FBI clearly understood two thiùgs: (1) this FISA application 
would not be going forward; and (2) another FISA application could possibly go forward 
if additional information was produced “to justify a renewed application for electronic 
surveillance." See AQI 5325, AQI 5551, FBI 13331, 13023. 


(U) What is the significance of OIPR’s view that the matter was in 
“intermission”? a : . l 


- (U) First, no one in OIPR has suggested that, if the FBI had told OIPR that this — 
was it, that this was all the information that would ever be mustered on this matter, it 
would have changed OIPR’s position in any respect on the question of probable cause. 
Indeed, Kornblum told the AGRT that had he been told "that we were at the end of the 
line," he would have written a memorandum for the Attorney General with the “pros and 
cons" and recommended to her that the application not be signed. (Kornblum 7/15/99) 
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(U) That is, of course, not surprising. Either Draft #3 contained probable cause 
or it did not. Whether the FBI would be back before OIPR with a new application was 
irrelevant to (he probable cause determination as to the old onc. 


W 
OIPR’s perception that the FBI and OIPR were in an "intermission" did, 
however, have a significant effect on the case. According to Schroeder it impacted on his | 
decision whether to notify the Attomey General about the matter. Schroeder stated that if 
he had known the matter was "over," he would have given the Attorney Genéral "a heads 


up." (Schroeder 7/7/99) 


(U) The Attorney General should have been advised of OIPR's handling of this 
matter, intermission or no intermission. Schroeder should have advised her of the FISA 
application and its status so that the Attorney General, in a matter this consequential, 
could have addressed the matter herself. 


(U) It was not as if OIPR expected that the FBI would be back with its FISA 
application the next day or even next month. It had just spent six weeks attempting to 
“beef it up" and, in its opinion, the application was still "insufficient." (Ryan 7/8/99) 
Nor was it as if OIPR was keeping an “eye out" for the end of the “intermission” or that it 
was even aware that the “intermission” never really ended.”? 


(Ww) 

(S/NF) To put it in appellate parlance, OIPR had issued a final - not an 
interlocutory — order. The consequence of that order was to prevent indefinitely the FBI 
from obtaining a unique form of information as to the activities of the Lees in-connection 


co with the compromise of the United States Government’s most sensitive nuclear secrets. 
ae The Attorney General should have been told. = = | 


Kornblum told the AGRT that “if it had occurred” to him that he had not | 


z 109 

fF” heard back about the Wen Ho Lee matter, he would have raised the matter with UC 
bt As it was, he said, | he had three or four subsequent meetings with U a 

bI c matter “never came up.” (Komblum 7/15/99) Schroeder said something s 

: “This is the only case where if you look back on it in ee you realize you didn't 


hear [back] from the Bureau.” (Schroeder 7/7/99) . 


N e a | 
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9. (U) The destruction of OIPR's records 


(U) According to Ryan, six months to a year after the August 12, 1997 meeting, 
he shredded his files on the Wen Ho Lec FISA application and overwrote the disk that 
contained his only copy of Draft #3. He did so because he “needed more room." (Ryan 
7/8/99) Ryan took this action without checking with the FBI to determine the status of 
the case, even though he had told the FBI in August 1997 that “we'll leave the case 
open." (Id.) His reasoning was as follows: “They haven't come back and if they come 
back we will have to start from the beginning and write a fresh draft." (Id.) Ryan told the 
AGRT that he does not have “any regrets" about the destruction, that he did not think he 
had made a “mistake," and that he “saw no reason" why he should have discussed the 
matter with SSAA (1d.) 


(U) Schroeder told the AGRT that “he was shocked" to learn that Ryan had 
destroyed his files. (Schroeder 7/7/99) “Why would you destroy the files if it still had 
life?" Schroeder said he “couldn’t imagine throwing this stuff away." id.) Kornblum 
told the AGRT that it “would have been reasonable" for Ryan to go back to the FBI 
before destroying his files and that he “probably should have kept" either the disk or his 
hard copy of the draft application. (Kornblum 7/15/99) Had Ryan come to him before 
destroying the records, Kornblum would have told him: “Okay, but check with the FBI." 


(id) - 
(u) l 
LSY Ryan’s destruction of OIPR’s files on this matter was most certainly a 


substantial mistake. Even if, as Kornblum told the AGRT, erasing disks was a “common . 


practice" in OIPR (Komblum 7/15/99), the destruction of the Wen Ho Lee files and disk 
is difficult to comprehend. First, the underlying allegations were of the gravest 
consequence. Second, the investigation was still open, and OIPR, which approved the 
FBI's Annual LHMs in both 1997 and 1998, knew it. Moreover, Ryan also knew that 
OIPR had told the FBI on August 12, 1997 that “we'll leave the case open for you to add 
information." Third, Ryan's assumption — that he was not “destroying the only copies" - 
was just that, an assumption that might or might not be true. As to Draft #1 and #3 and 
the FISA LHM, it was true. As to Draft #2, it was apparently not true. _ 
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(U) Itis the AGRT’s understanding that OIPR now has in place a policy that will 
prevent a matter like this from happening again. See “OIPR Opcrations Record Retention 
Policy,” dated May 11, 1999. (DAG 731) The work of OIPR is far too important, and 
the consequences of its decisions far too critical, to let it happen again. ` 


10. (U) Conclusion 


(U) OIPR’s erroneous judgment that Draft #3 did not contain probable cause 
could not have been more consequential to the investigation of Wen ‘Ho Lee. From the 
beginning of that investigation, the FBI’s objective had been to obtain FISA coverage. It 
now faced the prospect of no FISA coverage, an eventuality for which it had never 
prepared. The other consequence, of course, is that such information as might have been 
acquired through FISA coverage was not acquired. It is impossible to say just what the 
FBI would have learned through FISA surveillance. That is, after all, the point of the 
surveillance.” What is clear is that Draft #3 should have been approved, not rejected. 
For all the problems with the FBI’s counterintelligence investigation of Wen Ho Lee, and 


they were considerable, the FBI had somehow managed to stitch together an application 


that established probable cause. That OIPR would disagree with the assessment would 
deal this invéstigation a blow from which it would not recover. © 


18 (U) Nevertheless, it can be said that any FISA coverage which included 
computer searches and monitoring would have certainly uncovered Lee's misconduct 


involving LANL’s computer files. 
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CHAPTER TWELVE 
(U) THE FISA "APPEAL": AUGUST 1997 


Questions Presented: 


Question One: (U) Did the FBI sufficiently apprise the Attorney Gene 


. ral of its 
concerns about OJPR’s rejection of its FISA application? sl 


Question Two: (U) Did the Attorney General take appropriate measures to insure 
that this matter was handled as she intended? 


Question Three: (U) Did former Associate Deputy Attorney General Daniel . 
Scikaly handle the appeal appropriately? 


PFIAB Question #6: (U) Whether the FBI adequately raised to the 
Attorney General the FBI's concerns over the declination of the FISA 


request. 
Fa RE E RN ND a 
A. (U) Introduction ` . 
After the August 12, 1997 meeting between the FBI and OIPR concerning the 
f 5 Wen Ho Lee FISA application, U called SC Dillard, who was on leave, to let — 
wn U6) him know that tho"FISA package" had been rejected by OIPR. (Dillard 8/6/99) By 


August 19, 1997, SC Dillard had three immediate objectives for the Wen Ho Lee _ 
The second was to consider 4/ 


And the third was “ it ard 8/6/99; 
FBI 6424) SC Dillard pressed AD Lewis for further action on the issue. (Lewis 116199) 


ive: (U) The next day, both AD Lewis and SC Dillard went to the Office of the 
Attorney General to be present for Notra Trulock’s briefing of the Attorney General. AD 
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Lewis had received this bricfing on August 1, 1997, Director Frech had received it on 
August 12, 1997, and now the Attorney General and Deputy Attomcey Gencral would 
receive it as well.” (Gallantin 11/23/99; Lewis 7/6/99; Frech 11/11/99; GAL 0006; FBI 
12475) . 


(SANE/RB) Trulock’s briefing to the Attorney General, like his prior briefings, 
addressed the PRC’s nuclear weapons program and the PRC’s efforts to penetrate the 
United States’ national nuclear weapons laboratories. As part of that presentation, 
Trulock made brief reference to several FBI investigations, including “Kindred Spirit. 
The thrust of Trulock’s briefing, according to the Attorney General, was that actions 


needed to be taken to make the laboratories secure. (Reno 11/30/99) _Trulock recalls 
telling the Attomey Gene LI 


(Trulock 10/12/99) 


"745 


(U) After the DOE contingent left, there was an FBI “follow-up" meeting with the 
Attorney General and other DOJ personnel. (DAG 1303) The Attorney General asked 
AD Lewis whether there were any issues that needed attention between the FBI and DOJ. 
(Lewis 7/6/99) AD Lewis had not gone to the meeting intending to raise the rejection of 
the Wen Ho Lee FISA application but, given the Attorney General’s invitation, he did so. 
(Lewis 7/6/99; Dillard 8/6/99) The Attorney General told the AGRT that she had a 


7 (U) Among the individuals present at the Trulock briefing were the following: 
Attomey General Reno, Deputy Attomey General Holder, Associate Deputy Attomey — 
General Daniel Seikaly, Deputy Assistant Attomey General for the Criminal Division 
Mark Richard, AD Lewis, SC Dillard and, from DOE, Trulock, Ken Baker and Elwood 
Holstein, Secretary Pena’s Chief of Staff. (FBI 7165, 7170, DAG 1303) 


6u) M 
143 (9Y “Kindred Spirit” may not have been mentioned by name. Seikaly’s notes 
of the briefing indicate that “DOE investigation led to names of ethnic Chinese subjects 
which were provided to FBI.” The cases are identified as “onc old, 79-81,” “one current, 
5/96,” and “one very recent.” The reference to “one current 5/96" appears to be a 
reference to the “Kindred Spirit"/Wen Ho Lee investigation. (DAG 1303) 


e r 
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vague recollection of AD Lewis approaching her after the meeting had broken up and 
telling her that the FBI was having a problem with obtaining a FISA order in a particular 
case." (Reno 11/30/99) 
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746 (J) AD Lewis was not positive that he specifically advised the Attorney 
General that the case at issue was the Wen Ho Lee investigation. He “may have” done 
so. (Lewis 5/8/00) Even if Lee’s name was not specifically mentioned, however, the 
matter arose in the context of a meeting concerning PRC penetration of the national 


laboratories. 
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(U) ADAG Director Scikaly™’ was given the responsibility for reviewing the 
FISA application.” It is not clear precisely how Scikaly got the assignment,” but it is 
clear that it did become his responsibility. 


B. (U) The Scikaly Review 


(U) In the course of his review, Scikaly did the following: 


e (U) He reviewed the FISA statute for the purpose of examining its legal 
requirements, and did some research on the subject. (Seikaly 7/1/99) His 


70 (U) Daniel Seikaly served as both an Associate Deputy Attorney General and 
as Director of the Executive Office for National Security (“EONS”). 


“ Seikaly’s handwritten notes reflect three “Action” items: “(1) Review 
-yo \ FISA application; (2) Conside and (3) Reconvene after Ais 
(DAG 1303) The last item appears to be a reference to the CIA’s August 1997 
assessment of the PRC’s nuclear weapons program that had been requested by the NSC. 


See Chapters 6 and 13. 


1 (U) The Attomey General told the AGRT that she might have asked Seikaly to 
| examine the matter because Seikaly was at the meeting in question and Merrick Garland, 
EEIN the person to whom she normally would have tumed, had left the Department by this 
: | se point. She speculated, however, that she might have asked the Deputy Attomey General 
ibs to examine the matter and he might have assigned it to Seikaly. (Reno 11/30/99) 
{4 


Seikaly, too, did not have a clear recollection as to how he got the assignment and 
suggested it might have happened this way: The Attorney General may have turned to the 
Deputy Attomey General and asked him to handle it and the Deputy Attomey General 
then turned to Seikaly and told him to take care of it. (Seikaly 7/1/99) The Deputy _ 
Attomey General told the AGRT that he does not have a recollection of being involved 
a in the matter. (Holder 11/22/99) AD Lewis told the AGRT that he recalls bringing the 
qe FISA turn-down up with the Attomey General and the Attorney General assigning the 


matter to DAG Holder and Seikaly. (Lewis 5/8/00) 
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prior exposure to FISA was extremely limited and he was initially “baffled 
by what the probable cause requirement tumed on. (Id.) 


(U) He called Gerry Schroeder and told him he had been tasked with 
reviewing the FISA application. (Scikaly 7/1/99)”* | 
| 


(U) Shortly thereafter, he met with Alan Komblum to discuss the. FISA | 

application. Setkaly reviewed Draft #3. Kornblum presented his © 

assessment that the application did not meet the probable cause requirement 
` and Seikaly told Kornblum that he “thought [his] analysis correct." | 

(Seikaly 7/1/99; Kornblum 7/15/99) 7 Seikaly’s principal concern with l 

the application was a lack of "currency." (Seikaly 7/1/99) | 


(U) A few days later, he spoke with Gerry Schroeder for about 30 minutes. 
Seikaly states that he discussed with Schroeder "what else could be done" 
to “make it [the application] more current." Schroeder told him the FBI 


was “working on it." (Seikaly 7/1/99) . 


(U) In the course of his review, Seikaly did not do the following: He did not see 
or review either of the prior drafts (#1 or #2) or the FISA LHM or the eight inserts or 
(SS other information about the Wen Ho Lee investigation. He did not talk to AD Lewis, SC 


wh Dillard, U r SSA bout the matter, or speak with anyone else from the 


LIC 
7 (U) Seikaly indicated that there had been a few occasions when he had scen 
lot FISA applications at the direction of DAG Holder when the Deputy was serving as 
"BE Acting Attomey General, but indicated that he did not know much about FISA at the 
a time he received this assignment. He told the AGRT that it “came as a surprise that I | 
o = was asked to review this application.” (Seikaly 7/1/99) | 
| 


™ (U) It “bothered” Schroeder to leam that Seikaly was examining 
application. Schroeder thought the FBI had “gone around” him. (Schroeder 701199) 


132 (U) According to Scikaly, he recalls that these events took place over the | 
| 


n course of two meetings with Kornblum. Komblum recalls one meeting that lasted 30-40 
minutes. (Kornblum 7/15/99) 


FBI. He did not communicate his conclusions to cither the Attorney General or the 
Deputy Attorney General or to other senior DOJ officials, such as Robert Litt, Jolin 
Hogan or others. (Scikaly 1/5/00; Litt, 12/27/99; Hogan 1/5/00) He left it to OIPR to 
communicate his assessment to the FBI. (Seikaly 1/5/00) 


C. (U) Analysis 


wW) 

When AD Lewis advised the Attorney General that the FBI was having a 
problem with a FISA application, it was an unusual event for both AD Lewis and the 
FBI. For the FBI to raise such a complaint directly with the Attorney General was, to say 
the least, exceptional. Director Frech told the AGRT that he was only aware of an appeal 
of this nature happening on one other.occasion. (Freeh 11/11/99)" Particularly given 
the underlying allegations, this matter warranted extraordinary handling and attention 


within the Department of Justice. It did not get it. 


(U) First, there was a failure to communicate at the most senior level of the 
Department. What the Attorney General expected Seikaly to do and what Seikaly, 
himself, expected to do were two different things. 


(U) The Attorney General told the AGRT that she expected that whoever 
reviewed the matter within DOJ would examine the FISA application and, if he deemed it 
insufficient, would make recommendations to work toward a resolution. (Reno 11/30/99) 

She anticipated that if AD Lewis remained unsatisfied with the resolution, he would 
bring it to her attention and she and the Director would sit down, discuss the matter, and 


“resolve" the problem.” 


See also notes made by Director Freeh on May 28, 1999: “This was the 
aot FISA in my 6 years that was appealed directly to the AG.” (FBI 04083) 


734 (U) AD Lewis told the AGRT that it was his understanding that DAG Holder 
and Scikaly would review the matter and see if they concurred with OIPR. (Lewis 


5/8/00) 


(U) Scikaly’s perception of his task was far different from that of the Attorney 
General. Indeed, it was limited to doing just one thing: review the FISA application for 
legal sufficiency and determine whether he agreed with the conclusion reached by OIPR. 
Having done that, he was finished. 


(U) Second, this matter should not have been assigned to an attomey who did not 
already have a solid grounding in FISA law, FISA applications, and the FISA Court. 


(U) That Seikaly was sufficiently conscientious that he took the time to 
familiarize himself with FISA law is not the point. The point is that, in a matter this 
consequential, it should never have been assigned to an attorney who needed to 
familiarize himself with FISA law, however competent and experienced that attomey 
might otherwise be. Seikaly was a long-term and respected veteran of the United States 
Attorneys Office for the District of Columbia. But he was no FISA expert, not even 
close. Seikaly obviously recognized this, as well, because one of the first things he did 
was to read the statute and grapple with the applicability of the probable cause 
requirement. The FBI had a right to expect that the person charged by the Department 
with the review of this critical matter would be applying the law of FISA, not still in the 
process of learning it. 


(U) Seikaly’s lack of experience with FISA made the outcome of this review 
nearly inevitable. Confronted by Korblum’s strong conviction that probable cause was 
lacking, and given that Komblum was viewed — even within the FBI, indeed, even by AD 
Lewis, who had sought the review in the first place — as the "premier" counsel on FISA 
orders (Lewis 7/6/99), there was little likelihood that Seikaly would reach a different: 
result. ; 


(U) Third, that likelihood was reduced even further by Seikaly’s unfortunate 
failure to meet with the FBI. It was the FBI, after all, which had sought this extraordinary 
review in the first place. It deserved to be heard and it needed to be heard. That Seikaly 
did meet with Kornblum compounded the problem because it gave him only OIPR’s view 
of the probable cause analysis. While it is of course axiomatic that probable cause is 
pate judged by a review of what is within the “four corners" of an affidavit, Seikaly was not 
nS sitting as a Court of Appeals reviewing a final, executed affidavit. That Seikaly 
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understood this point was illustrated by the fact that Scikaly Aad met with Kornblum. 
That was, of course, perfectly appropriate, even necessary. Scikaly needed to understand 
why OIPR had rejected Draft #3, and who better to explain that than Komblum. But 
Scikaly also needed to understand why the FBI disagreed with that decision ~ particularly 
since Scikaly viewed the matter at the time as a “close case for PC," even if not close 
enough to take to the Attomcey General for her signature. (Seikaly 7/1/99) Instead, he 
never had a substantive discussion with the FBI covering this matter, not “before, during 
or after.“ (Seikaly 1/5/00) That was a mistake. j 


(U) Fourth, of course, Seikaly reached the wrong decision. For the reasons set 
forth in Chapter 11, Draft #3 did establish probable cause. 


(U) Finally, Seikaly should have gone back to the Attorney General and advised 
her as to his judgment on the matter. AD Lewis had complained directly to the Attorney 
General. If for no other reason than that, Seikaly should have communicated his 
resolution of the matter directly to her as well - especially when it was not the resolution 
which the FBI had sought. That Seikaly, like OIPR, believed the matter was not 
“over,” that the FBI would continue to work on it, did not diminish his obligation to 
apprise the Attorney General of the results of his review. The FBI’s work on the matter 
might not be over. Seikaly'’s was. The Attorney General should have been told.” 


(U) The failure to advise the Attorney General of the resolution of this matter had 
an unfortunate consequence: It effectively denied the FBI the true appeal it had sought. 
When the FBI approached the Attorney General about this matter, it was for one purpose: 
to obtain a FISA order in the Wen Ho Lee investigation. Toward that end, the FBI 
tumed to the Attorney General and the Attomey General tumed to her subordinates. 
When the subordinate charged with handling the matter determined that a FISA order 


135 (U) Scikaly told the AGRT: “No one thought of this as a denial. [We] thought” 


more work needed to be done.” (Seikaly 7/1/99) 


1% (U) OIPR also should have advised the Attorney General of the judgment 
reached by Seikaly. Although Schroeder was not initially aware of AD Lewis’ approach 
to the Attomey General, he certainly become aware of the matter through Scikaly. 
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could not be predicated on Draft #3, the whole issue should have come back to the 
Attorney General so that the Attorney General could have personally reviewed Draft 43 


and, if necessary, sat down with the Director and attempted to solve this problem. That 
did not happen because the Attomcey General did not know of Scikaly’s adverse 
resolution. 


(U) In light of recent events, it is truc that a different outcome would have been, at 
best, unlikely.”” The Attorney General has weighed in on this issue and stated to both the 
AGRT and Congress” that she endorsed OIPR’s interpretation of Draft #3, an 
interpretation we believe to be erroneous. Nevertheless, no one should discount what 
might have occurred if the Attorney General and the Director of the FBI had sat down 
together and, as the Attorney General put it, tried to "resolve" this problem.’ 


(U) One other point should be made: It has been suggested that, after it learned of 
the resolution of the Seikaly review, the FBI should have gone back to the Attorney 
General with yet another appeal. We disagree. It is hard to imagine how the FBI could 
possibly have thought that a second appeal would be a productive exercise given the 
resolution of the first one. The Assistant Director of the FBI had raised this matter 
clearly, explicitly and directly with the Attomey General, a highly unusual event. 
Nevertheless, it had not brought the FBI one step closer to a FISA order. Moreover, 


151 (U) In this connection, see Director Freeh’s May 28, 1999 note: “Since AG 
now concludes that the affidavit was insufficient for an application (which is incorrect) it 
does not make any difference that she did not follow-up on Seiklay’s [sic] review or that 
the FBI or I did not “re-appeal” it again.” (FBI 4083) 


is T38 (U) See e.g, the Attomey General’s testinony of June 8, 1999 before the 
a Senate Judiciary Committee: “the Department determined that the evidence was - 


insufficient to support a finding of probable cause. I did not personally review the matter 
at the time, and I have since reviewed it, however, and I agree with the conclusions 
reached by the career lawyers in the Office of Intelligence Policy [and] Review.” (DAG 


1342) 


79 (U) It might have, for example, ultimately led to a “Draft #4,” a draft that 
included some of the critical evidence omitted from Draft #3. 
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` point, should not obscure it eithe 


having raised this matter directly with the Attomey General, the FBI had reason to 
assuinc that the resolution of this matter by the Department of Justice was a resolution in 
which the Attomey General concurred. It did not, after all, know that the Attorney 
General had never been told about Scikaly's resolution of the matter.” 


D. (U) Conclusion 


(U) For the FBI and its FISA application, the Seikaly review was the.cnd of the 
line. Four months had been devoted to the effort to assemble an application and obtain a 
FISA order and, ultimately, it had come to nothing. AD Lewis said: “We’re done, that’s 


all we can do." (Dillard 8/6/99) 


(U) In the long and unhappy history of the Wen Ho Lee FCI investigation, there 
was only one occasion when the FBI sought major assistance from the Department.” 
This was it, and the Department failed the FBI. First, OIPR rejected an application it 
should have approved. Then, a senior Department official endorsed that rejection, when 


he should have opposed it. 


(U) That the FBI could have put together a better application, while not beside the 
r: The FBI asked for the Department’s help in a critical 


matter. It did not get it. 


10 (U) As the Director said in his May 28, 1999 notes: “(The FBI] had to assume 
she [the Attorney General] would be told by Scikaly about the results of his study.” (FBI 


04083) 


71 8) We exclude from this reference such routine assistance as approval of the 
i bl annual LHMs, and the authorization for a mail cover. 
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CHAPTER THIRTEEN 


(U) THE FBI'S FULL TERINTELLIGENCE INVESTI | F 
WEN HO LEE AND SYLVIA LEE; AUG 997 TO DECEMBER 1997 


estions P d; 
` Question One: (U) Was the investigation pursued appropriately and aggressively 


during this period of time? 


Question Two: (U) Did FBI-AQ begin to address the concerns articulated by 
OIPR? 


Question Three: (U) What was FBI-HQ doing during this period of time to 
address or advance the investigation? 


A. (U) Introduction 


(U) In Washington, D.C., the months of August 1997 to December 1997 were 
consumed with productive and energetic activity on matters related to, and ancillary to, 
the Wen Ho Lee investigation. In Albuquerque, however, the investigation entered its 
longest period of inactivity. It was almost as if FBI-AQ, having heard (erroncously) that 
the Director had said “the case is dead" {AQI 5325), did hot want ta do anything that 


might suggest otherwise. 


B. (U) FBIHO — č = RREN 
(U) These were busy months at FBI-HQ. 


> 6 


. -amnios + o 
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(u) 


S35} On August 1, 1997, Notra Trulock, apparently at the request of the National 
Security Advisor,” bricfed. John Lewis on his perception of the PRC's nuclear weapons 
program and the PRC's attempts to penetrate the national laboratories. Four days later, 


apa AD Lewis met with Director Freeh, Deputy Director Esposito, SC Dillard, U and 
bb ssa- discuss the problems at the national laboratories. (FBI 16610) 
bie (u) 
{8J The Director’s immediate reaction was to instruct his staff to prepare a “white 
paper" addressing the entire DOE counterintelligence problem and, in consultation with 
the CIA and DOE, to come up with recommendations for change. (FBI 12479) 
(u , : 
L. e "take that right o le“ 1 
SF On August 12, 1997, there were two dramatic developments in the Wen Ho 
Lee inyestigation. One has already been discussed in Chapter 11, the OIPR meeting with 
bt onnel. The other was Director Freeh’s meeting with Notra Trulock and . 
Deputy Secretary of Energy Betsy Moler.™ 
agg (Ut ; APAN 
w ra ey U sent SC Dillard a note, dated July 7, 1997, indicating that 


b6 | Trulock had briefed Sandy Berger on the PRC nuclear weapons issue and Berger wanted 
pre AD Lewis briefed as soon as possible. (FBI 13029) See also a routing slip from UC 


to AD Lewis, indicating that Trulock would be contacting AD Lewis to provide 
“a t assessment briefing re PRC and the labs.” (FBI 1026) - 
z %3 (85 The AGRT has six records GO cum entin ø this meetir t (1) the AGRT"s own eat he 
j notes of the notes made by a meeting attendee, KNSC : (2) 
o the AGRT’s notes of an August 21, 1997 memorandum from 


of the NSC. summarizing Trulack’s briefing to Director Ereet (NSC 004- 006); , 
but was told about it by SSA FBI 21286); (4) UC : L} 
handwritten notes of the meeting, and his typed version of the same notes (FBI 21813); 


(5) SSA dwritten notes, dated September 18, 1997, but clearly describing 
the August 12, 1997 meeting. (FBI 12505); and (6) S notes of a voice mail 
message he received from SS n August 12, . (AQI 5325) 
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w) 

CBr) The purpose of the Trulock/Moler meeting was for Director Frech to hear 
for himself Trulock’s PRC nuclear weapons briefing, 
to dub Trulock's (FBI 12312) After Trulock’s presentation, 
Director Freeh made two key points to the DOE representatives:” 


A) 
ay By In conjunction with the FBI, DOE needed to “start writing furiously and 


ih 
ub quickly" a counterintelligence plan. (FBI 21816) According to SS notes, 
LIC DOE needed “immediately [to] come up with plan to rectify Lab’s procedures which are 


causing problems." (FBI 12505) There was an ur, eed for DOE “to move forward 
to preserve our information." (NSC 003) As $l o: in her memorandum of 
the meeting: "Frech recommended that DOE quickly and ‘furiously’ develop a plan to 
stop [the] erosion of 20 years." (NSC 004) 


u) 

(2) fu -After Deputy Secretary Moler made the comment that DOE had not pulled 
Wen Ho Lee’s access to classified information at the request of the FBI, Director Freeh 
explicitly told the DOE representatives to “take that right off the table." (FBI 12506) 
The FBI’s investigation of Wen Ho Lee should no longer be “a factor in any DOE action" 


164 (SJ There is no question that Trulock and Deputy Secretary Moler were at this 
meeting. There is; however, some question as to whether Ken Baker, the Acting 
Director of DOE’s Office of a and Nuclear Security (“NN”) was at this 


bf m otes, and notes of what she was told 
Ken Baker was at the meeting. S told the AGRI. 


‘Baker was definitely at the meeting. 2/9/00) U otes also 
reflect that Baker was mecting and “without a doubt” that Baker 
was at the meeting. (00) Baker, however, 


states unequivocally that he was 
not at this meeting. 2/2/00) oes 


_ ..-. #5 (8f The phrase “take that right off the table” appears in S 
(FBI 12506) Variations of it appear in S notes of SS. 
1997 voice mail (AQI 5325) (“This case is o 

ly 1 (NSC 004) (Freeh “took the FBI case off the table”), an 
21286) (“Take that off the table”). Trulock’s recollection tD ) 

- take FBI investigative interest off the table in determining what to do with Wen Ho'Lec.” 

(Trulock 10/12/99) 


TO 
$54 


To ameet smeumeees ns + 


and the "FBI case pales in comparison with DOE’s need to stem (the) flow of information 
out of the fabs.” (NSC 004) Although Director Frech did not explicitly order or instruct 
DOE to remove Wen Ho Lee’s access to classified information, the Director's statements 
made it clear that DOE could now take precisely this action in its effort to enhance 


security at the national laboratories.” 


U) 
or is significant that Director Freeh — less than two weeks after first being 
briefed about the Wen Ho Lee investigation, see Chapter 4 - recognized and properly 
addressed what neither the FBI not DOE had either recognized or properly addressed in 
more than a year: Wen Ho Lee's continuing access to sensitive nuclear weapons secrets 


was a problem that needed fixing immediately. 


A 
o Director Frech’s message should have resulted in immediate and effective 
action by DOE to remove Wen Ho Lee from access tò classified information. That it did 
not, that Wen Ho Lee remained in a position to cause further damage to United States’ 
national security for more than an additional year, is certainly the fault and responsibility 


Se Ne ee ae 


16 ($Ý Trulock understood the Director to be suggesting that DOE take just such 


~. ..--- ection: “What I took away was that he was saying you need to take Wen Ho Lec outof _ 


access to nuclear weapons information.” (Trulock 10/12/99) Deputy Secretary Moler, 
on the other hand, heard what the Director had to say but did not necessarily appreciate 
its implications for DOE. She told the AGRT: “I do remember him commenting that we 
no longer needed to keep the suspect in a ‘no alert’ status at the request of the FBI.” 
But, she emphasized, “He did not tell us — did not give us specific direction — to take him 


out.” (Moler 3/8/00) See Chapter 18. 
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of DOE, although the FBI did continue to make minor contributions to this problem.” 
Sce Chapter 18. 


u) 
in the coming months, Director Frech and his staff would devote enormous 
energy to bringing to fruition a fundamental change in DOE's approach to 
counterintelligence. Director Freeh, along with DCI Tenet, would play a critical role in 
bringing about this reform, in selecting Ed Curran to be the first director of DOE’s Office 
of Counterintelligence, in securing Secretary Pena’s support for counterintelligence 
reform, in obtaining guidance from the National Counterintelligence Policy Board, and in 
working with the NSC to draft and implement PDD-61. 
U) | 
Oia two respects, however, the Fall of 1997 represented substantial missed 
opportunities for FBI-HQ to address significant issues in the Wen Ho Lee investigation. 


70 For example, given the critical importance of this matter, and given the fact 
that this represented a fundamental change in the FBI’s position as to Wen Ho Lee’s 
access status, NSD should have followed up Director Freeh’s verbal statement with a 
written one. It can be argued, however, that when the Director of the FBI makes a point 
of this significance, and makes it this explicitly, to a Deputy Secretary of Energy, no 
writing should be necessary. By September 18, 1997, however, the FBI understood that 
a writing might be necessary and a draft of a memorandum from AD Lewis to Trulock ~- 
reiterating the FBI’s change én position — wag, in fact, prepared and circulated within the 
FBI. (FBI20914, AQI 5531) What prompted the creation of the letter is unclear but it 
may have been related to a question which Director Freeh asked his staff that same day as 
to whether DOE had acted yet to restrict Lee’s access. (FBI 1117) The Director was 
subsequently advised by AD Lewis that “no specific preemptive plan (had been] 
implemented.” (1d.) Nevertheless, the letter to Trulock was never sent out. (FBI 
12507) AD Lewis did tell Director Freeh, however, that NSD would remind DOE of © 
Director Frech’s statement and that the point would also be reiterated in “Talking Points” 
for an October. 15, 1997 meeting among the Director, DCI Tenet and Secretary Pena. 
(FBI 1117) Both these pledges were fulfilled. (FBI 1125, 20942) 


von ri 


» >< 


u 
2. {87NF) The September 1997 CIA renort 


l unit was handed, and then fumbled, an extraordinary opportunity to { |} 
discover the fact that DOE's Administrative Inquiry fundamentally mischaracterized the 
predicate for the investigation. 


(Spent 


(FBI 526) 


On September 11, 1997, the CIA faxed to the FBI, for passage to 
UC report on the PRC’s nuclear weapons program. The report had been 
requested by the National Security Advisor in order to obtain an independent assessment 
of Trulock’s briefings to senior policy makers. 


(FBI 12363,12360, 12361) See Chapter 6. 


UA 
: hr This could have and should have caused the FBI to reexamine the 
predicate for the entire Wen Ho Lee investigation. That the CIA disagreed with DOE did 
not necessarily prove that DOE was wrong. It did, however, clearly indicate a . 


fundamental disagreement within the intelligence community on a matter central to an 
ongoing and critical espionage investigation. 

U understood that there was a disagreement, even if he did not 
understand the precise contours of it.* On August 29, 1997, he and d 
gone out to the CIA fora meeiing with the CIA analysts and Notra Trulock to go over 
their “difference in points of view." 199) “The meeti 


it up with a letter 


— 5 eer ae 
1a Uy UB the AGRT that he “always felt that it was never within 


his competence” to evaluate the substance of the disagreement between the CIA and 


Trulock. He understood it to have something to do with “indigenous development.” 


BR 229199) 


o m er! 


F ‘eh om onm aasar: . , 


(FBI 12388, EAT 384) UC described 
9/99) and an FBI memorandum, written the 
referred to its "atmospherics." (FBI 12432) UC &/ 


knew, as he told the AGRT, that it had “become clear that there was a solid good 


wa disagreement am 2°; He, therefore 
should have recognized what flowed from that understanding: { as 
a Š 7 might be the premise of the Wen Ho Lee investigation tha 

in that very exclusive group of individuals who were 


SSD) ry 
actual recipients of both the AI and the CIA assessment. He was also the unit chief of 
the FBI unit charged with supervising the investigation initiated pursuant to that Al. 


Wen Ho Lee investigation, 


Given the fact that these two documents were cl ‘ 
| „i 


reevaluation of the predicate for the Wen Ho Lee investigation. 


Bry Had he done so, and had the FBI as a consequence begun interviewing 
KSAG participants, the FBI would have discovered in 1997 what it ultimately 
discovered in 1999: the AI misrepresented the findings of KSAG. Instead, the CIA’s 
report had no impact within the FBI. It was like it never happened. 


vu 
3. (> The December 1997 teletype - 
. y) NSD contributed materially to the sluggish pace of dij aaay 
; ay deren esas i ily ce ae a a a E 


FISA application was rejected. See Chapter 4. 


ae Oa That FBI-AQ should not have needed NSD to give it an investigative plan, - 
that FBI-AQ should not have put its investigation on hold while waiting for such a plan, 
is beside the point. FBI-AQ was told by SS "sit tight" and a “new plan of 
attack" would be coming by “Monday” [Au 7}. (AQI 5326) “Monday” . 
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stretched into days, then weeks, and then months, with NSD continuously sending 
reassuring messages to FBI-AQ that issuance of the plan was imminent. See SSA 
seven messages to SAGER ccounted in Chapter 4, Section 1(4)(e)(iv). 


g5 


bl gf We do not question that the ff section had other substantial matters on its & f 
LIC} mind. vc o example, told the AGRT that, during this period of time, SC 


Dillard was “up to his eyeballs" in matters related to the campaign financing 
investigation MN 12/29/99) That still cannot justify the four month delay in the 


issuance of the teletype, particularly where: (1) many of the items in the teletype were 
discussed with FBI-AQ as early as August 11, 1997 (AQI 5331); (2) the Director of the 
FBI was told on August 14,1997. that a “more aggressive" approach was forthcoming 

.(FBI 13331); (3) the key elements of the plan were outlined to AD Lewis by September 
12, 1997 (FBI 13023); (4) the Director continued to. inquire as to the status of the case”? 
(FBI 11631); and (5) a draft of the investigative plan was on SC Dillard’s desk on or 
about September 24, 1997. (FBI 1105) 


K$ The AGRT recognizes that some delay in the issuance of the investigative plan 
may have been unavoidable, For example, on October 6, 1997, SC Dillard sent the 
investigative plan back to o that SSA BB- insert 
into it. (FBI 1105, 12013) But, by October 15, 1997, the plan was back "on his [SC 
Dillard’s] desk again." (AQI 5524) 


Qe should not have taken yet another two months to work its way out of NSD. 

Given the languid pace at which FBI-AQ had handled this investigation since June 1996, 
another substantial and unnecessary delay, this time gratis FBI-HQ, was not precisely 

_ what the case required. : l : 
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oh On September 18, 1997, Director Freeh asked SS. a 
supervisor in U it, about the status of the “Kindred Spirit” case. According 
to a memorandum te at the time: “The Director and [AD] Lewis brought 
up the Kindred Spirit case and asked me if there were any now developments. I said that 
there was nothing new.” (FBI 11631) Of course, one of the reasons there was “nothing 


new” is because NSD’s teletype had not yet gone out. 
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C. (U) FBI-AQ 
(u) | 
OIPR’s rejection of the FBI's FISA application had an acutely demoralizing 
affect on FBI-AQ. 


7 | 
{8J For more than a year, FBI-AQ’s investigation had been designed to achieve 
ç ney the goal of obtaining FISA coverage. 6/22/99; /12/99) Indeed, the day 
bt before S learned that the FISA application had been rejected, he and a,technically 
trained agent had been out to LANL to work out the final logistics for tapping Wen Ho 
LIC] Lee’s office telephone. (AQI 1452) Even linguists had been requested and approved to 
translate the FISA "take." (AQI 5364, 1277, 5346) On August 12, 1997, however, SA 
‘ound out there would be no FISA “take,” at least not “at this time." (AQI 5551) 
left a voice message with SAGEM as follows: “FISA application is not 


going forward for the moment." (AQI 5325) 


W It is clear from the record that FBI-AQ was completely unprepared for this- 
- rejectio disagreed with it 9/12/99), and had no fall-back plan. Despite SSA 
warning to S in July 1997, that getting the FISA approved might 
“possibly” not be a “lead pipe cinch" (AQI 5341), the notion that OIPR might actually — 
reject the ap lication was not seriously considered. SSA eaction was one of 
"surprise." 6/22/99) ASAC Dick found the rejection "frustrating." (Dick 
was "shocked." 9/12/99) 


momentum it had. After the FISA was rejected, S. id, the “Kindred Spirit" case 
“did not have [the] same priority. 112/99) It “knocked the wind out." jd.) The 


case agent continued to send out security letters and receive: the mail 


cover was ren a few records checks were condu leads were 
followed, an c FCI agent who replaced the Santa Fe 
RA, was given “application to read. (AQI 5149, $147, 1479, 5319, 5318, 5317, 


5214, 5514) cota though, the investigation was adrift, simply waiting for the 


teletype and SS "Plan B." (AQI 05326) 


took over supervision of the case 


SA In late September 1997, SS 
t of the FISA rejection, an alternative 


from SSAgMBgand told sA, 
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W After the rejection was conveyed to FBI-AQ, the investigation lost what little - 


... qma +> o eee we ee Ce 


os 
bb 


bic 


eet 
bb 
WIC 
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investigative plan had to be developed and a teletype sent to FBI-HQ detailing the 


investigative steps that FBI-AQ intended to take. 
however, was never sent.”” 


a. Such a teletype, 


Pa There was one very productive step which FBI-AQ could have taken on its 
own, and which would have directly addressed a principal concern expressed by OIPR in 


its rejection of the FISA application: the opening rT 

FBI-AQ was told repeatedly that the FBI’s | 
failure to investigate was one of the grounds for the rejection of 
the FISA application.” In August 1997, FBI-AQ could have opened preliminary 


preliminary inquirie 


mod, teletype containing an “altemative investigative plan” was eventually 
sent, of course, but it was from FBI-HQ to FBI-AQ, not the other way around. 


Nevertheless, SSA 


ewed the teletype as simply reflecting FBI-AQ’s own 


proposals. In an = a sent to SAC Weber and ASAC Dick on December 19, 1997, 


. he advised that SS 
investigative proposals 


had called to say that SC Dillard had approved “various 
t we had submitted to FBIHQ three months ago.” (AQI 5502) 


d SS n August 11, 


The AGRT has seen no evidence of any such submission of sa iyan to 


FBI-HQ. There was a telephone call between S 


There is also an October 21, 1997 handwritten note by S. 
which certain investigative options are 

cial records; (2) set a lead for the LEGAT covering Beijing 
conceming the PRC intern that Wen Ho Lee had supervised; (3) interview Wen Ho Lee © 
- and (4) prepare for a confrontational interview of 


with S 
acquiring more 
conceming the activities of the i 
Wen Ho Lee. (AQI 5527) 
approval” for these proposals. It 


are incorporated into the December 1997 teletype. (FBI 11855) ; 
T (BF Sec, Sgu SAGER c orandum to SAC Weber; ASAC Di 


ith a routing slip Au 
th 


own if he ever did. None of these 


written note conceming a telephone call with SS 


reflecting a meeting 
escribed, including: (1) 


1997 in which the two agents discussed various investigative E (AQI 5331) 


to 


ruggetios 
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bl inquiries CPs eE E conducted the limited 
investigations permitted under a PI and, if warranted, closed them. If a subsequent 


request for FISA coverage was ever going to be made by FBI-AQ, and one ultimately 
was, OIPR’s concerns needed to be addressed - even if FBI-AQ disagreed with OIPR's 
reasoning. These concems were not addressed in 1997. Indeed, they were not even 
addressed in 1998 when FBI-AQ ignored a "mandatory" instruction from FBI-HQ to 
open the PI's.” (AQI 01560, 5500) 


AS In carly December 1997, the investigation sputtered back to life. For the 


ret 
lob 


revious three months, it had been adrift and directions Si 
Tis rari 1854) would change that. It would give the investigation of Wen 
Ho Lee both purpose and mission. The iM cc begun. by 


“es 2 
‘o Îmmaadees. oaan toes o 6 
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bl REE Might have to investigated (To show why | 
cy are not suspects.)” (AQI 5326) 
at m (SY That instruction was contained in the December 19, 1997 teletype. 
f SSA told S to open the PI's, (AQI 5503) S did not do so. 


Instead, he put it on the “bac burner." E1299) 


(U) THE FB ST 3 E 
DECEMBER 1997 TO AUGUST 1998 
(U) Questions Presented: 
Question One: why did FBI-AQ largely ignore the December 19, 1997 
teletype? i l 


Question Two: {8f wes -ci at this point in the 


@ 


FO) 
bb | investigation? 
LIC Question Three: (9f Was it appropriate for FBI-AQ to focus exclusively on the 
Question Four: (2f Was the i <u planned and well — 
executed? | | 
Question Five: $8) Was che p success? 
' -A (U) Introduction 
j l 
P ye On or about December 19, 1997, FBI-AQ received a "special" teletype from 
, 12/15/99) It was the long-awaited investigative plan that NSD had 


bt FBI-HQ! 


eg 


JË promised by mid-August. The teletype represented a solid and substantial effort to 
_...* address the deficiencies and gaps in this investigation, Although it suffered from the 
FBI's continuing unwillingness to take actions that might conceivably alert Wen Ho Lee, 
it recognized that some risks would have to be taken and it represented a potential break- 
through in this investigation. The story of this chapter should have been FBI-AQ’s 
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determined and aggressive cfforts to pursue the investigative strategy laid out in (l 
teletype. Instead, FBI-AQ essentially ignored the teletype except for one iem MD b} 
that FBI-AQ was already committed to execute. 


S From December 1997 to August 1998, FBI-AQ proceeded to focus virtually 
all of its energy and effort on ann FBI-AQ’s decision to undertake 
was reasonable. Its handling of the matter thereafter, however, 


_ the 
was far from reasonable. First, FBI-AQ should not have focused on the 


o the exclusion of the remainder of the FBI-HQ’s December 19, 1997 teletype. 
econd, FBI-AQ should have actually planned th tead of what it 
did do, i.¢,, plan a basic "scenario" or “premise, and then 
leave almost everything else to chance. . 


The failure to consider the most obvious contingencies associated with this 
must be characterized as reckless. Until the events of 1999, the 
represented the single most substantial initiative by FBI-AQ in the 


life of the Wen Ho Lee investigation, and it was essentially unscripted. The execution of 
Che I «2s also fundamentally flawed, although this was the 
product of its poor planning, rather th 

email pin i, ein 

FAL fortuitous event, can be described as a "partial success. 


incipally as a consequence of a 
ee In an 
bé investigation that never experienced an embarrassment of riches, a “partial success" was 
lb7¢ about as good as it was going to get. And, for its purposes ~ to gain sufficient 
justification for the submission of another FISA application ~ it was enough. 


a 


U 
B. Se The December 1997 tele 


Oy The December 1997 teletype containing NSD’s investigative plan had just 
four mandatory item and eleven options.”“ In general, according to UC he 
teletype was written in the “hortatory subjective." ae 229/99) 


oe The four mandatory items were as follows: 


© „SAAND Open Pl’s 


FBI-AQ was specifi 


FO 


a 


told that "DOJ/OIPR asked if the FBI could create = h i 


i R: former LANL employee that ni SA DWE bb bIC 


pps, (w 
= | GERRY -i interviewed in February 1996 and who had information 
a O 


YU) 
( 8) Review all information in FBI-AQ’s files looking for additional leads. 


573] A Interview cientist that Wen Ho Lee and 
Sylvia Lee had contact with during their 1988 trip to PRC. It was suggested L] 


that this scientist have significant knowledge about a PRC student, 
also from the who had intemed for Wen Ho Lee in 
1997, — - 


: 5 net 
i may To avoid confusion, SSA made this point not only in the teletype 
2 but by telephone. See SA notes of a December 29, 1997 conversation with SSA 
bC 12/19/97: there are some leads that contain words like 


his teletype da 
suggest or consider{]. These leads are optional. Or some leads conan the word 


: must]. These leads are mandatory.” (AQI 5500) 


bl 


» De A, 


SBI The cleven discretionary items were as follows: 
(u) 

° S87 Consider interviews of other U.S. scientists with whom the Lees had 
contact during their two trips to the PRC. 
(u) : 

e (85 Consider requesting i ° interview individuals and 
sources who might be able to provide useful information about the PRC 


student intern. 


e 3) Consider an interview oR: PRC student intern. 


u) 

° a Consider interviews of every supervisor that Wen Ho Lee and Sylvia 
Lee had at LANL, especially during th eriod of suspected 
compromise. 

u) 


e {Í Consider interviews of co-workers of the Lees. 


) l f 
§8) Consider interviews of "selected and likely" individuals identified 
through the mail cover and telephone toll records. 


w Consider an interview of an individual who previously reported 
observing a strange satellite dish set up at the Lees’ residence. 


u) 
rs Consider both a trash cover of the Lees’ residence and a trash cover of 
Wen Ho Lee’s office. 


(w 
gÍ Consider discreet physical surveillance of the Lees. 


) 
Consider interviewing any individuals who eee provided. 
wees derogatory information about the subjects. 


. g Consider iar. 


(AQI 4819) 


~ -~ 


- m. 
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~ ever brought the issue up with him again. S. says 
_ had not opened the PI’s and did not “ding him for it." ({d.) As to 


Oh FBI-AQ treated the teletype as if it had never been sent - and was insulted 
that it had been sent. SAGs the AGRT that SS told him that SAC 
Weber had found the teletype to be “condescending,” and SA took that to mean that 
the SAC’s position was “we didn’t need Headquarters to tell us how to run this case.“ 
9/12/99) SA stated that, "When I heard that comment, I consciously or 
unconsciously felt that Weber didn’t think [the] teletype was important."”” (Id.) 


(u) 

{8Y As to the mandatory items, all four of them were disregarded. The PI’s, in 
fact, were not opened until March 12, 1999 (FBI 1646), and that was only done after FBI- 
AQ was given explicit instructions from AD Gallagher to open them by close of business 


that day. See Chapter 4. 


s The failure to open the PI’s was consequential. FBI-AQ was told explicitly in 
the December 1997 teletype that this mandatory item was being driven by DOJ/OIPR - 
the office that would have to approve a new FISA submission.”* The failure to open and 
close these PI’s undermined the FISA submission that FBI-AQ would, in fact, make in 


November 1998. S was ordered to open the PI’s by his immediate supervisor, 
ithin a day or two of FBI-AQ’s 


SS d that order was given to S 
receipt of the teletype. (AQI 5503) S told the AGRT that he “got busy" with the 
d “put it on the back burner." | Og 12/99) _ bl 


Significantly, according to S 


met him in San Francisco in February 1998 at the lanning session “and he b) 


, m) SAC Weber told the AGRT that he has nio recollection of the teletype. 
l has a note, dated December 22, 1997, which states 


- that SSA 
teletype. 03) 


(Weber 10/28/99 However, SAG De 
has told him that SSA talked to SAC Weber aboutthe 


Fat 
b6 


LIC 


pe 


never ask{ed} me about it.” (Id.) SSA concedes that “I probably realized they 


weren't doing those things,” referring to the PI's and other items in the teletype. 


7/28/99) But, he added in a later interview, "I was a program manager, not 


a Squad supervisor.” am 5/99) i 
NOE 


who had provided useful information in the pas 
by FBI-AQ. As to this item, however, FBI-AQ did not even get her address until 


September 11, 19987” (AQI 5423) and, even then, it took no immediate action to 


interview her. As to the instruction to interview the 
this was simply not done.” Finally, there is no indication that a thorough and 


comprehensive review of all of FBI-AQ's files was conducted or, if conducted, that it 
generated any leads. — 


The PI’s were only one of the mandatory items that was onore ARN 
was to be interviewed P557C 


cientist, h} 


G) 

A As to the discretionary items, there was a similar lack of compliance. 
Discretion does, of course, contemplate that some: items will be pursued and others not 
pursued. It does not contemplate that the teletype would be essentially ignored, and that 


is what happened: 
(1) (EAs to the interviews of other United States scientists named in the Lees’ 


trip reports, it was neither done nor, as far as the AGRT can tell, even considered. This 


was potentially a very productive lead. After all, the compromise allegation was focused 


m ay efforts to fin unimpressive and unproductive. He 
pert ae a a Ges, cga AQ 5349) That was.a mistake. LIC 
give tho FBI an address foi beige 


Although LANL CI personnel did eventually 
sire kin a yete ches tt ermatged to ACAS ta eft y find her. Praes 

Sa FBI's own efforts to findi ere no better. been looking 

and on, and witli no parti To AEA oe en SS. first told — 


to consider interviewing her. (AQ 5377; see also AQI 5342) By May 71997, 
knew that and, yet, he still relied upon LANL’s CCIO 
Š get her bn QI 53 l l 


Vii scientist, in fact, would not be interviewed by the FBI until July 1999. 


EER 
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bb 
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a late 


ONO arenas gaike - 


Sa- the Lees had made two trips to the PRC during that period of time. bj 


Nevertheless, the lead was not pursucd. SA attempted to justify (his failure by 
stating that the scientists had already been debriefed by LANL Cl officers, “with no 
unusual activity noted."””? (AQI 1990) We presume that S as referring to the 
usual debrief of scientists occurring after each foreign trip. If so, this response is far less 
than persuasive. What SSA D vas proposing was that FBI-AQ conduct interviews 
targeted to ascertain specific information that would bear on whether the Lees had i 
committed espionage during those trips. That "no unusual activity" was noted during 
these debriefs is as irrelevant as the fact that "no unusual activity" was referenced in Wen 


Ho Lee’s own post-travel trip reports. 


(2) Æ As to the interview Be seins the PRC student intern, FBI-AQ did 
request tha be interviewed = t request was made on March 23, 1999, 


some 15 mon it was proposed by FBI-HQ. (AQI 6124) a 
interviews took place immediately thereafter," but far too late for it to be of any use in a 
FISA application. As to the other items seeking more information about these 
also were not pursued prior to 1999." 


(u) 
(3) {S7 As to the interviews of former supervisors and co-workers of Wen Ho Lee, 
this request was also ignored. The FBI did talk, and continued to talk, to certain current 
supervisors, and that was both necessary and productive. This request, however, was 


«u 
m b) As recounted in Chapter 4, S. instructed by SAC Kitchen to 
draft an EC to FBI-HQ explaining its compliance with the December 1997 teletype. This 


placed S in the uncomfortable position of defending the work that Zo | 
~ whom she rep as case agent, had done on the case.. beg 


“780 yO interviewed on March 24, 1999 and March 26, 1999. (FB 


™ (9f FBI-AQ did acquire information abou back in April 1997 
(AQI 1268, 1225), and did seek additional information from on 
April 30, 1997. (AQI 1264, 4542) Th mplied with FBI-AQ’s 


request on May 12, 1997. (AQI 1283) FBI-HQ obviously recognized the need for 
further investigation and this is the suggestion that was not pursued. 


by 


LI 


re eee eee «bee cement me 


L 
bt 
bIC 


at ; 
$ the memorandum. to SSA with the statement that FBI-AQ “found this document 
u| i be very insightful.” (FB bviously did as well. He called SA 
and told him: “This is exactly what we need.” (AQI 5475) There were “good leads: 
j cre” that needed “follow up!” (FBI 1213) That included interviewing the LANL 
| personnel mentioned in the memorandum. (AQI 5475) And yet, those interviews did 
not occur — even though certain of the interviewees were already aware of the FBI's 
investigative interest in the Lees. 
TO 
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intended to gather specific information which might be particularly germane to the 
AR 1-00 to 


allegation upon which the entire investigation was predicated. S 
justify FBI-AQ’s non-compliance with this request by asserting that "[ffollowing 
discussions with LANL Counterintelligence Officers and Supervisors who are assisting 

in this matter, it was determined that following through with this recommendation would 
alert individuals to the interest in subject and potentially damage all the discretion which 


has been utilized to date." (AQI 1992) 


Cu) A 
was attempting to reconstruct events in which 


ABY We recognize that S 
she was not personally involved but this explanation is quite troubling. As painfully 
cautious as the December 1997 teletype was in its aversion to taking risk, it recognized 


that some risk would have to be taken. Indeed, that is the premise of the teletype. For 
FBI-AQ, as a blanket matter, simply to dismiss such an important pursuit is completely at 
odds with the purpose and aim of the teletype.™ 


) | l 
(4) as to the interviews of selected individuals identified through telephone 
toll records and the mail cover, this item was also not pursued. Since the mail cover was 


a ia It was particularly inappropriate for FBI-AQ categorically to dismiss 
the notion of interviewing former supervisors and co-workers in light of FBI-AQ’s 


cot 
bb 
Lic 


initiated, leads were periodically sent out to gather information concerning the identity of 
particular return addressees. But that is as far as it went 


(5) {87 As to the trash cover and physical surveillance, neither of these option 
were pursued. SA did cite the incidental surveillance associated with ‘in | LI 
ut that was hardly what FBI-HQ had in mind. As to the suggesti 
residential trash cover, S said that "Albuquerque Division has determined that a 


residential trash cover is not a practical option." (AQI 1992) The AGRT, however, has 
not seen any documentation that the =, SA of such a trash cover was evër seriously 


evaluated. As to an office trash cover, SA said in her November 19, 1998 EC 
that, as of three days earlier, a feasibility study was underway. Unfortunately, a year’s 
worth of Wen Ho Lee’s office trash was already long gone. 


ve There is only one significant item in the December 1997 teletype that was 
seriously pursued,” but it was pot in response to the teletype. FBI-AQ obviously 
pursued iA it had decided on the operation before it received bJ 
the teletype.’ 


i m ae A second item was pursued but we would not describe it as significant. 


FBI-AQ did pursue an interview with an individual who had spotted a strange looking 
satellite dish on Wen Ho Lee’s property. But FBI-AQ needed no encouragement from 
FBI-HQ on this issue; indeed, it was the reverse. As far back as March 1995, FBI-AQ 
had tried unsuccessfully to interest FBI-HQ in the possibility that Wen Ho Lee had 

“engagedi (AQI 2923) Ultimately, this b| 
emerged as the “burping” telephone issue, a suggestion by an individual that Lee might 
be communicating on a routine basis with a satellite and that the communication was 
causing interference on the individual’s cordless telephone. When a LANL asset 
purported to identify a cant pattern in the “burps,” this became a near . . 
ion for S An FBI physicist and section chief, Carl Young, has 


iC determined that there was no merit to thé assét’s claim of a pattem linking the “burps” te— -— - 


satellite orbits. What appeared to be a pattem was, in fact, an artifact of completely 
circular reasoning. (Young 1/12/00) B 


™ ar Indeed, FBI-AQ's EC requesting approval of = i :- bI 
dated two days before the December 19, 1997 teletype (FBI 220), altnough it is not 


D i 


TOP, 


gM The December 1997 teletype was by no means perfect. It did not touch on 
many of the issues that ought to have been investigated, as further described in this report. 


But it represented a genuine plan to advance the investigation. That it was essential 
ignored by FBI-AQ is unfortunate. FBI-AQ blamed this on its planning of he AA L 
t Given the nature of that planning, as described below, that is a | 


particularly dubious excuse. 


Cu) 
C. (S¥ Wen Ho Lee’s March 1998 trip to Taiwan 
n @ 
ie pie S 
1998 as a direct consequence of the FBI being so restrictive in whom it made aware of 
the investigation that it essentially blind-folded itself. 
(x) | 
XSF On March 15, 1998, Wen Ho Lee - the principal subject of a lengthy FBI 
espionage investigation — left the country without either DOE counterintelligence 
personnel or FBI counterintelligence personnel even knowing about it. Remarkably, Wen 
Ho Lee, as required, sought and obtained DOE pre-approval for the trip and, yet, this still 
did not cause notice to be made to counterintelligence personnel. (FBI 1275, AQI 5488, 
5492, 1664) 


 (& 
® This was, in the first instance, a communications failure between LANL X 

i, Division personnel and LANL counterintelligence personnel. But it was one caused by ` 
' the ground rules which the FBI had itself set. See Chapter 18. It did lead to some 
recriminations within DOE.™ Ultimately, however, it was the FBI that was responsible 


claim that FBI-AQ did not interview former supervisors out of 


"Eo RP erede theese « 


ee, | signed by SSA MMM until December 19%. (FBI 1161) 


IS Wf Sees ABR Ec: Du to Albuquerque Division's pursuit and_ Seales 
subsequent approval by FBIHQ a == of FBIHQ'’s b) 
suggestions were held in abeyance ....” ; 


l x | 
| DOE bO bIC = Leer an e-mail to counterintelligence personnel in New Mexico: 
: ` “Am somewhat surp and for that matter embarrassed that this office, OCI and local 


FBI were not informed of travel prior to its exccution. As this case is a priority concem, 


b\ 


DoE 
bb, bIC | 


21 


BL 
r 5 Ie ve i) The other two options were “Revisit FISA” a 


aa r 


for this incredible failure to create a mechanism that guaranteed that the subject of a 
critical espionage investigation could not fly off to a foreign country without the FB! even 


being notified. 


u . 
Ue It is impossible at this point to say what the true consequences were of this 
failure. We can, however, state the following: First, on March 2, 1998 - the same day 
he notified LANL of his intention to travel to Taiwan - Wen Ho Lee contacted the LANL 
computer help desk to ascertain how he could access the LANL system from oyerseas. 
(FBI 1986) Second, while in Taiwan, Wen Ho Lee logged into LANL’s open computer 
system and accessed certain files that he had placed there. (Detention Hearing 12/27/99 


at Tr. 121-123) 


- (U) The FBI, in its zeal to avoid any conceivable alerting conduct, held this 
investigation so close to its vest that not only could information not get out, it couldn’t get 


in. 


D. 4f The a 


L (U) A brief chronolo 


48$ The first reference to running against Wen Ho Lee is 
on August 19, 1997, in a note made by SC concerning a meeting wi 
The note lists 


“consid as one of three options for further investigation.”” (FBI 6424) The 


assumed you had established close and continued contact with SUBJECT’s supervisor. 


+++ to Taiwan obviously could have significance in this case.” (DOE 55) LANL 
ae: te back that LANL’s counterintelligence office didnot receive _ 
notice o 


¢ trip until Wen Ho Lee had already left the country. said that the 
reason they weren't notified was that the investigation was so closely held. “[Plerhaps 
our joint decision on who to involve in this case was too restrictive.” (DOE 2389) 


(FBI 6425) 
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issuc came up again the next day in a meeting with the Attomey General." Birth rights 
to the ee, belong to SC Dillard, who insisted that it be included 
as an option in the December 1997 teletype.” SINE 7/28/99) FBI-AQ knew as 


early as October 1997 tha was on its way. On October 15, 1997, 
SSA Go S at illard had „idea D to the teletype. (AQI 


5524) 


8) FBI-AQ’s immediate reaction to the possibility of the „was not 
positive. S and SSA talked about it and they saw no “logical opening" 
(AQI 5527) 


SB By carly December, FBI-AQ’s attitude towar 


2 (SARE) The issue came up on August 20, 1997 after the Attorney General and 
the Deputy Attomey General were briefed by Notra Trulock on PRC efforts to penetrate 
the national laboratories. AD John Lewis and SC Steve Dillard were both present at the 
briefing. ‘After Trulock left, there was a brief follow-up meeting with the FBI. 
According to the handwritten notes of Dan Seikaly, three “action” items were discussed. 
The first item was “Review FISA application,” which would ultimately lead to Scikaly’s 


review of the June. 1997 Wen Ho Lee/Syivia Lee FISA application. ‘The second item was _ 
“Considei The third item is “Reconvene after analysis,” an 
apparent reference to a CIA assessment that was then underway to provide an 


`- independent review for the NSC of Notra Frulock’s assertions about the PRC's nuclear 
weapons program. (DAG 1303) 


™ a —_ FBI 2 a note by ie GN reads, in part, as follows: 


“SWD wants t 


a OOOO 
WBIC (U) (AQI 1854) 


bi 


SS 


pot told SAC Weber that it was "an opportune time to make an | 
Lt approach to the subject.” (AQI 5513) SA described it as an “ideal opportunity” for 
(AQI 5510) Even SS who would later characterize 
bic as a "dumb idea" 7128/99), told SA 


vil December 12, 
1997 that he viewed it as a “good idea at this time.” (AQI 5514 


! By December 16, 1997, 33A SR 
and, as described in Chapter 4, L ) 


(AQI 5508; FBI 12002) 


Tho next day, SARE cats an EC to FBI-HQ seeking approval to run the 
| "It is believed by the Albuquerque Division and by many of the 


recipients of this communication tha presents an opportunity - 


for) l 


` (SPRF) FBI-AQ thought the {BME could be run almost immediately. On 
December 19, 1997, an FBI San Francisco Division isor called SS. to 


| 
| 

{ 

{ 

| ce 

| l ef That prediction would only turn out to be eight months off the mark. Del 

| began immediately. First, SSA gaoi FBI-AQ that it could not approve w Ly 
i 

| 


R 
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ef SSA: not the only one wha would Jater characterize the 
as “dumb.” s Ed Curran would also call it “dumb” atid describe it as “pie 
c sky” and “doomed to failure.” (Curran 8/31/99) It did not help any that FBI-AQ 

i froze out the two counterintelligence officers — one who was himself a current FBI agent 
| and the other who was a retired FBI agent — that Curran sent out to Santa Fe to monitor 


the operation. As described below, they had an excellent suggestion, which FBI-AQ’ 


ignored. 
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success." 


bic 


(Arty ssa ended the planning meeting, which took place in San 
Francisco on February 6, 1998. He went out there thinking it would be a “waste of time" 


but, afte he was “pleasantly surprised 2/15/99) 
He now viewed the a “modest plan that held some chance of 


6 meeting was also its most 


ter, it was still on SS list of things to do. (AQI 4964) 


mC hat could badly ave come as a surprise to FEL-AQ. After all, this was a 
major operation in an investigation that FBI-HQ had micro-managed from the beginning. 
-Just after sending out the EC to FBI-HQ seeking approval for the operation, SSA 

told 


to put it down “on paper” since FBI-HQ “will probably be 
It did, and FBI-AQ supplicd-the see ANa. 


forit” (AQIS 


seen aJ 
2, 1998, (AQI 1581) U! reaction to it was positive.. = a 
ho said: “I would say doit... we should be getting on with . .- planning pronto, : 


`- 188) - -- Se gee ed eens ele as 
ae See Chapter 4, Section H(4)(f). 


LI 
(FBI 238, 1306) 


_— e 


roS oh) As to that, SSAB sent a note to ie “So would I!” (FBI 


þé BIC 1290) 


as conveyed to NSD by FBI-AQ on January 2, 1998 
and represented its formal scenario proposal to FBI-HQ for its review and approval. That 


At erence 6 he meee enemas anette | 


sa en ee © er oe e 


fish my See also AQI 4978-4986, S notes of the San Francisco 

b6 conference. Listed under “GOALS” were two objectives critical to FISA: (1) “Show 

L7C they are agents of foreign power”; and (2) that they are “currently engaged in olandestine 
intelligence activity.” (AQI 4985) 
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¢ official scenario approved by FBI-HQ 


Bay 
on April 13, 1998, provided the following 


l LO Tt must first be said that none of the scenarios were £0 
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SMF Nevertheless, a carefully designed and well-planned I hel out al | 
| 


least the potential for success, and perhaps more. The problem here is that 
was so poorly planned as to be the equivalent of an impromptu 


periormance. Given what the FBI had invested in this case, and given the.importance of 
the underlying allegations, the lack of planning of, is nothing short of 
astonishing. As one FBI agent, who was actually involved in the execution of the 


said: “[It was] so poorly planned it was unbelievable." 9/7/99) . Here are 
Just some of the problems: l E: 


e 
VAJA 


(1) (9f Not a single one of the scenarios — which changed over time but never 
evolved or matured — was anything other than a starting point for serious plannin 


_ Instead, the scenarios were the serious p 


stews ses + 


ww ubh ERER atao 


| is f And so on. As S d, there was "no ‘what if" p + + + [there 
pb uT © was) no preparation for anything.” 9/7199) bI 
$80 


een discussed, see AQI 4873-4878, but there ts no indication of a thorough and 
comprehensive review of all the permutations which might arise. . 


equires the most meticulous planning.™ It is a 
“critical critical juncture [in a counterintelligence investigation] and if you don’t have 
every detail planned it is doomed to failure." (Curran 2/9/00) Here, it was not a question 
of every detail but, rather, a question of any detail. 


\,\ 


And so on. 
out in advance and answers carefully 


Each of these questions n 
planned. They were not. 


æ. . 


% _tolreqied lng and ering 
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was. ssibility that 
imply confess to having committed espionage, a 
the “pie in the sky t Ed Curran accused it of being. ( 8/31/99) 


(5) (Gant 


oe (BFP SS who found herself on chc ove of en R bI 
Wb in dti hacen ah it, see Chapter 4, was particularly critical of this “cold approa 
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consequential. 


Pc A 


FBI-AQ planning to do?" Who knows. It had no plan of action for this eventuality. 
Even if there was insufficient basis to arrest Wen Ho Lee, there were a variety of other 
actions that the FBI might have take 


\\ 


ent eee . 
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w 
But, without surveillance, how was FBI-AQ to 
ow if surveillance was necessary. . 


TOP 


BI 


$ a . 
pò speculative; it is, in fact, precisely what Wen Ho Lee did. a: FBI 1352) 
Ye | There is no indication that FBI-AQ even considered this possibility, or considered what it 


VAC | could do to gain access to whatever Lee might try to remove from LANL. ™" 


(u) , 
ABJ In short, FBI-AQ had “tunnel vision." 9/1199) First, they did 
virtually no planning. And then they expected "it would go exactly as planned.” (id.) 


4. KÍ Execution of the fi 


Of And yet. Despite everything, the 
9/12/99) There are three reasons for this: (1 


was a “partial success. 


emonstrated a lack of candor in his subsequent | 
DoE be oe 


— 


| a as AGRE H The AGRT has two se complete (AQI 
4662-4667, ‘AQI 6228-6233) and one incomp! AQI 4718-4719) One difference, 
obviously, is that the complete version is four pages longer, a matter which is discussed 


in Chapter 15. The other difference is that there are numerous minor variations in the 
first two pages in both versions. 


Except where indica c AGRT is quo m the complete version. 


(Oe 
oV“ gf um 
to make this note in his journal: 


that 
make it a near certainty that it would not achieve its objectives.” Nevertheless, there 


were six specific items of incriminating materi 
l P 
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3 Senter, 


EPENDI TTOTTE t ITE See. 


hi 


an Actually, Lee was questioned by DOE counterintelligence personnel, not _ 
the FBI. l 


593 


bl 


(u 
c. (SJ Wen Ho Lee’s failure to report 
SS First, it should be made very clear that Wen Ho Lee did fail to report 


n e ee ree 
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also concluded that Lee’s claim of an intention to repo 
He told S several days after his interview with Lee that he “does not 
elteve that WHL really intended to call [him] to report the incident.” (AQI 4793) 
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1998. (AQI 1883) 


AK Sot Mh ns od sees 


recorded his meeting with Lee in a memorandum dated August 24, DoE b6, 
b7C 


TO 


bl 


_ $B About ten minutes ater IP secting with Lee ended, Lee'came to his DoE bb, bt 
office and stated that he had remeni iti 


m e at a etal: 
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In the meeting with Wen Ho Lee demonstrated f DUE be 
ewes CD Ve Ho Lee demonstrated SS fea 
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ii. w Lack of candor 
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| » Equally significant were the numerous items Lee failed to report despite 
GEM cepeated requests for full and complete information: WE bb bIC 
| 


denen 


authorities. 


B Given what the FBI was looking for, i.e., “additional justification" for a FISA, 
and given what else the FBI already had.on Wen Ho Lee, the 
should have resulted in the submission of a FISA application and the issuance of an order. 


That clearly was the view of FBI-AQ. But it was clearly not the view o And, 
unfortunately, it would be Washington, not Albuquerque, that would control the next . 


3 . series of significant eveats. ‘ 
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CHAPTER FIFTEEN 


(U) THE FBI'S INVESTIGATION OF WEN HO LEE AND SYLVIA 
AUGUST 1998 TO DECEMBER 1998 


` 
LEE: 
ALK: 


uesti 


b\ Question One: LI What happened to che fi 


Question Two: (U) How was the decision made that DOE would interview, and 
Wackenhut would polygraph, Wen Ho Lee on December 23, 1998? 


Question Three: (U) Was that a bad decision? 
(U) PFIAB Question #10: Why DOE, rather than the FBI, conducted the 


first polygraph examination in this case when the case was an open FBI 
investigation. 


- A. (U) Introduction 


i Ø One significant event, and one significant non-event, occurred in the, Wen Ho 

; Lee investigation in the time period of August 20, 1998 to December 22, 1998. First, 

i there was the decision by DOE to interview and polygraph Wen Ho Lee on December 23, 
1998, and the FBI’s unfortunate acquiescence in that decision. Second, there was the 
non-event of the FBI's inability to o 
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1. (U) Introduction 
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JÆ It took eight months for 
to be completed. 


ther investigations might have 
risen above this delay, his was, as the previous fourteen chapters make clear, no 
ordinary investigation. The Wen Ho Lee investigation had little traction and virtually no 
momentum, and so, any delay, however insignificant, had a material and adverse impact. 
This particular delay was not insignificant; it essentially froze the investigation in place 
for four critical months. 


`. KS Could NSD have worked around the sen SÉR Could it have 
gone ahead and submitted a new request for a FISA order based on what it a had? 


Unequi y, yes. It had enough to work with even in the absence 


But it was unwilling to do so. And, yet, it was also unwilling to force 
immediate productio 


would it have led to a different perception on the part of NSD as to the significance of the 
Perhaps not. But, if nothing else, the matter would have been 
decided, and the investigation could have moved on. Instead, the investigation moved 
nowhere arid, by the time it did move on in late December, it was too late. DOE, having 
finally appreciated the implications of Director Freeh’s “take that right off the table" 


I 

Ly Had NSD received in late-August instead of mid-December, 
i 

statement of August 1997, was about to do just that. 
| 


2. KY How did itake cirt mont nS | 
5 
-É gf ontrovning of Angust 19198, — 
incredi . (AQI 4867) At 


what, for the Wen Ho Lee investigation, was an ly eventful 
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Wen Ho Lee had not been candid with 
\ DoE bb, bae 


FO) (SSA who had supervised Do f GR sence. agreed: b | 
bbe | Wen Ho Le (AQI 4861) 


VAC 
i £3 The following day, August 20, 1998, ssa: for a "detailed 
report” on the (AQI 1863) He also instruct 
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va yaC 28, 1998 i clailing |b] 
/ (FBI REE ugust s Fon also 
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{8 Director Frech was told within days of NSD's receipt of this material that 
“(ujpon receip will present the details to DOJ/OIPR and again 
ask for an electronic surveillance application to the Foreign Intelligence Surveillance 
Court." (FBI 13011) Secretary Richardson was told essentially the same thing. (DOE 
2384) 
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The tiote to Director Frech makes two points clear: (1) As of September 1, 
1998. intended to use th it di 
not intend to do this until it 


ee 


es | - £8) Nor was FBI-AQ doing anything about it either. There is no record of any 
effort by’ in either September or October to 
Yt i tol 1c AGRT that te had to "admit" he didn’t Sali 


had been “ however, were still not 


aaa 
were ready, and both FBI-AQ and NSD received them on or about December IT, 1998.™ 


problem wi 


2 (9 SAD note attributes the dciquency 
‘ (AQI 4773) While that may account for two weeks, it does not- account for what would 


eventually tum out to be eight months. 


© (FS In a timeline repar 


b] 


(AQI 6597) ; 
Another three weeks elapsed. | 


) 2 
| Zine B Again, thero is a discrepancy between | 
£m, notes, on the ono hand, | 


26 (95 See SA GRR note to the file, dated April 18, 1999: 
on 1/8/99 contained all of the addtl info ceded.” (AQI 4704) 


b) 


wie 
SS On or about April 21, 1999, SAS finatty received A bi 
there was yet another problem 


Not surprisingly given the peculiar history of this matter, 
or, actually, two problems. 


8/00) It had taken just over eight months to complete 


This unfortunate saga, as stated above, cannot be attributed entirely t 
certainly must bear the largest measure of responsibility. SSA 
and S also responsible. 


OO ssa SD afer all, was the one who insisted oo A 
before submitting a FISA application. He did precious little to pursue production of 
them. It is probable he brought the issue up with ASAC Lueckenhoff on October 31, 
1998 and he placed one call each to S n November 1998. (See FBI 
21825) Given that Director Freeh had to: on September I, 1998 that a 
FISA application would be submitted far more-should 


There are at least 16 different places in whi 
E different, including severat sentences that appear in one 


(Compare AQI 4662-4663 with AQI 4688-4689.) 


en eee ed 


t the cover 
t was being nitpicky. I insisted on that” BD 


and FD-302 be i t 
2/28/00) It was done. (AQI 6222) 
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AZ? she was the case agent between November 4, 1998 and 
March 9, 1999. Thus, it was her ultimate responsibility ae 
SS vi-a production was neither prompt nor complete, she 


a 


have been done. It was not as if it would have taken the personal intervention of the 
Director himself t 


matter that could have been resolved at a far lower level. For whatever reason, 
NSD could have made it so but 


first, of course, it would have had to be a critical priority for NSD, which it was not. 
st because 


He still had some involvement in the 
was the FBI-AQ agent r 


He had a 


issue fo its completion. 


- should have intervened. Someone certainly needed to. 


A ‘The failure to gua no tircely fashion hurt this 


investigation in three ways: . — 


LD First while adequate, was 
“just adequate. might have generated greater enthusiasm within _ 


NSD. 
S23 Second, 
0 ormation. 
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Third, in light of NSD’s unwillingness to go forward with a FISA application 
uaraniced no FISA coverage. 


Was that consequential? Given the fact 


1094), it may have been very consequential. 


{8f Ultimately, the failure ee a,timely 
fashion is another reflection of the lack of priority given this case by FBI-AQ and by 


NSD. Either entity could have completely and quickly. 
Neither entity did. 


tu) 
For more than two years, the Wen Ho Lee counterintelligence investigation 
had proceeded as if FBI-AQ had all the time in the world. Periodically, there would be 
complaints about the slow pace of investigation and there would be a brief flurry of 


activity (e.g., April and May 1997), but it would soon subside. In December 1998, that 


would all change, and it would all change permanently. 


BJ In part, this was a product o. years of frustration with FBI-AQ, 
which finally emerged in its briefing of incoming ASAC Lueckenhoff on October 31, 
with SA 


: qaf | 1998. This did lead to significant actions, including the replacement of S 


ub 


| 
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d the submission of a new request for FISA coverage. See Chapters 4 and 16. _ 


_(U) Far more significant, however, were events occurring outside the FBL . From 
1996-1998, DOE had stood on the sidelines of an investigation ina chronic state-of — 
arrhythmia. And, for those two years, DOE had deferred to the FBI. Now, however, 
thanks to the FBI, DOE had a head of counterintelligence who was himself an FBI 
veteran. Ed Curran had been hand-picked by the FBI to be the first head of DOE's new 
Office of Counterintelligence. In proposing his name to DOR, AD Lewis had described 
Curran as “a highly qualified candidate to design and manage a comprehensive 
Counterintelligence (CI) and Security Program at the Department of Energy (DOE)." 

(FBI 20956) Curran, said AD Lewis, “brings over 35 years of experience with the FBI, 
including extensive Foreign Counterintelligence (FCI) and management assignments." 
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prc SA Where's [the] conclusion?" (Curran 


(Id.) That experience was about to have a dramatic impact on the Wen Ho Lee 


investigation. 


Cu) 
ASY Curran, to say the least, was not happy about the status of the Wen Ho Lec 


investigation. Although he had not taken office at DOE until April 1, 1998 (FBI 7152), 
he had heard “rumblings” about it before he began.” However, it was not until after he 
went out to Albuquerque, as part of his initial review of the CI programs in the national 
laboratories, that he became “very concerned" about the Wen Ho Lee investigation. 
(Curran 8/31/99) “Ed was saying," according t an FBI agent‘on detail to 
Curran, “they[’ve] got to get this case moving." 15/00) Curran was asking SA 


Curran told the AGRT he had “absolutely no confidence" in and what 


a) 
he perceived as the FBI’s inability to bring the case “to an end." His view was that the 
was a failure, 


FBI was “not doing what it should be doing,” that th 
and that the "game [was] over." Yet what he was hearing from the FBI in the fall of 1998 
was that it intended to revisit the FISA issue again. He could not see how that could be 
productive because, in his view, Wen Ho Lee “was onto them" and had “all his antennae 


up" as a result of th (Curran 8/3 1/99 and 2/9/00) 


(U) Then there were four other factors: ` 


Uw 
G First, the new Secretary of Energy, Bill Richardson, had been sworn in on 

August 18, 1998, and promptly received a briefing paper from Curran on the Wen Ho Lee 
investigation. (DOE 2384) Secretary Richardson also got the Notra Trulock briefing in 
the DOE SCIF. He was “impatient with the case." (Richardson 3/7/00) As Curran told 
AD Gallagher at the time: Secretary Richardson was frustrated and felt the need for _ 
action. (Gallagher 10/28/99) He viewed Lee as a potential spy at Los Alamos. . - 
(Richardson 3/7/00) The Secretary’s view was that DOE was “sitting on a powder keg." 


Gd.) 


al An update on the case was given to SC Dillard on March 13, 1998 with a 
note indicating that it was drafted for Ed Curran. (FBI 13017) oa 
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Bf Second, during this time period, Curran became aware - for the first time - of 
Director Frech's “take that right off the table” statement from August 1997. See Chapters 


13 and 18." “I know what that means,” said Curran. "Now it's my responsibility.” 
(Curran 2/9/00) 


HS Third, the Cox Committee, according to Curran, was going “full blast" (Curran 
2/9/00) and one of the areas in which it was making inquiries was the “Kindred Spirit" 
investigation. (OIPR 917; FBI 11553) According to Secretary Richardson, , - 
Congressman Norman Dicks, the Ranking Democrat on the Cox Committee, had been to 
see him and told him “he needed to get a handle on this issue." (Richardson 3/7/00) On 
December 16, 1998, Curran, along with CIA and FBI witnesses, briefed the Cox 


Committee (FBI 11553, 02661; EAT 187), and he retumed to DOE and wrote a note to 
b\ Secretary Richardson and I need 
to discuss options with you conceming this case at your earliest oppo , especially 


after our testimony on the Hill with the Cox Committee yesterday." (DOE 2382) 


Finally, Curran became aware of the true nature of Wen Ho Lee’s access to 
coef | classified information. At a Cox Committee briefing, Curran heard the FBI (U . | 
bb and SC Middleton) describe Wen Ho Lee’s actual access. It was the first time, sai 
Curran, that “he heard in detail [the] facts of the case." (Curran 8/31/99) "Until [the] 

LTC | briefing," he "thought Wen Ho Lee [was] just working on old codes." He “found out at | 
the briefing that he had access to current codes [and the] vault." (Curran 2/9/00) Mr. | 
Curran’s reaction was, “Oh my God," particularly since he knew that there was no FISA 

-in place to monitor what Wen Ho Lee was doing. | 
- Qu | 
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possible. Wen Ho Lee was in Taiwan for most of the month: and was due to 

return on December 21, 1998. Curran recommended to Seoretary Richardson that “they n 


not allow [the] guy back in access," that he be interviewed, polygraphed, and removed 


| 


U 7 
B(S -It is unclear when Curran first learned of Director Freeh’s statement. It is 


probable that it was at a December 15, 1998 meeting with UC SS. and 
ers. U notes of this meeting, at FBI 21563, and * See | 


notes of this meeting, at DOE 3985) 
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from access. (Curran 2/9/00) Secretary Richardson's view was that Wen Ho Lec was 
dangerous to have around and he felt the need “to discipline this thing.” He “wanted to 
act" (Richardson 3/7/00) and, according to a note from AD Gallagher to Deputy Director 
Bryant, the Secretary wanted to act “as quickly as possible." (FBI 7721). 


) 
y Curran told the AGRT that he does not think the Cox Committee “influenced 


gs3 events." (Curran 2/9/00) It certainly influenced at least the timing of those events. On , 
bb December 18, 1998, U ote a note to the file concerning a meeting with D be 
wc Curran and SS The note referenced a plan for an bc 


/ administrative interview of Lee, followed by a polygraph of Lee, followed by a referral to 
. ” the FBI, presumably for a thorough and detailed interview. The note goes on to say: "[] 
. be Curran said before the Cox Committee Report comes out.[]!" (FBI 11948, 20325) That 
bb 57 same message was repeated in a note to Director Frech from AD Gallagher that same day: 
“On December 17, and 18, 1998, DOE counterintelligence advised they wanted to try and 
neutralize their employee’s access to classified information prior to the issuance of a final 
report by the Cox Committee.“"? (FBI 16574) On the copy of the note obtained from 
Director Freeh’s files, there is also a note in the margin: “DOE wanted to act on Lee prior 
to issuance of final Cox Rpt." (ld.) l 


Qa Curran’s view was that DOE’s interview of Wen Ho Lee was to serve one 
principal purpose: “to take him out of access." (Curran 2/9/00) It was to be a “pretext to 
take him out of access." (id.) The interview was not intended to be either detailed or _ 
comprehensive. Rather, it “was to be very shallow." d.) “This was never meant to be a 
substitute for [an] FBI interview." (id.) f 

: U . : . E x g p 
> FBI-AQ, however, was not ready: to do a subject interview of Wen Ho Lee. . 
Curran talked to SAC Kitchen! Wiio indicated tat FBI-AQ needed time to interview - 
: neighbors and co-workers before interviewing Wen Ho Lee. d.) Director Frech and 


CO) . 
‘The typewritten note actually reads “prior to the conolusion of the Cox 
” The underlined words are crossed out and the “report” 


Commitite 
language inserted in its place. 


) ; 
o (SF That FBI-AQ was still not ready to interview Wen Ho Lec after 
investigating him for most of five years, is a matter discussed in some detail in Chapter 4. 
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Deputy Dircctor Bryant were told the same thing.‘ Curran said they agreed on 30 days 
to complete the interview process. (Jd.) Curran said that the 30-day period was “never 
presented as a deadlinc to the FBI" but, rather, as a “coordinated 30-day period." (Id.) 


(30 Curran did not ask the FBI for permission to interview and polygraph Wen 
Ho Lee. The decision was "made by DOE" and Curran states he “just told them." 
(Curran 8/31/99) “(It was] Ed Curan’s call.” 2/15/00) It is also clear, however, 
that senior management within the FBI did not object. “No one raised any objections," 
according to SAC Kitchen. (Kitchen 9/10/99) He and Curran agreed that it "would be 
[a] logical way to go." (id.) SAC Kitchen’s principal concern about the FBI doing the 
interview and polygraph of Lee was that Lee might refuse the polygraph. SAC Kitchen 
said he met with his supervisors and “we agreed collectively that DOE had [the] best 
chance of getting him to take [a] polygraph."™ qd.) © 


GF Nor did NSD object to Curran’s plan. As AD Gallagher stated in a note to 
Director Freeh, dated December 18, 1998: “NSD advised DOE CI that it did not object to 
I 16574) SC Middleton told the AGRT: "We ‘think tanked’ it 


DOE’s intentions.“ 
and Curran." The FBI agreed to “go with [a] DOE interview." 


with the unit 


: a l 
{wv See AD Gallagher’s note to Deputy Director Bryant: “AQ needs' the two 
weeks to interview co-workers previously held in abeyance to protect the case.” (FBI 


7721) 


oe 


events of December 23, 1998. SAC Kitchen indicates that after the po 


place, Curran calféd hint and setd-they were moving him out {of X Division] and the FBI 


had 30 days to resolve the case. (Kitchen 9/10/99) 


&% (SF SS 
actually fad “heartbum” about DOE doing the polygraph rather than the FBI. She felt 


L7¢| that an FBI examiner would be more experienced for purposes of the interview, and 
ctually knew a Bureau polygrapher who had a PRC background and spoke Chinese. 


a 
> 10/99) Moreover, as discussed in Chapter 4, sho did not accept that Lee 
would necessarily be more willing to take a polygraph if it was DOE proposing it, rather 


than the FBI. DOE, after all, “could take his job.” (1d.) 


u - i , 
os It is not clear whether the 30-day period was established before he on the 
lygraph took — 


who. was.one of those supervisors, told the AGRT that she 
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While SC Middleton stated that he would rather have had the FBI make the initial contact 
with Wen Ho Lee, the problem was with approaching Lec. In his view, there was a better 
chance that Lee would agree to be interviewed by DOE than by the FBI. (Id.) 


(u) 
By Initially, the interview was set for December 29, 1998. (FBI 11947, 20325) 


Secretary Richardson was told by Curran on December 21* that "DOE 
Counterintelligence intends to conduct this interview before the end of this calendar 
year." (DOE 3570) That, apparently, was too long for DOE to wait. By the next day, the 
plan had been pushed up a week. (FBI 11944, 20324) Wen Ho Lee would be 
interviewed and polygraphed the day he retuned to work. ` 


C. (U) Discussion 


KÍ in the year 1998, Wen Ho Lee had three encounters with counterintelligence 
personnel, once on 18, 1998 (following his retum from his first trip to Taiwan), once 
on August 19, 1998 and once on December 23, 1998 
(after his return from his second trip to Taiwan.) (AQI 5471, FBI 1350, AQI 49-52) 
Although this was an FBI espionage investigation, all three interviews were conducted by 
DOE counterintelligence personnel. Even Wackenhut had access to Wen Ho Lee before 


the FBI. . 
(U) The interview and polygraph of Wen Ho Lee should have beeni done by the 
FBL Secretary Richardson’s frustration with the investigation, and Curran’s - 
determination to remove Wen Ho Lee from access, were, of course, understandable. The 


` investigation had dragged on for an unconscionably long period of time and had 
amazingly little to show for it. Nevertheless, when Curran broached his aaah 


interview and a Wackenhut polygraph, the FBI should have said no. 


U Thore are six reasons for this: 


ma eee mee m e mee certs cee meee 


oF Aare 
First, while Curran contemplated that the] FBI would, idi a subsequent in 
depth interview of Wen Ho Lee, it was just as likely - or more likely ~ that this interview 
would be the only interview of Wen Ho Lee, particularly if Wen Ho Lee flunked the 
polygraph, or refused the polygraph, elther of which would result in the initiation of DOB 


termination proceedings. (See DOE 3570) 
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(U) Second, this was an FB/ investigation, not a DOE investigation. As anemic 
as the investigation had been, the FBI still knew a great deal more about Wen Ho Lec and 


Sylvia Lee than did DOE countcrintelligence. It was true that a: been Doe bh, 


involved in the Lec investigation from the beginning, but that did not make him the most bT 
qualified person to question Wen Ho Lec. After all, his background was not as an 


investigator but as a computer expert. 9/13/99) As to the other LANL CCIO at poe bo, 
the interview an investigator, a retired FBI agent i in eer but b7< 
he had been at or less than ten days.®” . 


u) 
¢ f Third, the FBI was available, indeed it was available on site, to conduct the 
interview of Wen Ho Lee. During the interview and polygraph of Wen Ho Lee, SA 
and SABER were in an adjoining room, intending to question Lee 
ould he flunk the polygraph. 18/99) ` If the plan was to have the FBI 
question Lee after he flunked the polygraph, why not before? 


u) 
AE Fourth, the FBI’s perception that Wen Ho Lee would be more receptive to a 


DOE-initiated polygraph, rather than an FBI-initiated polygraph, just cannot withstand 
close semeny, for the following reasons: 


© J Lee had been exp to hear from the FBI for months. foe hb ' 
at the conclusion of cits. had specifically tol brc 
. that he would be notiiying the FBI for their follow-up. 
bl} o BARET Lee's pio experience with he Fl kai ot been waploasnt It is 
true that he had become enmeshed in the investigation back in 
tae 1982-1984, but he had also gotten himself ununeshec i, and he had done so in 
ie aga a alg ile l , aa 


poe 


9 (U) retired from the FBI on December 1, 1998 and began at LANL on | 16 
December 14, 1998. 9/13/99) He was first briefed on the oase December 16, |uc 


1998, one week before he interviewed Lee. (Id) 
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Ho Lee was well aware of this. In fact, at one point, he had been debricfed 
himself. Sec Chapter 3. 


(U) Lee might well take an FBI polygraph request as both more scrious and 
less consequential than a DOE request. It was more serious because it was 
the FBI, not his own office’s counterintelligence personnel, who were 
asking for his assistance. And he might have viewed it as less _ 
consequential for the reason cited by SSAQRR DOE could take his 
job; the FBI could not. K 


(U) In short, in the FBI vs. DOE calculus, there was at least as much, if not more, 
to suggest that Wen Ho Lee would be more receptive to an FBI polygraph than to suggest 


the reverse. 


o Fifth, regardless of the fact that SAC Kitchen had heard that the Wackenhut 
polygraphers were “pretty good" and that Curran “vouched for them" (Kitchen 9/10/99), 
there is something bordering on the absurd in having a private security firm take what is 
certainly one of the most - perhaps the most - critical step in an entire counterintelligence 
investigation. Even if the FBI had reason to believe it would get to do a follow-up 


interview of Wen Ho Lee, what possible reason did it have to believe it would get to do a 

follow-up polygraph of Wen Ho Lee? Indeed, Lee’s initial reaction in February 1999 to 
~ being asked to take a second polygraph e DA 

alle Thus, by letting DOE take e po e FBI was ceding 


to Wackenhut control over what might well tum out to be the one i a that 
would ever take place in this long-term espionage investigation. 


(U) Finally, there is the matter of timing, and DOB's determination that Wen Ho 


Lee be interviewed and polygraphed immediately upon his retum to LANL. Curran said 
to have had the FBI do the interview and polygraph of Lee. 


he would have been happy 
“Please do it" would have been his reaction. (Curran 2/9/00) “This was not you do it our 


way or no way." (Id.) And yet Curran was clearly unwilling to let Wen Ho Lee back 
into X Division. The two events, however, were not joined at the hip. It was only 


because Curran wanted to use the interview as a “protext" for moving Leo out of X 
Division that the two events were linked. The FBI could have insisted that they be 


unlinked and that Wen Ho Lee not be interviewed or polygraphed until the FBI was ready 
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to do it themselves. After all, the FBI was only looking for two wecks, according to 
what AD Gallagher told Deputy Director Bryant. (FBI 7721) The Christmas holidays, 
alone, could cat up most of that time, particularly since LANL was effectively shut down 
over the holidays. If more time was required, there were any number of non-alerting 
steps that could have been taken, such as a temporary special project or assignment, that 
could have kept Wen Ho Lee out of access for a brief period of time until the FBI was 


ready. 


` (U) Time was of the essence, but time had been of the essence for years. If itnow 
must take two additional weeks for the FBI to get ready to interview and polygraph Lee, 
so be it. Wen Ho Lee’s access could easily be restricted for two weeks, or even longer. 
It might not satisfy DOE’s goal of a resolution before the Cox Committee issued its 


report, but that, after all, was not the point of the exercise. 


(U) DOE’s determination to interview and polygraph Wen Ho Lee on December 
23, 1998, and the FBI’s acquiescence in that decision, was understandable on the part of 
DOE, and unfortunate on the part of the FBI. As would soon become clear, it was a 


mistake with consequences. 


~~ Bf ssa vica TE. a “bust” BNI 7/23/99), | -~ 
© and certainly it was not all that FBI-AQ and FBI-HQ had hoped it would be. But it most 
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CHAPTER SIXTEEN 
J THE FISA RECONSIDERATION BY OIPR: DECEMBER 1998 
(U) Questions Presented | 


Question One: f Did the OoOO AA the submission ofa | b\ 
FISA application and the issuance of a FISA order? ge 


Question Two: (J Did FBI-HQ personnel make a serious and substantial effort 


in December 1998 to advise OIPR of incriminating information arising out of the August 
1998 Pa to persuade OIPR to submit a new FISA application? 


A) ; 
Question Thre: $ Did OIPR handle this matter appropriately? 


j 
| 
| 


A. (U) Introduction | | n 
4 


al In Chapter 4, Section “H(4)(e)(vi),” above, the AGRT addressed NSD?’s 

failure promptly to pursue a FISA application in the fall of 1998 in light of the 

EE In this chapter, the AGRT addresses NSD's failure seriously to pursue 
application at any time after, What 


took place on December 22, 1998 was, in no respect, a serious run at FISA. It was | 
nothing more than an effort to “check the box” and to provide confirmation of a decision | 


the FBI had already made. = L. 


B: QS The significance of cA 
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Teer 1 
certainly was not a bust." For the reasons set forth in Chapter 14, the meas, 
| | RRR cocci avence the case fr 


FISA order, it should have resulted in a serious and substantial effort on the part of NSD 
to persuade OIPR that the FBI now had a sufficient basis for a FISA order, it should have 
caused the submission of a FISA application, and it should have resulted in a FISA order. 


KS OIPR's principal reason for rejecting the FISA application submitted, in June 
1997 was a lack of probable cause. Chapter 11. Whether the FBI agreed with that 
assessment, it was stuck with it. The 
have and should have overcome OIPR’s objections. 
19 specific items of incriminating material, see Chapter te and made the following 
contributions to the probable cause analysis: 


i 5: of As FBI-AQ ASAC Dick wrote in an e-mail to SAC Kitchen, S and $ kg 
others immediately after oi excouted: “Great Job! While it 32 
was not a home run we y got to second base.” (AQI 4861) 
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—--|-.sejected FBI-AQ's request for a FISA order 


- in a far more sinister 


u) l ae 
at This was certainly the view of FBI-AQ. When sa ioo: over the 
investigation from S her first order of business was to a request to FBI-HQ 
for submissión to OIPR of a FISA application. /1/199} She did so immediately 
and sent an EC to NSD on November 10, 1998 that ably and effectively set forth the case 


for a FISA order. (AQ 1964) 


Gf ss however, did not see = E FBI-AQ did. His 


reaction to S EC was immediate and negative, as shown by his handwritten 
comments on FBI-HQ's copy. (FBI 1381) Then, on December 10, 1998, he formally 

dorsed three 
days later. (Id.) spores | 


(FBI 1 which UCD aian 
not ee 
this matter to OIPR for its review. a 


a) —- -— 
evertheless, dei having rejected the FISA request on December 10, 1998, 
SSA ound himself in the office of OIPR attomey Dave Ryan on December raz 


1998 discussing that very possibility, How did this happen? 
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£8 On December 13, 1998, uca signed off on SSA ejection 
of the FISA request.” The next day, however, SC Chuck Middleton told him he wanted 
“final pleadings" made with OIPR for a FISA application. *° (FBI 11953) The next day, 
SC Middleton, UC ssa others from the FBI met with. DOE's Ed 
Curran and others from DOE. Curran was told that a "2% FISA request ... [was] coming 
up." (FBI 11950, 21564) 


ef von 


recognized that SSA 2 no enthusiasm for making such a 
request given his perception, as later communicated to the AGRT by SS 
himself, that he AT -: a “bust."*' But, said UC, "my pointto | b| 


u 
ony SSA was “upset” when he leamed of the rejection. He told SA 
= “This is B- S-, we give him svi what he wants and he does 
nothing.” (7199) 7 


(SATE) What led SC Middleton to take this action? It certainly was not 
enthusiasm for the results of the He viewed the results as 
“garbage” and “not successful” and “as alerting as could be.” (FBI 1493; Middleton 
8/3/99) He wasn’t “optimistic” that OIPR would approve a FISA application and, if — 
approved, that it would be “productive.” ({d.) And yet, here he was, ordering “final 
pleadings” with OIPR. Why? It is unclear, but the case had begun to attract the kind of 


scrutiny that might have led a section chief not to want to reject a FISA request without 
ac rap sirens laps ager an a ay 
‘and a 


actions” fa the “Kindred Spirit” case and was “upset.” (OIPR 917) 


i ey U own view is a little less clear, According to a Deceaiber 2, ~ 
1998 note sent to DOE's Curran by an FBI detailee to > “tiie 
view was that FBI-AQ's request for a FISA was “still short of probablo cause to 


the FISA court.” E 3988) And UC, immediate reactio = ere 
1 
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told the that t 


a E 


’ 
+: eo essef se 


A L o EEES 


- ~ cm : 


vb 
LIC 


oec Á 


was we're not the attomcys of record.” 2/29/99) OIPR was, and 
even though it was being donc out of a “surfeit of caution, it still necede done and 
“then we can check the box.""® (Id.) Thus, U "ordered" ss gi: go sec 
OIPR.'®? 


12/15/99) 


S87 That the FBI lacked confidence in its own claim on a FISA order was made 
abundantly clear in a note that AD Gallagher sent to Director Frech on December 18, 
1998, just four days before SSA ent over to OIPR to present the matter. This 
note confirms to Director Freeh what NSD had told FBI-AQ the previous week: "(T]he 
results o were not likely to be sufficient justification for b/ 
electronic surveillance." 7652) 


u 

A The FBI's gloomy prognosis carried over to ss meeting with 
OIPR on December 22, 1998. There is no question that this was nof a “serious run" at a 
FISA application but, rather, an effort by NSD to gain OIPR’s endorsement of a decision 
that it had already made and ee communicated to both FBI-AQ and to the Director 
himself.*“ : 


[a] bust.” SD 12/15/99) Nevertheless, when the AGRT interviewed VRR- 


July 1999, he said he viewed the results as very probative and not consistent 4 / 
wi 7/19/99) 


*2 (8f When the AGRT interviewed U in July 1999, U 
emphasized that he had really intended the approach to OIPR to be a “serious run” ata 
FISA order. His view was that the full context of supported a FISA = // 
ae whether or not it was ul 19/99) 


AD Gallagher told the AGRT that he was not aware of this second “run” at 
KER o upon reviewing what happened, the “reality is that it was crossing the last = 
‘T’ before going to [the] polygraph.” (Gallagher 10/28/99) 


If more evidence of this fact was necessary, one need only look at the 
FBI's has in DOE's determination to interview and polygraph Wen Ho Lee in 
late December 1998. If the FBI actually thought there was a chance for a FISA order, it 
certainly would have asked DOE to hold off, at least briefly, on the interview and 
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S87 Even the fact that SSA encounter with OIPR took place on 
December 22, 1998 is significant. SSA told the AGRT that it was strictly a 
coincidence that his meeting with OIPR took place just one day before Wen I : 
meeting with the DOE interviewer and polygrapher. 7123/99) ssi 
may well view it as coincidence but, after all, SS did o to OIPR on his 
own initiative - UC ordered him to meet with OIPR. 
12/29/99) And that very morning U had found out from 
FBI agent who worked for Curran in DOE's Office of Counterintelligence, that the 
interview and polygraph of Wen Ho Lee - which U ad previously been told 
would take place on December 29, 1999 (FBI 11947, 20325) ~ had been moved up to 


December 22, 1998 per instructions from Secretary Richardson." (FBI 11944, 20324) - 
If this was a "box" that NSD needed to "check," it needed to check it immediately. 


C. (U) The December 22, 1998 meeting 


st On December 22, 1998, ssa M- his meeting with OIPR, although it 
was such a casual and off-the-cuff encounter that it hardly warrants the term “meeting.” 
There are basically three sources of information about what went on at this meeting: SSA 
recollection of events; OIPR attorney David Ryan’s recollection of events; and 
‘SS handwritten note to the file. Although all three sources are slightly 


different, they tell a similar story... . 


this is what happened: S 


-e= o m| em ree ame a mee ame 


polygraph of Wen Ho Lee which, by alerting Lee to the fact that he was under additional 
scrutiny, would inevitably render electronic surveillance less productive. 


us (2° The interview did not take place until December 23, 1998, but that was 
because Leo was delayed in getting back to New Mexico from his trip to Taiwan. 


= 


a retired DE b6, 
47¢ 


t 
ró | , ; 
p lt was, according to SS not [an] overly LI 
b | icw, in going into the meeting, was that nothing that 
bac could have changed things” and that there was 


report that would have justified a finding of probable causc. 


BOE —— nothing in 
tbh b7C: > 12/15/99) Ryan said "loud and clear” that the AIM results 
" "| change nothing. (GM 12/15/99) 


SS: According to OIPR Attomey Dave Ryan, this is what happened, Ss 
came by for a meeting that lasted about five minutes. SS Id Ryan 


t 
} 
; l 
; , yan 
33 PISA order. _ Obviously, the answer was no. When Ryan told him this, 
' state: "Thats what I thought." (Ryan 7/8/99) Significantly, Ryan said SS 


never told him that Wen Ho Lee had failed to repo 
indeed, told him just the opposite. Had SS toid him about the failure 


to report, Ryan states he would have pursued it with Alan Kornblum, but it probably 
would not have led to a different result. id.) 


Q) - 7 
LY SSA GRD note to the file, in its entirety, reads as follows: 


12/22 
Q) + © o 
Pi Re Kindred Spirit: 


Y Spoke this day with OIPR's Dave Ryan who drafted last year’s 
application for ELSUR [Electronic Surveillance] on the Lees. I reviewed 
the prior application and the reasons for declination. Dave remembered the 


case, especially since it just came up again in another context last week.“ 


SOUR ALL oe oo 


ucts On December 17, 1998, OIPR Counsel Francis F. Townsend had written a 


memorandon to Attorney General Reno summarizing the November 1998 DOE Threat 
Assessment Report. (FBI 7107) The memorandum included a summary of FISA matters 


a 


Pry 
K I then advised Dave of ‘ef R- < the results. I ended by 
asking him if he thought there might be enough to do another application. 
He immediately responded “No.” l 
I We agrecd that ca I no way supported, by itself, the 
requirement for being presently engaged in clandestine intelligence activity. 
f (SF I advised JRK QD of this 12/22 a 


C| (FBI 7111) 


LI 


ei en teem te ate Aaaa 


SÆ These three accounts essentially paint the same portrait: SS hada? 
brief encounter with Ryan intended to obtain OIPR’s endorsement of a decision SSA _ 
d his supervisors at NSD had already made, i.c., 
“in no way" added anything to the issue of “probable cause." Not surprisingly, indeed 


i for: 
made and already communicated to FBI-AQ. What he should have come for v was a FISA 
order. 


- ad 


. álu näk i i see 


involving DOE targ targets and included reference to the August 1997 Wen Ho Teo MISIT 
declination. ({d;) , 


bid e There is one significant ica in the accounts of Ryan and SSA 


says that he told Ryan that it was 
ented this way, this is a distinction 


. In fact, this was a big deal, as would have been a tifit had 
been presented in context. First, and most significantly, 
Tron 
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(U) As to OIPR, its ability to have put together a FISA application in December 
1998 would have been significantly handicapped by its destruction of its own records 
conceming the June 1997 FISA application. See Chapter 11 and 12. That never became 
f wí a problem because there was nothing in SSA QP resentation to support a 
6 reconsideration of the matter. | 
bc 7 
D. (U) Conclusion | 


partially with SS Us ust also bear responsibility for a decision 
which he told the AGRT in July 1999 he regretted. 7/19/99) U stated 
that he believed the was not communicated fully to OIPR by SSA 
d he regrets not having presented the FISA issue to OIPR himself. He 
indicated that if the context of the had been presented fully he 
believes it would have supported a FISA application, whether or not it was actually 


approved. (Id.) 


BG a ssa the responsibility for the inadequate presentation to Ryan lies only | 


bi 


he m: have told "(FBI 1350 reached fhe same condlusion and told 


As to the fact 
pretty sure” he told Ryan about: 
and SSAR oii the AGRT that he “didn’t go into the [E 
details." /23/99) Thus, we cannot conclude that this information e 
was communicated to Ryan me 


y cA m — — 


st *« “we e. 


a 


\5\ On September 1, 1998, NSD told Director Frech that after it received the 
D) will present the details to 
DOJ/OIPR and again ask for an electronic surveillance application to the Forcign 


Intelligence Surveillance Court." (FBI 7651) By December 18, 1998, NSD was telling 
Director Freeh something very different: the results of as were not 
likely to be sufficient justification for electronic surveillance." (FBI 7652) D's first 

instincts were the correct ones. It should have “again ask({ed]" for a FISA application. It 


did not. 


Had a serious and substantial presentation been made to OIPR conceming the 
d had OIPR nevertheless rejected the submission of a FISA 
application, it would warrant criticism. Instead, OIPR never got the chance to decide the 


matter one way or the other. OIPR was told nothing that could possibly have led it to 
believe that the matter warranted any further inquiry. 
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CHAPTER SEVENTEEN 
NIA LEE: 


(u) 
EF VESTIGATION OF WEN HO LEE AND SYI 


DECEMBER 1998 TO MARCH 1999 


Questions presented: 


Question One: (U) What were the consequences of having DOE, rather than the 
FBI, conduct the interview and polygraph of Wen Ho Lee on December 23, 1998? 


u) | 
Question Two: (8) Did DOE impose a 30-day deadline on the FBI for a 


resolution of the investigation? . 
(2) 
Question Three: (SY Why did it take so long for FBI-AQ to obtain copies of the 
polygraph charts? What were the consequences of its failure to obtain the charts earlier? 


Question Four: (U) Was the January 17, 1999 FBI interview of Wen Ho Lee 
appropriately conducted and documented? 


k) 
= Question Five: Sy Why did FBI-AQ write the January 22, 1999 Electronic 
Communication ("EC") to FBI-HQ with a “SAC Analysis" that, in effect, cleared Wen Ho 
Lee of the W-88 allegations? 


uA E , 
Question Six: Woas the FBI polygraph of February: 10, 1999, and the FBI 
interview of March 5, 1999, and the FBI interrogation of March 7, 1999, appropriately 


conducted? = = 7 DORES 


A. (U) Introduction 


(U) On December 23, 1998, the first of ten events would occur that would 
effectively bring to an end the counterintelligence investigation of Wen Ho Lee. 


5 eff . 629 . : 
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(U) First, there was the DOE interview and polygraph of Wen Ho Lec on 
December 23, 1998. 

(U) Second, there was DOE’s suspension of Wen Ho Lee’s access to classified 
information on December 24, 1998. 


el there was DOE's setting of what amounted to a 30-day deadline fora 
resolution of the investigation, and the FBI’s acquiescence in that deadline. ~. 


W Fourth, there was FBI-AQ'’s significant failure to obtain the polygraph charts 
of the December 23, 1998 polygraph examination in a timely fashion. Although FBI-AQ 


would tell FBI-HQ that this was the fault of DOE, it was not. 


(U) Fifth, there was the interview of Lee by the FBI on January 17, 1999, and the 
resulting signed statement by Lee executed on January 21, 1999. 


there was the EC from FBI-AQ to FBI-HO, dated January 22, 


1999, 


u) l 
w Seventh, there was the FBI-HQ’s Polygraph Unit’s review on-February 2, 
1999, of the DOE polygraph charts and its conclusion that the FBI would not have . 


“passed” Wen Ho Lee. 


u) 
" Eighth, there was the second polygraph of Wen Ho Lee on February 10, 1999, 
by the FBI, and the judgment of the FBI polygrapher that Lee was deceptive, 


Ninth, there was the interview of March 5, 1999 and the jiieroaniióa of 
March 7, 1999, the first of which was well-planned and well-executed, and the second of 
which was neither. T - 


(U) Tenth, and most significantly, there was Wen Ho Lee’s execution of a 
consent to search form on March 5, 1999. The resulting search led to the discovery of 
Lee's misconduct involving LANL’s most sensitive computer files and, ultimately, to 


Lee’s prosecution. 
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B. (U) The December 23, 1998 interview and polygraph of Wen Ho Lec 


(U) In Chapter 15, this report describes how DOE - instead of the FBI - came to 
interview and polygraph Wen Ho Lec on December 23, 1998. This chapter describes the 
consequences of that decision. 


(U) The interview of Lee, as Ed Curran had intended, was not thorough or 


. 3 € 
comprehensive. (AQI 49-52) It was used largely as a means by which QT and ys 
? could hand Lee off to the Wackenhut polygraphers, BED bo bx 
: GARD) In thei interview with the polygraphers that preceded the 
: administration of the did, ho ake a si 
b\ that would demonstra 
GA After the polygraph, Lee was interviewed 

i provided further details conceming a PRC contact that, as 

: had not reported “to anyone at LANL," ee 

: stated ieved the contact occurred i 1988 

t 
1 DIE bh 
x bac 


Ono Wackenhut polygrapher asked Lee four relevant questions: 
A. i Have you ever committed espionage against the United States? 


l B. Ga Have you ever provided any classified weapons data to any 
unauthorized person? 
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Ç, Oy Have you had any contact with anyone to commit espionage against 
the United States? 


(u) 
D. {8J Have you ever had personal contact with anyone you know who has 


committed espionage against the United States? 


(DOE 3525-3526) Lee answered all four questions “No” and the Wackenhut 
polygraphers concluded that Lee “was not deceptive when answering the questions listed 


g. qF 3526) 


or Later, the FBI ~ and even DOE’s own Office of Counterintelligence 
Polygraph Program Manager - would conclude that this judgment was a mistake. It 
would not be the last one made in this final four month period. 


u 
The misreading of the polygraph results, however, was only one of the reasons 
why the FBI should have been in charge of this s proceeding, There were other reasons as 


well: 


@) 


. ABY First, the value of a polygraph often lies in the pre-test or post-test interviews 
done by the polygrapher. The significance of such interviews cannot be overstated. The 
most relevant illustration of this fact is to examine just how much information FBI 
licited from Wen Ho Lee in connection with the February 


10, 1999 po yeraph. (AQI 160-164; FBI 11497-11505) 


(U) Second, the questions asked by the polygrapher to Wen Ho Lee were certainly 
problematic. Three of the four questions used the word “espionage,” a legal term that, as 
ASAC Lueckenhoff told the AGRT, was “confusing” in the context ofa polygraph te 
examination.“ (Lueckenhoff 9/ 12/99) ; wot 


vemm e mee ee ee ae e 


“t (U) Onc indication that the use of the word “espionage” may have seriously 
compromised the value of the polygraph was Wen Ho Lee's a je statement on : 


January 17, 1999 concernigs what he perceived hims 
23, 1998. Lee stated 


LIC 


1S 

LSAT Third, ost-test interview of Lec, particularly given Lec’s 
admission to the polygrapher that tempted to elicit classified 
information from him, could have been a far more detailed exploration of the facts. We 


do not say this to criticize What he obtained from Lec was valuable, just as what 
he obtained from Lee after was valuable. We say it to illustrate 
that this was a critical stage in an FBI investigation, and it should have been the FBI 
conducting the interview."” l ; 


C. (U) The suspension of Wen Ho Lee’s access to classified material 


(Sie On December 24, 1998, almost five years after SA had opened the 
PI arising out o the United States 
Government finally took action to prevent Lee’s continuing access to classified 


information. Ironically, it was after Wen Ho Lee passed, or at least supposedly passed, a 
polygraph. . . 


(U) Ed Curran, according to SAC Kitchen, was certain that would not happen. 
He told SAC Kitchen: “He will not pass. I guarantee it.“* (Kitchen 9/10/99)! SAC 


natrow reading of the word “espionage.” . 


y) 
~ “7 It should be emphasized here that the FBI agents on site at LANL during 
the events of December 23, 1998, and SA SR on certainly have 


intervened at any time. FBI-AQ deci owever, that passed the polygraph, the . 


FBI would not question him at this point. 
u 


#9 (SY One indication of Curran’s confidence in this prediction is that, in his 
December 21, 1998 memorandum to Secretary Richardson, he only presented two 
possibilities that “may occur” after Lee was offered a polygraph: either he would refuse 
to take the polygraph and DOE would pull his clearance and take steps to terminate his 
employment, or he would agree to take the polygraph, not “pass” it, and his clearances 
would be pulled and termination proceedings initiated. (DOE 3570) 


8t (U) Curran was correct in this prediction, but that would, unfortunately, not be 
determined for another six weeks. See disoussion below. 


Too 
633 


eo 


£2 Oh TN 


Fos 
bb 
LIC 


eo n 


Kitchen passed that message onto sii who was now in charge of the FCI 
squad. GR 9/10/99) 


u) ; 
K The FBI had arranged to be present in another room at LANL during the 
polygraph of Lee. The plan was for the FBI to do a full counterintelligence interview of 


Wen Ho Lec if he "flunked" the polygraph. GRD o7/99) s was there with 
S who was not "happy" to find himself on the verge of having to conduct a 
critical subject interview in a major espionage case with “zero amount of time" for 


preparation. 8/18/99) S ad originally wanted S to go out to 
LANL with her but, according to S SAS said he “would not do it" for fear 
of being sued by Lee.* 

(U) After S arrived at LANL for the December 23, 1998 polygraph, she 


and S became concemed about what exactly was supposed to happen if Lee 


passed the polygraph. R 9/7/99) yall they got Curran on the telephone 
and he said “it’s not going to happen.“ (Id 


TERE CoD me T- 


(U) After the polygraph examination was over, S and S 
talked to the polygrapher and were told that Lee had not only passed the polygraph but 
“blew it away." 8/18/99) S aid the polygrapher “convinced me we 
were barking up the wrong tree.“ (Id.) Curran said that “everyone" was in “a state of 
shock" that Wen Ho Lee had passed the examination. (Curran 2/9/00) SAC Kitchen 
asked him: “What are you going to do now, big guy?" (Kitchen 9/10/99) At DOE HQ, 
Curran and his staff were asking themselves the same question: “Our reaction, when we 
heard he passed is ‘What the hell do we do now?’ 2/23/00) 


© What Conan was going to do Was esnove WE HIOTA'sacoess ay and 
ain c FBI thirty days to “resolve” the case. (Kitchen 9/10/99) On December 24, 1998, 


and (pet with Lec and told him that “DOE still had some i issues neers bob, 
pie eee ieee oie 


AAR teen meu ea o o p 


ps V SARR told the AGRT that he did have concems about being sued but it 
was in connection with the January 17, 1999 interview of Leo, not the December 23, 
1998 interview and polygraph. “I thought going out to interview Lee” after he passed E 
the est “was like giving my card and begging him to sue me.” ae 9/12/99) ; 
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taken as a3 “deadline” which “Curran came up with" and which “drove what the 
P| Bureau aid [S795 . SSA G old the AGRT that DOB “was setting 


him to be resolved" and he would “temporarily" be assigned to T Division - where he 
would not have access to classified information — “until these issucs could be resolved." 


(AQI 51) 
l | 
D. (U) The 30-day deadline | 


(U) It is important to understand what this 30-day deadline was, and was nol. 


u by 
ow First, it must be recognized at the outset of this discussion that, in removing 
Wen Ho Lee from access to classified information, DOE was finally taking to heart 
Director Frech’s admonishment to DOE - communicated almost a year-and-a-half earlier 
-= to take off the “table” the FBI's investigative interest in Wen Ho Lee in connection. 
with DOE’s determination as to whether to remove Lee from continuing access to 


classified information. 

(U) Second, the decision to remove him from access - regardless of whether he 
passed the polygraph - was absolutely the correct decision, and one that should have been 
arrived at years earlier. See Chapter 18. 


w Third, DOE’s 30-day deadline was principally a deadline it set for itself, not 
the FBL At the end of that period, DOE would either terminate Lee or restore him to | 
access.: What the FBI did with its investigation of Lee was ultimately up to the FBI, not 
DOE. That is not to say that such a deadline would not impact on the FBI's investigation; 
it would. Itis to say that Director Frech’s statement to DOE to “take that right off the | 
table" worked both ways. DOE could do what it pleased, but so could the FBI.. - | 


A Fourth, this is clearly not how the deadline was interpreted at FBI-AQ.: It was 


U ; l 
ij A Curran noted to the AGRT that the 30-day period was extended for two 
weeks, at the request of the FBI. (Curran 2/9/00) 


ote concerning a telephone call between UC 


-p zane: 
QB ond Curran on December 29, 1998: “Ed will call Dave Kitohen today. I must call 
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an artificial deadline and pushing us into an interview (with Lec]. We could have used 
more time. it wasn't proper for him [Curran] to force us into this 30-day deadline." (!d.) 
Even SAC Kitchen provided support for the view that this was a deadline imposed on the 
FBI. He told the AGRT that, after Lee took the December 23, 1998 polygraph, Curran 
called and said “they were moving him out and FBI had 30 days to resolve {the} case“ 


before they “got rid of" him. (Kitchen 9/10/99) 


j , 

a Finally, FBI-AQ clearly viewed the deadline as an effort to get the FBI to 
gather evidence that DOE could use to fire Lee, and it did not like it. “They wanted to 
fire him and they wanted our information to fire him {with]." (Lueckenhoff 9/12/99) 
“After the DOE interview, we were pushed pretty hard to do interviews with Lee," said 
Ss She was “concemed that they were going to use the information to fire 
him." 9/10/99) In fact, SARs not the only one worried about being 
sued — so was SS who discussed the possibility with both the SAC and 
ASAC. (Id) Her view was that the January 17, 1999 interview was done so that “Curran 


could fire Wen Ho Lee." (Id.) 


u) 
(33 It was entirely appropriate for DOE to set for itself a 30-day deadline to make 


a final decision on Wen Ho Lee. It was not appropriate for the FBI to accept that as a 
deadline on its own investigation, and that is certainly what happened. 


) 
n% BI’s failure to obtain the polygraph ch 
x) 


W) On January 22, 1999, picked up from DOE’s Albuquerque 
Operations Office a copy of the polygraph charts generated during the December 23, 
1998 polygraph of Wen Ho Lee. (AQI 5438; DOE 32) They were immediately 
forwarded to FBI-HQ for review bythe FBI's Polygraph Unit. (FBI 1512) 
Unfortunately, it was too late to undo one particular act, further described below. _ 


o Q) 
w How is it that it took a full month for the FBI to acquire this critical material? 


(ssa Ga first. Advise him @ some sort of 30 day window.” (FBI 1429) 
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Ua Asanti to FBI-AQ, it was DOE's fault. On February 26, 1999, FBI-AQ 
faxed to DAD Horan a status report concerning the status of the Wen Ho Lec 
investigation. In part, that memorandum gave the following explanation as to how it was 
that the FBI did not acquire the charts: 


u) 

a [Following the polygraph, the] FBI personnel present immediately 
requested the polygraph charts and documentation relating to the polygraph 
in order to have it reviewed by FBIHQ. DOE’s initial response to this ` 
request, as per Ed Curran, DOE Counterintelligence Office, was to not 
allow the FBI access to the tapes and charts, only the numerical results of 


a the polygraph. 


(FBI 1590) This is not correct. The reason that FBI-AQ did not obtain the charts in a 
timely fashion is that FBI-AQ failed aggressively to seek them out. They were sitting in 
the DOE Albuquerque Operations Office the whole time. 

ok 

Pat 34 SAB tates that, after the polygraph, she made a verbal request for 

bE | copies of “everything,” including the charts, the numerical scores and the video of the 

b7C| polygraph. She made the request to Fg and i? the Wackenhut polygraphers. 
She states that she was told at the time she could not have the charts because copies 


would first have to be made. 1/3/00) told the AGRT that he does not 
recall S. making a request for the charts or the polygraph report. 
a. 1/10/00) that was not familiar with DOB’s p -for the 
i ` ->f processing of polygraph results an csteteed i be tat repat uel be'ponated 
d - { and sent to DOE and reviewed for quality control purposes. (E 1/7/00) 
$ a 
` 


3 (U) FBI-HQ has now conceded this fact to Curran. In a letter dated January 4, 
2000 from AD Gallagher to Curran, AD Gallagher writes: “With respect to the 
attribution to you by name, I can find no FBI employee who oan confirm such a 
no | statement. It may be that someone in DOE used your name, but even that is not certain. 
Any indication that you personally made a statement preventing the FBI access to the 


polygraph charts is inaccurate.” (DOE 3572) 


tee 
weak 
wed ad > 


athe. 


r Dee 
x 
fat £85 Even if IOo skca for cach and every piece of paper associated with the 
bl polygraph, it was a request that was madc orally and it was not aggressively pursued. SA 
BIC j id speak de January. She told the AGRT that greed to poe bb, b IC 
make some calls and then called her back to tell her the material had been sent to 
Washington and Ed Curran had them." . 


(u) 
£3) If that is what Qf told gi it was inaccurate information. , The tapes 
and charts of the y were sitting in Albuquerque and it should not have been 


impossible for S to find that out. She told the AGRT that she did not speak with 
i or as to the location of the polygraph material and, most Dee 

she did not to the Albuquerque Operations Office's bl, bac 
about the matter. 1/3/00) That is unfortunate 


use when someone from FBI-AQ, specifically SSA did finally call `. 
c polygraph charts and tapes were produced almost immediately." 


FBI-AQ’s failure promptly to obtain the polygraph charts delayed by more — 
than a month the FBI's discovery that Wen Ho Lee had not only not blown away the 
polygraph, he had not even passed it. And that was consequential for four reasons: 


(SAH First, it led the FBI to focus only slightly on Lee’s very significant 
admissions about his 1 si oon ecco mi A bi 
That was ct BABBI dot oeae of the FBI's 1 lication 
for a FISA order. Now Lee had admi put it, that he had beca “pi ` . 
1988. 7 
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| this matter 
-but does not an Wy a 
Gy) 


having conversations with j conceming 
telephoning anyone about it i 19/00) | 

: called to ask for the polygraph’ ` Ds€ 

£ Office of Counterintelligence b6 


called Curran to ask if &7¢ 
co rding Curran was “angry” 
to find out that the FBI did not = have the material and to. 0 give the 


FBI everything it wanted. 1/11/00) 


Deere TS 


re 
This was the kind of information that, had tt been available in August 1997, could have 
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8 
January 17, 1999, to view the interview as something you do as the final step before you 
close the case. In fact, SA was even viewing eee 
S: 18/99) SA described the interview with Lee as “a very 


` cleared Wen Ho Lee of the W-88 allegations. Had H 
_ passed the polygraph, “he would never have written" the EC. (d) 


madc a big difference to the resolution of the FBI's FISA request. 


u) : 
(Ms Nor was FISA coverage a long-abandoned aspiration. Indeed, To X 
submitted a request for FISA coverage just the previous month. For that matter, SSA 
had been to see Dave Ryan the previous day. . 


w Second, it almost led the FBI to close the case against Wen Ho Lee without 
even conducting its own interview of him. SAC Kitchen said he met in January with 


ASAC Lueckenhoff, SA. ae: and S to decide 
“where do we go from here.“ (Kitchen 9/10/99) He said that his suggested closing 


the case, that “this is not the guy." SAC Kitchen says he asked: “What about interviewing 


the guy?" He said it was the “unanimous” opinion of his staff against an interview but 
that, as SAC, he was the “tiebreaker.” He viewed it as “preposterous” to close a three 


` year investigation of a subject without even interviewing him. ({d.) 


y) 
Third, it led SAM Band SAGER vite they did interview Lee on 


congeni t." It was “very colored" by the "assumption" that “he had passed" the 
polygraph. When SA later found out that he had not pasid tie pam he 


said he was “not a happy camper." He felt “duped.” d) 


(m) 
Finally, it led to the creation of anuary 22, 1998 EC, © 
written at the direction of SAC Kitchen and C Analysis" that essentially 
known that Lee had not 
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"* prefered staying with a FD-302. ([d.) 


TACT 1 r 


F. (U) The January 17, 1999 interview and January 21, 1999 signed statement of Wen 


Ho Lee 
(U) On January 17, 1999, S interviewed Wen Ho Lec. 


This interview represented the first time since iw a Pl on Wen Ho Lec 


in April 1994 that the FBI had interviewed Lee. 


conducting the interview, SA. 


SAC Kitchen saw it, he determined that he wanted a signed statement from Lee, rather 
than an FD-302. S was “upset.” BE 2112199) First, the FD-302 that 


was drafted was “much more far reaching" than the ultimate statement that Lee would | 
sign. Second, he had never taken a signed swor statement of innocence before.** And, | 
third, “now he has to go back to Wen Ho Lee and convince him that this is the way we do 


it and have him sign it."* (Id.) 


Cu) 
{8Y The AGRT has obtained from SAR: copy of her draft FD-302. (FBI 
15851-15864). SAME recovered it from a computer in the Santa Fe RA and provided 


it to the AGRT. It is slightly more detailed than the statement signed by Lee and slightly’ 
more inculpatory,*® but not in any material respect. 
| 


u) | 
s: (SY As SS. said, sworn statements are usually taken when the subject 


has admitted something to his detriment. Gap) SSA g vould have 


S 
signed statement had been taken from Lee in licu of the FD-302 until she got back from 
| 


leave on February 1, 1999. 9/7/99) | 


For example, the FD-302 contains the following statement conceming 
Chapter.11: &/ 


© (0) SAME had to go back to Lee with another L 
who would subsequently become the case agent when S 
-SA ihai previously scheduled annual leave and did not even know thata, 
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SSF Itis clear that SAC Kitchen insisted on a signed statement by Lec because hic 
intended to usc it to support closure of the case. SAC Kitchen told the AGRT that it was 
“very important we close this out on good paper." (Kitchen 9/10/99) 


(u) 
G. (8) The January 22, 1999 communication from FBI-AQ to NSD 


(u) 
SE On January 22, 1999, FBI-AQ sent NSD an EC that, to say the least, was 
unusual. It essentially cleared the subject of an ongoing espionage investigation. 


u) 

Or The EC had several purposes. First, it transmitted to FBI-HQ the long-missing 
polygraph charts so that the FBI Polygraph Unit could review them and “confirm the 
determination made by DOE examiners." (FBI 1516) Second, it provided FBI-HQ a 
copy of Lee’s signed statement, dated January 21, 1999. And, finally, and most 
significantly, it contained a section entitled “SAC Analysis." 


) 
FAL a Although the EC is described as having been drafted by S 
characterized himself as an “innocent bystander" in the production of the document. 
i but 


bb 
LIC ae) He said he was "told" to do the SAC analysis by SS 
t it was SAC Kitchen who “wanted it written." ({d.) S tat t he 
drafted the EC but did not finalize it. He said that SS told him to give her the 
| disk containing the draft EC and she would “finish it off." He said “it could have been 


significantly changed" after he gave it to her, S: 18/99) 


U) 
¢ told the AGRT that she was not in agreement on sending the 


Sy sm 
EC ont because they had not yet had the polygraph results subjected to “quality control." 
9/10/99) She “didn't see [a] need to do [a] communication at that time." She 


he 


. 
ee seso .. 


w. 


i ¥ docs not think, however, tiunt she expressed that sentiment. q4) 
s3 
af : ; 
i 5 scratched out o ‘statement he signed. (FBI 1486) | by 
l wah SS. agreed with this: ` ] directed to write it up.” SAC 
Kitchen had “decid wanted it written.” (10/99) 


re 


wb wt Gy Nevertheless, SA believed that SARD io was on annual leave 
when the communication containing the SAC Analysis went out, would not have 
disagreed with the judgments contained in the analysis and he “would have been aghast if 
she had reacted to this by saying it’s not what we thought." (1d.) “[The] consensus was 
he passed polygraph and there was not much there." The FBI was “looking at scaling 
back on Wen Ho Lee and looking at other alternatives." (Id.) SAC Kitchen summarized 
me A of the EC as follows: It was “to let HQ know that we don’t see [a] Smoking 


" (Kitchen 9/10/99) 


u) | | 
SJ Unfortunately, the SAC Analysis went substantially beyond that, see FBI 
1512-1516: 


g First, it appropriately notes that “it is possible the selection criteria originally 
used to identify Wen Ho and Sylvia Lee as the primary suspects in this matter may have 
been too restrictive." In particular, it suggests that the focus on travel to the PRC as a 
selection criteria may have been "misleading." 


bl 


SSR? Second, it dismisses the significance of Lee’s contac 


"If they were co-conspirators in a plot to pass the 
have come to light during the course of the polygraph 


W-88 material, such activity wo 
examination. "* 


= O xcucrea obvious problems with this analysis. As to the current.  j.—. 
os polygraph, it had not, as SSAI noted, been subjected to quality control. Indeed, 
' &6 | that was one of the es of the EC, i.c., to forward it to the Polypraph Unit for such 


Ie quality control. 


The EC also reflects an apparent 
unawareness that before Lee “passed" the 1984 polygrap 
bout the very same matier that was 


(SOID) Third, it sugges 


(SAR The only basis upon which the SAC could have reached this judgment was 
the self-serving declarations of Lee himself, Not only was there no reason to accept his 
declarations, there was reason to reject it. 


| (Lueckenhoff 9/12/99) 


SATE) The SAC Analysis addresses several other matters: the fact that Lee andia | 
ie publishing an unclassified paper, thereby suggesting an innocent i 

onship, and the lack of evidence to establish Lee’s “motivation to pass the W-88 
information." It concludes with the following statement: 


GJ 
i EEEE es bas A E AE da DOE 
~~ ` polygraph and provided a signed swom statement, FBI-AQ hasnomasonto... e.. 


aeaa e aie Sainte et ts Oi, eee a ose 


now know about the Al, see Chapters 6 and 7, an t SAC Kitchen apparently 
suspected even in January 1999, that is a questionable assumption, to say the least. 


hi 


l According to Curran, R cold him: ° “Ed, the er's nota py, c's got good scores 


believe Lee is being deceptive. Based on FBI-AQ's investigation it does 
not appear that Lee is the individual responsible for passing the W-88 
information. 


(FBI 1515) (emphasis added) 


U 
GA This judgment was both premature and unjustified. It can only be described as 
a “rush" job that had the sole virtue of meeting Curran’s 30-day deadline. It was 
predicated on the dubious presumption that Lee was telling the truth, and on what would 
turn out to be the equally dubious proposition that DOE’s polygraph results were valid. 


SS Moreover, if such a SAC Analysis was going to be created, the FBI should 
have already made a firm and final decision to close the case. That was not done, nor 
should it have been done at this time. After all, the most basic investigative work on the 
case had still not been completed or, in many cases, not even begun. Sylvia Lee, the 
other half of this full investigation, had not been interviewed. Wen Ho Lee had been 
interviewed but not remotely in the kind of detail the matter required.*“ Lee’s computer 
files had not been searched. had not been interviewed. Nor had interviews 
been conducted of the numerous former co-workers and supervisors of Wen Ho Lee and 
Sylvia Lee. What this case required was thorough investigation, not closure. 


H. {SF The h Unit's review of the Q ol h 


» Even before the FBI Polygraph Unit had reviewed the polyptaph charts, DOE 
had developed some reservations about the conclusion reached by its contract 


Í hers that there was “No ion Indicated." On or about January 28, 1999, 
EPs. 20: 001 contacted Cuman to tell 
a problem with the po 


t (U) That would be remedied in March 1999. See the 394 page transoript of 
the March 5, 1999 interview of Wen Ho Lee. (AQI 422-816) 
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but there's onc question we need to call him back on." Curran told that 
“we're not doing that. It's the FBI's case.““ (Id.) For the record, however, 
made a report stating that “the initial NDI [No Deception Indicated] opinion could not be 


duplicated or substantiated" and that was “unable to render an opinion 
pertaining to the truthfulness of the examince’s answers to the relevant questions of this 
test.“**? (DOE 21) 


u) ; 
K On February 2, 1999, the FBI Polygraph Unit finally had an opportunity to 
review the charts of the DOE polygraph. Its conclusion was that “[s]ubject did not pass 


*5 (U) ae i: a similar point in an e-mail to Curran: “There is no doubt 
that he was not involved in committing espionage against the US or that he has not 
provided any classified weapons data, but I am really uncomfortable with the contact 
issues. * * * I have been in touch with ... and four 
instructors at the DOD Polygraph Institute. After discussion of these concerns, we all 
agree that I should recommend to you that this person be re-tested on the ‘contact’ issue. 
(DOE 2301): 


(U) TR --:. which is undated, has an addendum indicating F 
discussed the matter with Curran on January 28, 1999: “Spoke with Ed Curran in person 
and he indicated that the FBI has reviewed our test, charts and vidco tapes. They saw no 
reason to conduct additional testing or re-testing and consequently Ed told me that if we 


” 


` didn’t have to, we shouldn't. We don’t have to and won't.” (DOE 2302) Curran told 


the AGRT that SAC Kitchen was “very satisfied” with the results of the DOE polygraph 
and that he told that “itis sa EBI case and we'll-go with their conclusion.” 


(Curran 8/31/99) 
this report is undated, it contains PEE ENPE E A 
SSA FEI dciloo to OC) ad wit tio FEP 
polygraph unit, and the statement efit was agreed that an FBI Polygraph Examiner 


would conduct the additional testing.” (DOE 22) This would suggest that the report was 
written some time between February 2, 1999 (when the Polygraph Unit first became 


` involved in this matter) and February 10, 1999 (when Lee was polygraphed by S. 


T TORET, 

FasL “tot e . . 3 
the exain.“** (PBI 1530) Unit Chic GR 01 SS that the subject 

i “inhi wers to the polygraph." 


bb “ . 
sceincd to be inconclusive if not deceptive” in his ans 


u) 

im At the same time that the Polygraph Unit was examining Lee's charts, DOE 
was preparing to retum Lec to his position in X Division and his access to classified 
information. On February 2, 1999, Curran sent a memorandum to Secretary Richardson 
advising him that Wen Ho Lee “will be returned to his former duties in X Division, 
LANL.“ (DOE 2311) Consistent with this, Rush Inlow, the Deputy Manager of the 
Albuquerque Operations Office signed a memorandum to the Director of LANL, advising 
him that “[e]ffective immediately, the Department of Energy's request for temporary 
reassignment of Mr. Lee has ended. You may return him to his normally assigned 


duties.“ (DOE 3540) 


GH Just to be sure, however, Curran placed a call to SC Middleton to advise SC 
i “ (Curran 8/31/99) He asked 


Middleton that DOE was “going to put him back in access. 
SC Middleton: “Is there anything I need to know?" Middleton said it was his [Curran’s] 


decision. Curran responded that he knew it was his decision but was there “anything" he 


needed to know before he made that decision. According to Curran, SC Middleton said 


“no.” Two hours later, however, SC Middleton called back and said, “There’s a problem 


u | . i 
ii ja The-unit was careful to emphasize that it “cannot officially evaluate the . 
results of any outside exam because the FBI had no control over the quality of the exam.” 


(FBI Bai 
$09 (g 
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ert ve Ø ee Curran cited the following reasons for this: (L) the FBI “was unable to 
develop any sufficient evidence” to support a FISA application; (2) the, k 
“unsuccessful”; (3) the DOE interview and polygraph of Lee “develo 
incriminating information"; (4) Lec was judged “not deceptive” in the DOE polygraph; 
and (S) Lec was interviewed “in detail” by the FBI and “{njothing derogatory 


developed." (DOB 2311) 


I a a 


| 
| We got some really bad news. This is terrible. Quality Control said he failed and needs 


| further testing.” (Id.) 


(ul. | 
BS Curran's initial reaction was to send DOE staff out to LANL to test Lee again: 


“That guy is not going to get back in there until this is resolved." (Id.) The FBI, 
however, told him to “cease and desist." (Id.) SC Middleton told Curran: :"We’ll do it." 
(Middleton 8/3/99) ft 

Cu) 


fs | L (8) The February 10, 1999 FBI polygraph of Wen Ho Lee 
y) 
b6 % On February 10, 1999, an FBI-HQ polygrapher, ‘aS 
bic demonstrated just how important it was to have the FBI, rather than DOE or Wackenhut, 
be in charge of the polygraph of the subject of an espionage investigation. In both the 


pre-test and post-test interviews of Wen Ho Lee, as well as in the design and execution of 
the polygraph itself, S. demonstrated a clear understanding of the purposes, 


goals and challenge of this polygraph. 


u) = 
C Lee was found to be "inconclusive" as to two of the questions posed by SA 
! and “deceptive" as to the other two.*” Moreover, in the post-test interview of 


i ig The two “deceptive” results arose from these questions: (1 
WE 


respects. It had become apparent to the FBI after 
~ necessary to have a detailed and comprehensive interview o 


J. (U) The March 5, 1999 intervie 


) 
Sy On March 5, 1999, Wen Ho Lee-consented to a search of his LANL office 
and, thereby, set into motion a chain of events that would ultimately lead to his 
indictment. Although the March 5, 1999 interview would go on all day, and take up 
almost 400 transcript pages, its most significant accomplishment was Wen Ho Lee’s 
execution of consent to search forms at the beginning of the interview. (AQI 434-446; 


FBI 1599) 


w Nevertheless, the March 5, 1999 interview of Lee was a success in other 
polygraph that it was 


d the March 7, 1999 interrogation of Wen Ho Lee 


one in which the FBI . 
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had the support of a nuclear weapons expert. That was the intent of the March 5, 1999 
interview and it was largely achieved." 


u) 

o The March 7, 1999 encounter between the FBI and Wen Ho Lee was another 
matter. As described in Chapter 4, it was intended by SAC Kitchen to be a highly 
confrontational interrogation that would leave Lee "with a sense of despair.“ (Kitchen 
9/10/99) Toward that end, it is hard to identify any stone left unturned in this troubling 
interrogation.*”* 


u 
OR LANL CCIO GEA believes that key issues, which should have been 
raised during the March 5, 1999 interview, were not raised, and that the agents were not 
as prepared as they should have been. 9/13/99) The March 5, 1999 interview 
was not perfect. But it demonstrated genuine planning and foresight, and it was 
conducted in a competent and professional manner. 


mw 
1 (SY See, e.g., the following excerpts: 


u) 

K ty AQI 4035: “You are, you are going to be an unemployed nuclear 
scientist. You are going to be a nuclear scientist without a clearance! 
Where is a nuclear scientist without a clearance gonna get a job?” 


Ww . ; 

. SSj AQI 4036: “Do you, do you really think you’re gonna have a 
retirement? Do you really think that you're going to be able to collect 
a * ** They're going to garnish your wages!” 


. a AQI 4037: “When somebody comes knocking on your door, WEN HO 
* + + they’re not going to give you anything other than your Advice of 
Rights and a pair of handcuffs! That’s all you're going to get!” 


< 4 W AQI 4037: “And now, what are you going to tell your friends? And 
what are you going to tell your family? What are you going to tell your 
wife and your son. What’s going to happen to your son in college? * * * 
When he hears on the news. Instead of an article like that (referring to the 
March 6, 1999 New York Times article identifying “an American scientist” 
at LANL as a suspect in the theft of nuclear seorets, see FBI 16829] in the 
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front page of the paper. It says ‘ WEN HO LEE arrested for espionage.’ 
What’s that going to do?” 


(u) 

SBY AQI 4046: “They're [reporters] going to find your son. At Case 
Western University. * * * And they are going to say, you know your father 
is a spy?” 


(y) 

oy AQI 4050: “You’re gonna learn real quick [about the law] when they 
come and they knock on your door and they put a pair of handcuffs on you 
WEN HO!” 


(Ww o eae 
$8) AQI 4050: “This situation can’t get any worse.” 


) 
o% AQI 4052: “Don’t you think they’re going to go knocking on your 
door here pretty soon. If they don’t knock on your door with a pair of 
handcuffs. * * * They’re, they’re going to knock on your door with another 
polygraph person to polygraph SYLVIA. * * * And then what’s that gonna 
look like to the kids? What’s your son going to think when your, your wife 


gets polygraphed?” 


y 
w AQI 4068: “Do you know who the ROSENBERG s are? * * * The 
ROSENBERGs are the only people that never cooperated with the Federal 
Government in an espionage case. You know what happened to them? 
They electrocuted them, WEN HO. * * * they didn’t care whether they 
professed their innocence all day long. They electrocuted them.” 


(u) 7 
£8) AQI 4068-4069: “Okay, ALDRICH AMES. You know ALDRICH 
AMES? He's going to rot in jail! * * * He’s going to rot in jail, WEN HO. 
+ + € He's going to rot in jail.” 


o AQI 4069: “Okay? JOHN WALKER! Okay, he’s another one. He 

was arrested for espionage. Okay? Do you want to go down in history? 

Whether you're professing your innocence like the ROSENBERGs to the 
day that they take you to the electric chair?” 
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f i -+ YSS AQI 4092-4093: “Your kids are going to have to live with this, okay. 


= i . W AQI 4095: “I see no job. I see no olcarance. I see no way to pay your | 


Dorsa 


Lec may or may not have been lefi “with a sense of despair," but that was obviously not 
the ultimate goal of the interrogation. Rather, what SAC Kitchen was secking was a 
confession, or at least admissions. Neither happened. As stated in Chapter 4, SAC 
Kitchen did many things right after he took over FBI-AQ in August 1998. This certainly 
was not among them. 


K. (U) Conclusion 


u) 
Q When Wen Ho Lee signed the consent to search forms on March 5, 1999, he 
essentially converted this investigation from one primarily focused on counterintelligence 
concerns to one focused on whether Lee had violated the criminal laws of the United i 
States. f 


u) 

. W AQI 4071: “And your kids are going to have to deal with the rest of 
their lives, people coming up to them saying. Hey, isn’t that your dad that 
WEN HO LEE guy what got arrested up at the laboratory?” an 


u) nii 

. o AQI 4077: “The ROSENBERGs professed their innocence. The 
ROSENBERGs weren’t concerned either. * * * The ROSENBERGs are 
dead.” l 


u . 
° w AQI 4092: “You could live another 20 years. * * * But the problem is, 
it’s going to be bad.” : 
@, 


* + + You're going to have to live with it. Your wife is going to have to : 
live with it. This is going to cat away, at them like a cancer. Just like the oe 
cancer that you had, but all the way . nae : 


) i ` s e « ” 
° w AQI 4094: “I just hope your kids can live with it, WEN HO. 
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bills. I see no way to keep your son in school. I see your family falling a 
part. All because of this.” 


TO 
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SA 1t had taken five years of almost continuous investigation to get to this point. 


This last four month (ime period included some of the brightest moments in an 


investigation not long on bright moments, including the FBI’s February 1999 polygraph 
of Lee and the March 5, 1999 interview of Lec. H also included some of the more 
unfortunate events in (his investigation, including the January 22, 1999 EC and the March 
7, 1999 interrogation. Nevertheless, on the whole, it was a productive time for the Wen 
Ho Lee investigation, one that led, ultimately, to the discovery of Lee’s illicit actiaty 


with LANL’s most sensitive computer files. 


(U) What most distinguished this period in the investigation was that the case 
finally received the attention it deserved and required, both from NSD and from senior 
management at FBI-AQ. That this attention was, in large measure, a consequence of 
intense Congressional scrutiny, media interest, and DOE's impatience, should not detract 
from the FBI’s accomplishments during this time period. 


Oy Henceforth, the investigation would be driven by the imperatives of a complex 
criminal prosecution. In the coming months, the FBI would also continue the difficult 
process of grappling with the flawed predicate and imperfect assumptions that, years 


earlier, started-it on this circuitous path to Lee’s office door. 


(u) 
Sy In March 1999, as a result of the execution of the consent forms, events began 
to turn in the FBI's favor. That Lee’s misconduct might have been discovered anyway 


after Lee was fired should not, and does not, diminish the cu and wisdom of the 


FBI obtaining Lee’s consent to search. 


(U) So very much went yong in this tavestigation. Here, something very much 
went right, = 
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CHAPTER EIGHTEEN 


(x) 
JEMNE) WEN HO LE 3 
SE RETS THRO TTHE RSE OF 
THE FBI INVESTIGATION 
Questions Presented: 


(u) m 
Question One: £87 Why was Wen Ho Lee permitted to retain his access to 
classified nuclear weapons information from May 1996 to December 1998? 


: Question Two: w Was it appropriate and necessary for the FBI to insist on Lee 
retaining his usual access to classified information from May 1996, when the Full 
Investigation opened, until August 12, 1997, when Director Freeh made his “take that 
right off the table“ statement? 


A) 
Question Three: wy What did DOE do, and fail to do, as a result of Director 
Freeh’s “take that right off the table" statement? 


(U) PFIAB Question #7: Whether communications regarding the subject's job 
tenure broke down between DOE, FBI, and Los Alamos. 


A. (U) Introduction a i _ 


’ (A vor t two-and-a-half years, the United States Government allowed an individual 
suspected of committing espionage involving critical nuclear seorets to retain his access 
to additional critical nuolear secrets. 


a amass. 


tidie: 


is Initially, this was done at the request of the FBI, whioh never seriously 
considered the alternatives, nor considered the full implications of its request. After 
. { Director Frech's August 12, 1997 “take that right off the tablo" statement, this was done 
as a result of four factors: (1) DOE's bureauoratio inertia; (2) DOE's failure to appreciate 
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the "import" of Director Frech’s statement: (3) DOE's lack of recognition of the 
continuing danger posed by a suspected spy with Lee's range of access to critical secrets: 
and (4) DOE's reluctance to take steps which might compromise an FBI investigation 
despite Director Frech's admonishment that DOE needed to do whatever was necessary to 
protect ils secrets. 


es Wen Ho Lee investigation, unfortunately, presents the United States 
Government with an abject and, potentially, disastrous lesson in how nol to address issues 
of access involving those suspected of committing espionage. With the exception of 
Director Freeh’s “take that right off the table" statement - ‘the one bright spot in the 
midst of this muddle - those charged with the protection of classified information, and the 
rooting out of spies, must do better. 


. B. (U) An“Access" chronology 


had a discussion about Wen Ho Lee, who ees then characterizing as a “logical 
suspect." 1% UO In a memorandum following-up on this meeting, 

addressed the issue of whether to pull Lee’s clearance or withdraw his access to X 
Division: 


y ` . 
a At this point in the investigation, I believe it would not be prudent to 


remove Mr. LEE’s clearance or transfor him from X Division for the . 
‘following reasons: 


Ge £8} — There is no direct evidence that he perpetrated the compromise, . 


o. He has no pending travel plans to visit the PRC 
officially/unofficially. ***.- ; 


nhay Within a fow weeks, R would be characterizing Lee as the “ most 
logical suspeot.” (DOE 2407) l 


` 6S4 g 


¢ On or about April 5, 1996, Notra Trulock Doe 
investigator who drafted the A istrative Inquiry ("AI"), bb 
/ 


bre | 
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We | To remove Mr. LEE’s clearance etc., should he actually be the 
suspect in this casc, would alert him to the fact and jeopardize the 
acquisition of additional direct evidence which could be used for 
prosecution purposes. 


417) 
fet (w) 


bb SE On May 2, 1996, met with e WY ssa 0 discuss the 
tic. “Kindred Spirit" investigation. In memorandum to Trulock memoridlizing the | 


meine, GR | D that “[w]e discussed our concerns regarding the most logical 
suspect in this inquiry" and “the possibility that DOE senior management may be leaning 
towards serious consideration of having the suspect's clearance lifted based solely on the 


circumstantial evidence thus far obtained during the conduct" of the AI. (DOE 2407) 
Also discussed was the possibility that there 
dain the subject was “a marginal performer,” he might very well be 


Cu) 

Æj 
FBI could assume Jurisdiction over the case and initiate a full investigation. “If this were 
to occur, perhaps senior DOE management might be inclined to avoid initiating any 
actions such as removing the clearance of the most logical suspect, which could {] hinder 
any successful resolution (prosecution) of this matter.“ (DOE 2407-2408) 


u) 


On May 25, 1996, shortly before DOE's official dissemination to the FBI 
of the DOE AI, Trulock sent a memorandum to Joan Rohlfing, Director of NN (DOE’s 


j Office of Nonproliferation and National Security), conceming the “Kindred Spirit" 
#. - investigation. The memorandum specifically addressed whether “we [are] prepared to 
3 act" to take administrative action against the “subject.” The memorandum in reads = part as 
follows: 


: oe At this point, we have taken no preparations for any administrative 
. actions that might be required by future investigations. The FBI has 

4 specifically requested that we take no action at this time, pending their 
assumption of the case. 
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The FBI did suggest that we might consider reassignment of the subject to 


a special project along the lines of the Ames casc. The Secretary tasked us to 
DOE identify options for such a special O a 
bo, vc LANL, will develop a "project" or series of projects for such an assignment. * * * 
a: arrive in Washington the week of June 3, and this will be his 
first task. 


(DOE 3809, 1844) 


(U) Deputy Secretary Curtis told the AGRT that the purpose of the memorandum 
was to ask: “What is our administrative obligation?“*” DOE had identified a “candidate 
spy“ and he had “access to other information.“ Deputy Secretary Curtis said he was 
“troubled” by the situation, as was Secretary O’Leary. Deputy Secretary Curtis realized 
that he could take “him out of access," but he also viewed the matter as presenting DOE 
with a “Hobson's choice.“ If Lee was taken out of access, “we'd never find out anything 
from him by those means" and we would have “compromised" the counterintelligence 
investigation. (Curtis 1/14/00) 


7 (U) Itis not clear whether Trulock is referring here to Secretary Hazel O'Leary 
or Deputy Secretary Charles Curtis.. 


i -@ : l 
oe in told the DOE OIG that to the best of his knowledge, it was decided 
bac [ not to develop a project or series of projects for Lee. (DOE 2655) Id the DOE 


y OIG that he was never aware of any discussions regarding this matter d not 
o ot participate in any such assignment. (DOE 2787) | 
ret we A) | 
ot i m ‘) That was a critical question for DOE to answer. It had both .. 


administrative responsibilities and administrative rights that impacted on this issue. A 
DOE-FBI Memorandum of Understanding, dated October 7, 1992, addressed just this 
issue. It read in part: “While the DOE may take appropriate administrative, disciplinary 

- or other action at any time in connection with a DOE employee whose activities are 
reported to the FBI, DOE will coordinate with the FBI in advance of any intended action, 
to avoid prejudicing any ongoing or planned FBI investigative effort or oriminal 
prosecution.” 
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(U) Ultimately, Deputy Secretary Curtis said, “we trusted the FBI's judgment" on 
the matter. Nevertheless, he docs recall speaking to LANL Director Sig Hecker in the 
May 1996 time frame “about coming up with a way to find {the] guy {an} alternative 
assignment" and, he said, there was continuing "discourse" on this matter..(Id.) Deputy 
Secretary Curtis took some comfort from the fact that he had “every expectation that he 
[Lee] was going to be put under wiretap." He “assumed it did happen and was never told 
it didn't." ({d.) 


VU 3 oe j 
Bon July 3, 1996, FBI personnel met with LANL personnel at LANL. 
Representing the FBI were SC Doyle, SS SAC Kneir, ASAC Dick, SSA 
and S i 


and the two LANL CCIO’s, 
was asked by the FBI to keep the “fact of [the] investigation closely held, and to leave 
LEE in place." Hecker asked how he could justify doing that and the FBI responded with 
two points: “Lee has had access for ten years, so firing him would not do much now, and, 
if lab did fire him it would have no legal justification to support the action.“ d.) Hecker 
agreed to leave Lee in place. An FBI timeline describes this meeting as follows: 


Ks FBI HQ personnel travel to Albuquerque to confer with the Special 
Agent in Charge and Assistant Special Agent in Charge. All then meet with 
the Director of Los Alamos and his staff to brief him on the FBI's proposed 
investigation and to ask for cooperation: The LEEs must not be alerted to 

~ the investigation and LEE Wen Ho must continue to have his nonna 


access. 


(FBI 752 to SAGE i- was the case agent at the time, SC Doyle 
and SS Hecker to keep Wéi Ho Lee “in place for one year" and Hecker 


. be 
in LAN O O 
“0 E 
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agreed." (FBI 17817) As a: it, the “tenor” of the mecting “was to leave 
Wen Ho Lee exactly where he was. To do anything cise would be to tip him off.” bee 
9/13/99) 


u) 
On July 24, 1996, SACD spoke with IR hou a meeting that 
had earlier that day with LANL Director Sig Hecker. Hecker told 
em that he had recently talked with Deputy Secretary Curtis at DOE HQ and “leamed 
that DOE higher-ups had been briefed on Kindred Spirit, and there are many concerned 
people at DOE HQ." Hecker stated that “Curtis wanted to limit access to Let’Wen-Ho 


starting now, if possible." (AQI 980) 


oe 

pet 
' bb 

LIC 


“tod E that if access were limited, FBI investigative efforts 
to identify Lee Wen-Ho as the individual committing espionage at LANL would be 
seriously hampered.” $E told him “he agreed" and “indicated that he and SED 
would not suggest any recommendations to Director Hecker that would limit access 
without getting prior FBI approval." ` 


v) 

S subsequently called ssa BD- report on his conversation 
with “SS advised that he would brief his chain of command 
immediately regarding this development, and indicated that this certainly is not the 
tion promised by Director Hecker during the recent meeting at LANL. SSA 
| suggested that perhaps FBIHQ could write a letter to DOEHQ from Director to 
irector advising that the FBI is conducting an espionage type investigation and 
poi < cooperation is needed.” (AQI 981) 


D niione another matter came up aswell, corioeming 


‘ ongoing plans within X Division to ten control on'access to the X Divisi ion vault" 


U) sc Doyle told the AGRT that he stressed to Hecker tic importance of the 


"Lee case to LANL: “Their fat was in the fire.” (Doyle 10/19/99) 


to a DOE OIG statement given b the 
the vault “contains mostly nuclear testing 

esipns, designers’ reports of testing, and weapons development 
information” "DOE: 2685) According to one DOE memorandum, the vault, 


D ge 


TAN ap eee eaey me 
ipar. Mee nma a A 


- Doyle, U 


Tror 


The project had been in the works “for a period of time" and j wanted to make” SA 
aware of it.""* 


ul 
AS) On July 26, 1996, xo ë 24 FM spore again and BB edviscs 
that “FBI officials" had visited with Deputy Secretary Curtis at DOE HQ the previous 
day. “In essence, the Bureau officials told Curtis not to pull any clearances for Lee Wen- 
Ho." According t Deputy Secretary Curtis then called Hecker to “share the 
information" with him. emphasized that “at no time" had “any discussions" 
focused on pulling Lee’s clearances; rather, the “only issue being discussed between 
Curtis and Director Hecker was limiting access to Lee." (AQI 987) 


u) 
W Also on July 26, 1996, sa: o<- with O E wee 


assured him that "LANL will not limit access for Lee Wen-Ho without coordinating with 
the FBI." (AQI 989) 
(x) 


o suggested that placing a badge reader with limited access to the 
X Division vault, as was being con might also "jeopardize the FBI 
investigation." Therefore, he told S “no action would be taken” on this 
matter as well “without first coordinating with the FBI." (ld.) 


(Sar 


On August 19, 1996, Notra Trulock and of DOE, met with SC 
and SS The principal purpose of the meeting was for 


Trulock to give the FBI a letfer reconfirming DOE’s position on the compromise of 
Ts 6 
the meeting, however, Trulock also raised the issue of improved vault security for 


in 1996, contained 50,000 classified documents, including documents classified at the 
Secret Restricted Data level. (DOE 2854) 


). 

Although the issue of vault controls was not being driven by the “Kindred-- 
Spirit” Hla lev it was not irrelevant to it either. As far back as April 1996 
was noting that Lee “had direct access to the ult and direct access to the 


W-88 Weapons system design information.” Three years later, Lee would 
tell s\n See Chapter 


17. 


Pee ES 


ve Division. According to a memorandum fon Trulock, the FBI signed off on the 
Ic  tmproved vault security procedures. (DOE 4391, FBI 662, FBI 11767, FBI 12094, FBI 
662) 
Zp 
v6 yC SENT) On March 28, 1997,.S sent an EC to NSD summarizing a 
, 
boe 


be, pc 


(FBI 800; see also FBI 973) 
On April 10, 1997, S 


Q0€ -assigaed to this “new team," the code “would be in his face : 
b6,616 oe gee Ois Le i per oaa ye rts meee ae 0e postion s weal ile daing 
his new team assignment." sss (AQI n 


: i poe ay” HERES . TT me em ee 
ae Bros October 15, 1997, S uld make a handwritten note 


joussed Leo's access at LANL. Since 
currently involved in nothing new, they only had to keep him from any new code work or 


design work. As far as the Lagrangian codes went, m so there is no 


point restri his access to them.” (DOE 2927) SS notes that he confirmed 
this with S on October 18, 1997; however, S Hecker was not there. 


PoP n 


reported that : 


bI 


U Oa A Nias cerita ao 
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GF On April 15, 1997, a key event occurred. DOE personnel met with FB! 


pe crsonncl at LANL to discuss the status of the investigation. Present from DOE were 
ic DOE Albuqucrquc Opcrations h) 
y and 
-| gat he meeting, as 
ob er described in Chapter 9, was intended by DOE to press the FBI for action on the 
VIC) case. 
(2f During the meeting, however, there was also discussion about what to do 
. about Wen Ho Lee's continuing access to classified information in light of the new 
poe project which d described to S several days earlier. According to a 
bic memorandum ent to Trulock an the following week, | 
described his plan for the “re-alignment” of personnel and work assignments b) 


within X Division and the establishment of a 


(FBI 845) 


Doe bb, 07G = : Seis WP had learned that Lee had worked with a perio R | i 


fin the past which was “instrumental for the successful development of the W-88" 
Doe | and was considered an "expert" in this area (Id.) Therefore, according to 


bee memorand' was “of the opinion that fff is compelled to place SUBJECT on the 

ionale is the fact that SUBJECT, being considered an ‘expert’ 
in- this area, would certainly become suspéct as tò why he was left offofthe team, = -=-7~""- 
perhaps alerting him to the fact that he is a suspect in an FBI investigation.“ (1d) 


T Doe de eTe aga cornia indicates that it was decided by “CID [DOE's 
= Counterintelligence Division] and the FBI that it would be illogical not to assign 


SUBJECT to Co EE = for two reasons, first, SUBJECT is a suspect only 
and secondly not to-as would arouse his suspicions." (Id.) she 
Eò . 
| ag s (S3 S also memorialized this understanding: “It was agreed that Lee 


yoe Wen-Ho would not be restricted as far as his normal duties at the lab are concerned. It 


ae 


ee Freee a a a ND CE CS ES TE, Te NR At OS oe + ne 3 nem oes 
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(u) 
also noted that “[i}t was decided that as a minimum,” cc's R 
eie would be "recruited by the FBI to provide source coverage o 
ECT's access to and work accomplished" on the SEB 020° and that 
the FBI “would at a minimum initiate action to have a PEN Register placed on 
SUBJECT’s duty and home telephone." 


u) 
fy Finally, it “was also suggested" that NSD obtain authority from the FISA 
Court to place “technical surveillance“ on Lee’s work and residence. (Id.) 


H On April 22, 1997, BE: with Uan ssa. FBI-HQ 


and the FBI agreed to begin preparation of the FISA application. 


(x) 

[S7 Also on April 22, 1997, GP sent an e-mail oi advising him that 
the FBI was going to seek FISA coverage of Lee but that it “will take a couple of weeks - 
or more." (DOE 59) fgg then advised (MM of the following: 


was agreed that Lee’s new team assignment would go into effect as previously planned.” 
(FBI 851) Several months later, S would describe the understanding as follows: 
“the Department of Energy employees [at the meeting] decided not to move Lee Wen-Ho 
from his position at that time or take away Lee Wen-Ho's clearance as long as the FBI 
yeas be a ahead with their investigation.” Ga 5522) 


is] job description should move toward more 
12/20/99) 


said chat S memorandum is 
c FBI had not agreed to place a pen register on 


had contact with weapons 
generic theoretical activity.” 


This was not done. S. 
“inacourate” concerning this matter. 
Leo's telephone. NR 9/12/99) 


LI 


cok DoE b6 67 
bé 
LGC 
DE # PLEASE PRESS THIS HOME TO 
R, WHO MAY HAVESOMEIDEASON 2o 1, 


HOW TO “STALL" FOR A FEW WEEKS. . tc 
aay" | 
y 
On April 28, 1997, S met with 
ivisiOn. As to Lee’s | Dok 
; d e research" and “unlimited access | py, pIe 
to computers.“ As to the future, A | “advised that could steer LEE away from f, 


contours and weapons" and steer him “towards theoretical work." (FBI 883) 


u) 
On August 12, 1997, Notra Trulock gave Director Freeh a briefing on the 


PRC’s nuclear weapons program and its attempts to acquire United States nuclear 
weapons technology. DOE Deputy Secretary Betsy Moler was present at the briefing. 
After Trulock’s presentation, Deputy Secretary Moler made a comment indicating that 
DOE had deferred action on Wen Ho Lee’s access to classified material at the request of 
the FBI. Director Frech immediately and explicitly told Deputy Secretary Moler to “take 
that right off the table." (FBI 12506) See Chapter 13. The FBI's investigation of Wen 
Ho Lee should not be “a factor in any DOE action.“ (NSC 004) 


(U) Deputy Secretary Moler did hear what Director Frech had told her, (“I do 
remember him uci longer needed to keep the suspect in a no ‘alert 


eon oe To the extent that this saig Cenk ns Wid ok rea 
“total access,” it is mistaken. As told the AGRT: “He would have had access to | Dot 


primary and secondary design information just by being in X Division.” ay bt, 
12/20/99) bic 
Qu) 
t% (SY There is no indication that any “ruses,” “crisis,” or “stall” taotios were 
devised or employed. . 


a 
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Dr A 
status at the request of the FB1“) (Moler 3/8/00) But she clearly did not get the meaning 
or significance of Director Frech's statement." 


(U) First, she viewed this as an FBI matter. “I thought it was their investigation, 
that they were running the show,” that the FBI was “legitimately and appropriately" in 
charge. She found it “really strange" that anyone would think that the Director “was 
telling us to do something.” (Id.) (emphasis added) 


(U) Second, she emphasized that, while Director Freeh had told DOE they could 
alter Lee's status, the Director had not told DOE it must do this: “He did not tell us ~ did 
not give us specific direction — to take him out.“ Nor, she asserted, was the matter 
clarified for her by Notra Trulock,*” (1d.) 


(U) Third, Deputy Secretary Moler said, a “lot of it didn’t make sense." She said 
she had been told by “Notra Trulock that [the] guy had been moved from fhis} previous 


DoF ac a $F Trutock did. ERER said that Trulock came back | bJ 
’ from the meeting with Director Freeh and said that the Director had said, “Nothing you 
do can interfere with [the] FBI case. Do what you got to do. Tak 
administrative action you want. It won’t jeopardize the — D 
alg Trulock and Deputy Secretary Moler have a fundamental disagreement as 
to whether Trulock interpreted the Director's “take it off the table” statement for her. 
- According to Trulock, in the car going back to DOE he asked Deputy Secretary Moler if 
she understood “what Frech fis] telling us.” Trulock said it was “to remove Wen Ho 
cau, -- Lee's access.”_Trulock further says he told Deputy Secretary Moler that the entity 
N within DOE that needed to address this matter was NN-50 (DOE’s Office of Security = — -~ — 
i. Affairs). What they should do, he says he told Deputy Secretary Moler, was “find fa] 
. “pretext to bring him in, find (a] pretext to do [a] polygraph, and if he refuses, take him 
out.” (Trulock 10/12/99) According to a draft memorandum which Trulook gave the 


DOE OIG, Trulock also “made olear” to Deputy Seoretary Moler that “as the Direotor of 
Intelligence I had no authority to remove this individual from access.” (DOE 2984) 


. 
eo wee s . 


; ia | Deputy Scoretary Moler disputed Trulock’s recollection of the events that took lace in 
cm the car ride back to DOB: Notra Trulock doe 
(Moler 3/8/00) nee, 
Cc 


pry iT 


job and that his ‘access’ to classified information {had been] limited. DOE, she thought 


had “effectively ‘neutralized’ him." (Id.) 


(U) Fourth, she did not - and there is no other way to put it - take the Director 
seriously. She told.the AGRT that “I was under the impression that Freeh was ‘free- 
lancing’ when he said this. 1 saw eyebrows raised.“ Her view was that the FBI was 

“trying to make a case against him. I believed the FBI didn’t want him to be aware of 


on 


what was going on." 


(U) This was an unfortunate interpretation of the Director's remarks. Although 
the Director of the FBI had just told DOE to take the FBI’s investigative interest “off the 
table" in deciding what to do about Wen Ho Lee, Deputy Secretary Moler did not believe 
he really meant it and, if he did mean it, that he was really speaking for the FBI. When 
the Director of the FBI speaks, that is, by definition, the FBI’s official position. 


u) 

e DOE took no immediate action as a result of Director Freeh’s statement. 
Secretary Pena was not briefed on the matter (Pena 3/15/00), nor was DOE’s Office of 
Security Affairs asked to take action to restrict or withdraw Lee’s access.” 


wo On September 18, 1997, Director Freeh was briefed by his staff on the DOE 
counterintelligence reform efforts and on the Wen Ho Lee investigation. According to a 

.. note subsequently sent to the Director by AD Lewis, the Director asked “whether DOE 
had done anything in response to your very strong urging that they implement immediate 

steps to prevent any further loss of sensitive source codes and algorithms." (FBI 11 18) 


i id a ; Cy Also on September 18, 1997, PEORIEN Lowe 
on fs Notra Trulock which was intended to memorialize Director Frech’s “take that right off the 
= table" statement, It read in part: a 


t | maher Joseph Mahaley, DOE's Director of the Office of Seourity Affairs 
since Maroh 1997, told the DOB OIG that he was not aware of Direotor Frech’s 
statement until he read about it in the newspaper. (DOB 02725) 


‘Tre a e 
S e | 
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LS [W]e must withdraw our previous request that Lec’s access and 
assignment remain unchanged to achieve immediate investigative 
objectives. This high priority investigation continues and we will advise 
you of all significant developments. If you should determine that, in light 
of information developed to date and in the interest of program security, 
Lee should have his access altered or his assignment changed, we would 
request that you provide to us the specifics of such planned action, and we 
will adjust our investigation accordingly. 


(FBI 12508) The purpose of the memorandum, as an accompanying note indicated, was 
to advise DOE that “since subject now has recent access to a new project, and since our 
efforts in obtaining elsur [electronic surveillance] have not been successful, DOE may 
now wish to reconsider its agreement to not limit subject’ access." (Id.) 
U 
This memorandum was marked “NOT SENT.“ sR put a note on it 
indicating that the FBI should find out what DOE “is doing" abou s access and then 


“re do the letter to memorialize their decision." (FBI 12507) That was never done. 


S&S On September 24, 1997, AD Lewis answered the Director's query of 
September 18“ arid the answer was that DOE had taken no action yet in response to the 
Director’s admonishment. AD Lewis wrote the Director: “Based on conversations with 
ackpround papers and options on various CI and security fixes have b] 


. been provided to the Deputy Secretary, but to date it docs not appear that any specific 


preemptive plans have been agreed upon or implemented." (FBI 1118) AD Lewis 
promised that “[w]e will again remind DOE of this" and the matter would also be . 
eerrenioes “in your talking points to raise with Seoretary Pena." dd.) 


On September 26, 1997, SA ke with Pond GP edvised | | doe 
that iad told the a i olearanoo right be | | be 
pulled." (AQI $542) bIC 


Wo On September 29, 1997, SAE sr0t0 with SSA v was given the 


following guidance regarding Wen Ho Lee: 


| 


ar as a PN 


ec 


ABT [I]f DOE needs to do something regarding Lee Wen-Ho, it is our 
position, that we will support their decision. DOE does not need the FBI's 
approval to take action. S hould not allow DOE to use the Kindred 
Spirit case as an excuse for not taking action regarding the movement of 
Lee Wen-Ho or the removal of his clearance. I 


calls S Dot, 
to tell him what action they are taking against Lee Wen-ho and then bf, 69 G 
inquires as to what S thinks, or if it is okay with sag sain 
will tell that he supports any action DOE decides to take -- Doc 
against Lee Wen-Ho. b6 LIC 


en Per ssa ACR «« one time the FBI did tell DOE not to pull 
Lee Wen-ho’s clearance, but the circumstances have now changed and this 
is no longer the FBI’s position. 


(AQI 5532; see also AQI 5535-5538)™ 


On September 29, 1997, U dSS met with pee 
lof DOE's Counterintelligence Division. Id SS les 
T ing into ways to limit subject’s access to classified information." U 
irector Freeh’s “take that right off the table“ comment. | Doe 
irector Frech emphatically told DOE thatitneededto | 66c 
immediately coite up wih a plan to stop the suspected PRC access to the labs, and that 
this case should be taken ‘off the table’ in deciding what they should do, i.e., do not use 


our investigation of this subject for not addressing the larger PRC problem." (BI 1125) 


H (4 SS also memorialized this conversation with S Bag wes 
advised that it is DOE's equities which are at risk here, that they b) 
decide on their own what they must do to protect them, and that we will sup 

whatever they wish todo. Under no ciroumstances is AQ to let the lab or ROE HQ use 

our investigation of subject as an excuse to do nothing. AQ was advised the Direotor 

told DOE to take this case ‘off the tablo.™ (FBI 1126) 


b\ 


Des A 
According to ssa D write-up of this mecting, advised that their “inquiries DoE be, 
about possible steps” to be taken should be completed “in a weck or so.""” (Id.) bc 


SÆI On September 30, 1997, met with 
Trulock an and was told that Deputy Secretary Moler still “didn’t get [the] 


picture,” even after the Director’s admonishment. She “will prob{ably] want Bureau to be 


[the] thugs." (FBI 20855) 
met with j doe 
ccording to S EC: bb, bI 


u) 
P On October 15, 1997, S 
discuss the Wen Ho Lec investigation. 

3) R: ivi- that in his.present position, Lee Wen-Ho is not | DOE 
volin on anything new. does not think Lee Wen-Ho should be be bre 


moved from his present position and does not think Lee Wen-Ho’s 
clearance should be taken away. S greed to pass 
opinion along to SS I HQ. 


EE S S advised O EER Levy’s official position in 
reference to SD movement of Lee Wen-Ho or the removal of Lee Wen-Ho’s 


clearance. S advised ED that the FBI will support whatever 
decision is made by the Department of Energy. 


doe 
bb bic 


(AQI 1537) 
) has also documented his recollection of this meeting between }6€ loo bat 


(U) 
himself and On April 16, 1999, he sent an o-mail to LANL Director Browne 
which reads, in its entirety, as follows: 2 aie i 


i -9 There is is no indication that anything came of such “inquiries about ai 


TSUNA tae yasmevengr -em-oa 


steps.” 


** (U) On October 20, 1997, sA 2dvisca” as well, of the dr E i 
FBI's now position on Wen Ho Lee's access and olearance. (AQI 5529) 
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On October 15, 199 Ár Albuquerque, asked to meet with me. 
was oul of the office that day an ai: that he needed to talk to 


onc of us about the subject of Kindred Spirit. 1 met wit i office. 

old me that he was told to tell me that the FBI's official position regarding 
the subject’s access had changed. He said that the FBI would not stand in our way 
if we wanted to remove the subject from his current access or remove his 

clearance. I asked if doing cither would limit his options to solve the case 
and he said yes, but he would live with whatever we decided to do. I told him that 
since the case against the subject was weak, that I preferred not to limit the FBI's 
options. I believed that we should stick with the decision that we had made in 


April 1997 to not let the subject have any new access. That ent was 
reached afl ği concurrence of the subject's | bh. 


from DO d E 


Kas Today (April 16, 1999) I to get the date of the October 
15 meeting. He told me ll FBI/Headquarters called him 
on September 29, 1997 and told him to tell me that the FBI position had 
changed and that they would “no longer stand in our way“ if we wanted to 
remove the subject from access or remove his clearance. This of course 
implies that the FBI previously opposed removing the subject from access 
because it would limit their options. I if he was told to tell us to 
remove the subject’s access, and he said “heavens no." He was just told to 
tell us that they would not object to doing i said that he and I 
discussed how we could justify removing the subject from access, and both 
of us believed that at chat time it would have been difficult to do this. 


(DOE 2852) U.: the AGRT that, after old hin the FBI Would not | Dot 
stand in his way-if DOE wanted to remove Wen Ho Lee’s: ASA] ©6,b7¢ 
t had changed. ee a recalled 
eving that this was FBI-AQ’s decision and was not aware that this on came 
aie the FBI Director himself. 9/15/99) 


a n a] 


o eee 


p5 
bh n October 15, 1997, SA spoke by telephone to ssa He told 
Lic SS that “docs not want to move subject or take clearance away.” bot bb, o7¢ 


(AQI 5526) Several days later, on October 23, 1997, SA drafted an EC to 
document his communication of this information to SS (AQI 5522) 


y) 

ABY On or about October 15, 1997, a set of "Talking Points" was provided to 
Director Freeh for a meeting which the Director and DCI Tenet held with Secretary Pena 
that day to discuss DOE counterintelligence reforms. The “Talking Points" included the 
following statement: 


) 
er Before we get into our specific proposals, we want to stress with you 
the importance of taking immediate action, if not already done, to prevent 
any further damage by the “Kindred Spirit" subject with his current access 
to sensitive computer codes. As noted in previous discussions, the FBI 
investigation should not prevent you from taking whatever actions you 
think appropriate to remove him from his current position and access to 
sensitive programs. 


l OA On October 15, 1997, Dizcotor Froch end DOI Tenet met with Secretary Pena 
and other DOE personnel: In accordance with the Talking Points, Director Frech raised 
the access issue again conceming thie “Kindred Spirit" * investigation.“ (Erech 11/11/99) 


orf Although both Trulook andfiiiifiatso recall the Director raising the issue | £} 
at the October 15, 1997 meeting with Seoretary Pena, neither Seoretary Pena, nor his 
chi staff, Elwood Holstein, remember the issue coming up at this meeting. 


Trulock 10/12/99; Pena 3/15/00; Holstein 3/29/00) Deputy Scorctary Moler said 
she “can't say yes and can't say no” as to whether the access isstic came up at the 
meeting. (Moler 3/8/00) 
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SE Also on October 15, 1997, SC Dillard sent a note to AD Lewis, responding to 
an inquiry from AD Lewjs conceming the “job and access" of Wen Ho Lec and Lee's 
bA PRC student, (FBI 7642) As to Wen Ho Lec, Dillard wrote the following: 


° Lec "has had virtually uncontrolled access to all of our nuclear 


designs." 


u) i 
° w In July 1996, Los Alamos instituted “access controls over thé’vault 
containing the designs so as to restrict access to only those lab employees 


who have a specific need to see a particular design.“** 


ee E ON 


ii e This statement was incorrect, but the FBI did not know that. Vault 
controls had been considered but never implemented. Hecker told the DOE OIG that a 


proposal for a palm reader to limit access to the vault, and to exclude Lee from such 


poE s, was never j ented. (DOE 2648) This was confirmed to the DOE OIG by 
bb bIL (DOE 2512) Ina letter to Secretary 
: Richardson from LANL Director John Browne, dated March 30, 1999, Browne gave the 
Secretary the following explanation: 


Wa 1996, the X Division attempted to implement cost saving measures 

as part of the Laboratory-wide effort to reduce overhead cost. One 
proposal was to install ari electronic access control (palm reader) in the X 
Division vault to replace two individuals employed as vault custodians. 

The request for installation of a palm reader required DOE approval. This 
independent effort by X Division was identified by the CI office as a means 
to further limit Wen Ho Lee's access to classified information without. 
arousing his suspicions to the ongoing FBI investigation. -Part ofthe CI 

- approach was to reduce overall the number of individuals in X Division 
who were authorized for vault access. ‘Wen Ho Lee was to have been 
included in the list of individuals slated to be denied vault access. The 
‘request for a palm reader was denied by DOB. This meant that the two 
vault custodians continued to oversee vault scourity. It is important to note 
that the individuals at LANL and in DOE who were involved in the 
original plan to install a palm reader were unaware of the seourity concerns 


regarding Wen Ho Lee. 
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T | ° F/RD)_ Lec now plays a “key role" i 


v) 
: £8) Lee “has had access to everything since 1978, but there have been no 
new designs since 1988." 


) 
. a When “we discussed LEE’s continued access with the lab in July, 1996, 
the lab agreed that there was nothing new going on about whieh they 


needed to be concerned." 


) 

e (S/NF/RD) The “matter of [Lee’s involvement in] the new, safer, W-88 
design has, at our urging, been considered by DOE HQ and the lab. We 
were advised just this morning that Lee’s supervisor has reviewed options 
to limit LEE’s access, and has concluded that any change at this time is 
pointless. Lee has known all about the most critical design information 
since 1988, and the new project does nothing to enhance the weapon." 


y Thus, by the end of October 1997, the FBI knew that DOE had no plans or 
intention to alter Lee’s access or clearance. The FBI knew, therefore, that all that had | 
really been achieved by the Director's statement was to shift responsibility for keeping 
Lee in access from the FBI to DOE. That, of course, did not alter the fact that Lee’s 
status remained unchanged. Why didn’t the FBI take further action? First, it was DOE’s 
decision, not the FBI’s. Wen Ho Lee may have been the subject of an FBI investigation 
but he was a DOE employee. Second, the FBI, like DOE itself, continued to fail to 
appreciate that the key issue was not principally what Lee was working on but what he 
had access to. And, finally, the FBI agents running and supervising this investigation still 
did not want Lee to be alerted to the existence of the. investigation, see, ¢.¢., the 
December 1997 teletype, which was a genuine possibility if Lee’s access was.altered. 


(DOE 2746-2747) Browne's letter goes on to state that the two vault custodians did not 
recall providing Lee access to the vault and the logs of vault access, maintained since 
1996, did not reflect such access. (Id,) DOE records confirm that there were two 
requests submitted to DOE for the palm reader, one in June 1996 and one in Ootober 
1996. Both were denied. (DOE 2853-2857) 
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They would dutifully and explicitly advise thcir counterparts at LANL and DOE that the 
Director had given DOE a green light to take such action as DOE deemed necessary, but 
they were nol going to push this particular car through the intersection. 


(w | 
(87 On July 23, 1998, SC Dillard and Uor- a briefing to 


Congressman Norm Dicks, Ranking Minority Member of the House Permanent Select 
Committee on Intelligence ("HPSCI"). The “Kindred Spirit" investigation was | 
described. According to a memorandum written by U Congressman Dicks 
“inquired whether the subject still had access to sensitive or classified information, 
whether he had been recently polygraphed by the FBI, and whether he could inflict any 
damage (sabotage) to the lab programs in which he is currently involved." (FBI 1330) 


SC Dillard and U told Congressman Dicks that the “subject” is 
currently involved “in maintenance activities" and “stockpile stewardship" efforts at the 
lab where he is employed and that he “still has access to sensitive and classified 
information." No FBI polygraph of Lee had been conducted in order “to avoid any 
alerting activity." Then the Congressman was told: “There is no indication based on 
current investigation that the subject has done anything consistent with the predicating 
allegation (Lc, conducted additional unauthorized disclosures of classified information 
as the current investigation)."*” 


On September 11, 1998, SAR ie ovi- oa ID x Lee's m 
MeL EE a o cy codes. bb, 
FD-302 of the interview, “In general, Lee is not working with b7¢ 
informadon that he d not work with in the past. In general, Lee is not in a position to do 


—more damage.". Lee was “not working on atiything unique right now. Lee is not woding 
on breakthrough or revolutionary information." (AQI 1901) 


—_ 


oo Bess As the recent Indictment of Lee alleges, Lee had engaged in additional 
conduct “consistent with the predicating allegation” since.the investigation had been 
opened, in partioular, the creation of “Tape N” in 1997. This was, of course, not 
discovered until 1999. 
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£87 On December 15, 1998, Curran and members of his staff met with SC 
Middicton, T W and other FBI personnel, conceming the Wen Ho 
Lec investigation. The FBI advised Curran that a second FISA request was “coming up." 
Curran also learned for the first time of Director Frech's “take that right off the table" 
comment.” SIN] an FBI detailee to DOE, made notes of the meeting, indicating 
that in 1997 the Director told DOE to “do what is necessary" and “not to use FBI as the 
excuse," but “nothing” had changed. (DOE 3985) Curran understood what he was being 
told: "Now it’s my responsibility." (Curran 2/9/00) 


wy On December 16, 1998, DOE, FBI and CIA witnesses testified before the Cox 
Committee, including Trulock, Curran, UQ SC Middleton and others. Curran’s 
reaction to hearing U imony conceming Wen Ho Lee was “Oh my God. I 
had been told that Wen Ho Lee was working on old codes. [Now I was] finding out that 
he had access to X Division safes, computers" and that “the guy could still do a great deal 
of damage." (Curran 8/31/99; Curran 2/9/00)™' His reaction was: “We're getting him 
out of:access." (Curran 8/31/99) 


Ft On December 16, 1998, Curran sent a memorandum to Secretary Richardson 
reporting on the December 15% meeting with the FBI. He told Secretary Richardson that 


a retired FBI f 
al said that iddleton or Ui casually mentioned” that “you 
know, the Director said u could take him out any time you want." Curran’s reaction 
was: “What?” /00) 


We should note that Curran does not necessarily agree with the AGRT’s 
ian fel events. He indicated that he thought the meeting where he learned dof | 
Director Frech’s “take that right off the table” comment was in October. Based.on SSA 

notes, and the AGRT's review of FBI records, we believe it occured on _ 
ecember 15, 1998. (See 3/00) Curran also indicated that the Cox 
Committee hearing where he learned of the true nature of Lees’ access was in November 
1998. There was a briefing to the Cox Committee staff by SC Middleton and U 
on November 16, 1998, sco FBI 11553, but the AGRT believes the hearing to whi 


Curran is referring occurred on December 16, 1998. See, generally, FBI 11553, BAT 


187, DOE 2382. 


or i 


who worked for Curran, was also at this- 


the FBI was going to apply to the FISA Court and, whether or not if got a FISA order, 
“the FBI plans to conduct a confrontational interview of LEE to conclude this 


investigation.” (DOE 2383) Curran wrote a note on the memorandum advising 
Secretary Richardson that he i 
ae needed "to discuss options with you conceming this case at your earliest | kI 


opportunity, especially after our testimony on the Hill." (Id.) 


) z 
g% Birem On December 17, 1998, according to a document provided to the 
,b AGRT by the DOE 1G, ES crctary Richa a 
uit sent the Secretary a memorandum recdmmending that Lee be . fhe memorandum 


included the following comments: 


(SAIERETOC) “Since 1945 the FBI'has suspected Mr, And Mrs. Wen Lee 


(codename: Kindred p are Chinese j DES | L | 
s disclosure is the basis of the entire Notra Trulock brief which has 
incited the Cox Committee.“ 
. Oy “The Cox Committee is seized with this, the case and the slow 
response will be a big part of their final report. If you took bold action on 
this case soon it would be great evidence to them that you are fixing this 
- problem.“ 
i SF recommended that Secretary Richardson “[cJall Freeh and tell him you 
4 are going to i Spirit. He retums from his trip 12/21 and will walk into the 
x l confrontational interview with the FBL He will then know keis made, He can 
ne legitimately be fired for not reporting foreign travel, andfackofcandor £) 
bcd in previous counterintelligence interviews. This will show (thJa[t] you are getting rid of 


dirt, and your new counterintelligence plan has teeth." (DOB 2589-2591) 


i i CY, On December 18, 1998, UC and SAD xe: with Curran and his 

pac} _staff to discuss what to do in the immediate future about en Ho Lee. According to UC 

| notes, Curran wanted the matter resolved “before tho Cox Committeo report 

l comes out." (FBI 11948, 20325) A note was sent to Direotor Frech which indicated that 
“DOE Counterintelligence advised they wanted to try and neutralize their employee's 


Sa) 
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access to classified information prior to the issuance of a final report by the Cox 
Committee.“ (FBI 7721-7723) 
(u) 


ABY On December 21, 1998, Curran sent a memorandum to Secretary Richardson 
containing talking points for an anticipated telephone conversation between Secretary 
Richardson and Director Freeh. He advised the Secretary that DOE intended to interview 
Lee “before the end of this calendar year" and offer him a voluntary polygraph. If he 
refused, “his security clearance will be removed and steps will be initiated te ‘terminate 
his employment." If he agreed, but did not "pass" the polygraph, “his clearance will be 
removed and termination proceedings will be initiated." (DOE 3570) 


u) . 
Oni December 23, 1998, Lec was interviewed and polygraphed by DOE and 
its contract polygrapher, Wackenhut. Wackenhut "passed" Lee, a prospect that Curran, 
according to the FBI, had not anticipated. See Chapter 17. 


63 On December 24, 1998, Wen Ho Lee was removed from X Division and 
placed in T Division, where he would not have access to classified material. Rush Inlow, 
Deputy Manager of the DOE Albuquerque Operations Office, sent a memorandum to 
LANL Direétor John Browne requesting that Lee be “immediately” reassigned out of X 
Division, that Lee would retain his security clearances, and that the action was expected 
to remain in effect for a maximum of 30 days. (DOE 2670) 


Ko On December 29, 1998, Curran sent a memorandum to Secretary Richardson 
-describing the events of December 23 and 24, 1998. Secretary Richardson was told that 
Lee had been “administratively reassigned" to T Division, which involved unclassified 


` work, and that this action would remain in effect for a maximum of 30 days. (DOE 2378) 


ty). 
SY OnJ anuary 12, 1999, AD Gallagher sent a note to Director Freeh, yuo read 
in pait 
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. Lee was not placed back in access. 
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A8Y DOE is anxious to avoid criticism about the case. It removed 
the subject's access to classified information on December 23, 1998. DOE 
countcriniclligence is pushing the FBI to interrogate the subject this month. 
DOE wants to fire the subject, but may not have justification to do so at this 


time. 


(FBI 1468) 


(U) On January 17, 1999, Lee was interviewed by SA d Am 
and, on January 21, 1999, Lee gave the agents a signed statement. See Chapter 17. 


u) 

{SIRTF On January 22, 1999, FBI-AQ sent an EC to FBI-HQ, which was based 
on the assumption that Lee had "passed" the DOE polygraph and which concluded with a 
“SAC Analysis" stating, in part, that “[bJased on FBI AQ’s investigation it does not 
appear that Lee is the individual responsible for passing the W-88 information.“ (FBI 
1515) 


(u) 
sS On February 2, i999, Curran sent a memorandum to Secretary Richardson 


advising him that based on Lee’s passing of the DOE polygraph and the January 17, 1999 
FBI interview, Lee would be returned to his former duties. (DOE 2371) That same day, 
Inlow, the deputy manager of the DOE Albuquerque Operations Office, signed a’ - 
memorandum to LANL Director Browne terminating DOE’s “request for temporary 
reassignment." The memorandum advised Browne: “You may retum him to his 


However, later that same day, SC Middleton advised Curran . 


normally assigned duties.“ 
that the FBI Polygraph Unit had concluded that Lee had not passed the DOE polygraph. 
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On On February 10, 1999, SA SEED polyeraphed Lee and concluded that he 
yas. “inconclusive” as to two questions and ee as to the other two. See Chapter 
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E On February 17, 1999, Curran met with UC and ss 
` „According to Uci notes, "Curran wanted to know if FBI would approve Lec 
being suspended/fired." Given the need for further questioning of Lee, and the fact that 


ald: “Nol" (FBI 11906, 20366) 


he had already been removed from access, U 
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On February 18, 1999, John Browne, the Director of LANL requested that 


Lec’s Q clearance be “temporarily suspended” until investigation by appropriate agencics 


is completed. (DOE 1160) 


u) ; 
w On February 19, 1999, according to a document provided to the AGRT by 
the DOE Office of Inspector General, a =-=: a note to the bor 
Secretary, advising him that Lee had failed the polygraph, that his clearances “are pulled £e 


and he is out of access" and also advising the Secretary that the “FBI does not- want us to 
fire him yet." (DOE 2592) : 


(u 

On February 22, 1999, 

m 
t Lee’s Q clearance, granted in 1978, be “immediately suspended" pending resolution 

of concems regarding “his continued eligibility for access authorization."** (DOE 198) 

That recommendation was immediately approved. (DOE 195) DOE instructed LANL 

that same day to “take immediate action" to obtain Lee’s access authorization (security 

clearance badge) and to reassign-him to “activities not involving access to classified 

information or special nuclear material." 


uy 
foe K On February 23, 1999, SC Middleton sent a memorandum to Curran 


bt confirming Ui statement to Curran of February 17, 1999 conceming the FBI’s _ 


b17© opposition to Lee fired at that time. SC Middleton noted that it anticipated 
conducting further interviews of Lee and that “Lee remains cooperative in the belief that 
his access, which is presently suspended, will be restored to him." The FBI's position 
was that since Lee's “continued cooperation in our investigation is vital, we ask that his 
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sate c reason cited for this action was that “information in the posséssion of 

“the U.S. Department of Energy (DOE) indicates that Mr. Wen Ho Lee has committed, 

- prepared or attempted to commit, or aided, abetted or conspired with another to commit 
or attempt to commit any act of sabotage; espionage, treason, terrorism, or sedition.” 
(DOE 197) Specifically cited were: (1) “Information in the possession of the DOE 
indicates that Mr. Wen Ho Lee has provided sensitive and olassified information to a 
sensitive foreign country.” (2) “He failed a polygraph examination conducted by the 
Federal Bureau of Investigation (FBI) on February 10, 1999.” (Id.) 
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Albuquerque Operations Office, recommended to the manager 3 7 ae | poe 
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employment not be terminated at this time.” SC Middleton noted that “{cJontinued | 


suspension of his Q clearance and access will both give Lee a reason to continue to 
cooperate, while simultancously insulating the laboratory from any further loss." (FBI 
1596) | 


(U) On February 26, 1999, Lee received formal notice of the suspension of his Q 3 
clearance. (DOE 194, 1293, 179) | | 


Cy) 
Joy On March 5, 1999, Lee was interviewed by the FBI and signed a consent 5 
form to search his LANL office. E 


u) l 
Y On March 7, 1999, Lee was interrogated by the FBI. 


(SASF) On March 8, 1999, Curran and Joseph Mahaley, Director of DOE’s Office 
of Security Affairs, sent LANL Director Browne a memorandum advising him that | 
Secretary Richardson “recommends termination of SUBJECT’s employment at LANL as | 
soon as possible.“ This recommendation was based on three factors: (1) Lee too. 


unauthorized trip to Hong Kong in 1998; (2) 


and Lee did not report this “intelligence solicitation" to DOE or the FBI, as 
required; and (3) Lee “failed" both the DOE and FBI polygraphs. (FBI 1609) 


- (U) And, finally, on March 8, 1999, LANL fired Lee. Four grounds were cited: J 
- (1) failure to properly notify LANL or DOE personnel about “your contact with i 
individuals from a sensitive country"; (2) failure to properly mark.and store some | 
classified view graphs; (3) keeping his classified password in an inappropriate location; 
and (4) eagaging “in an apparent effort to deceive Laboratory manageatiea about these sah 


and other e soa issues.” (DOE 1072) 


bt 


oy May 30, 1996 until December 24, 1998, DOE did not take a single 
significant step to limit Wen Ho Lee's access to our nation’s most sensitive nuolear | 
secrets. For approximately half that time period, it is fair and appropriate to hold the FBI | 
principally responsible for decisions, and non-deoisions, which had potentially 
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catastrophic consequences. For the other half of that time period, DOE must clearly 
shoulder the blame. And blame is the proper terminology because the mishandling of 
this critical issue by both DOE and the FBI was unfortunate in the extreme. 


(U) First, the consequences: 


(SIRBASFIOC) For two-and-a-half years, Lee had unrestricted access to the X 
T | Division's highly classified computer 


In April 1997, 
while DOE was maintaining Lee in access at the specific request of the FBI, Lee created 
what is described in his Indictment as “Tape N." This tape is now viewed by the FBI as 
constituting one of the most sensitive downloads of critical nuclear weapons secrets.” 


oo, St /11/99) 
lob C O) 
1 §S?NF) For two-and-a-half years, Lee also had unrestricted access to the X 


Division’s vault, repository of 50,000 classified documents. That the custodians do not 
remember Lee visiting the vault does not mean he did not do so. More important, it 
certainly does not mean that there was anything to prevent him from doing so. 


fw For two-and-a-years, Lee was free to work within the confines of the guarded 
gates of LANL, and within the even more exclusive confines of X Division, and then take 
‘trips to sensitive foreign countries, such as Taiwan, which he visited twice during this 
time period. Indeed, during his March 1998 trip to Taiwan - a trip neither DOE 
Counterintelligence nor the FBI knew he was even taking until he was already gone ~ he 
accessed LANL’s computer system from overseas, . _ l 
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A. ves According to the Indictment, this tape contains several 
| ource codes and input decks, including the complete source code for the current 

version of the most up-to-date primary weapon design code. (Detention hearing 

{ 12/13/99, Tr. 11) Such “source codes,” according to Stephen Younger, LANL’s 

ka Associate Laboratory Director, “represent, in essence, a graduate course in nuclear | 
weapons design.” (Id) Tape N also contained input decks for this code. An input deok 
contains “{aJll the materials and the geometry of the nuolear device.” (Id) 


re 
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(SPOE) Nor were these consequences, in any respect, wnanticipatable, Lec, 


after all, was an expert on nuclear weapons computer codes. 
told the FBI, “quite sophisticated” on the LANL mainframe. 


A? 


How could the FBI and 
DOE not have perceived LANL’s most sensitive secrets to be at risk from this individual? 
) | = 

® Second, the FBI’s reflexive assumption that Wen Ho Lee absolutely had to 
retain his clearance and his access, in order for the FBI to make its case, was wrong. 


wy It was wrong, in particular, because there was never a serious consideration of 
non-alerting alternatives. Trulock wrote about it in his memorandum of May 25, 1996 
but nothing came of it. wrote of it in his e-mail of April 22, 1997 to a: DE bebbe 
again, nothing came of it. e matter came up on other occasions as well and, cach 
time it surfaced, it just as quickly faded away. 


G) It is clear that neither the FBI nor DOE made any genuine effort to come up 
with an alternative to maintaining Lee’s current level of access. Those alternatives could 
have been special unclassified and entirely legitimate projects. It could have been 
special unclassified and entirely contrived projects, essentially makework, that ċould have 
kept Lee busy and our country out of harm’s way. The possibilities may not have been 
endless, but there were possibilities: Lee could have been transferred to a division that did 
not do classified work and for which he would not require access to classified material; 
Lee could have been assigned to some form of teaching responsibility, or given an 
administrative job. This was not a failure of creativity or imagination, for that presumes 
the matter was at least seriously contemplated and strioustypirsucd. It was not. 


48) It was also wrong because the FBI, in its insistence that Lee be maintained in 
his current clearance and current access, had no idea whist the implications of that request 
might truly be. One is struck, for example, by SSA casual dismissal of the 
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The point was to keep Leo from 
downloading them to give to a foreign country. The paint was to keep Lee from 
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retrieving them and refreshing his recollection about complex codes he had not worked 
on in years. The point was to keep Lec from compromising sensitive codes he may not 


have compromised in the past despite his access to them.” The point was that SSA 


fot 
: - who, after all, would erroneously state in the FISA LHM' 
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evertheless, that did not stop the FBI from insisting, at least until August 1997, that 
Lee’s access remain untouched. Its immediate concerns were understandable: it did not 
want DOE to take a step it feared might “seriously hamper{]" the investigation. But its 
long-term concerns — protecting the United States’ other nuclear secrets - should have 
been a critical part of the calculus in determining what to do with Wen Ho Lee. 


) è ‘ 

su Third, the FBI, and even DOE, operated on the erroncous presumption that 
just because classified information was dated, its importance was diminished. 
Repeatedly, the participants in this investigation talked about how Lee was just working 
on “old" codes, as if he picked them up at a thrift shop. This not only minimized the 
significance of the codes but it ignored an obvious and critical question: “Old” to whom? 
For the United States, these codes might well be “old"-but Lee, after all, was not 
suspected of committing espionage for the United States. Where was the analysis 
examining how valuable these “old" codes might be to the PRC? 


` (SIRBARFTOT) To put it another way, throughout this port we have criticized 
the FBI's failure to grapple with the subs | b) 
So “tis iure impa on the access decisions as well. The 


m m) - . H 
: ™ (SF In July 1996, the FBI told DOE that “Lee has had access for tea years, 50 _ 
firing him would not do much now.” -‘Fhat presumes a fact very much not in evidence, 
Le. that Lee had already compromised everything he could compromise. 


| ei It is not clear that DOE did either. -According to an o-mail Gig sent OF 
gat on October 14, 1997, the understanding reachéd at the April meeting to which 3< 

be § also referring was that “[i]t was agreed to keep the individual in 

vIC question away from new codes and design work. He is only maintaining an old code, 


which he helped write, Both Sgp and Hecker believe this is sufficient given what we ee 
know now.” (DOE 2396) 6, 
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FBI should never have been asking DOE to leave Lee where he was without an 
understanding of what it really meant to be where he was. 


) 

Oy Fourth, and equally disturbing, was the FBI’s and DOE's failure to make the 
critical distinction between what Lee worked on and what he had access to. 

u) 
w Lee might be working on “old" codes, and codes he had helped write, but what 
he had access to was a far different matter. What he had access to in the vault, ‘for ` 
example, was 50,000 classified documents. What he had access to on the computer was 
everything to which other X Division employees had access. 


) 

SSY Why would the FBI or DOE have thought that this “candidate spy," as Deputy 
Secretary Curtis characterized him, would limit his-espionage activities to those matters 
on which he was actually working? Productive spies are often productive precisely 
because they do not limit themselves to the matters upon which they are themselves 
working. Repeatedly, and throughout this investigation, actual work and actual access 
were confused, and the latter was virtually ignored. DOE and the FBI reassured 
themselves by talking about what Lee was working on, rather than what they should have 
been talking about: What did he have the ability and access to steal? 


Qi) | | . 
SSF That is not to say that Lee’s current activities were irrelevant; obviously, to the 
extent that Lee was "steered" toward theoretical and unclassified work, he was likely to 


encounter less classified material. But that is an exceedingly small point compared to the 


=: huge one looming just behind it: All of X Division’s files that Lee could access from his 

| ae computer or in the vault were.at risk of being compromised. 

poio. u) ouch | 

ys ae: there was the FBI's failure to consider as part of the access equation the 
i significance of the fact that it did not have any FISA coverage or monitoring of Wen Ho 


_....... Lee. Inreality, the FBI had no idea what Wen Ho Lee was doing. It could ask a 
supervisor to keep an cyc on Lee, but these supervisors were scientists, they were 
managers, they were individuals with projects of their own. That Lee would, in March 

1998, fly off.to Taiwan, indeed fly off to Taiwan after consulting the LANL computer 
j | help desk about how to gain access to LANL 's computer system from overseas, and 
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neither LANL’s CCIOs nor the FBI would know about it, pretty much says all that is 
necessary to say about the efficacy of the FBI's effort to have LANL personnel monitor 


Lee's activities. 

(u) 

AST With FISA coverage, the risk of damage was diminished because the FBI 
could monitor and surveil Lee’s activities. It would know who he talked to and what he 
said, what faxes he sent or received, who he e-mailed or got e-mail from, and so on. If 
Lee was engaged in misconduct, the FBI would almost certainly see it comirig and could 


take appropriate action. 


AY Without FISA coverage, the FBI was essentially conducting this investigation 
in the blind. It had no geauine idea what Lee did at work, what he did at home, who he 
spoke with by telephone, and who he communicated with by computer. And, while it 


and other means, this was an office that would not even mount surveillance fo: 
How was it supposed to keep an eye on 


two-and-a-half years? 


ve Sixth, communications between the FBI and DOE on a matter critical to 
national security - whether to leave Lee in access - was woefully inadequate. 


ABF For example, having consulted with the FBI about placing access controls on 


the X Division Vault, DOE never told the FBI that those vault controls - which would 


have prevented Lec entirely from gaining access tp the X Division vault — had never been 


putin place. As late as October 15, 1997, th Section was still under the 


misimpression that the vault controls were in place, and that was thie message it sent up to 


FBI senior management. Even within DOE, there was miscommunication on this issue. 


While ‘LANL’s CCIOs and DOE-HQ counterintelligence personnel clearly understood 
that a principal benefit of vault controls was to exclude Wen Ho Lee from access to the 


l vault -- a fact that alone would warrant the installation of a palm reader ~- nò one ever . 


told this to the DOE personnel actually charged with approving the implementation of 
such controls. It was, therefore, rejected twice. 


ep) For.a second example, in April 1997, the FBI and DOB had several 
opportunities critically to examine the true extent of damage which Lee posed to the 
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might be the case that some measure of protection could be afforded through s ne 
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United States. We now know that Lee himself was addressing, in a fashion, the very same 
issue that month when he created Tape N. Over the course of the month, the FBI and 
LANL and DOE counterintelligence personnel had several meetings with X Division's 
leaders. This was an opportunity for everyone to reach a common and accurate 
understanding as to the universe of classified nuclear weapons secrets to which Lee had 
access. The discussion focused, instead, on the nature of Lee’s next assignment. And, 
even as to that, there was confusion, or at least imprecision, as to what exactly Lee would 
be doing. Was he simply “maintaining” an “old" code? Was he “maintaining that "old" 
yee code for the purpose of “validating” a.new code? - What would Lee know about the new 
Yb KIC and safer design for the W-88? Why was concerned that Lee might have contact. 
’ with “weapons designers?" What did "steering" Lee toward more "theoretical" work 
- really mean in terms of strictly limiting his classified activities? This matter was far 
too important and, as events would prove, far too consequential, to leave these questions 
unexamined and unresolved. 


u) 
T ira DOE - having acceded in 1996 to the FBI’s firm request not to alter 
Lee’s access to classified information — essentially ignored Director Freeh when he 
explicitly withdrew that request in 1997. i 


a) In the Spring of 1996, DOE and LANL senior management wanted to take 
action to limit Lee’s access to nuclear secrets. DOE and LANL were dissuaded from 
doing so at the request of the FBL Now, in August 1997, the FBI, in the person of the _ 
Director, himself — the highest authority within the FBI - was telling DOE that this 
request was “off the table.” Deputy Secretary Moler should have gone back to DOE and 
ee o De idaran C n ay E pi 
Lee’s security clearance, but the access issue was different. Lee’s access to the 
Division’s computer, the X Division's files, the X Division's vault, and the X Division, 


— 


PE ao nW) S. ould later write the following, based on a September 1998- 

la interview with “In general, Lec is not working with information that he did 
not work with in the past. Jn general, Lec is not in a position to do more damage.” (AQI 

1901) (emphasis added) ‘These statements, meant to be reassuring, are in fact alarming. 

` If Lee was not in a position to do more damage, In general, did that mean he was in a 

position to do more damage, in particular? 
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itself, could have been terminated that very day. After all, Lee had no right to the United 
States Government's most sensitive nuclear secrets. Access to this information was a 
privilege that had been afforded to Lec and which could have been withdrawn at any 
time. If Lee complained, so be it. At least he would be complaining from outside. 


u) 

o It was true, of course, that Director Frech had not ordered DOE to have Wen 
Ho Lee fired or removed from access. But what he did do was equally significant: He 
told DOE that it was free to take whatever action DOE deemed necessary to-'protect the 
national security against an individual who was the subject of an active espionage 
investigation and who was believed to be responsible for the compromise of the nation’s 
most sensitive nuclear secrets. With this green light, DOE should have acted 
immediately. ; ies Sad 


g Moreover, Director Freeh’s statement was communicated to DOE and LANL 
repeatedly. (1) the Director made the “take that right off the table" statement; (2) UC 
iterated the Director’s statement to an of 
communicated the change in FBI 
4) DOE reċeived Director Freeh’s Talking 
Points for the October 15, meeting, which contained the same message;*” (5) 
Director Frech essentially repeated his statement directly to Secretary Pena at the October 
15, 1997 meeting: and (6) SAM advised of the FBI's “official" position ` 
on this issue. Thus, that “official” FBI position was raised at least six times with DOE or 


"~ 


mH If anything, the Talking Points were even more explicit: “(W]e want to 


__ Stress with you the importance of taking immediate action, if not already done, to prevent 
any further damage by the ‘Kindred Spirit’ subject with his current access to sensitive 


computer codes.” 


u) 
vagy We recognize that Secretary Pena docs not have a recollection of this issue 
being raised at the meeting. Given the fact, however, that it is in the Director's Talking 
Points and the Director does explicitly recall bringing it up, we conolude that it was 
raised at the meeting. 
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LANL. And, while it is truc that AD Lewis should have sent to Trulock the draft letter 
repeating the FBI's position on the matter, the failure to do so in no way alleviates DOE's 
responsibility for its failure appropriately to address the matter.” 


) ; 
W Once the Director made his "take that right off the table" statement, the burden 
was squarely on DOE to act. It did not act. 


D. (U) Conclusion 


ey 
w In the course of this investigation, there were substantial time periods when 
the issue and problem of Wen Ho Lee’s continuing access to classified nuclear weapons 
material simply fell off the map, as if it had already been resolved, instead of simply 
ignored. l 


e One time period was between August 1996 and March 1997. Another was - 
between October 1997 and December 1998. The latter time period might have continued 
indefinitely were it not for Curran’s decision to remove Lee from X Division on 
December 24, 1998. That was the right decision, and even though it caused some 
problems of its own, see Chapter 17, at least DOE was finally taking the Director’s “take 
that right off the table" statement to heart. 


Y We recognize that these type of "access" decisions are among the most 
complex and difficult matters that confront a “victim" agenoy and counterintelligence 
officials. Nevertheless, what could have been done here was not done here. And what 
was done here was entirely, profoundly, inadequate. ` 


u 
A The principal benefit of putting the FBI's position in writing was not to tell 


DOE what it already knew but, rather, to force DOE to deal with the issue. Direotor 
Frech’s statement, alone, should have been enough to do that, but it obviously was not. 
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CHAPTER NINETEEN 


(U) THE STATE OF KNOWLEDGE, AWARENESS AND PARTICIPATION l 
'S CRI AL DIVISION | 


THE INVESTIGATION BY D 


Questions Presented; 


Question One: (U) What was the FBI's internal perception as to whéther a goal 
of the investigation was criminal prosecution? 


i Question Two: (U) Under the Attomey General’s July 19, 1995 memorandum, 
when should the Criminal Division have been notified as to the existence of this z 

investigation? . i 

Question Three: (U) Who had the obligation of notification to the Criminal J 
Division? 

Question Four: (U) When was the Criminal Division notified of the existence of 
the investigation and by whom? l 
+ Question Five: (U) What role could and should the Criminal Division have 
played had it become aware of the investigation at an earlier point in time? 


i f .. Question Six: (U) What were'the consequences of the failure to notify the 
ms Criminal Division? | : 
oe, * s s m ' . ; J 
4° i 
ie 
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-  (U) On January 7, 1999, the Wall Street Journal did what the FBI had never done 
in the entire history of this investigation: it notified the Criminal Division of the 
existence of the Wen Ho Lee investigation. The FBI's failure to notify the Criminal 
Division of the investigation in September 1995 constitutes a clear violation of the 
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Attomcy General's mandatory notification procedures.” This violation of the Attomey 
General's procedures had serious adverse consequences for the Wen Ho Lec investigation 
and, very possibly, for our nation’s security. 
(uw) : | 
B. SSY A goal of the investigation was prosecution 
i] 
Y From the beginning of the Wen Ho Lee full investigation - indeed, before it 
began - the investigation had both legitimate counterintelligence goals and legitimate 
aspirations of an ultimate criminal prosecution. Indeed, even before DOE delivered the 
AI to the FBI, DOE was equating a successful resolution of the case with prosecution. ‘| 
lo Trulock memorandum, dated May 2, 1996, expressing concems that DOE bot | 
management not take steps which could “hinder any successful resolution (prosecution) p€ bb, 


of this matter.” (DOE 2407) 


(€79) 

y After the AI was delivered, the FBI began to think immediately in terms of a 
potential trial of Wen Ho Lee. See, ¢.2., SS tatement to FBI-AQ, advising 
that “it would be necessary to document things in the DOE report for any trials of 


captioned subjects."*"' (AQI 954) This point was expressed even more explicitly in a 
communication which S sent to NSD and WFO, in connection with FBI- | 


AQ’s request that WFO conduct certain interviews of DOE personnel: “The goal of this 
investigation is prosecution.“ (AQI 970) 


910 (U) See “Procedures for Contacts Between the FBI and the Criminal Division 
Concerning Foreign Intelligence and Foreign Counterintelligence Investigations,” signed 
iina Reno on July 19, 1995. (Appendix D, Tab 23) 

i See also this statement from a July 10, 1996 FBI neiuscandinnd on the case: 
“The long term goal [of the investigation] is to either discount the Lees as suspects, or to 
use the surveillaricé to catch them in the-act of passing information. Theinvestigation .___ 


ultimately result in an espionage arrest and prosecution.” (FBI 583) Or, as SSA 
es -:: SA RR 18 we ect lucky, this thing is going to trial” a. | 


9) 


) | 
That message was obviously received by DOE, which noted that the FBI 
had indicated that it would be sending an agent over to DOE to “take a statement” and 
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f LSY The prospect for criminal prosecution was never far from the forefront of the 
FBI's investigation, both at FBI-HQ°” and FPBI-AQ.” Even the National Security | 
Council was asking: "Is there a prosecutable case?” (FBI 12432) 


(SATE) The focus on prosecution continued in 1998 and, indeed, played a critical 
but unfortunate role in the planning of the The FBI's recogniti ; 


ht 


an implicit recognition o | 


also stating explicitly: “[E|vidence supporting prosecution will be pursued. s. val 1246) 


“(caution was given to not say anything that one would not be comfortable testifying on 


a witness stand.” (FBI 674) 


ZBL 


bb K“ 
fe 


he rationalized the suspension in part based on the potential for a 
prosecution: “If this investigation eventually results in an indictment of the LEEs for 
espionage, and the defense discovers we ignored a possibly significant change in our 
predication for the case, it would look as if we were persecuting the LEEs rather than 


me (FBI 609) . 
fet - -- afi See, e.g, this DOE memorandum written after an April 15, 1997 meeting | 


bb among FBI-AQ, DOE-HQ and LANL personnel: “{SSA said he does not intend ~~ ~~ 
b7 to let this investigation drag on, that [if] the FISA coverage (if indeed we receive it) 
— `~doesn t produce the evidence needed to formally charge SUBJECT, then he would. 
recommend — sooner rather than later — a confrontative interview of SUBJECT.” (DOE 


4475) 


15 (9See also FBI 16125; “if FBI Albuquerque obtains adequate information as 


a result of Cho A is conceivable that there will be an indictment of % / 
Lee Wen-Ho for espionage/theft of trade secrets in this partioular matter.” 


| 


49 Thus, throughout the investigation of Wen Ho Lee, the FBI consistently 
recognized that criminal prosecution was both a goal and a genuine possibility. While 
there are undoubtedly FCI investigations where the prospects for criminal prosecution arc 


this was not the case in 

red Spirit" investigation. Wen Ho Lee was an American citizen suspected of 
committing espionage involving the United States’ most sensitive nuclear secrets.”"*. If the 
evidence was there, he was going to be prosecuted. And yet the FBI - which'was briefing 
Congress repeatedly on the Wen Ho Lee investigation’ and which was briefing the NSC 


916 (9 That the FBI understood that it was “espionage” at issue in the Wen Ho 
Lee investigation, rather than a mere “counterintelligence” investigation, cannot be 
seriously doubted — regardless of the fact that the FBI opened the full investigation as a 
{counterintelligence] investigation. That was simply a device to prevent the case 
from appearing to be “to{o] criminal in nature,” as a put it. (AQI 954) As 
SSAA od FBI-AQ back in July 1996: “[T]his will not become a 65 [espionage] 
matter until the very last minute because it would be hard to go to the FISA court under 
this category at this point.” (Id.) SS. made a similar statement to the AGRT: 
“If you put 65 label.on it, it’s a lot easier to say it’s a sham,” referring to a FISA 
submission NM 12/15/99) Yet ss clearly understood it was really a 
“65” espionage investigation, evén if it bore a different label. As he wrote in an intemal 
briefing memorandum in March 1996 — two months before he opened the Wen Ho Lee 


| = y | investigation as case: “If Kindred Spirit develops any good suspects, open 65. 


(Espionage) cases and seck FISC [FISA Court] coverage, which is the best way to prove - 
up an espionage case.” (FBI 470) a 


ae l pBrresonds indicate “Kindred Spirit” Congressional briefings took place -—----- - 


on April 16, 1997 (FBI 6413, 823, 6413, 13030), September 18, 1997 (FBI 12205, 
20821), February 2, 1998 (FBI 12521), February 6,.1998 (FBI 11782), July 23, 1998 
(FBI 13015, 1329, 20962, 13013, 1330, 1348), July 30, 1998 (FBI 20962), November 
16, 1998 (FBI 11553), November 24, 1998 (FBI 11553), December 2, 1998 (FBI 
11553), December 11, 1998 (OIPR 917), and December 16, 1998 (FBI 11553), among 
other occasions. 
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repeatedly on the Wen Ho Lec investigation” - never told the one entity in the United 


States law enforcement establishment actually charged with the responsibility for 
evaluating and coordinating that prosecution: the Internal Security Section of the Criminal 


Division of the Department of Justice. 


C. (U) ttomey General’ 1995 memorandum and the FBI's notification 


: j 
obligations in the Wen Ho Lee inyestigation 


(U) The Attorney General’s memorandum is explicit as to when the FBI must notify 
the Criminal Division concerning a foreign intelligence or foreign counterintelligence. 
investigation: 

(U) If, in the course of an FI or FCI investigation in which FISA 
electronic surveillance or physical searches are not being conducted, facts or. 
circumstances are developed that reasonably indicate that a significant 
federal crime has been, is being, or may be committed, the FBI shall notify 
the Criminal Division. 

AG Memorandum, Section B(1) (Appendix D, Tab 23) (emphasis added). These 
guidelines went into effect on July 19, 1995, about two weeks after the FBI was first 
briefed on the “Kindred Spirit" investigation. (FBI 679, DOE 4270) 


+ ete 


: (U) When did the FBI first know that there were “facts or circumstances” which 
“reasonably indicate" that “a significant federal crime has been, is being, or may be 
ts committed?" 
k '(SOWRBY Certainly, by September 25, 1995, ihäd this inforination., On that date, 
: Kenneth Baker, Acting Director of DOB’s Office of Nonproliferation and National 
wrote AD.B 


| ol i FBI records indicate NSC briefings took place on March 25, 1997 (FBI 
978, 12076, 20338), September 5, 1998 (FBI 15752, 1085, 20916), and November 16, 


1998 (FBI 19993, 1470). 
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b\ ee 13045, 375, 
DOE 2410) By this date, if not earlier," the FBI knew that DOE had concluded that an 


extraordinarily significant federal crime had been committed. That neither DOE nor the 
FBI had yet to name a suspect is irrelevant. The AG Memorandum requires notification 
upon the identification of a crime, not the identification of a culprit. 


) 
Even if one were to conclude that DOE’s September 25, 1995 letter did not meet 


the standards of the AG Memorandum, there were four subsequent events that-ought to 
have reminded the FBI of its notification obligation. 


My) | 
SSF First, on May 28, 1996, DOE formally transmitted its AI to the FBI. That AI 
stated, in part, the following: saat a 


(LANL), NM. 


*€* 


ttt 


ie — ere. 


n erie FBI knew prior to September 25, 1995 that DOE had reached this 


” judgment. In fact thie September'25 letter was generated as a result of an FBI request to 


DOB to confirm in writing its request of September 13, 1995 to DAD Lewis for FBI 
support of its Al. (FBI 378) 


m Bees That this statement was inaccurate, see Chapters 6 and 7, docs not 
detract from the fact that it was made to the FBI, which accepted it as true. 
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FS) [IJt is the opinion of the writer that Wen Ho LEE is the only individual 
identified during this inquiry who had, opportunity, motivation and 
LEGITIMATE access... . 


(FBI 525) Thus, the Al identified not only the crime but the suspected criminal. 


Qn Second, on May 30, 1996, NSD instructed FBI-AQ to open a full 
investigation on Wen Ho Lee and Sylvia Lee. The criteria for the opening of a full 
investigation are governed by the Attorney General’s Guidelines for FBI Foreign 
Intelligence Collection and Foreign Counterintelligence Investigations (hereafter “AG 
Guidelines"). Where the underlying allegation is espionage, there is no functional or 
material difference between the criteria for the opening of a full investigation (specific and 
articulable facts giving reason to believe that a person may be involved in certain activities 
such as espionage) and the criteria for Criminal Division notification (a reasonable 
indication that a significant federal crime has been, is being, or may be committed). Thus, 
the opening of the full investigation should have triggered Criminal Division notification.” 


m ah Under those guidelines, a full FCI investigation may be opened “on the 
basis of specific and articulable facts giving reason to believe that a person, group or 
organization is or may be” involved in certain activities such as espionage, sabatoge, or 
international terrorism. AG Guidelines, Section I1(C)(1)(b). The Wen Ho Lee/Syivia 
Lee full investigation was explicitly opened pursuant to this criteria. See NSD’s teletype 
to FBI-AQ, authorizing the full investigation of the Lees: “Based on the specific and 
articulable facts set out in DOB’s Administrative Inquiry, and in accordance with the AG 
FCI Guidelines, DI, C, 1, B, 1. And 4., a full FCI investigation of Lee Wen Ho and 


and 4 of the AG Be Ao 


vivia Lee is authorized May 30, 1996.” (AQI882) “Sections 1 and 4 
syi intelligence activities for or on 


Guidelines specifically reference “espionage, sabotage, or i 
_ behalf” of a foreign power or a “criteria” country, respectively. AG Guidelines, Section 


M (CXHEXY and (Ay. 
m (95 See also the FBI's stating that the investigation was 
authorized by FBJ-HQ based on the ce of 


7) Third, on or about July 19, 1996, the FBI submitted to OIP 


b\ 


y ; 
o. Fourth, on or about June 30, 1997, the FBI formally transmitted to-OIPR its 
LHM in support of an application for a FISA order in the Wen Ho Lee and Sylvia Lee full 
investigation. In this investigation, a FISA order would only have been warranted if the 
Foreign Intelligence Surveillance Court judge found “probable cause" to believe that the _ 
i target of the surveillance - Wen Ho and Syivia Lee - were agents of a foreign power. 50 
- U.S.C. Section 1805(a)(3)(A). Thus, as of June 1997, the FBI had already determined - 
at least to the level of “probable cause" — that Wen Ho Lee and Sylvia Lee were involved in 
criminal activities. That finding went significantly beyond the “reasonable indication" 
requirement necessary to trigger Criminal Division notification.” 


a) Thus, the FBI failed to comply with its Criminal Division notification 
obligations in September 1995, May 1996, July 1996 and June 1997, not to mention the 
times in between. Significantly, it does not appear that the FBI contemplated, and then 
rejected, Criminal Division notification. Rather, it appears that they never even 
contemplated it. The AGRT has not observed a single indication in the documentary record 


i. j m LIAS The “agent of a foreign power” requirement involved a finding that 
g........ Wen Ho and Sylvia Lee “knowingly engages in clandestine intelligence gathering 

: activities for or on behalf of a foreign power, which activities involve or may involve a 
violation of the. criminal statutes of the United States.” 50 US.C..1801(b)2)(A) 
(emphasis added). ‘See also FISA application “Draft #3,”. which states in part: 


SC Middleton told the AGRT that, in his opinion, Dion should have been 
ne so. (Middleton 8/3/99) “He's the 


i ny 
notified at this point, and it was “nuts” not to have do 
guru of espionage prosecution.” (Id.) 
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of this casc to suggest that PBI compliance with the Attorney General's July 19, 1995 
memorandum was ever even considered. 


D. (U) OIPR should also have notified the Criminal Division 


(U) Because there was no FISA coverage, the notification obligation was solely that 
of the FBI, not OIPR. Had FISA coverage been underway, both the FBI and OIPR would 
"independently" have had a notification obligation. AG’s Memorandum, Section A(1). 


Qn That is not the end of the inquiry, however. What OIPR was obligated to do 
and what OIPR should have done are not the same thing. Clearly, under the spirit of the 


AG Guidelines, even if not its letter, OIPR should have taken steps to insure that the 
Criminal Division was notified of the existence of the investigation, even if the FBI failed 
todo so. OIPR, of course, had detailed knowledge about the case: 


e First, in July 1996, it knew of the investigation ‘voc TD |, 
(FBI 591), approved by OIPR on July 31, 1996 (AQI 1017), as we P| 
FBT - through the discussions that followed N a suspension 
bb, LIC -ofthe investigation. (FBI 663) 
. ® Second, in December 1996, it knew of the investigation through the 
FBI’s mail cover application (AGO 139), endorsed by OIPR on January 3, 
1997. (OIPR 64) l 


° Third, in June 1997, it knew of the investigation through the FBI’s LHM 
in support of the FISA application (AGO 133, FBI 962, AQI 5255), rejected 


by OIPR on August 12, 1997. (FBI 12475; 10577 — ~- 


Meenanaan mam ss a 


‘annual LHM for 1997 (FBI 967), approved by OPR ón July 24, 1997. (FBI 
1054, AGO 127) : 


° a Fifth, in June 1998, it knew of the investigation through the annual LHM 
for 1998 (FBI 1312, AGO 118), approved on Ootober 30, 1998. (AGO 117) 


° w Fourth, in or about June 1997, it knew of the investigation through the 
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{87 Given the significance of the underlying allegation, it was incumbent on OIPR's 
management to determine whether the FBI had notified the Criminal Division of the Wen 
Ho Lee investigation and, if it had not, to insist that it do so. This is particularly truc 
where the Counsel for OIPR had actual, as opposed to constructive, knowledge of the Wen 
Ho Lee investigation. Counsel James McAdams had such knowledge in January 1997 


when he endorsed the mail cover application. (OIPR 64) And Acting Counsel Gerald 


Schroeder had such knowledge in July and August 1997, when he became involved in the 


FISA application, when he authorized a briefing to the NSC,” and when he Became aware 
a (Schroeder 7/7/99 and 7/19/99) Each Counsel 
should have undertaken the responsibility for insuring that the FBI had notified the 


o 
Criminal Division and, if it had not, for insuring that it was done.” 


E. (U) Notification 


(U) On January 7, 1999, the Wali Street Journal printed a story entitled "China Got 
Secret Data on U.S. Warhead." The article began:. 


uU 
sd w On August 29, 1997, uce OIPR attorney Dave Ryan to report 
that National Security Advisor Sandy Berger wanted a member of his staff to be briefed 


on the “Kindred Spirit” investigation. (FBI 710) Ryan passed this message on to 
Schroeder and, several days later; called U ith a few follow-up questions from 
Schroeder. (FBI 12434) The briefing took place on September 5, 1997, with Schroeder’s 


approval, (FBI 1085) 


AG Teis not len wee Sider tone! oS b) 
before he was replaced as OIPR’s Counsel by Francis F. Townsend, who took over on 
March 15, 1998. Although Francis F. Townsend became OIRR Counsel in March 1998,. 
she told the AGRT that she was not aware of the Wăi Ho Lec investigation until March 


1999. (Townsend 6/29/99) The case is referred to briefly in a memorandum to the 
Attorney General, dated December 17, 1998, under Townsend's signature, but no case 


details were provided. (FBI 7107) 
21 (U) Schroeder told the AGRT that, in hindsight, he would have notified the 
Criminal Division himself. (Schroeder 7/19/99) 


ey OO O 


(U) China received secret design information for the 
most modern U.S. nuclear warhead, and U.S. officials say the 
top suspect is an American scientist working at a U.S. 
Department of Energy weapons laboratory. 


(U) The FBI is still investigating the incident, which 
occurred in the mid-1980s at the Los Alamos National 
Laboratory, but was only uncovered in 1995. No arrest has 
been made, but officials say the suspect, whom they declined to 
name, has been removed from any sensitive projects. 


(U) U.S. officials descijbe the loss of data on the W-88 
warhead as the most significant in a 20-year espionage effort by 
Beijing that targeted the U.S. nuclear-weapons laboratories. 


(FBI 1447) John Dion, Acting Chief of the Internal Security Section ("ISS"), saw the 
article and was angry that he had never been told about this investigation before. (Dion 
8/5/99) The next day he spoke to who was then unit chief of the National 
Security Law Unit. According to UC e-mail to SJA g ohn expressed 
some concern that he knew nothing about it and was disturbed (as I suspect you were) to be 
reading about it in the paper." (FBI 1448) That same day U! sent a facsimile to 
Dion containing a briefing memorandum on the Wen Ho Lee investigation created the 


, previous November. (FBI 1443) 


è se 


9% (SANET The FBI had seen the article coming. The previous i Ed Curran, 


DOE's Director of the Office Of Counterintelligence, had called U told him 
that he.was to be interviewed that day by the Wall Street Joumal and he expected 
and “Kindred Spirit" investigations. 4 / 


_ questions about the 
Curran told U! ese cases-with the Wall Street Journal and, 
although he is quo the article, it is on general issues concerning DOE's 
counterintelligence efforts. 


%3 (U) AD John Lewis told the AGRT that he thought SC Dillard might have 


talked to Dion about the investigation at some point. (Lewis 7/6/99) SC Dillard stated, 
however, that he had not, in fact, talked to Dion about the investigation. ‘(Dillard 4/3/00) 


a a 


SY Thus began the Criminal Division’s involvement in the Wen Ho Lee 
investigation.” In February 1999, the Criminal Division would receive more information 
and the United States Attorneys Office for the District of New Mexico would be bricfed on 
the case.” In March and April 1999, with the discovery of Wen Ho Lee’s illicit computer 
activities, the Criminal Division and the United States Attorney's Office would become 
deeply involved in this investigation. ; 


™ (SERBINE) It should be noted here that Mark Richard, former Deputy 
’ Assistant Attorney General for the Criminal Division, was in attendance at Notra 
_ Trulock’s August 20, 1997 briefing to the Attomey General, but that briefing principally 
concemed the general threat posed by PRC efforts to penetrate DOE’s national 
laboratories and obtain nuclear weapons information, rather than specifically the 
the “Kindred Spirit” investigation. 


ttomey 
briefing but does recall that the presentation dealt with security at the national 

_ laboratories, not a specific case. Richard left the meeting with the impression that DOE 
had to get its house in order but wondering why the.Criminal Division had been invited 
to the meeting in the first place. (Richard 8/12/99) 


rat ou Su On February 17, 1999, Dion and an ISS attorney, Michael Licbman, 
bb received'a briefing on the investigation from U S I 1575; 
L7C AQI 166) and, soon thereafter, so did John Kelly. bert Gorence, nited States 
Attomey for the District of New Mexico and his first assistant, (AQI 210) On February 
22, 1999, the FBI provided Dion with copies of the February 10, 1999 polygraph report 
on Wen Ho Lee, Lee's signed statement of January 21, 1999, and FBI-AQ SAC © 
`` Kitchen’s EC of January 22, 1999, referenced in Chanter 4 of this report. (FRI 1575) 
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F. (U) Why the Criminal Division was not notified | 


(U) The AGRT concludes that the FBI excluded the Criminal Division from this 
investigation for three reasons, cach of which are discussed further in Chapter 20: 


(U) First, the FBI perceived little “value added” in having contact with the Criminal 
Division, in general, or ISS, in particular. In large part, this was the unfortunate product of 
the rules of engagement imposed by OIPR on communications between the FBI and the 
Criminal Division in foreign counterintelligence cases, resulting in a relationship between 
the FBI and the Criminal Division described as “strained,” “awkward,” "dysfunctional" and 
“broken” and resulting in meetings characterized as “surreal,” with the Criminal Division 
acting like a “potted plant.“ (Parkinson 8/11/99; Dion 8/5/99) 


: l second, the FBI perceived a huge potential down-side to notification, 1.¢., loss 

of its FISA option. This, too, is attributable in large partto OIPR. As further discussed in 

Chapter 20, OIPR created an unjustifiable climate of fear that forced the FBI to ask itself 
as to each contact with the Criminal Division: Is this the one that will cost us our FISA? 

Had the FBI needed a charging instrument in 1996, or 1997, or 1998, the Criminal Division 
would, of course, have been contacted. Had the FBI wanted a Title II, or a Rule 41 search 
warrant, or a grand jury subpoena, the Criminal Division would have been contacted. But, 
absent such a specific requirement, absent a requirement that could not be obtained bys other 
means, there would be no contact. Hence, there was no contact. 
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> (U) Third, there was no aide oc oae ea that treed the FBI to 


; evaluate, and then periodically reevaluate, whether it was in compliance with the Attomey 
~General’s July 15, 1995 Memorandum. Such a mechanism almost certainly would have - 

4g 

aj 


a prompted notification to the Criminal Division, regardless of the FBI's lack of enthusiasm 
for this course of action.™ 


%2 (U) Such a mechanism is now in place. See Chapter 20. 
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G. (U) Consequences 


(U) The first, and most significant, consequence of the exclusion of the Criminal 
Division from the Wen Ho Lec investigation is that the Computer Crime Section of the 
Criminal Division was unable to serve as a critical resource for the FBI in 1996 when it was 


examining the issue of access to Wen Ho Lee’s computer. 


(U) We recognize the speculative quality of this statement. It presumes, for 
example, that the FBI in 1996 recognized that it needed help on this matter ~ that certainly 
cannot be presumed.” It also presumes that the advice that the Computer Crime Section 
would have actually given the FBI is the same advice that Scott Chamey, former Chief of 
that section, told the AGRT the Computer Crime Section should have given the FBI (had it 
been asked.) And, most significantly, it presumes that such advice, if given, would have 


been accepted. 


(U) What can be said definitively, however, is the following: If the FBI had 
initiated and maintained regular communication with the Criminal Division concerning the 
Wen Ho Lee investigation, there is a far greater likelihood that it would have recognized 
the Computer Crime’Section as an invaluable resource that could have been tapped for 
advice on this complex issue. Even with notification to the Criminal Division, that might 
not have happened. But, in the absence of notification to the Criminal Division, it simply 
would not have happened. If the Criminal Division was going to be notified of the 
existence of the Wen Ho Lee investigation — with all the attendant risks to a FISA that 


computer searches. 


- might flow from such notification — it would certainly not be done simply to get advice on — 


(U) Second, the Criminal Division could have contributed mattdially to the FBI's - 


‘ 


consideration and evaluation of several matters critical to any potential prosecu 


3 (U) Indeed, the NSLU did not seem at all reticent to opine on this issue 


without secking advice from anyone. See Chapter 9. And NSLU attorney 
old the AGRT that he was not inhibited from calling the Computer è 


WICI Section duc to concerns about the Attorney General's July 19, 1995 memorandum. 


7116/99) 


| 701 - 


tion. After 


Fas 
be 
NC 


fl 


- 
rs 


Se SS 


all, prosecution was always a goal of this investigation. In this context, the complete 
exclusion of the one entity, the Criminal Division, that would ultimately be held 
responsible for any prosecution, was unjustified and not in the best interest of law 
enforcement. The Criminal Division did have a role to play as to the following matters: 


W 
L Verification of the predicate 
(GAH7RD) When SSA SD instructed sA 


to have certain DOE personnel interviewed concerning the predicate, the purpose was to 
document the predicate for use at trial. Y MNN recognized that, at such a 
trial, a prosecutor would have to convince a jury that the crime alleged was in fact 


committed, 


to send out leads to WFO 


Li 


The Criminal Division could have been of 


substantial assistance in determining how to go about the preparation for that task. It is 
needed the help: he was not even addressing the right issue. The 


clear that SS. 
right issue was not the documentation of the predicate, but the verification of it. It only 
needed to be documented after it was verified. Ultimately, the FBI did a completely 


inadequate job of examining the predicate. 
u 
2. bee The source of the -in document 


would need to establish the predicate and, therefore, barring alternatives, would probably 
need to establish the authenticity and admissibility of the walk-in document. Indeed, it was 
even possible, perhaps probable, that the Government would need to call the source ofthe . 


walk-in document as a witness. ISS could have provided valuable advice concérning the 
s Miatter, not only in connection with the initial determination that the walk- 


handling of this ma . 
in document was legitimate, but in connection with any further contact between the United 
States Government and the source of the walk-in document. 


LV Elen Given the preeminent role of the walk-in document in i 
the predicate, it was obviously siguificant | 
Serr el i , tt this.case proceeded to trial, a prosecutor | 


3. (U) The case apainst Wen Ho Lee 


by | 
overnment would, of course, have to establish that Wen Ho Lee and/or Sylvia Lee were 

the culprits who did it. ok 
” | 
r pat (SBN Y A counting on FISA to do this. When FISA was | 
Wb, rejected, FBI-AQ was counting on “e A- do it. But any prosecutor | 
who examined this matter would recognize that neither admissions during FISA a 
bl 


surveillance nor admissions during the 


Ko addition, the Government would need to establish Wen Ho Lee’s motive to 
commit espionage. While juries are told that motive is not an clement of the offense, intent 
obviously is an element, and intent and motive are so intertwined as to be nearly l 
inseparable. What worked in the AI - an undocumented claim that Wen Ho Lee had the 
motive to commit espionage - would obviously not work at trial. The FBI needed to do a 
number of discrete interviews of former supervisors, former co-workers, and former 
associates, to address the issue of motive. ISS could certainly have been helpful in 


identifying the need for this evidence,” > 


oe 


a 


smem o... 
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9% (U) In this respect, it must be emphasized that the constraints that would have 


(W) 
limited the advice that the Criminal Division was permitted to provide to the FBI under 
the July 1995 memorandum did not apply when no FISA had been conducted. See 


Attorney General's July 19, 1995 memorandum, Section (B)3). 


n 
‘97 ae SR 
Foy 
bb WC #5 J ciearly recognized that 
generate evidence to support a prosecution. See, e.g., the memorandum approving the 
“evidence supporting prosecution will be pursued.” (FBI 1246) 


Given this recognition, the FBI should have briefed ISS 
advice. 


is rife with potential to make - or wreck ~ a 


otential for flight, 


ISS. What if Wen Ho Lee had headed for the airport? Would he have been arrested? 


Could he have been arrested? What about Sylvia? And, if arrested, how exactly were the 
Criminal Division and a United States Attorney's Office supposed to put themselves in a 
_ position, essentially overnight, to even comprehend -let alone communicate to a court ~ 


i the substance of an investigation that had been going on, to one extent or another, for more 
ʻi than four years? . l ae 
# KS The other failures to seck out tlie Criminal Division for advice and counsel, as 
7 described above, were simply imprudent and unwise. All they did was jeopardize the 


| ; .. .. potential for a su rosecution, The failure to notify, or consult with, the Criminal 
: Divisio: ways presents a risk of 
flight - was a mu erent matter. It not only jeop c potential for a successful 


Jj prosecution; it jeopardized the potential for any proscoution. Keeping the Criminal 
| Division in the dark was not just unnecessary, it was dangerous. : 


could 


and obtained its 


As Dion said in the context of fast-moving developments in another espionag 
prosecution, the case “might move into DEFCON 5 immediately." (Dion 8/5/99) Putting 
aside the fact that no plans were made for that eventuality, see Chapter 14, even if plans 

. had been made, they would be nearly meaningless without substantial advance notice to 
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S. (U) The interviews of W 


(U) Wen Ho Lee was interviewed and polygraphed on December 23, 1998 (by DOL: 
and Wackenhut) and interviewed again on January 17, 1999 (by the FBJ).** A subject 
interview is obviously a critical stage in any investigation and certainly it was in this onc. 


As Dion told the AGRT 


(U) Beyond that, the December 23, 1998 interview — being a DOE interview of a 
LANL employee ~ required a thorough analysis under Garrity™ to determine if there was 
a potential for Wen Ho Lee to make a claim that his interview was compelled and, hence, 
inadmissible, and, if so, how that potential could be minimized or avoided. As Dion said: 
"The FBI needed legal advice and didn’t get it. [There was] no recognition of the issue at 


all." (Dion 8/5/99) 


(U) Finally, the Criminal Division could have contributed significantly to the 
identification of matters to be addressed in a subject interview. Ultimately, if this case 
went to trial, this might well be the only occasion upon which the jury heard from the 
defendant. Equally important was the manner in which the Government conducted the 
interview. That, too, could end up oe an issue in trial that a prosecutor y would have to 


confront. 


-93 (U) By January 17, 1999, ISS was aware of the Wen Ho Lee investigation and l 


had received a copy of a November 6, 1998 briefing memorandum. Dion told the 
AGRT, however, that he was probably not aware of the Wen Ho Lee interview. (Dion 
8/5/99) The AGRT has seen no documentation to indicate that the Criminal Division 


had notice that this interview was to take place. 


1% (U) Garrity v. State of New Jersey, 385 U.S. 493 (1967). 


: | 705 p 


E} | attention itself to the planning of a subject interview. When Si 
LTC | interview of Wen Ho Lee should he flunk the Wackenhut po 


(U) Excluding the Criminal Division from deliberations conceming this key stage in 
the investigation, simply put, made no sense. It made it that much more likely that the 
interview of Wen Ho Lee would not contribute to an ultimate prosecution and it increased 


the risk that it could undermine such a prosecution.” 


G. (U) Conclusion 


x 
Cy The FBI’s failure to notify the Criminal Division, and its failure to’ avail itself 
of the Criminal Division’s expertise, are matters of great and grave consequence. OIPR, by 
its own failure to cause notification to the Criminal Division and by its fostering of a 
climate that created substantial disincentives to consultation with the Criminal Division, 
contributed immeasurably to the problems identified in this Chapter. The root of these 
problems lay, not in the Wen Ho Lee case, but in a long-term, previously acknowledged but 
never resolved, problematic relationship among the pertinent parties. See Chapter 20. It 
was predictable and, perhaps, inevitable that, sooner or later, a price would have to be paid 
for the Department’s failure to fix this “broken” and “dysfunctional” relationship. 
Unfortunately, that price would be paid in the context of a critical investigation into the 
compromise of information conceming one of our nation’s most sophisticated nuclear 


weapons. 


a a- is 


U a , fi 
Aof course, as is discussed in Chapter 4, the FBI was devoting virtually no 
was 
to do a follow-up 
c had “zero 


amount of time to prepare for a very significant interview.” 8/18/88) In part, 
that was the product of the fast track that DOE had imposed on the Wen Ho Lee 
interview. But it was also the product of years of failure by multiple case agents to 


prepare for a subject interview that, one way or another, would inevitably occur. 
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b | summoned to go out to LANL on December 23, 1998 with S 


CHAPTER TWENTY 


(U) “PRIMARY PURPOSE” AND THE SHARING OF INTELLIGENCE 
INFORMATION AMONG THE FBI, OIPR, AND THE CRIMINAL DIVISION 


uesti ed 


Question One: (U) Whether OIPR and the FBI are correctly interpreting and 
properly applying the Attorney General’s July 19,.1995 memorandum, which requires 
notification of the Criminal Division during an FCI investigation when “facts or 
circumstances are developed that reasonably indicate that a significant federal crime has 


been, is being, or may be committed.” 


Question Two: (U) Whether the “direction and control” of ari FCI investigation is 


an appropriate standard for assessing the propriety of advice given to the FBI by the 
Criminal Division, when the FISA statute, as interpreted uniformly by the courts, focuses 
upon the “primary purpose” of the FISA search or surveillance. | 


Question Three: (U) Whether the provision in the Attomey General's July 19, 
1995 memorandum, prohibiting the Criminal Division from giving the FBI any advice that 
might, even “inadvertently,” give the “appearance” of “directing or controlling” an FCI 
investigation, is appropriate or necessary, given the FISA statute’s focus upon the “primary 
putpose” of the search or surveillance and the dotsonice accorded to the FBI Director’s 


certification as to such purpose. 


ee Question Faur: (U) Whether the Criminal Division may give advice during an 
~ * "BCT investigation that is intended not only to “preserve,” but also to. “enhance,” a potential 
ian prosecution, provided that the Criminal Division does not instruct the FBI on the 
tion, continuation, or expansion of any FISA search or surveillance, a for thie 


l purpose of preventing damage toa oe criminal prosecution. ae 
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A. (U) Introduction 


(U) The Attomcy General's July 19, 1995 memorandum, captioned “Procedures for 
Contacts Between the FBI and the Criminal Division Concerning Foreign Intelligence and 
Foreign Counterintelligence Investigations,” requires that the Criminal Division be 
notified when a foreign counterintelligence (“FCI”) investigation develops facts or 
circumstances that “reasonably indicate that a significant federal crime has been, is being, 
or may be committed.” (Appendix D, Tab 23) As discussed in Chapters 9 and’ 19, supra, 
the failure of the FBI and the Office of Intelligence Policy and Review (“OIPR") to follow 
the letter and spirit of the July 1995 memorandum in the Wen Ho Lee investigation had 
significant, and potentially disastrous, effects upon the investigation. Unfortunately, the 
practice of excluding the Criminal Division from FCI investigations was not an isolated 

event confined to the Wen Ho Lee matter. It has been a way of doing business for OIPR, 
acquiesced in by the FBI, and inexplicably indulged by the Department of Justice. One 
FBI supervisor has said that it has only been “lucky” that a case has not yet been hampered 


by the rigid interpretation of the rules governing contacts with the Criminal Division. 
(Bereznay 8/30/99) It may be said that in the Wen Ho Lee investigation, luck ran out. 


(U) Larry J. Parkinson, FBI General Counsel, has described the relationship among 
the FBI, OIPR, and the Criminal Division in the arena of foreign counterintelligence as 
“strained,” “awkward,” and “dysfunctional” (Parkinson 8/11/99) James K. Robinson, 
Assistant Attorney General for the Criminal Division, agreed that the relationship is 
“dysfunctional.” (Robinson 8/13/99) John Dion, acting Chief of the Internal Security 
Section (“ISS”), described the relationship as “broken.” (Dion 8/5/99) In particular, the 
problem lies in the role that the Criminal Division is permitted to play ~- or, more precisely, 


is not permitted to play -- in an FCI investigation that has the potential for criminal 
of those interviewed by the AGRT traced the origins of these 


prosecution”! Many 
difficulties to the implementation of the Attorney General’s July 19, 1995 memorandum. 


m 


Because this is the context in which the mission of the AGRT arose, in inthe 


U) 
FCI investigation of Wen Ho Lee, this chapter and the recommendations contained 


herein apply specifically to FCI investigations. As discussed below, the legislative 
history of the FISA statute recognizes important differences between foreign intelligence 


(“FT”) investigations and FCI investigation. Accordingly, not all of the recommendations 
made here may be applicable to FI investigations. 
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(U) It should be noted at the outset that this is not a new problem, but one that has 
persisted from the time that the July 1995 memorandum was promulgated. It was the 
subject of a working group in 1997 chaired by Daniel S. Seikaly and composed of 
representatives of the FBI, the Criminal Division, and OIPR. Seikaly concluded that the 
Attomey General’s memorandum was being “ignored” by both OIPR and the FBI. 
(Appendix D, Tab 45) Unfortunately, the work of the group brought about no change in 
the status quo, and things have not improved since then. If anything, the situation has 


gotten worse. 


(U) To understand why, it is important to appreciate the dual purposes of the 
Attomey General’s July 1995 memorandum, which are “to ensure that FI and FCI 
investigations are conducted lawfully, and that the Department's criminal and 
intelligence/counterintelligence functions are properly coordinated.” . There is a tension in 
the achievement of these two purposes. The first purpose, ensuring that the investigations 
are conducted “lawfully,” has to do, for the most part, with the statutory requirement that 
the “purpose” of electronic surveillance and physical searches conducted pursuant to the 
Foreign Intelligence Surveillance Act (‘FISA”) must be “to obtain foreign intelligence 
information.” 50 U.S.C. §§ 1804(a)(7)(B), 1823(a)(7)(B). In other words, the “primary 
“purpose” of the FISA coverage”? must be to obtain foreign intelligence information, and 
not to investigate criminal activity. Thus arises the tension with the second purpose of 
the Attomey General’s July 1995 memorandum, the “proper{] coordinatf{ion}” of the 
Department’s criminal and FCI functions. The concem is that the greater the coordination 
of these two functions in the context of a particular investigation, attended by the sharing 
of information and the secking'‘and giving of advice from prosecutors, the greater the 


possibility that a court might find that the primary purpose of the FISA coverage was not 


~"" “99(U) “FISA coverage” will refer herein to both electronic surveillance and 
physical searches conducted pursuant to FISA. 
+L) See United States v, Pelton, 835 F.2d 1067, 1075-76 (4th Cir. 1987) 
(primary purpose of surveillance must be to gather foreign intelligence information) and 
952 F.2d 565, $72 (ist Cir. 1991) (primary purpose of 
surveillance must not be the investigation of criminal activity). 
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foreign intelligence gathering. Were a court to make such a finding in an espionage 
prosecution, for example, it would be obliged to order the suppression of the unlawfully 
obtained evidence and its fruits. 50 U.S.C. § 1806(g). 


(U) The concem that a court in a criminal prosecution might suppress evidence on 
this ground (although no court since the enactment of FISA has done so), or that it might 
cause the Foreign Intelligence Surveillance Court (“FISA Court”) to reject an application 
in the first place (although this has never occurred either), has skewed the balance between 
these potentially competing purposes. As discussed below, this is due in part to the 
context in which the July 1995 memorandum was created, following the investigation of 
Aldrich Ames. It results, too, from-an unnecessarily timid reading of the FISA statute and 
the relatively small number of cases interpreting it. As a result, “the Criminal Division is 
not even at the table” (Richard 8/12/99), because it is not informed of FCI investigations 
with the potential for prosecution, or, what amounts to the same thing, it is prevented from 
making any meaningful contribution to the investigation because of an unduly strict 
application of the “primary purpose” rule. In either case, the Criminal Division is 
prevented from carrying out its essential functions. 


(U) As discussed below, the Attorney General’s July 19, 1995 memorandum is not 


being followed: The Criminal Division is not being notified when FCI investigations have 


developed evidence of significant federal crimes. Or the Criminal Division is being 
notified at the eleventh hour, shortly before an arrest, with all the attendant problems that 
creates for_preparing the prosecution and fulfilling disclosure obligations. Beyond this, 
however, the July 1995 memorandum needs to be rewritten. There is considerable 
uncertainty and difference of opinion conceming the nature and extent of the advice that 
the Criminal Division may give once notified of an FCI investigation, as well as the 
meaning and application of the “primary purpose” rule, At this juncture, such differences 
can only be addressed by a clear statement from the Attomey General expressing what is 
expected of the affected components. Some of these were suggested in interim . 
recommendations-submitted to the Attomey General by the AGRT in October 1999. 


(Appendix D, Tab 54) Additional recommendations follow in this chapter." 


KIU) To address the issues in this chapter, the AGRT gathered extensive 
materials from the Offices of the Attomey General and Deputy Attomey General, OIPR, 
the Criminal Division, and the FBI. In addition, the AGRT conducted numerous 
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B. (U) The relevant facts 


1. (U) The “legislative history” of the Attomey General's July 19, 1995 
memorandum i 


(U) From 1984 until her death in October 1993, Mary C. Lawton was the head of 
OIPR. (Schroeder 7/7/99) As Counsel for Intelligence Policy, Lawton was regarded as a 
“guru” in any intelligence matter, and OIPR was seen as a “mini Office of Legal- Counsel” 
with respect to any issue concerning intelligence policy. (Richard 8/12/99) During 
Lawton’s tenure, there were no written guidelines governing contacts between the FBI and 
the Criminal Division in FCI investigations. (Richard 8/12/99; Reynolds 10/14/99) 


(U) According to Deputy Assistant Attorney. General Mark M Richard, the Internal 
Security Section (“ISS”) of the Criminal Division received informal briefings from the FBI 
in FCI matters, with Mary Lawton’s knowledge, which served at least three purposes. (Id,) 
First, the briefings insured that investigative steps being considered by the FBI would not 


undercut a potential prosecution. (Id.) Second, the briefings served to insure that a given 


FCI investigation would not be unduly prolonged at the expense of Criminal Division 
interests that the investigation begin to focus on prosecution. (Id.) Third, the briefings 


` served to maintain the dichotomy between the criminal and intelligence branches, because 


. me 


ic 


‘investigative purposes. (Id) Rather, the function of the briefings was to maintain the 


there were separate offices making the judgments about the equities in a particular 


_ investigation. (Id.) 


(U) At these briefings, John Dion and John Martin of ISS would opine on how to 
preserve the prosecutorial option. (Richard 8/12/99) According to Richard, “we knew we 
were not to ‘direct’ the FCI investigation. or to suggest the use of FISA” for criminal 


die e 


interviews, including those of the Attomey General, the Director of the FBI, their 
deputies, and division and seotion heads at the Department of Justice and the FBI 
(Bereznay 8/30/99; Bowman 8/11/99; Bryant 11/15/99; Dion 8/5/99; Freeh 11/11/99, 
Holder 11/22/99; Ho 9/99; Kornblum 7/26/99; Lewis 7/6/99; McAdams 7/16/99; 
Parkinson 8/11/99 116/99; Reno 11/30/99; Reynolds 10/14/99; Richard 
8/12/99; Robinson 8/13/99; Ryan 7/8/99; Schroeder 7/7/99; Scruggs 9/9/99; Seikaly 
7/1/99; Skelly-Nolen 7/7/99; Torrence 7/30/99; Townsend 6/29/99; Vatis 7129199) 


: mi : 


Tipe lS 
viability of the prosecutorial option and to prevent missteps, for example, to advise against 
interviews without appropriate warnings or prevent the making of “off-the-wall” 
representations to witnesses that might harm a subsequent prosecution.” (Id.) During 
these briefings, the Criminal Division played a “defensive role,” according to Richard, but 
the briefings also afforded an opportunity for the Criminal Division to say, “This should go 
criminal now.” (Id.) The FBI was not required to notify OIPR of communications 
between the FBI and ISS, but Mary Lawton was aware that ISS was being kept apprised of 


the intelligence investigation. (Id.) 


(U) This system appears to have worked quite satisfactorily while Mary Lawton 


was the head of OIPR, both from the perspective of the Criminal Division and from that of 


the FBI. (Richard 8/12/99; Dion 8/5/99; Reynolds 10/14/99, Bryanti 1/15/99) After 
Lawton’s death, when Richard Scruggs replaced her as Counsel for Intelligence Policy, he 


felt that “[i]t was a really sloppy operation under Mary.” (Scruggs 9/9/99) Scruggs was 
concerned that there were no written guidelines governing contacts between the Criminal 
Division and the FBI, (Reynolds 10/14/99) This coincided with issues arising from the 


investigation of Aldrich Ames.” 


x) 
Qe During the Ames FCI investigation, the Attorney General was asked to sign 
as many as nine certifications to the FISA Court in support of applications for FISA 


surveillance.“ (Richard 8/12/99) According to Richard, “on the ninth certification” in 


e 


to John Dion, Deputy Chief of ISS, the section was 


u) l 
generally aware of ongoing FCI investigations under Lawton’s tenure, and was involved 


before the interview of the subject of an investigation. (Dion 8/5/99) Dion stressed that 


"many espionage cases depend upon admissions made during the intecview of the subject. 


_ (0) AAAGH ARES Wis arrested in February 1994 and pleaded guilty to various __ 


espionage charges on April 28, 1994. | 
(U) Each application for FISA coverage requires “the approval of the Attomey 
General based upon [her] finding that it satisfies the oriteria and requirements of such 
application as set forth in this subchapter.” 50 U.S.C. §§ 1804(a), 1823(@). The 
Attorney General therefore must implicitly certify, as the FBI Director does explicitly, 


| 
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the Ames investigation, Scruggs went to the Attorney General and “ginned her up” about 
contacts that the FBI had been having with prosecutors. (Id.) Scruggs raised concerns 
with the Attomey Gencral that the FISA statute had been violated by these contacts and 
that her certifications had been inaccurate.” (Id.) Scruggs believed that the relationship 
that existed between the FBI and ISS during the Ames investigation could be used by 
defense counsel to cast doubt upon the “primary purpose” of the FISA surveillance and 
thereby jeopardize the prosecution. (Scruggs 9/9/99) Scruggs told the Attorney General 
that she might be called as a witness in the Ames case regarding the searches she 
authorized. (Id.) Although the position of Richard and Shapiro was that there was no 
problem with the contacts between the FBI and ISS,™ the Attorney General was “very 
upset” by what Scruggs had told her. (Richard 8/12/99) According to Scruggs, the 
Attorney General told him to “make sure this did not happen again.” (Scruggs 9/9/99) 


(u) 
ASANT) After Aldrich Ames pleaded guilty, the “word” went out from FBI 
Headquarters, according to Richard, that there were to be no further contacts with 
prosecutors in FCI investigations without the permission of OIPR, due to the issues raised 
about these certifications. (Richard 8/12/99) Given what the FBI was being told by OIPR, 
this reaction was understandable. According to Robert M. Bryant, Deputy Director of the 
FBI, Scruggs gave the impression that he believed the FBI had violated FISA by using the 


surveillance for criminal investigations. (Bryant 11/15/99) Scruggs told Shapiro that what 


that the purpose of the FISA coverage is “to obtain foreign intelligence information.” 50 


US C §§ 1804(aX7), 1823(a)(7). 
According to OIPR Deputy Counsel Alan Kornblum, however, he was 


HS 


told by Scruggs in Noveniber 1993 that FBI General 
and said that FBI Direċtor Louis Frech would not sign a FISA certification in the Ames 


investigation because of contacts between ISS and the FBI. (Komblum 126199) 
Parkinson, off thé other hand; did-not-believe that the Director had refused to sign a 
certification in Ames. (Parkinson 8/11/99) 

(U) Dion believes that there was no critical event which occurred in the 
investigation that had not previously ocourred in other espionage investigations. What _ 
changed, according to Dion, were the individuals who handled these issues after the 


death of Lawton. (Dion 8/5/99) 
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Counsel Howard Shapiro had:called . 
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Scruggs regarded as a “backdoor” channel between the FBI and ISS was being closed.’ 
(Scruggs 9/9/99) Because of the perceived threat to obtaining FISA coverage, Deputy 
Director Bryant made it clear to the agents that this was a “career stopper” if they violated 


this rule. (Richard 8/12/99) 


(U) In June 1994, Scruggs proposed an amendment to the Attorney General's 


Guidelines for FBI Foreign Intelligence Collection and Foreign Counterintelligence 
Investigations (“AG Guidelines”)."“ The proposed amendment”? would have provided 
that “questions which arise relating to potential criminal prosecution shall be referred first 
to” OIPR, with OIPR “coordinat{ing] any response necessary with the Criminal Division.” 


(Appendix D, Tabs 2 & 3) It also proposed that “{nJeither FBI Headquarters nor any FBI 
field office should contact the Criminal Division of the Department of Justice or any 
United States Attorney’s office without prior consultation with OIPR.” (id,) In Scruggs 
view, to ensure the accuracy of the Director's certification as to the purpose of the FISA 
surveillance, “it is imperative that contacts between FBI Agents and prosecutors during on- 
going foreign intelligence cases be carefully proscribed and carefully monitored.” 
(Appendix D, Tab 3) Because Scruggs believed that “the courts are going to look to the 
overall scope and direction of the case to determine the actual purpose of the surveillance 
or search,” he proposed that the amendment apply not only to investigations where FISA 
surveillance was actually in use, but also in those where FISA usage was contemplated. 


*“1(U) According to Scruggs, although the Attorney General’s memorandum was 
not signed until July 19, 1995, it became effective “de facto” in mid 1994.’ (Scruggs 
9/9199) Ga j pee 
SY” The most recent version of the AG Guidelines, effective March 8, 1999, 
can be found in Appendix D;-atTab-1.- The relevant provisions of two earlier versions of 
the AG Guidelines applicable to the period covered by this chapter, which were effective 
April 1, 1983 (OIPR 2027) and May 25, 1995 (OIPR 0999), contain, in all material 
respects, language and numbering that is identical to the March 1999 AG Guidelines. 


(U) The memorandum proposing the change in the AG Guidelines was actually 
drafted by Kornblum. (Komblum 7/26/99) 
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(ld.) “[T]he role of prosecutors at all stages of the investigation, including the period of 


time preceding any FISA orders, will potentially be subjected to close scrutiny by the 


courts.” (Id.) 
(U) Scruggs’ proposal touched off considerable controversy and led to a series of 


meetings among the principals in the Criminal Division, OIPR, the FBI, ISS, the Criminal 


Division’s Terrorism and Violent Crime Section (“TVCS”), and the Executive Office for 
National Security (“EONS”). (Scruggs 9/9/99; Kornblum 7/26/99; Appendix D; Tab 7) A 
number of counter proposals were circulated and discussed. These materials constitute, in 
effect, the legislative history for the Attorney General’s July 19, 1995 memorandum.** 


(U) Shapiro opined that the proposal would be “unnecessarily burdensome and will 
deter useful and productive contacts.” (Appendix D, Tab 5) According to Shapiro, FBI 
contacts with Criminal Divisions attomeys during an FCI investigation were needed “to 
ensure that steps taken to further the primary FCI purpose of the investigation do not 


needlessly prejudice a potential criminal case.”” ({d.) Moreover, according to Shapiro 
as the same investigation will often accomplish both FCI and criminal purposes, and as 


both the statute and the courts permit this to be the case, there is nothing inappropriate in 
FBI agents consulting with Criminal Division attorneys during the course of these 


(U): The materials are collected in Appendix D, Tabs 3, 5 through 11, cue 13 


through 23. 
1) Shapiro noted that “[i]n the past, the governing procedure was that the FBI 


could consult with [the predecessor to ISS] to ensure that activities undertaken by the 
FBI did not inadvertently foreclose the possibility of criminal prosecution at some time in 


the future.” (Appendix D, Tab 5) 


investigations.” (Id.) Shapiro distinguished between having the Criminal Division 
maintain “direction and control"’” over an investigation and having the Criminal Division 


provide “advice and guidance” during the investigation: 


(U) The secking of advice and guidance from the Criminal 
Division of the Department in terrorism and espionage cases 
falls far short of ceding the “direction and control” of the 
investigation to the Criminal Division. This latter is surely 
prohibited, as it is inconsistent with the investigation having — 
foreign counterintelligence as its primary purpose. The former 
— advice and guidance — is merely prudent, given the likelihood 
that some of these FCI cases will result in criminal prosecution. 


(Id.) 
Br , . 
SY Assistant Attorney General Jo Ann Harris objected to the Scruggs proposal on 
the grounds that it would place in OIPR responsibility for balancing both intelligence and 
law enforcement objectives.” (Appendix D, Tab 6) “Since there will sometimes be a 
tension between the [intelligence and criminal justice] perspectives, the Department is not 
well-served by having a single organization represent both functions.” d.) Adopting the 
standard for notification of the Criminal Division contained in the Attomey General’s 
Guidelines on General Crimes, Racketeering Enterprise and Domestic Security/Terrorism 


#2) This term, “direction and control,” was apparently coined by OIPR 
__ _attomeys. (See Appendix D, Tabs 3 & 44) It does not appear, as a qualifier on the 
"purpose of the stirvelilance, in the FISA statute, its legislative history, or in the cases 
discussing “primary purpose.” It does appear in d the circumstances in which an ` 
entity may be deemed to be a “foreign power,” 50 U.S.C. § 1801(@), but in this sense, it 
sets quite a high standard for finding an entity to be “directed and controlled” by a 
foreign government. See. e.g., S. Rep. No. 95-604, pt. 1, at 19, (1977) reprinted in 1978 


5 U.S.C.C.AN. 3904, 3920. 
jl 3U) This memorandum was actually drafted by TVCS Chief James Reynolds. 


(U) ! 
(Reynolds 10/14/99) The draft version in Appendix D, at Tab 6, is the one that was 
circulated. (Id) 
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Investigations, AAG Harris proposed that the Criminal Division should be notified in an 
FC! investigation “when facts or circumstance reasonably indicate that a federal crime has 
been, is being, or will be committed.” (Id.) AAG Harris rejected “the view that an 
investigation is cither entirely FCI or entirely criminal.” (ld.) Rather, AAG Harris argued, 
“FISA intelligence can be part of a continuum which leads to criminal prosecution,” and at 
some point on that continuum, “is a period during which there is a convergence of 
intelligence and criminal justice interests. During that time, it is appropriate that Criminal 
Division prosecutors become involved in criminal renee while FISA surveillance remains 


ongoing.” (Id.) 


wy The Criminal Division’s guidance to the FBI would relate 
to restrictions in the course of the intelligence investigation 
necessary to preserve the criminal justice option. This 
guidance would, as stated above, not pertain to the undertaking 
of FISA searches, but would be limited to issues such as the 
handling of sensitive human sources so that they would not 
have to be compromised in the event of an ultimate decision to 
pursue a criminal prosecution. 


id.) 


(U) Deputy Attomey General Jamie S. Gorelick asked, Michael A. Vatis, Deputy 
Director of EONS, to resolve the disagreement among OIPR, the Criminal Divisiori, and 
the FBI conceming FBI contacts with the Criminal Division. (Vatis 7/29/99) On February 
2,-1995, Vatis met with principals from OJPR, the FBI, ISS, and TVCS. (See Appendix D, 
Tab 7) Following the meeting, Vatis circulated draft procedures for contacts between the 
FBI and the Criminal Division during FCI investigations “embodying . . . the consensus 


" from yésterday’s meeting.” (Id) With certain changes to be discussed below, these draft -~ w- ~ 


procedures evolved into the Attorney General’s July 19, 1995 memorandum. . 
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na AAG Haris noted that “until recently-we were frequently consulted by the 
FBI concerning the criminal justice ramifications of FCI investigations and our role in 
those instances has not served to compromise ee litagative efforts.” (Appendix 


D, Tab 6) 


Ry, 


(U) The draft procedures were divided into two sections, the first addressing 
investigations in which FISA authority had been used, and the second addressing 
investigations in which there was no FISA coverage. (Appendix D, Tab 7) From the start, 
the draft procedures contained the provisions requiring the FBI and, when FISA authority 
had been used, OIPR to notify the Criminal Division when “facts or circumstances are 
developed that reasonably indicate that a significant? federal crime has been, is being, or 
will be committed."°* (Id.) The draft also required the FBI to notify OIPR when it 
contacted the Criminal Division in an investigation where FISA had been used. 


(U) The draft set forth limitations on the nature of the communications the FBI and 
the Criminal Division could have, which was, essentially, taken from the procedures 
suggested by AAG Harris (see Appendix D, Tab 6): 


(U) Consultations between the Criminal Division and the FBI 
shall be limited in the following manner: The FBI will apprise - 
the Criminal Division, on a timely basis, of information 
developed during the FCI investigation that relates to 
significant federal criminal activity. The Criminal Division 
may give guidance to the FBI aimed at preserving the option of 
“a criminal prosecution. (For example, the Criminal Division 

may provide advice on the handling of sensitive human sources 
so that they would not be compromised in the event of an 

_ ultimate decision to pursue criminal prosecution.) 


(Appendix D, Tab 7) The draft contained, as had AAG Harris’ proposal, a provision that 
the Criminal Division could not “instruct the FBI on the operation, continuation, or 
expansion of FISA electronic surveillance or ise searches,” and added the OIPR- 
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*3(U) According to Reynolds, the word “significant”-was added at the request of 
the FBL (Reynolds 10/14/99) The understanding at the time was that this addition 
“meant anything other than a petty offense or light misdemeanor.” (Id.) 


(U) In the drafting leading to the final version, this clause was changed to “may 
be committed.” (Appendix D, Tab 10) So important was this notification that'the first 
section in the draft was later amended to require that OIPR and the FBI, each 
independently, notify the Criniinal Division. (Appendix D, Tabs 9 & 10) (emphasis 


added) 
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inspired phrase providing that the Criminal Division could not in any other way “direct or 
control the conduct of FISA surveillance or searches. 


(U) The draft procedures circulated by Vatis did not engender significant 
controversy. (See Appendix D, Tabs 8 & 9; Vatis 7/29/99) Shapiro suggested additional 
language concerning FBI contacts with the Criminal Division, however, that effected a 
significant, and perhaps unintended, shift in the meaning of the “direction and control” 
limitation: 


(U) Additionally, the FBI and the Criminal Division should 
ensure that advice intended to preserve the option of a criminal 
prosecution does not inadvertently result in either the fact or 
the appearance of the Criminal Division directing or 
controlling the intelligence investigation toward law 
enforcement objectives. 


(Appendix D, Tab 9) 


(U) Note that until this point in the drafting process, the only explicit limitations on 
the advice that the Criminal Division could provide concerned the use of FISA, whereas 
the limitation proposed by Shapiro now focused on the investigation as a whole. While it 
may seem axiomatic that the Criminal Division should not control an intelligence 
investigation, when the focus shifts to prohibiting advice that might, even inadvertently, 


i. - result in merely the appearance that the Criminal Division is directing an investigation 
E toward law enforcement objectives, such a prohibition is considerably more problematic. 
a Nevertheless, Shapiro's language was adopted into the final version, apparently without 
Fe comment?” (See Appendix D, Tabs 11 & 23) 

od 
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*1(U) Shapiro commented, without elaboration, that his suggestion “makes 
explicit a fundamental legal and polioy principle that must be born in mind constantly 
during such consultations.” (Appendix D, Tab9) As discussed below, however, there is 
no legal principle requiring such self-imposed restrictions, and policy considerations 
favor a more active role for the Criminal Division. 
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(U) On February 14, 1995, Assistant Attorney General Walter Dellinger wrote a 
memorandum to Vatis containing the Office of Legal Counsel's advice on the meaning of 

“primary purpose” and its application to the question of FBI contacts with the Criminal 

Division during an FCI investigation. (Appendix D, Tab 11) Dellinger concluded that 


(U) because the “primary purpose” test necessarily allows that 
intelligence-gathering will not always be the sole purpose for a 
FISA search, it must be permissible for prosecutors to be 
involved in the searches at least to the extent of ensuring that- ` 
the possible criminal case not be prejudiced. Thus, they can 
advise the FBI agents in charge of the investigation, at least 
insofar as that advice is necessary to prevent damage to the 


criminal case. 


d.) - 
(U) Dellinger’s opinion dealt with the extent to which prosecutors could be 
involved “in the planning and execution of FISA searches.”** Dellinger opined that there 


was “enough elasticity” in the term “primary purpose” to permit the involvement of 
prosecutors, but added the caveat, quoted above, “at least to the extent of ensuring that the 


possible criminal case is not prejudiced.” (fd) A substantially verbatim draft of this 
memorandum had been circulated on January 19, 1995, and had obviously influenced the 
thinking of Shapiro (Appendix D, Tab 5) and AAG Haris ([d., Tab 6). However, where 
Dellinger’s caveat pertained to the permissible involvement of prosecutors in searches, 
AAG Harris and Shapiro applied the caveat to the entire investigation. This, moreover, is 
how the limitation on prosecutorial advice was ultimately cast in the Attomey General’s - 


July 19, 1995 memorandum. Gd Tab 23) 
U) On April 12, 1995, Vatis transmitted to the ees General a draft of what 


_ would become, essentially without change, the Attomey General’s July 19, 1995 
memorandum. (Appendix-D,-Tab-13}-While describing Dellinger’s memorandum as 


“(the starting point for resolving this issue” of the role of prosecutors in FCI 
investigations, Vatis adopted the formulation of the problem in terms of the investigation, ~ 


rather than the use of FISA: 


Dellinger included in this term eleotronic surveillance as well as physical 


seal (Appendix D, Tab 11) (italios added) 


DPC, n 


(U) Based upon these principles [articulated by Dellinger], the 
working group agreed that, when information of significant 

criminal activity comes to light during an FI or FCI 
investigation, it is permissible — and prudent ~ for FBI agents ` 
to consult with criminal prosecutors for the purpose of | 


obtaining advice on how to avoid prejudicing a potential 

criminal prosecution. To avoid running afoul of the “primary __ | 
purpose” test, however, criminal prosecutors must refrain from 
taking actions that would result in either the fact or the si 
appearance of the prosecutors’ directing or controlling the FI or 
FCI investigations toward law enforcement objectives.” 


-7 dd) Vatis explained that these procedures would “ensur{e] that intelligence-gathering 
remains the ‘primary purpose’ of FI and FCI investigations. (Id,) 


2. (U) Interpretations of, and moli omey General’ 


1995 memorandum 


(U) Almost from the start, questions were raised concerning the interpretation and | 
implementation of the Attorney General’s July 19, 1995 memorandum. (See Appendix | 


YU) That this summarizes the intended purpose of the July 19, 1995 
memorandum is made clear by several similar references in discussions leading up to its 
promulgation. As Vatis explained to the Deputy Attorney General: : 


- -= .  (U) The purpose of the procedures is to allow cciminal 
‘prosecutors to advise FBI agents on how to conductan FI ~ © ~*~ 
investigation without oe a possible criminal _ N 
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or control over the FI investigation. | 


(Appendix D, Tab 22; see also Tab 18) 

(UJ) The United States Attomey’s Office for the Southern District of New York 
complained about the effect of Pact B on closely related counterintelligence and criminal 
investigations involving terrorist groups operating in that district. (Appendix D, Tab 27) 
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D, Tabs 25 & 26) In June 1996, a memorandum was drafted for the Attorncy General to 
issue emphasizing that contacts between intelligence and criminal agents were not 
prohibited. (Appendix D, Tab 28) This draft memorandum™! was never issued, however. 
(McAdams 7/16/99) By September 1997, according to Daniel S. Scikaly, Director of the 
Executive Office for National Security (“EONS”), the Director of the FBI had complained 
to the Attorney General that, despite the July 1995 memorandum, OIPR was preventing the 
FBI from contacting the Criminal Division.” (Seikaly 4/4/00) According to a 
memorandum Seikaly wrote at the time, the Attorney General was “anxious” to see the 
problem resolved. (Appendix D, Tab 37) Deputy Attomey General Holder instructed 
Scikaly to convene a working group consisting of representatives from OIPR, the FBI, and 
the Criminal Division to address the issue. (Appendix D, Tab 37; Seikaly 4/4/00) Scikaly 
concluded that the Attomey General’s memorandum was not being followed, indeed that 
both OIPR and the FBI “were ignoring the procedures out of an abundance of caution.” 
(Appendix D, Tab 45) One suggestion was “simply to ask the Attorney General to . . . 
reassert the validity of the Procedures” (id,), but there was some sentiment that it would be 
inappropriate for the Attorney General to issue a memorandum that essentially said “And I 
really mean it this time:” (Scikaly 4/4/00) In the end, the working group disbanded 
without any written recommendation and no significant action was taken. (Id.) 


(U)- As discussed below, despite this direct involvement of the Attorney General, 
the Deputy Attorney General, and the Director of the FBI, OIPR’s failure to follow the 
Attomey General’s memorandum, and the consequent exclusion of the Criminal Division 
from a significant role in — or even notice of — FCI investigations with the potential for 
criminal prosecution, remains a persistent problem. Subtle reinforcement of the July 1995 
memorandum has had no.effect. What is called for now is decisive, meaningful change in 
the relationship of OIPR, the FBI, and the Criminal Division in FCI investigations. 


Eventually, a special exemption for that district was issued. (Id Tab 36) 


ais -*1(U))-James G; McAdams; former Counsel for Intelligence Policy, told the sa 
AGRT that he fully supports the draft memorandum and may have drafted it. (MoAdams 
716/99) 


%2%U) According to Seikaly, the FBI complained that it was being “bullied by 
OIPR into keeping the Criminal Division out.” (Scikaly 4/4/00) Seikaly explained that 
whenever the FBI wanted to bring in the Criminal Division, it was told by OIPR, “If you 


do, you will not get a FISA” (Id) 


722 


rp Bee O OOO 
a. (U) The notification provision of the July 1995 memorandum 


(U) The Attorney General's July 19, 1995 memorandum provides that when, in the 
course of an FCI investigation, “facts or circumstances are developed that reasonably 
indicate that a significant federal crime has been, is being, or may be committed,” the FBI 
and, in the case of an investigation employing FISA, OIPR shall notify the Criminal 
Division. (Appendix D, Tab 23) It is apparent that there are disparate interpretations of 
this notification provision. It is equally clear that this provision is not being complied with 
in the manner in which it was intended to be. This, moreover, has been a recognized 
problem at least since 1997. (See, e.g., Appendix D, Tabs 39, 40, 44) 


LEJK According to Richard, the importance of Criminal Division notification is not 
just about providing legal advice. It is about affording the Criminal Division an 
opportunity to interject its prosecutive judgment about what is best for the country and to 
raise that with the appropriate decision-maker. (Richard 8/12/99) The Criminal Division 
needs to be brought in when decisions are made that may have prosecutorial consequences, 
according to Richard. (Id,) Richards described some of the “choke points” during an 
investigation when the Criminal Division should be involved: At the point where there is a 
formulation of a “game plan”; at the “target selection” stage; when the FBI makes 


judgments about how it is going to approach the allegations; and when there is discussion 
bl | of the means for developing the case against the target, such as ox 
ave the 


(Richard 8/12/99) At such times, the Criminal Division sho 
oppo to object, according to Richard, “or to suggest, if more forward leaning.” d.) 
(U) According to its drafter, Vatis, the notification provision of the July 1995 
memorandum was intended to be a “low threshold” that is “definitely short of probable 
cause.” (Vatis 7/29/99) Vatis anticipated that the notice requirement would be met in 
most FCI investigations involving FISA. fd.) Kamblum, on the other hand, believes that 
a the foreign counterintelligence goals of the investigation should be completed, or very 
` nearly so, before the Criminal Division is notified. (Komblum 7/15/99) According to 
Komblum, the question he asks when the FBI suggests notifying the Criminal Division is, 
“Are you ready to wrap this up?” (Jd,) In other words, in Komblum's view, the FBI 
: ` should not notify the Criminal Division until the FBI is prepared to end its FISA 
if surveillance Obviously, it provides a strong disincentive for the FBI to notify the 
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%(U) In 1997, Kornblum allowed that “[i]t has been OIPR’s practice to wait until 
the case ‘matures’ to the point that some of the essential information relied on for the 
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Criminal Division if doing so would jeopardize its ability to use FISA. And, in fact, it has, 
in the view of many in the FBI. 


(U) According to Timothy D. Bereznay, Section Chief in the FBI's National 
Security Division (“NSD"), the FBI has only limited contact with ISS out of fear that 
doing so will result in the loss of FISA coverage.” (Bereznay 8/30/99) Similarly, 
according to Bowman, the FBI believes that contacts with the Criminal Division can 
jeopardize the FBI's ability to ever get FISA coverage in an investigation where it has not 
yet been obtained. (Bowman 8/11/99) Deputy Assistant Director Sheila Horan described 
a “super hyper reluctance” on the part of OIPR to admit that the conditions requiring 
Criminal Division notification have been met. (Horan 7/29/99) 


` (U) Representatives from the Criminal Division as well believe that the FBI is 
discouraged from complying with the notification provisions of the July 1995 
memorandum, out of fear that involving the Criminal Division will jeopardize the FBI’s | 
ability to obtain or maintain FISA coverage. (Reynolds 10/ 14/99) As noted above, | 
according to Richard, FBI agents have been told that it is a “career stopper if you're 4 
wrong” about contacting the Criminal Division. (Richard 8/12/99) Dion believes that a 
perception has been fostered that any contact with the Criminal Division during an FCI 
investigation will risk the FBI’s ability to seek a FISA in the future or, if one is already in 
place, that such contact will result in it being shut down. (Dion 8/5/99) 
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- probable cause in the FISA is corroborated.” (Appendix D, Tab 44) This practice, 
which was a bone of contention in 1997, provided notice to the Criminal Division at a 

Pot tr rogue by to Bly 1995 suemorandam, end Keeabtan’scuncat : 
position calls for even later: notice. 


f° -*4U) SC Bereznay also understands that the FBI should not contact the Criminal 
aor Division without first obtaining permission from OIPR. (Bereznay 8/30/99) Such | 
_ permission, of course, is not required by cither Part A or Part B of the July 1995 
‘ memorandum. Nevertheless, this understanding is shared by Marion “Spike” Bowman, . | 
i of the FBI's National Security Law Unit (NSLU”) (Bowman 88/11/99), and by FBI 
General Counsel Larry J. Parkinson. (Parkinson'8/11/99) According to Deputy Director | 
Bryant, even though it is not required by the July 1995 memorandum, the FBI would not 
contact anyone in the Criminal Division without first notifying OIPR. (Bryant 11/15/99) 
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(U) OIPR has played a key role in promoting this reluctance to contact the Criminal 
Division. Early on, Scruggs threatened (o use the rejection of FISA applications as a 
means to curb what he regarded as unnecessary meetings between the FBI and the 
Criminal Division.** (Appendix D, Tab 19) According to SC Bereznay, when Scruggs 
assumed office, he “clamped down” on contacts between the FBI and the Criminal 
Division, and, since then, the FBI has not fought these restrictions. (Bereznay 8/30/99) 
Komblum's comment to agents who inquire about contacting the Criminal Division, that 
they should be prepared to “wrap up” the FISA surveillance, is another example , 


(Kornblum 7/15/99) 


Gin Many have emphasized the problems caused by late notification of the 
Criminal Division. As SC Bereznay pointed out, FCI investigations may take three or four 
years to. develop, but Criminal Division attorneys may have only two weeks or less to 
digest all of this information and to prepare for the criminal prosecution. (Bereznay 
8/30/99) Dion noted that notice to the Criminal Division occasionally has been so late that 
it has had to make decisions over the weekend before a Monday arrest. (Dion 8/5/99) In 
such circumstances, the Criminal Division is deprived of the opportunity to offer timely 
and well considered input. (Id,) For example, according to Dion, many espionage cases 
are made with admissions from the targets during interviews, yet ISS is frequently not 


consulted prior to the initial interviews. (Id.) 


(U) Because of the tradeécraft training which many espionage suspects have 
received, there is always a tisk that the subject may discover surveillance equipment or 
otherwise learn that he is under observation. (Dion 8/5/99) Thus, flight by the subject of 
an investigation is always a concem. Yet, without sufficient notification of the a 
investigation, the Criminal Divisi ion may not be prepared to rapidly. step in. (d) 


W) ‘AAG Robinson considers it a “very serious problem” to have the Criminal . 


Division involved late in an investigation. (Robinson 8/13/99) By that time, according 


(UY) Scruggs told the AGRT that he is aware Co that the FBI is under the mistaken 
belief that FISA coverage will be terminated, or a FISA request denied, if ISS is 
contacted during an FCI investigation. Soruggs opined that this vouei instilled by FBI 
leaders and that it should be corrected. (Soruggs 9/9/99) . 


(U) The Attorney General, as well, recognized that there is a lack of 
communication between FBI investigators and proscoutors carly in investigations and 
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to AAG Robinson, all the opportunities to shape the prosecution have passed. (Id,) The 
Criminal Division is deprived of the opportunity to take certain steps or to consider 
whether certain actions could cause trouble later. (Jd,) When notice is provided late, it 
sometimes causes the Criminal Division to take some actions prematurely or without 
complete knowledge. (Id.) The Criminal Division is being asked to “hurry up and get it 
done,” and it does not have time to look for potential problems in the case or to consider 


whether there are significant Brady or Giglio issues that must be considered. (Id.) 


(U) AAG Robinson believes that there should be procedures in place'that provide 
for automatic notice to the Criminal Division.” AAG Robinson is in favor of having the 
FBI letterhead memoranda (“LHMs”), which are sent to OIPR when a full FCI 
investigation is opened and annually thereafter, regularly sent to the Criminal Division. 
(Robinson 8/13/99) SC Bereznay favored this idea also. (Bereznay 8/30/99) Bowman saw 
no reason why the Criminal Division should not receive a copy of the annual LHMs. 
(Bowman 8/11/99) Parkinson favors regular monthly meetings with the Criminal Division 
in order to present updates on current significant investigations. (Parkinson 8/11/99) 


(U) Scruggs opined that if there are sufficient facts to open a full FCI investigation, 
then there should also be sufficient facts to suggest a possible prosecution, and the 
Criminal Division should therefore be notified. (Scruggs 9/9/99) McAdams, on the other 


hand, said he would oppose regular Criminal Division notification on the ground that it 
would create the perception that OIPR is a “front” for the Criminal Division. (McAdams 
7/16/99) According to Frances Fragos Townsend, current Counsel for Intelligence Policy, 
the issue is not the dissemination of information to the Criminal Division; it is whether the 
Criminal Division gives “direction” to the FBL (Townsend 6/29/99) 
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that this is a problem that needs to be resolved. (Reno 11/30/99) 


*1(U) “A good place to start,” according to AAG Robinson, would be to begin 
following the Attomey General's July 19, 1995 memorandum. (Robinson 8/13/99) 
Richard, also, expressed the view that the July 1995 memorandum has never been 
implemented in the spirit in which it was promulgated. (Richard 8/12/99) 
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b. (U) The advice provision of the July 1995 memorandum 
i. (U) The so-called “negative advice” limitation 


(U) As noted above, the starting point for what ultimately became the Attomey 
General's July 19, 1995 memorandum was the memorandum from Dellinger opining that it 
would be permissible for prosecutors to be involved in FISA searches “at least to the 
extent of ensuring that the possible criminal case not be prejudiced.” (Appendix D, Tab 
11) According to Dellinger, prosecutors could therefore advise the FBI agents.ia charge of 
an investigation, “at least insofar as that advice is necessary to prevent damage to the 
criminal case.” (Id.) Vatis used the term “negative advice” to describe this kind of advice. 
(Vatis 7/29/99) Vatis explained that it would be entirely appropriate for the Criminal 
Division to say to the FBI, “You might not want to do that” because of the potential effects 

of the contemplated action upon a future prosecution. ([d,) However, according to Vatis, 
it would be inappropriate for the Criminal Division to suggest affirmative steps, such as 
that the FBI install FISA electronic surveillance on a particular telephone line. Qd.) 
According to Reynolds, “it’s a difference between saying ‘You may want to consider not 
doing something,’ versus saying ‘You may want to consider doing something.” 
(Reynolds 10/14/99) (italics added) Similarly, in Kornblum’s view, the Criminal Division 
is involved in an FCI investigation under the July 1995 memorandum only for “defensive” 
_ purposes, that is, so as not to “screw up” a criminal case. (Kornblum 7/26/99) 


(U) AAG Robinson does not believe there should be any prohibition on the 
Criminal Division giving advice to the FBI during an FCI investigation, whether 
“negative” or “positive,” provided that it does not give “direction” conceming the FISA 
coverage. (Robinson 8/13/99) Similarly, Richard opined that, consistent with the FISA 
statute, the Criminal Division could give advice not only to preserve, butalsoto `` 
“enhance,” a futute prosecution. (Richard 8/12/99) Doing so,-accocding tq Richard, 
would not amount to “direction” of the investigation. ({d.) Parkinson, too, does not 
subscribe to the view that the Criminal Division can only give “negative advice.” qd) 
The question, according to Parkinson, is whether there is “direction and control.”""* 


This harkens back to the position of Parkinson's losing Shapiro, 


(U) 
who, as discussed above, maintained in the discussions leading up to the July 1995 
memorandum that “seeking advice and guidance from the Criminal Division . .. falls far 
short of ceding the ‘direction and contro!’ of the investigation to the Criminal Division.” 


(Appendix D, Tab 5) 
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ii. (U) “Negative advice” and “primary pumpose” 


(U) According to Bowman, OIPR's view is that the “primary purpose” test must be 
applied by examining the purpose of the entire investigation, whereas Bowman believes 
that the test should be applied to the primary purpose of the FISA coverage only. 
(Bowman 8/11/99) Deputy Director Bryant believes that as long as the FBI can articulate 
that the primary purpose of the investigation is counterintelligence, FBI agents should be | 
allowed to have contact with Criminal Division prosecutors. (Id.) AAG Robinson agrees 
that the “primary purpose” test should only be applied to the FISA coverage; not to the 


_ investigation as a whole. (Robinson 8/13/99) Richard, as well, believes that all that is 


necessary is that it be possible to articulate that the primary purpose of the FISA coverage, 
as opposed to the investigation, is foreign counterintelligence. (Richard 8/12/99) The 
question is important because it dictates the boundaries of the areas as to which the 
Criminal Division can give only “negative advice.” In other words, if the “primary 
purpose” of the FISA coverage is at issue, then the “negative advice” limitation would 
apply only to questions conceming the FISA surveillance, whereas if the “primary 
purpose” of the entire investigation is to be considered, the injunction against anything but 
“negative advice” is much broader. . : 


(U) There are significant practical problems in applying the “negative advice” 
restriction to the entire investigation. For example, can the FBI ask the Criminal Division, 
without sacrificing its FISA coverage, whether it has assembled enough evidence to charge 
an espionage suspect? According to SC Bereznay, Komblum has forbidden such 
questions. (Bereznay 8/30/99) It apparently depends upon who is asked at OIPR, 
however, as McAdams believes that the Criminal Division can give input as to what 


. evidence is needed for a criminal prosecution?” (McAdams 7/16/99) This limitation on 


advice has also resulted in the Criminal Division being left out of discussions on how to , 
approach a subject’s initial interview, the handling of which may be critical to a potential - 
prosecution.” (Dion 8/5/99) Finally, the majority of productive conversations between 


*(U) Scruggs seems to have staked a middle ground, saying that there is not a 
problem with the Criminal Division providing advice to the FBI, but that the Criminal 
Division is prohibited from working closely with the FBI due to the perception that the 
primary purpose of the investigation would be criminal, (Scruggs 9/9/99) 


MU) Other problems, of which the Criminal Division has complained since at 
least 1997, include agents being advised by OIPK that it is improper to discuss with the 
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_ tactical issues raised by an investigative plan. (Appendix D, Tab 40) 


the FBI and prosecutors develop spontancously, and these types of contacts are completely 
precluded by the current practice under the July 1995 memorandum. (Dion 8/5/99; sec 
also Parkinson 8/11/99) 


(U) As discussed in the legal analysis below, a policy that allows prosecutors to 
provide only “negative advice” concerning FISA coverage in an FCI investigation is not 
expressly required by the FISA statute, nor by the cases interpreting it. Nevertheless, when 
applied to the F/SA coverage, such a restriction may be an appropriately cautious, 
prophylactic measure. When, however, this restriction is applied to the entire’ FCI 
investigation, as it is in the July 1995 memorandum, the Criminal Division's effectiveness 
is substantially, and unnecessarily, reduced. When the July 1995 memorandum adds the 
further restriction that even the “appearance” of Criminal Division direction in the 
investigation must be avoided, the Criminal Division is pushed even farther into the 
background. Add to this the FBI agents’ understanding that the breach of this rule, should 
it affect the ability to obtain FISA, is a “career stopper,” and the Criminal Division is not 
only not “at the table,” it is not even in the neighborhood. 


(U) In this way, the “primary purpose” test and the Attorney General’s July 19, 
1995 memorandum have been applied to cabin any affirmative advice that the Criminal 
Division might give in an FCI investigation, even if it is completely unrelated to the FISA 
coverage and, indeed, even if there is no FISA coverage at all. The problem is 
compounded dramatically by the unwarranted construction placed on the July 1995 | 
memorandum by OIPR in its communications with the FBL It is clear from interviews that 
the AGRT has conducted that, in any investigation where FISA is employed or even 
remotely hoped for (and-FISA coverage is always hoped for), the Criminal Division is 
considered radioactive by both the FBI and OIPR." 


a - ear 


Criminal Division the strengths or weaknesses of a potential prosecution or legal and 


MU) This conclusion is not new. As noted above, in September 1997, the 
Attomey General and the Director of the FBI commissioned a working group, under the 
_ direction of Seikaly, to “improve the information flow” in FCI investigations. (Appendix 
D, Tab 37) From the start, a consensus was reached that in FCI investigation, with or 
without FISA coverage, when agents “encounter[ed] evidence of significant oriminal 
activity,” they consulted with the FBI's Office of General Counsel or with OIPR, but not 
with the Criminal Division. (Jd,) “In many instances, OIPR reportedly advises the 
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iii. (U) “ i ice” i irci 
inevitably means “no advice" 
(u) 


AME) The perception that contacts with the Criminal Division arc dangerous to an 
ongoing FCI investigation is prevalent from the top down at the FBI, beginning with 
Director Freeh, who said that OIPR discourages agents from contacting the Criminal 
Division and acts as a “road block.” (Freeh 11/11/99) According to Deputy Director 
Bryant, he was told during the Nicholson investigation by Kornblum that if the FBI talked 
to anyone in the Criminal Division, OIPR would have to take the position iff court that the 
FBI had violated the spirit of FISA. (Bryant 11/15/99) On one occasion, according to 
John F. Lewis, FBI Assistant Director, Scruggs told him that OIPR would not even look at 
a FISA application if Scruggs discovered that the FBI had contacted the Criminal Division 


‘for advice in the investigation. (Lewis 7/6/99) 


(U) Deputy Director Bryant would like to see Criminal Division attorneys involved 


in espionage investigations to give guidance to the investigators. (Bryant 11/15/99) 


Parkinson, too, said that he is a strong advocate for FBI agents having greater contact with 
Criminal Division attomeys. (Parkinson 8/11/99) According to DAD Horan, the Criminal 
Division should be brought in as soon as it appears that the case may be prosecuted. 
(Horan 7/29/99) This has not been done, however, because of OIPR’s interpretation of 
“primary purpose,” according to DAD Horan, and OIPR’s belief that contacting the 
Criminal Division will taint the primary purpose of the FCI investigation. (id.) Asa 
result, the FBI is reluctant to contact the Criminal Division for fear that OIPR will 
terminate a FISA order because of the contact. (Id.) According to DAD Horan, she has _» 
ight by OIPR not to contact the Criminal Division, although OIPR has never 


been told outright 
told her that a FISA order would be terminated if she did. (Id) 


According to'SC Bereznay, OIPR has wamed the FBI against approaching ISS : 


for advice relating to the prosecutorial potential of an espionage case. (Bereznay 8/30/99) 


-  OIPR has told the FBI that ‘approaching the Criminal Division without OJPR permission 
"gould result in the termination of FISA coverage. (Id.) This waming has ocourred “atall . - 
levels,” according to SC Bereznay. ` (Id.) Moreover, the FBI has not fought this restriction 


because “you don’t want to do anything that is going to mess up the FISA coverage.” qd.) 


agents not to contaçt lawyers in the Criminal Division for advice on preserving a possible 
criminal prosecution.” (Id) The situation has not changed in tho intervening years. 
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(U) According to “Spike” Bowman, the FBI has been warmed by OIPR that if 
agents approach the Criminal Division regarding a case and are perceived to be seeking 
advice, FISA coverage will be terminated. (Bowman 8/11/99) As might be imagined, 
therefore, there is “tension” between the FBI and OIPR when an agent seeks an opinion 
from the Criminal Division on the prosecutive potential of an investigation. (Id.) FBI 
agents are required to consult with NSLU before approaching the Criminal Division <a 
regarding how a case should be presented, and OIPR trusts NSLU to “restrain” the FBI [| 
agent who wishes to speak with the Criminal Division.” (Id.) = 


(U) Gerald Schroeder, former acting Counsel for Intelligence Policy, 
acknowledged that FBI agents do not consult with the Criminal Division as soon as they 
K should, and offered that this was due to a fear that contacting the Criminal Division will 
1 - somehow “screw up” the FISA process. (Schroeder 7/7/99) According to Schroeder, 

however, he never turned down a request from the FBI to mect with prosecutors. (Id.) 
McAdams was more adamant, describing as “complete hogwash” the claim that OIPR 
would terminate FISA coverage if the FBI contacted the Criminal Division. (McAdams 


7116/99) 


(U) Nevertheless, the overarching message that the FBI has received from OIPR 
over the years is that contact with the Criminal Division is dangerous, either because future 
FISA coverage will not be approved or because existing FISA coverage will be taken 
down."* Adding significantly to this problem is the matter of what advice the Criminal 
Division may give when a contact does take place. When the FBI is already concerned 

. about jeopardizing FISA coverage by having any contact with the Criminal Division, the - 
_ fact that its contact is likely to be unproductive, given the limitations on advice thatthe | 
` Criminal Division may provide, makes the whole exercise hardly worth the bother. 


~ 
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~~ $8) Bowman believes that tlie tensions with OIPR would be reduced if tho FBI -~-- 
was allowed to contact the Criminal Division without having to obtain OIPR permission 
i to do so. According to Bowman, the FBI could operate more effectively if FBI agents 
d could contact the Criminal Division more frequently. (Bowman 8/11/99) . 


(U) The situation has not changed sincè at least 1997, when Parkinson 
indicated that FBI NSD agents were “gun shy” about conversations with the Criminal 
Division. (Appendix D, Tab 44) 


(U) Meanwhile, the FBI's inability to obtain meaningful advice from the Criminal 
Division during an FCI investigation is affecting the FBI's ability to perform its job. 
(Bereznay 8/30/99; Bowman 8/11/99) Moreover, because of these restrictions on its 
ability to give advice, the Criminal Division is prevented from performing ifs core function 
as well. /1 is not the case that prosecutive judgments in an FCI investigation are not being 
made; they are simply not being made by the Criminal Division, the entity charged with 
that responsibility. (Robinson 8/13/99; Richard 8/12/99; Dion 8/5/99) In fact, as SC 
Bereznay observed, if FBI agents cannot approach the Criminal Division for advice, and 
OIPR does not render advice on investigative steps that may be taken, the agents are forced 

“by default” to rely upon the FBI Office of General Counsel and the NSLU on matters 


relating to criminal prosecution. (Bereznay 8/30/99) 


b. (U) Meetings with the Criminal Divisi 


(U) There is no question that the implementation of the Attomey General’s July 19, 
1995 memorandum has wrought significant changes in the relationship between the FBI 
and the Criminal Division. Nowhere are these more palpable than in the briefings. As 
Stephen W. Dillard, then a Section Chief in NSD, explained in 1997: 


{U) [P]rior to the adoption of the AG’s Procedures, the FBI 
considered espionage cases to be both criminal and intelligence 
driven. As a result, regular contact with ISS seemed 

_appropriate. Since adoption of the guidelines, a number of 
meetings held between FBI agents and ISS attomeys have 
resulted in OIPR attomeys indicating that certain information 
could not be shared, apparently to avoid the appearance that 
direction and control of the investigation is being exercised by 
the Criminal Division. - oar one oe. 


(Appendix D, Tab 44) _ ih, ne ee p 


(U) As a consequence of the current restrictions on the advice that the Criminal 
Division may give to the FBI during an FCI investigation, the meetings between the FBI 


and the Criminal Division tend to be unproductive. Parkinson described these meetings as 


“surreal” and “weird.” (Parkinson 8/11/99) According to Parkinson, there is not much 
dialog at these meetings, with an OIPR attomey present to hear the briefing and ISS acting 
like a “potted plant.” (Id) The discussion is not the ordinary interaction between agents 
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and prosecutors.” ([d,) According to Bowman, OIPR presence at meetings between the 
FBI and the Criminal Division can be “intimidating” because of concems about 
jeopardizing FISA coverage by asking for advice. (Bowman 8/11/99) In fact, the FBI 
regards the mectings themselves as potentially lethal to obtaining FISA coverage in 
marginal cases. ([d.) SC Bereznay described the ISS briefings as rather useless, because 
ISS is not permitted to ask questions that may be interpreted as directing an investigation. 


(Bereznay 8/30/99) 


(Richard 8/12/99) AAG Robinson objected to 


RN 
as | (U) Richard complained tha 
OIPK a as “referee” at these briefings. Also, OIPR wants to be present at every 
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meeting, accotding to Richard, and as a result, there are substantial delays in scheduling 
them, a concem that AAG Robinson shared. (Richard 8/12/99; Robinson 8/13/99) 
According to Dion, these meetings are unusual, and when they do occur, the FBI agents 
are scared to ask questions of the ISS prosecutors.” (Dion 8/5/99) 


(U) According to Komblum, on the other hand, OIPR attends the meetings between 


the FBI and the Criminal Division precisely because it should act as “referee.”** 


(Komblum 7/26/99) Scruggs, however, believed that a representative of OIPR should be 
present at méetings between the FBI and the Criminal Division, acting in a “passive” role 
that would not inhibit conversation. (Scruggs 9/9/99) Still, Scruggs believed that the 
OIPR representative must ensure that the Criminal Division does not take over the 


_ investigation by giving proactive advice at such meetings. ([d.) 


(U) Parkinson’s opinion has not changed since 1997, when he said that the 
meetings between the FBI and the Criminal Division “over the last two years have been 
stilted” and that “these sessions bear little resemblance to the give-and-take of agent- 
prosecutor discussions in ordinary criminal investigations.” (Appendix D, Tab 42) 


U) Deputy Director Bryant, on the other hand, believes that the Criminal 
Division attorneys are reluctant to work with FBI agents because the attorneys arc afraid 
of Komblum's reaction. (Bryant 11/15/99) 


(UY), McAdams, however, did not believe that OIPR should act as a “hall 
monitor” for contacts between the Criminal Division and the FBI. (MoAdams 7/16/99) 
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(U) Notably, in a questionable elevation of form over substance, OIPR occasionally 
advises the FBI to refrain from briefing the Criminal Division on recent developments in 
an investigation until after OIPR files an application with the FISA Court for an order or a 
renewal, so that OIPR will not have to inform the court of the briefing until the next 
submission.” (Bereznay 8/30/99; Parkinson 8/11/99) ina similar preoccupation with 


“appearances,” OIPR has a written policy of discouraging agents from sharing with the 


Criminal Division even “highly incriminating” evidence obtained from FISA coverage 
until the next regularly scheduled briefing, on the grounds that immediate disclosure may 
“open{] the evidence to suppression.” (Appendix D, Tab 43; see also Tab 44) In a variant 
of this practice, Kornblum believes that meetings between the Criminal Division and the 
FBI should not take place shortly before or after a FISA search is conducted. (Kornblum 


7126199) 


(U) Parkinson would have OIPR inform the FISA Court that the Criminal Division 
is regularly updated on an investigation and views such discussions as appropriate and 


- expected.” (Parkinson 8/11/99) In Dion's view, regular briefings of the Criminal 


Division, on a “universal” basis, as opposed to on selected investigations, would be more 
defensible in court, since there would be a presumption that the Criminal Division would 
be notified in all cases involving potential espionage. (Dion 8/5/99) As discussed below, 
there is no legal justification not to have such briefings. 


C. (U) Legal analysis - 


(U) As discussed below, there is no prohibition contained in FISA, nor in the cases 
interpreting it, upon the Criminal Division giving advice regarding an FCI investigation, as 
distinguished from FISA coverage employed as part of the FCI investigation. It is also 
clear that the Criminal Division may play some role in the decisions conceming the use of 
FISA coverage itself. Nevertheless, the degree to which it may. be actively involved in the 
FISA is not sufficiently clear, based upon the current state of the decisional law, to 


MU) As Parkinson noted in 1997, “OIPR has advised the agents about 


implications which would militate against'contact with ISS (usually depending upon the 
status of a case-related FISA issue, such as a FISA renewal).” (Appendix D, Tab 42) 


NU) Vatis, too, believed that it would be a good practice to brief the Criminal 
Division about ongoing FISA surveillance if evidence of criminal activity is found. 


(Vatis 7/29/99) 
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confidently assert that the Criminal Division's involvement need not be limited in some 
way. For this reason, borrowing from Dellinger's memorandum, we recommend that the 
advice that the Criminal Division may give in an FCI investigation specifically concerning 
the FISA coverage should be limited to “that advice [which] is necessary to prevent 
damage to the criminal case.” (See Appendix D, Tab 11) For the reasons discussed 
below, however, this should not in any way limit the Criminal Division's knowledge of the 
underlying FCI investigation, nor limit the advice and guidance that it may give in 
connection with other issues that are not directly related to the FISA coverage. ` 
1. (U) The Criminal Division clud m investigation i 
ord i ” of illan i i 


a. (U) The primary purpose certification applies to the FISA coverage. not 
he underlvine inyestinati 


(U) An application for a FISA order must include, among other things, a 
certification by the Director of the FBI” “that the purpose of the surveillance is to obtain 
foreign intelligence information.” 50 U.S.C. § 1804(a)(7)(B)." While this certification 
must be made-by the Director, the application as a whole, of which the certification is a 
part, must be approved by the Attomey General “based upon [her] finding that it satisfies 
the criteria and requirements of such application as set forth in this subchapter.” 50 U.S.C. 
§ 1804(a). The legislative history of the Act states that “the Attomey General must 
personally be satisfied that the certification has been made pursuant to statutory 


requirements.” S, Rep. No. 95-701, at 49 (1978), reprinted in, 1978 US.G.C.AN. 3973, | 


.  %®() The FISA statute provides that the certification must by made by “the 
Assistant to the President for National Security Affairs or an executive branch official or 
officials designated by the President from among those executive officers employed in . 
the area of national security or defense and appointed by tlie President with the advice 

and consent of the Senate.” 50 U.S.C. § 1804(a)(7). Since this chapter deals with the 
relationship of the Criminal Division, OIPR, and the FBI, the certifying official referred . 


to herein will be the Director of the FBI. 


(UJ) An application for a physical search under FISA must contain a similar 
telligence information.” 


certification “that thé purpose of the search is to obtain foreign in 


50 U.S.C. § 1823(a)7)(B). 
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4018; H.R. Rep. No. 95-1283, pt. 1, at 73 (1978). Thus, the Director and the Attomey 
General both share a responsibility for ensuring that “the purpose” of the FISA coverage is 
to obtain forcign intelligence information. 


(U) The statute, as cases interpreting it confirm, does not require that the sole 
purpose”! of the FISA coverage be to obtain foreign intelligence information, although it 
seems clear that obtaining foreign intelligence information cannot be merely a purpose.” 
Instead, the cases suggest that the primary purpose of the FISA coverage must be to obtain 
foreign intelligence information. United States y, Johnson, 952 F.2d 565 (1*-Cir. 1991) 
(“investigation of criminal activity cannot be the primary purpose of the surveillance”), 
cert, denied, 506 U.S. 816 (1992); United States v, Duggan, 743 F.2d 59, 77 (2d Cir. 1984) 
(“foreign intelligence information [must] be the primary objective of the surveillance”); 
` United States y, Pelton, 835 F.2d 1067, 1075-76 (4% Cir. 1987) (“We agree with the 
district court that the ‘primary purpose of the surveillance, both initially and throughout, 
was to gather foreign intelligence information.””), cert, denied, 486 U.S. 1010 (1988); 
` United States v, Badia, 827 F.2d 1458, 1464 (11th Cir. 1987) (approving surveillance that 
“did not have as its purpose the primary objective of investigating a criminal act”), cert. 
denied, 485 U.S. 937 (1988); United States v, Rahman, 861 F. Supp. 247, 251 (S.D.N.LY. 
1994) (characterizing the required certification to be “that the primary purpose of the 
surveillance was the gathering of foreign intelligence information”), aff'd, 189 F.3d 88 (2d 
Cir. 1999), cert. denied, 120 S. Ct. 830 (2000); United States v, Megahey, 553 F. Supp. 
1180, 1189 (E.D.N.Y. 1982) (requirement that the surveillance be conducted “primarily” 
for foreign intelligence reasons is “clearly implicit in the FISA standards”), aff'd, 729 F.2d 
1444 (2d Cir. 1983); but gee United States y, Sarkissian, 841 F.2d 959, 964-65 (9% Cir. 

1988) (declining to decide whether test was “purpose” or “primary purpose”). 


— ee oe 


Eg, H.R: ae No. 95-1283, pt. 1, at 76 C978) In other e as discussed below, the 
legislative history speaks of “primary purpose,” and this is the test that the courts have 
uniformly applied. - 

XU) This was the conclusion of Dellinger when tie Office of Legal Counsel 
was asked for an opinion by Vatis prior to the meetings leading to the Attomey General's 
July 19, 1995 memorandum. (Gee Appendix D, Tab 11) ) 
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(U) The FISA statute, by its terms, requires only that the surveillance or the search 
have “the purpose” ~ or, accepting the judicial gloss, the “primary purpose” - of 
“obtain{ing] foreign intelligence information.” 50 U.S.C. §§ 1804(a)(7)(B) & 
1823(a)(7)(B). Nowhere in the language of the statute is there a requirement that the 
purpose of underlying investigation be inquired into. In the statute's prerequisites for the 
Director's certification, the Attorney General's approval, and the FISA Court’s order, there 
is no requirement that an averment or a finding be made conceming the purpose of the 
investigation. The purpose the investigation giving rise to the FISA applications is simply 


not mentioned in the FISA statute. 


(U) The legislative history of the FISA statute, moreover, suggests that Congress 
not only did not intend for the purpose of the investigation to be at issue, but affirmatively 


- anticipated that the underlying investigation might well have a criminal as well as a foreign 


counterintelligence objective. According to the report by the Senate Select Committee on 
Intelligence (“SSCT’): . 
- (U) U.S. persons may be authorized targets, and the 

surveillance is part of an investigative process often designed 

to protect against the commission of serious crimes such as 

éspionage, sabotage, assassination, kidnapping, and terrorists 

acts committed by or on behalf of foreign powers. Intelligence 

and criminal law enforcement tend to merge in this area. 


S. Rep. No. 95-701, at 10-11 (1978), reprinted in 1978 US.CCAN. 3973, 3979. 


© The SSCI was here making the point that foreign counterintelligence 
__ investigations differed from foreign intelligence investigations. The committee was . 


~ ‘mindful that in counterintelligence investigations, “{t]he targeting of U.S. persons and the... 
close attention to traditional fourth. 


ovetlap with criminal law enforcement require 
amendment principles.” S. Rep. No. 95-701, at 11 (1978), reprinted in 1978 U.S.C.C.AN. 


3973, 3979. This concem, however, was addressed in the statute itself. Indeed, to do so, 
the drafters “adopt{ed] . . . certain safeguards which are more stringent than conventional 
criminal procedures.” Id, at 11, 1978 U.S.C.C.A.N. 3980,- One of these safeguards was 
that the statute “requires the judge to review the certification that surveillance of a U.S. 
person is necessary for foreign counterintelligence purposes. Because the probable cause 


standards are more flexible under the bill, the judge must also determine that the executive — 


branch certification of necessity is not ‘clearly ecroncous.’” Jd, The report likened the 


T 


“clearly crroncous” standard to that applicable in administrative law, where “(the judge is 


required to review an administrative determination that, in pursuit of a particular type of 
investigation, surveillance is justified to acquire necessary information. The judge may 
request additional information in order to understand fully how and why the surveillance is 
expected to contribute to the investigation.” Id, at 11, n.85, 1978 U.S.C.C.A.N. 3980. 


(U) Thus, the focus of the certification, and the FISA Court's review of it, is upon 
the purpose of the surveillance. To the extent that the underlying investigation is 
considered at all, according to the SSCI, it is only to assess whether the surveillance will 

contribute” to it. This in no way suggests that “the purpose” or the “primary purpose” of 
the investigation as a whole is at issue. On the contrary, as the passage quoted above 
makes clear, the surveillance may be “part of an investigative process . ... designed to 
protect against the commission of serious crimes” and the investigation may have both 
intelligence and criminal law enforcement interests that “tend to merge.” S. Rep. No. 95- 


‘701, at 11, 1978 U.S.C.C.ALN. 3979. 


b. (U) While the prim cof erage must be i 
foreign intelligence informati iminal law enforcement 
econd se, although, for prudential reasons, this is ere the 


S 
line should be drawn for fashioning policy on the giving of advice 


(U) The legislative history of FISA suggests that the surveillance may have a 


criminal law enforcement purpose, so long as gathering of foreign intelligence information 
` is its primary purpose. This conclusion is supported by the SSCI’s observation that 


` “surveillance conducted under [FISA] need not stop once conclusive evidence of a crime 
is obtained, but instead may be extended longer where protective measures other than 
arrest and prosecution are more appropiate.” S. Rep. No. 95-701, at 11, 1978 
US.C.CAN,. 3980. Implicit in this is a recognition that prosecution isone, among other, 
` “protective measures” for which FISA coverage mye used. © 


l U) Nevertheless, as discussed below, the certification is subjected to only 
“minimal scrutiny” by the courts. 


(U) As the SSCI noted in distinguishing FI from FCI investigations, 
“{sJurveillance to collect positive foreign intelligence may result in the incidental 
acquisition of information about crimes; but that is not its objective. By contrast, foreign 


counterintelligence surveillance frequently seeks information needed to detect or 


| 


(U) This point is made explicit in the report by the House Permanent Select 
Committee on Intelligence (“HPSCI"): 


(U) With respect to information concerning U.S. persons, | 
foreign intelligence information includes information necessary 
to protect against clandestine intelligence activities of foreign 
powers or their agents. Information about a spy’s espionage . 
activities obviously is within this definition, and it is most o | 
likely at the same time evidence of criminal activities. How `” E 
this information may be used “to protect” against clandestine | 
intelligence activities is not prescribed by the definition of 
foreign intelligence information .... Obviously, use of | 
“foreign intelligence information” as evidence in a criminal | 
trial is one way the Government can lawfully protect against | 
clandestine intelligence activities, sabotage, and international | 
terrorism. The bill, therefore, explicitly recognizes that | 
information which is evidence of crimes involving clandestine E 
intelligence activities, sabotage, and international terrorism 
can be sought, retained, and used pursuant to this bill. 


ELR. Rep. No. 95-1283, pt. 1, at 49 (1978) (emphasis added).** se 


anticipate the commission of crimes.” S. Rep. No. 95-701, at 11, 0.83, 1978 | 
US.C.CAN. 3980 (emphasis added). In discussing the provisions of 50 U.S.C. § 1806, | 
which allow for the use at a criminal trial of evidence gathered through FISA coverage, | 
the SSCI explained that “{a]lthough the primary. purpose of electronic surveillance, | 
conducted pursuant to this chapter will not be the gatfiériig of criminal evidence, itis - | 
. contemplated that such evidence will be acquired and these subsections establish the 
ural mechanisms by which such information may be used in formal proceedings.” | 


proced 
Id., at 62, 1978 U.S.C.C.AN. 4031 (emphasis added). x | 


. *5() The HPSCI “recognize[d] full well that the surveillance under this bill are 
| not primarily for the purpose of gathering evidence of a crime. They are to obtain | 
foreign intelligence information, which when it concerns United States persons must be | 
necessary to important national security concerns. Combatting the espionage and covert 
actions of other nations in this country is an extremely important national concem. | 
Prosecution is one way, but only one way and not always tho best way, to combat such | 
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(U) It could certainly be argued, therefore, that so long as the crimes involve 
clandestine intelligence activity, sabotage, or international terrorism, evidence of such 
crimes could be “sought” as a means “to protect” against them, and that could be a 

“purpose” of FISA coverage. Although the relatively small number of cases interpreting 
the FISA statute have not addressed this issue, there is nevertheless some support among 


them for such a position. 


(U) In United States v. Sarkissian, 841 F.2d 959 (9° Cir. 1988), FISA surveillance 


was reauthorized after it was learned that the defendants were assembling a bomb and 
planning to use it on a Turkish consulate. On the day that the FISA order was issued, the 
FBI apparently used information obtained from the FISA telephone surveillance to stake 
out an airport, to identify the courier of the bomb-making materials and the plane he would 
be taking, to seize the suitcase containing the unassembled bomb, and, ultimately, to arrest 
the defendants. 841 F.2d at 961-62. The court rejected the defendants’ contention that 
“the FBI's priniary purpose for the surveillance had shifted from an intelligence to a 


criminal investigation.” 


(U) We refuse to draw too fine a distinction between criminal 
and intelligence investigations. “International terrorism,” by 
“definition, requires the investigation of activities that constitute 
crimes. That the government may later choose to prosecute is. 
irrelevant. FISA contemplates prosecution based on evidence 
gathered through surveillance. “{SJurveillance . . . need not 
stop once conclusive evidence of a crime is obtained, but 
instead may be extended longer where protective measures 
other than arrest arid prosecution are more appropriate.” FISA 


is meant to take into account “{fJhe differences between 
ons to gather evidence of specific 
crimes and foreign counterintelligence ons to 
uncover and monitor clandestine activities ...." Atno point = 
was this case an ordinäry criminal investigation. 


841 F.2d at 965 (citations omitted, editing by the court) 


activities.” H.R. Rep. No. 95-1283, pt. 1, at 36. 
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(U) Similarly, in United States y, Duggan, 743 F.2d 59 (2d Cir. 1984), FISA 


surveillance continued until the defendants were arrested and was used to acquire 
information that the defendants were working on behalf of the Irish Republican Army to 
obtain ‘ ‘explosives, weapons, ammunition, and remote-controlled detonation devices . 
for use in terrorist activities.” Id, at 65. The court agreed with the district court that “the 
purpose of the surveillance . . . was to secure foreign intelligence information and was not 

. directed towards criminal investigation or the institution of a criminal prosecution.” Id, 


at 78. 


(U) [W]e emphasize that otherwise valid FISA surveillance is 
not tainted simply because the government can anticipate that 
the fruits of such surveillance may later be used, as allowed by 
§ 1806(b), as evidence in a criminal trial. Congress recognized 
that in many cases the concems of the government with respect 
to foreign intelligence will overlap those with respect to law 
enforcement. . . . In sum, FISA authorizes surveillance for the 
purpose of obtaining foreign intelligence information; the 
information possessed about [the target of the surveillance] 
involved international terrorism; and the fact that domestic law 
enforcement concerns may also have been implicated did not 
eliminate the government’s ability to obtain a valid FISA order. 


743 F.2d at 78. 


(U) In United States v. Johnson, 952 F.2d 565 (1* Cir. 1991), cert, denied, 506 U.S. 
816 (1992), the court approved the use of FISA coverage that continued until the z 
defendants were arrested. The court found “no evidence of an end-run” around the Fourth 
Amendment's prohibition of warrantless searches, 952 F.2d at $72. “From our review of- - 
the FISA applications, it is clear that their primary purpose . . . was to obtain foreign 
_ intelligence information, not to collect evidence for any criminal prosecution of 


appellants.” Jå, Yet the FISA sarveillance in that case continued for two months after a--—— - 


search warrant was obtained to open a letter sent to one of the defendants, according to an 
opinion by the magistrate judge that was adopted by the district court. United States y, 
Johnson, No. 89-221, 1990 WL 78522, at *5 (D. Mass Apr. 13, 1990). In fact, certain 
FISA interceptions were inoluded in the affidavit in support of tho search warrant. Id, at 
*6.. In an opinion that the First Cirouit described as “lengthy and careful,” 952 F.2d at 571, 
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the lower court dismissed arguments that “the purpose of the FISA surveillance was 
therefore to further a criminal investigation. Id. at *5. 


(U) Gathering of foreign intelligence information and 

obtaining information which is evidence of a crime are not ` 
mutually exclusive activities. As was recognized in the FISA 
legislative history, “Intelligence and criminal law enforcement 
tend to merge in (the area of foreign counter-intelligence l 


investigations).” 


1990 WL 78522, at *5. The court went on to hold that the purpose of the FISA coverage 
was to obtain foreign intelligence information “even though the Government might 


reasonably anticipate that the surveillance would yield evidence of criminal activity.” 


Id, 
(U) Cases involving espionage, sabotage, and international terrorism are not 

“ordinary” criminal investigations. The legislative history of FISA discussed above, as 

well as cases such as Sarkissian, Duggan, and Johnson, suggest that in assessing the FBI’s 
use of FISA to uncover, monitor, and “protect against” such crimes, courts should never 
draw “too firie a distinction” between criminal and intelligence investigations. In other 
words, one might argue, so long as the primary purpose of the FISA coverage is the 

- gathering of foreign intelligence information, a secondary purpose of prosecuting such 
crimes is permissible. Although this no doubt would be an appropriate position to take in 
defending against a motion to suppress, in our view it draws the line unnecessarily close 
for purposes of fashioning Department policy on the advice that the Criminal Division may 
give, at least in the absence of more definitive rulings from the appellate courts. 


__. _ Nevertheless, while there may be prudential reasons to keep the Criminal Division at arm’s: 
“Tengt from the FISA coverage, it is unnecessary to keep itmiles away fromeny line that. _. 


- (U) In Pelton, the FISA surveillance continued after the defendant was 
confronted by the FBI and discussed with FBI agents whether he should consult an 
attomey, the possibility of a future prosecution, his potential criminal exposure for tax 
and drug charges, his possible sentence, and the likelihood that the agents would testify 
on his behalf conceming his cooperation. 835 F.2d at 1070-71. Although the FISA: 
surveillance was not challenged specifically on this ground, the court did not appear at all 
troubled by it, and concluded that the primary purpose of the surveillance “throughout” - 


was to gather foreign intelligence information. Id, at 1076. 
OP ef r 
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could logically be drawn using the language of the FISA statute, or to keep it wholly in the 


dark until the intelligence objectives have been met. No case interpreting FISA requires 


such a sterile separation. 


c. (U) 
ceming i i h 
(U) Itis clear from the statute, from the legislative history, and from, the case law 

that the government can anticipate that it will use evidence collected from FISA coverage 
in a subsequent criminal trial. E.g., United States v, Badia, 827 F.2d at 1464. In fact, not 
only may the government anticipate such use, but this is one of the ways that the 
government may “protect against” the clandestine intelligence activity, sabotage, and 
intemational terrorism that FISA was designed to combat. H.R. Rep. No. 95-1283, pt. 1, at 
36; S. Rep. No. 95-701, at 11, 1978 U.S.C.C_A.N. 3980; United States y, Megahey, 553 F. 
Supp. at 1189 (‘Congress clearly viewed arrest and criminal prosecution as one of the 
possible outcomes of a foreign intelligence investigation.”). 


(U) It cannot be the case, therefore, that Congress intended for the Criminal 
Division to have no role whatsoever during the accumulation of such evidence, and that it 
must simply await the fortuity that the evidence will fall in its lap after the intelligence - 
objectives have been attained and after the cessation of the FISA coverage. Certainly if 
that were the intent of Congress, it would have been expressed in the statute or in the 
legislative history. Further, as noted above, Congress intended that even after conclusive 
evidence of a crime was established, the FISA coverage “may be extended longer where 
protective measures other than arrest and prosecution are more appropriate.” S. Rep. No. 
95-701, at 11, 1978 U.S.C.C.AN, 3980. This of course suggests the involvement in the 
investigation of those responsible for criminal law enforcement, and their participation in 
the determination of whether prosecution or continued surveillance ts themoust tappropriato 


_ protective measure. 


AX We are not suggesting r that the Criminal Division should “take over” or “run” 
an FCI investigation, or even that it should suggest uses of the FISA coverage to obtain 
“evidence for a future prosecution. For prudential reasons, the advice of the Criminal 
Division with respect to FISA coverage should be confined to ensuring that a future 
prosecution is not jeopardized. But the Criminal Division's role with respect to the 
investigation should not be ~ nor docs FISA require that it be — relegated to giving only 
“negative advice” that is designed merely to preserve a prosecution. The Criminal 
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Division should also be - and can be, consistent with FISA — involved in, and not merely 
passively aware of, what Richard called the “choke points” of an investigation. (Richard 
8/12/99) These would include when targets of the investigation are being identified, when 


there is a formulation of an investigative strategy, when there is an interview of the target 
i A decisions are made concerning the proof 
necessary to establish the elements of a crime, and, of course, when there is a discussion of 
whether the evidence amassed is sufficient to warrant the initiation of criminal 
proceedings. At each of these stages, the Criminal Division should be giving what Shapiro 
described as “advice and guidance” (Appendix D, Tab 5), not to run the investigation, but 
as one of the responsible entities legitimately involved in an area where “intelligence and 


criminal law enforcement tend to merge.” S. Rep. No. 95-701, at 11, 1978 U.S.C.C_A.N 
3979, . 


(U) The issue is not one of expertise. Obviously, the Director of the FBI, a former 
federal judge and prosecutor, and the FBI’s General Counsel, a former federal prosecutor, 
have such expertise. The issue is that it is the Criminal Division that is charged with the 
_ primary responsibility for asserting the Department’s prosecutive equities. While it should 
not be the only party at the table, when such equities are at stake, it should certainly be at 


least one of them.”” 


(U) The Attomey General’s July 19, 1995 memorandum (Appendix D, Tab 23) 
blurs the distinction between the giving of advice conceming FISA coverage and the 
giving of advice conceming other issues arising in the investigation. In paragraph 6 of 
Part A, it specifically forbids the Criminal Division from “instruct{ing] the FBI on the 

_ operation, continuation, or expansion of” FISA coverage. But then it prohibits any advice 
that might give the “appearance,” even “inadvertently,” of directing the investigation. Yet 
there is nothing inherently wrong with the Criminal Division giving advice in an FCI 
investigation. It is only the FISA coverage that raised Fout, ‘Anitadment concems.?** 


%1(U) Indeed, to the extent that there is concem about the ‘nein of intelligence 
functions with criminal functions, the Criminal Division, unlike the Attorney General 
and unlike the Director of the FBI, is exclusively concerned with matters relating to the 


enforcement of federal oriminal law. 


(UJ) As the HPSCI recognized, “strict standards applicable to the most intrusive 
techniques of investigation may not be appropriate for other less intrusive techniques. . . 


[T]he decision here with respeot to eleotronio surveillance does not méan the same 
TODS n 
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This is implicitly recognized in Part B of the Attomey General's memorandum, which 
deals with PCI investigations in which there has been no FISA coverage. It contains no 
limitation on the advice that the Criminal Division may give. If giving advice concerning 
the investigation as a whole were objectionable, there would be no reason to distinguish 
between investigations in which there was FISA coverage and those in which there was 


not. 


(U) For the reasons discussed above, the July 1995 memorandum needs to be 
revised to allow for greater participation by the Criminal Division and to spell out 
explicitly the nature of advice that the Criminal Division may properly give to the FBI 
during an FCI investigation. A proposed revision of the July 1995 memorandum is l | 


appended to the end of this chapter. 


2. (U) The test is “primary purpose,” not “direction and contro!” 


(U) For the reasons discussed above, the test for determining whether a FISA 
application shouldbe authorized by OIPR, as well as the test for determining whether the 
Criminal Division may provide advice and guidance in an FCI investigation in which there 
is FISA coverage, should mirror the test applied by the courts in determining whether to a 
grant a FISA order or in ruling upon a motion to suppress. The test in all instances should 
be whether the primary purpose of the FISA coverage is to obtain foreign intelligence | 
information. The phrase “direction and control,” particularly insofar as it relates to the 


standard must be applied to all techniques.” H.R. Rep. No. 1283, pt. 1, at 37. 


k+] ; 
3 (UJ) The cases interpreting FISA Have thiformly focused on the purpose of the 
4 `. surveillance, not on the underlying investigation. United States y, Badia, 827 F.2d at 
: 1464 (the surveillance “did not have as its purpose the primary objective of investigating 
a criminal act’); { tates v, Cavanagh, 807 F.2d 787, 790 (9* Cir. 1987) (“the 
purpose of the surveillance is not to ferret out criminal activity but rather to gather 
intelligence”); United States y, Duggan, 743 F.2d at 77 (“[tJhe requirement that foreign 
intelligence information be the primaty objective of the surveillance is plain”); United 
States y. Johnson, 952 F.2d at 572 (“the investigation of criminal activity cannot be the 
primary purpose of the surveillance”); 553 F. Supp. at 1189- 
90 (B.D.N.Y. 1982) (“surveillance under FISA is appropriate only if foreign intelligence 
surveillance is the Government's primary purpose”). 
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advice that the Criminal Division may give concerning the investigation, as distinguished 
from the surveillance, should be jettisoned. 


(U) This is not to suggest that it would be desirable or prudent for-the Criminal 
Division to supervise or manage an FCI investigation. Rather, the “direction and contro!” 
formulation should be discarded because it improperly and unnecessarily places the focus 
of the inquiry upon the investigation. As demonstrated above, the focus should instead be 
upon the purpose of the FISA surveillance or search. Moreover, were the “direction and 
control” phrase applied to the FISA coverage, it would add no more clarity than the 
statutory test, as applied by the courts: whether the “primary purpose” of the surveillance 


or search is to obtain foreign intelligence information. 


(U) The “direction and control” language does not find support in the statute, the 
legislative history, or the case law interpreting FISA. No court applying FISA has 
suppressed evidence on the ground that the FISA coverage was misused: None has 
applied a “direction and control” test in arriving at this conclusion. Indeed, no court has 
examined the underlying investigation in determining whether the FISA coverage was 
properly obtained or employed. The only decision ever to suppress evidence in a search 


undertaken for national security purposes, United States v, Humphrey, 456 F. Supp. 51 
(E.D. Va. 1978), aff'd sub nom. United States v, Truong Dinh Hung, 629 F.2d 908 (4" 
Cir. 1980), was decided before the effective date of FISA. The Truong/Humphrey courts 
therefore did not construe FISA, but based their holdings solely upon Fourth Amendment 
principles applicable to warrantless searches. This pre-FISA case is the only one to have 
examined the underlying investigation in assessing the legality of the national security 

y, the defendants were charged with espionage based in 


(O) In-Truonsfetumpheey, were chan 
" part upon evidence obtained through surveillance consisting of a tap on Truong’s 


telephone, a microphone in Truong’s apartment, and a vided camera in Humphrey's office. 
by the Attomey General, the 


456 F. Supp. at $4. Although the surveillance. 
government never obtained, nor sought to obtain, judicial approval for the surveillance. 


Id, Finding that“no existing warrant procedure can be reconciled with the government's 


need to protect its security and existence,” the district court held that “under traditional 


Fourth Amendment analysis, the United States is not required to apply for a warrant 


whenever the President, or the Attomey General acting at tho President's designation, feels 


it necessary to electronically eavesdrop in his conduct of foreign affairs.” 1d, at 55. 


Nevertheless, according to the district court, “once proscoution is actively considered, . . . 
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the Court must become involved in order to determine whether the primary focus has 
shifted away from forcign intelligence.” Id, at 57. | 


(U) To make this determination, the district court applied a “primary purpose” test. | 


456 F. Supp. at 57-58. Initially, the court applied this test to the purpose of the 
surveillance: aij 


(U) The “primary purpose” test . . . appears to balance the 

interests of the government in the conduct of foreign affairs 
and the potential defendant. It asks “was the primary purpose | 
of this surveillance on this day to gather foreign intelligence al 


information?” 


Id, at 58 (emphasis added). Later in the opinion, the court restated the test, again 
emphasizing the purpose of the surveillance: 


(U) It is unrealistic to expect, in a case like this one, that the 
option of prosecution is never considered. The relevant inquiry | 
remains however: when, if at all, did the primary focus of the | 
- Surveillance shift away from foreign intelligence gathering? | 


Id, (emphasis added). Then, however, the court shifted its own focus away from thè 
purpose of the surveillance to the purpose of the investigation as a whole. . 


(U) At the outset, the court found that discussions between the FBI and the Internal 
Security Section of the Criminal Division of a potential prosecution, and the opening of a : | 

. ~— Criminal file, were not dispositive. 456 F. Supp. at 58. Nor were internal Department of | 
Justice discussions of possible prosecution which were mierely “coincidental to the foreign | 
intelligence investigation.” Id, at $9. Similarly, briefings by the FBI to ISS on the status | 

. Of the foreign intelligence investigation did not spoil the “primary purpose.” Id, The court | 
noted “that during his early involvement in the case [then ISS Deputy Chief Jobn L.] | 
Martin offered no advice as to how the tap should be conducted or as to the focus of the 
investigation.” Id, (emphasis added). The court found that the “primary purpose” 
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U) At still another point, the court questioned whether “the primary purpose of 
the surveillance remained foreign intelligence gathering throughout the life of the 
surveillance. 456 F. Supp. at 58-59 (emphasis added). 
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changed, however, with the preparation of a July 19, 1977 status memorandum that the 
court characterized as “‘prosccution-oricnted” and a July 20, 1977 letter that showed that 


the Department of Justice was “trying to put together a criminal case.” 


(U) While it is true . . . that the Justice Department may not’ 
have had a “winnable” case until much later, this is not the test. 
The test is: what is the primary focus of the investigation? The 
Court concludes that by July 20, 77, the primary focus of the - 
investigation was no longer foreign intelligence gathering, and- ` 
therefore all evidence obtained from the telephone and 
microphone surveillance after July 20, 1977, as well as the 
fruits thereof, must be suppressed. | 


456 F. Supp. at 59 (emphasis added). 


(U) The Fourth Circuit affirmed the district court analysis, although it too merged 
the concepts of the surveillance and the underlying investigation. Initially, the court 
appeared to focus on the purpose of the surveillance: 


-(U) [A]s the district court ruled, the executive should be 
excused from securing a warrant only when the surveillance is 
conducted “primarily” for foreign intelligence reasons. We 
think that the district court adopted the proper test, because 
once surveillance becomes primarily a criminal investigation, 
the courts are entirely competent to make the usual it provani 
cause determination .... 


629 F.2d at 915. Later, the court spoke of the purpose of the investigation: 


(U) Although the Criminal Division of the Justice Department ` ` 
had been aware of the investigation from its inception, until 
summer the Criminal Division had not taken a central role in 

the investigation. On July 19 and July 20, however, several 
memoranda circulated between the Justice Department and the — 
various intelligence and national scourity agenoles indicating 
that the government had begun to assemble a oriminal 
prosecution. On the facts of this case, the district court's 


finding that July 20 was the critical date when the investigation 
became primarily a criminal investigation was clearly correct. 


ld, at 916. 


(U) Several important points must be bome in mind when evaluating the holdings 
of the Truone/Humphrey decisions. First, Congress did not have Truong/Humphrey in 
mind when it drafted FISA, and the statute should in no way be viewed as a “codification” 
of its holding. The district court’s opinion itself refers to the “proposed” statute, 456 F. 
Supp. at 54, and the legislation was substantially drafted long before the opinion was 
issued. See S. Rep. No. 95-604, pt. 1, at 3-4 1978 U.S.C.C._A.N 3905." Second, the kind 
of warrantless national security surveillance conducted in Trone/Humphrey bears no 
resemblance to the judicially-approved surveillance conducted pursuant to FISA. As the 
district court noted, such surveillance was “{o}ften . . . undertaken with no probable 
cause.” Third, as the Fourth Circuit realized, its opinion would not, and should not, 


govern surveillance conducted pursuant to FISA: 


(U) The elaborate structure of the statute demonstrates that the 
political branches need great flexibility to reach the 
compromises and formulate the standards which will govern 
foreign intelligence surveillance. Thus, the Act teaches that it 
would be unwise for the judiciary, inexpert in foreign 
intelligence, to attempt to enunciate an equally elaborate 
structure for core foreign intelligence surveillance under the 
guise of a constitutional decision. Such an attempt would be 
particularly ill-advised because it would not be easily subject to 
adjustment as the political branches gain experience in working 
‘With a warrant requirement inthe foreign intelligeace area 


*(U) The Truong/Humphrey decision was mentioned by the SSCI in the 1994 
legislative history for the amendment of FISA that added authority for physical searches. 
S. Rep. No. 103-296 (1994) WL 320917 (cited in H.R: Conf. Rep. No. 103-753, at 56 
(1994), reprinted in 1994 U.S.C.C.A.N, 2751, 2764). It docs not suggest, however, that 
pre-FISA decision set forth the appropriate test to govern FISA searches or surveillances. 
On the contrary, the legislation retains the same focus on the “purpose” of the search, not 
the investigation, in 50 U.S.C. § 1823(a)(7)B), and the SSCI incorporated by reference 
all of the legislative history dating prior to the Trone/Humphroy decision. Jd, 
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629 F.2d at 914 n.4. Finally, while the Fourth Circuit’s Truong/Humphrey decision may 
be regarded as a “constitutional minimum,” it is a minimum applicable to warrantless 


national security searches which often may be conducted in the absence of probable cause. 
In stark contrast, FISA requires a certification by the Director of the FBI as to the purpose 
and, in the case of a United States person, the necessity of the surveillance; it specifies the 
approval required of the Attorney General, which represents an additional certification as 
to purpose and necessity; it requires a judicial warrant upon a finding of probable cause 
and a determination that the certification is not clearly erroneous in the case, of a United 
States person; it requires judicially-approved minimization procedures; it requires periodic 
renewals, where the same showings must again be made to the judicial officer; together 
with a host of other safeguards, including reports to and oversight by Congress.” There is 
simply no justifiable reason to apply the standard used in Truong/Humphrey — which 
involved the reasonableness of warrantless, unsupervised surveillances — to determine the 
lawfulness of surveillance that is conducted with all of the attendant procedural safeguards 
mandated by FISA, some of which are “more stringent than conventional criminal 
procedures.” S. Rep. No. 95-701, at 11, 1978 U.S.C.C_A.N. 3980. 


. (U) And yet, that is precisely what OIPR has done in applying the Attorney 
General’s July 19, 1995 memorandum, by effectively excluding the Criminal Division 
from any méaningful role during FCI investigations. Indeed, OIPR’s strictures are more 
severe than those of Truong/Humphrey, which at least permitted the Criminal Division to. 
be informed at the inception of the investigation, to provide an “initial prosecutive 
evaluation,” and to receive briefings conceming the status of the investigation as it - 

_ progressed. 456 F. Supp. at 59. In its application of a nebulous “direction and control” 
standard to the investigation as a whole, coupled with the injunction against even the 
“appearance” of such direction and control, OIPR has effectively crippled the Criminal 
Division's ability to carry out what ought to be one of its cord functions, which is to 
provide affirmative advice and guidance at critical junctures during FCT investigations, 
which even the Truone/Humphrey court recognized are “almost all <... in part ctiminal 
investigations.” 629 F.2d at 915. . : 


XU) By enacting FISA, Congress sought to bring the President's use of 
surveillance for purposes of national seourity under the control of the legislature; FISA 


constitutes a “significant abridgement of an Executive prerogative theretofore assumed to 


exist.” United States v, Andonian, 735 F. Supp. 1469, 1472-73 (C.D. Cal. 1990). 
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(U) Thus, the focus should not be on whether the Criminal Division exercises any 
“direction and control” over the investigation. Morcover, by now this term is so freighted 
with the practice of excluding the Criminal Division that it should be discarded altogether. 
It adds nothing to answering the truly significant question, which is whether the primary 
purpose of the FISA search or surveillance is the gathering of foreign intelligence 


information. 


3. (U) There is no reason for an unduly apprehensive application of th “prima 


purpose” standard 


(U) The FISA Court shall enter an order approving the FISA application if it finds 
among other things, that “the application which has been filed contains all statements and 
certifications required [including that concerning the “purpose” of the surveillance] .. . 

and, if the target is a United States person, the certification or certifications are not clearly 


erroneous.” 50 U.S.C. § 1805(a)(5).°" The certification as to the purpose of the 
i ..., itis, under 


surveillance is given great deference. “Once this certification is made 
FISA, subjected to only minimal scrutiny by the courts.” United States v., Duggan, 743 
F.2d at 77. 

(U) The FISA Judge, in reviewing the application, is not to 

‘second-guess the executive branch official’s certification that 

the objective of the surveillance is foreign intelligence 

information. Further, Congress intended that, when a person 
affected by a FISA surveillance challenges the FISA Court's . 


order, a reviewing court is to have no greater authority to 
second-guess the executive branch’s certification than has the 


FISA Judge. 


827 F.2d at 1463. See also 


Id, (footnote omitted)!" Accord: United States y, Badia, 
United States y, Pelton, 835 F.2d at 1075 (“Where, as here, the statutory application was 


The provision relating to FISA searches is identical in all essential respects. 


50 U. sC .C. § 1824(aX(5). 
The court may, however, require the applicant to provide additional 
feces to enable the court to make this determination. 50 U.S.C, § 1804(d). 
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properly made and earlier approved by a FISA judge, it carrics a strong presumption of 
veracity and regularity in a reviewing court.”). 


(U) Morcover, according to the Second Circuit in Duggan, “to be entitled to a 
hearing as to the validity of those presentations, the person challenging the FISA 
surveillance would be required to make ‘a substantial preliminary showing that a false 
statement knowingly and intentionally, or with reckless disregard for the truth, was 
included’ in the application and that the allegedly false statement was ‘necessary’ to the 
FISA Judge’s approval of the application.” 743 F.2d at 77 n.6 (quoting Franks’ y, 


Delaware, 438 U.S. 154, 155-56 (1978). : 


(U) As discussed above, both the Director and the Attorney General share the 
responsibility for ensuring that the primary purpose of FISA searches and surveillances is 
to obtain foreign intelligence information. This, as Congress recognized, is an important 
aspect of the FISA scheme for ensuring that such activities comport with Fourth 
Amendment principles. All components within the Department, therefore, — including the 
FBI, OIPR, and the Criminal Division — have an interest in ensuring that the Director’s 
certification as to the purpose of FISA coverage is entirely accurate. As discussed above, 
however, “{o]nce this certification is made . . . , it is, under FISA, subjected to only 
minimal scrutiny by the courts.” Duggan, 743 F.2d at 77. A standard that condemns 
advice given by the Criminal Division that might, even inadvertently, result in the 
“appearance” that the Criminal Division is “directing or controlling” the investigation is 

simply overkill. It is unnecessary and it has damaged the relationship between the FBI and 
the Criminal Division. Indeed, as discussed elsewhere,” it may have been responsible for 
causing very real damage to the country’s “supreme national interest” as a consequence 
of its effect upon the investigation of Wen Ho Lee. 
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”5(U) See Chapters 9 and 19. 
4 l U) This is how Stephen Younger, Associate Laboratory Director at Los 


Alamos National Laboratory (“LANL”), desoribed the importance of the nuclear 
weapons design codes that Lec had downloaded from LANL’s seoure computer system 
onto portable tapes that remain unaccounted for. (Detention Hearing 12/13/99 Tr. 38) 
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D. (U) Recommendations 
1. (U) The AGRT’s interim recommendations 


(U) On October 19, 1999, the AGRT delivered to the Attorney General three 
interim recommendations for remedying the notification problems discussed above. 
(Appendix D, Tab 54) These interim recommendations were implemented in part by a 
memorandum approved by the Attorney General on January 21, 2000. The interim. 


recommendations were as follows:*” 
u) 
Recommendation Number One: The procedures in the Attorney General’s July 
19, 1995 memorandum, relating to notification of the Criminal Division in certain 
FCI investigations, must be strictly followed. l 


eae 


(U) Recommendation Number One is superceded by our recommendation, as 


suggested below, that the Attorney General’s July 19, 1995 memorandum be re-written. 
This possibility was referenced in the AGRT’s October 19, 1999 letter to the Attomey 


General. (Appendix D, Tab 54) ` 


u) 
Cu) Recommendation Number Two: FBI letterhead memoranda (“LHMs”) 
concerning full FCI investigations of United States persons should be automatically 


sent to the Criminal Division. 


CH in an important first step, the January 2000 memorandum requires that the 
Š Criminal Division be provided copies of the LHMs in full FCI investigations falling within 
ii AG Guidelines 111(C)(1)(b) (“a person, group or organization . . . engaged in activities that - 
Zi.. ~ Viglate the espionage statutes”). (Appendix D, Tab 1) Now that the AGRT has issued its 
, T final recommendations, this Recommendation Number Two should be implemented in full,- 


4 
s 
qa 


for the reasons given in the AGRT’s October 19, 1999 letter to the Attomey General. 


Vag 
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i (U) The rationale for the interim recommendations, which oan be found in the 
AGRT's October 19, 1999 letter to the Attorney General (Appendix D, Tab 54) will not 


be repeated hore. 
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£8) Recommendation Number Three: The FBI should provide regularly scheduled 
bricfings to the Criminal Division concerning those FCI investigations that may 
involve potential criminal prosecution. 


(U) The January 2000 memorandum provides for a multi-step process for providing 
briefings to the Criminal Division. First, during regular monthly meetings of a “core 
group” (consisting of the Assistant Director for the FBI’s National Security Division, the 
Assistant Director of the FBI’s Terrorism Division, the Principal Associate Deputy 
Attomey General (“PADAG”), and the Counsel for Intelligence Policy), the Assistant 
Attorney General for the Criminal Division (“AAG”) and the AAG’s Chief of Staff will be 
briefed by the Assistant Directors on matters satisfying the notification requirement of the 
July 1995 memorandum. Second, the AAG may brief the Chiefs of ISS and TVCS, and 
the Deputy Assistant Attorneys General responsible for those sections, on the information 
the AAG received at the monthly briefing. Third, the Chiefs of ISS and TVCS may 
request additional information from the Assistant Directors, which shall be provided unless 
the “core group” agrees otherwise. An OIPR representative is to be present at resulting 
meetings and is to receive a copy of an written briefing. Fourth, the Chiefs of ISS and 
TVCS may brief the AAG on the information they receive from the Assistant Directors. 
The Chiefs of ISS and TVCS may take no other action. Finally, after this process, if the 
AAG believes that the Criminal Division should receive additional information or should 
take some affirmative action (such as consulting a United States Attommey’s Office, issuing 
a grand jury subpoena, or seeking a Title MI order), the AAG must first “consult with” the 
“core group.” 


(U) While these briefings, too, constitute an important first step, we mention here 
certain shortcomings in the procedure that we recommend be addressed. First, the 
procedure is unnecessarily restrictive. The Chiefs of TVCS and [SS ought to be included 
in the initial briefings to make that exercise both more efficient and more effective. 
Second, for the reasons disctissed above, OIPR need not be present at the follow-up 
briefings of the Chiefs of ISS and TVCS, particularly in light of our recommendation 


” “Gonceming the affirmative advice that the Criminal Division may provide. The Criminal 


Division is perfectly capable of following the limitations on advice (whether those 
recommended here or those contained in the July 1995 memorandum), without OIPR’s 
intervention, and is equally capable of maintaining a log of the contact, Finally, it does not 
seem appropriate to require the AAG to “consult with” ~ which, in practical effect, means 
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to obtain the approval of - the PADAG, the Counsel for Intelligence Policy, and the FBI, 
before the AAG may take any affirmative action in a matter involving a potential criminal 


prosecution.” 


2. (U) Additional recommendations 


(U) Additional recommendations, supported by the preceding legal analysis, are set 
forth below. These and the interim recommendations are reflected in a proposed revision 
of the Attorney General's July 19, 1995 memorandum that is appended to the end of this 


chapter. 


(U) Recommendation Number Four: During the course of an FCI investigation in 
which there is a potential for criminal prosecution,” the Criminal Division should be 
provided the opportunity to give advice to the FBI with respect to issues that are not 
directly related to any existing or planned FISA search or surveillance. 


` (U) This advice should not be limited to the “negative advice” that has been 
discussed above. In other words, the advice may be not merely to “preserve” a potential 
criminal prosecution, but also to “enhance” it. The Attomey General should affirmatively 
state that such advice is expected. This advice could occur during the regular briefings of 
the Criminal Division on the status of an FCI investigation, or it may occur more 
informally. The Criminal Division should maintain a log of all contacts it has with the FBI 
concerning an investigation, whether or not FISA coverage is being employed. The FBI : 
should inform OIPR in its LHM requesting FISA coverage or renewal that it has had prior 
contact with the Criminal Division. OIPR should then be given access to the Criminal 
Division logs for the purpose of providing to the FISA Court, when a FISA order or 
renewal is sought, a brief description of the contacts between the Criminal Division and 


the FBL sia 


9U) The AAG is, after all, appointed by the aan with the advice and 
consent of the Senate. 


(J) This is meant to refer to an FCI investigation in whioh “facts or 
circumstances are developed that reasonably indicate that a significant federal orime has 


been, is being, or may be committed,” thus triggering an obligation to notify the Criminal 


Division. 
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(U) Recommendation Number Five: It is unnecessary for OIPR to receive prior 
notice of any contact between the Criminal Division and the FBI. 


(U) OIPR’s role should not be to authorize, forbid, prevent, temper, or otherwise 
“referee” contacts between the Criminal Division and the FBI, including any advice the 
Criminal Division may provide. The practice of requiring prior notice to OIPR, even 
though not required by the July 1995 memorandum, has served to stifle communications 
between the Criminal Division and the FBI. OIPR’s role in informing the FISA.Court of 
contacts between the Criminal Division and the FBI can be fully realized by reviewing the 
Criminal Division’s logs of such contacts. To require that OIPR be present at such 
meetings between the FBI and the Criminal Division suggests that they are incapable of 
following the Attorney General’s limitations on advice regarding FISA coverage (as 
recommended herein) or that the Criminal Division attorneys are unwilling or unable to 

accurately record the contact with the FBI. There is no requirement that OIPR have first- 
hand knowledge of what transpires at the meetings in order to report them to the FISA 


Court. 


(U) Recommendation Number Six: The Criminal Division should not provide advice 
directly related to an existing or planned FISA search or suryeillance, except for the 


purpose of preventing damage to a potential criminal prosecution. 


(U) For the reasons discussed above, this is a precautionary measure, to ensure that 


the FISA Court, and any reviewing court, will find that the Director’s certification as to the 


purpose of the FISA search or surveillance is not clearly exroncous (in the case of'a United 
States person). We anticipate that occasions when the Criminal Division would provide 
any advice directly relating to the FISA coverage would be exceptionally rare, and it is 
difficult to anticipate the circumstances under which such an occasion might arise. 


Nevertheless, we believed that the policy howl have sufficient flexibility to allow for the - 
necessary to prevent 


Criminal Division to provide advice in those rare instances when it is. 
damage to a potential prosecution. l 


or 
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(U) Recommendation Number Seven: OIPR should include, with cach application 
for a FISA order or renewal in connection with an FCI investigation, a statement 
that the Criminal Division may provide advice concerning the underlying 


investigation. 


(U) Each FISA application should contain a statement that spells out the 
Department's policy with respect to the advice that the Criminal Division may give 
conceming the underlying investigation. Accordingly, in addition to reporting to the FISA 
Court the nature of any contacts the FBI and the Criminal Division have already had, the 
application should state that the Criminal Division may provide further advice relating to 
the investigation. The application should affirmatively state that the advice may be for the 
purposes of preserving or enhancing a potential criminal prosecution. It should also state 
that, out of an abundance of caution, the Criminal Division will not provide advice directly 
relating to the FISA coverage, except for the purpose of preventing damage to a potential 
prosecution. The application should also contain a brief description of the contacts that 


have already taken place between the Criminal Division and the FBI. 


(U) Such a statement in the FISA application will serve at least two functions. 
First, it will make clear to all ~ the FBI, the Criminal Division, OIPR, and the FISA Court 
~ that the Department regards Criminal Division advice concerning the underlying 
investigation to be entirely appropriate. Second, it will help to insulate the giving of such 
advice from attack in a motion to suppress, given the usual deference that is accorded the 


FISA Court’s approval of an application. 


(U) Recommendation Number Eight: The Attorney General should affirmatively 
state that, except with her express approval, no request from the FBI for a FISA 
application should be dented, nor any FISA coverage withdrawn, on the basis of any 
contact the FBI has had with, or advice the FBI has received from, the Criminal ` 


Division. K 
(U) The institutional trepidation that has worked its way into tho warp and woof of 
the FBI's dealings with the Criminal Division in FCI investigations calls for an 
institutional response. This recommendation is intended to allay any FBI concer that, 
notwithstanding what may be contained in written procedures, OIPR retains the power to 
withhold FISA coverage to impose its will upon the relationship between the FBI and the 
Criminal Division. Such concer would not be unfounded, given the manner in which the 
Attorney General's July 19, 1995 memorandum has historloally been ignored by OIPR, 
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and given the FBI's own non-compliance with the memorandum out of a fear of doing 
“anything that is going to mess up the FISA coverage.” (Bereznay 8/30/99) Rejecting a 
FISA application in an FCI investigation on this ground is a dramatic step, onc that could 
potentially affect our national security. A decision of this kind should be made only with 


the Attorney General's express approval. 
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F. (U) Proposed revisions to the Attomey General’s July 19 
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(U) The procedures contained hercin, unless otherwise specified by the Atomcy 
General, apply to foreign counterintelligence (“FCI”) investigations conducted by the FBI, 
including investigations relating to clandestine intelligence activity, espionage, sabotage, 
or international terrorism. The purpose of these procedures is to ensure that FCI 
investigations are conducted lawfully, and that the Department’ s criminal and, 


counterintelligence functions are properly coordinated. 


1. 


(U) If, in the course of an FCI investigation, facts or circumstances are 
developed that reasonably indicate that a significant federal crime has been, 
is being, or may be committed, the FBI shall notify the Criminal Division. If 
OIPR is aware of such facts or circumstances, it shall independently notify 
the Criminal Division. Notice to the Criminal Division shall include the 
facts and circumstances developed during the investigation that support the 
indication of significant federal criminal activity. - 


(U) The FBI shall not contact a United States Attorney’s Office concerning 
an FCI investigation without the approval of the Criminal Division and 


notice to OIPR. In exigent circumstances, where immediate contact with a 


United States Attorney’s Office is appropriate because of potential danger to 
life or property, FBI Headquarters or an FBI field office may make such 
notification. The Criminal Division and OIPR should be contacted and 


advised of the circumstances of the investigation and the facts surrounding 
the notification as soon as possible. 


(U) If the Criminal Division concludes that the information provided Gá the 


FBI or OIPR raises legitimate and significant crirñinal law enforcemeat: 
concems, it shall inform the FBI and OIPR. The Criminal Division may, if it 


deems it appropriate, contact the pertinent United States Attomey’*s Office 
for the purpose of evaluating the information, = ` 


Upon the initiation of a full FCI investigation of a United States person, 
the initial letterhead memorandum required by the Attomey 
General's Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (“AG Guidelines”), { LX(C), and each 
annual LHM thereafter, shall be provided to the Criminal Division at or 
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before the time it is provided to OIPR, Each such LHM shall contain a 
statement indicating that it has already been, or is then being,. provided to the 
Criminal Division. The Criminal Division shall strictly limit access to the 
LHMs and shall coordinate access issues with the FBI. 


(U) The FBI shall provide regularly scheduled briefings, which shall occur 
at least monthly, to the Criminal Division concerning FCI investigations as 
follows: (a) based upon the LHMs provided to the Criminal Division 
pursuant to paragraph 4, above, the Criminal Division should ideritify the full 
FCI investigations about which it requires information in addition to that 
contained in the LHMs; (b) the FBI should brief the Criminal Division on 
significant developments in full FCI investigation that enhance or diminish 
the likelihood of criminal prosecution; and (c) the FBI should brief the 
Criminal Division on matters under investigation that contain a-reasonable 
indication of significant federal criminal activity which, for whatever reason, 
have not been disclosed to the Criminal Division pursuant to paragraph 4, 


above. 


(U) During the briefings provided for in paragraph 5, above, or informally at 
other times, the FBI may request, and the Criminal Division may provide, 
advice conceming issues arising during the investigation that are not directly 
related to any existing or planned FISA search or surveillance. Such advice 
may be intended not only to preserve, but also to enhance, a potential 
criminal prosecution. Such advice may relate to, but need not be limited to, 
the following areas: the identification of targets of the investigation; the 
formulation of an investigative strategy; the use of investigative techniques 
other than a FISA search or surveillance; the interview of a target of the 
investigation or of others; representations made during interviews that may 
affect a subsequent prosecution; actions taken- in an investigation that may 
affect a subsequent prosecution; the planning and.execution of an undercover 
operation; whether particular conduct constitutes a crime; the proof necessary 
to establish the elements of a crime; and whether the evidence amassed by 
the investigation is sufficient to warrant the initiation of criminal’ 
proceedings. Advice of this kind is expeoted and appropriate. 


(U) Notwithstanding paragraph 6, above, the Criminal Division shall not 
instruct the FBI on the operation, continuation, or expansion of any FISA 
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search or surveillance, except for the purpose of preventing damage to a 
potential criminal prosecution, 


(U) With respect to cach FCI investigation in which the Criminal Division is 
contacted by the FBI, regardless of whether FISA searches or surveillance 
have yet been employed, the Criminal Division shall maintain a separate log 
of all contacts with the FBI concerning the investigation, noting the date of 
the contact, the participants involved in the contact, and briefly summarizing 
the content of any communication. The log shall be retained by the Criminal 
Division. In investigations involving FISA searches or surveillance, the 
Criminal Division shall make available to OIPR a copy of the log for the 


particular investigation. 


(U) Whenever the FBI seeks authorization for a FISA order or renewal, it 
shall inform OIPR if there has been prior contact with the Criminal Division. 
If so, OIPR shall obtain from the Criminal Division its log for the particular 
investigation. OIPR shall use such logs to inform the FISA Court of any 


such contacts. 


- (U) In addition to specific information conceming prior contacts between 


the FBI and the Criminal Division, each application for a FISA order or 
renewal shall contain a general statement that the Criminal Division may 
give advice concerning the underlying investigation; that the advice may be 
for the purposes of preserving or enhancing a potential criminal prosecution; 
atid that, out of an abundance of caution, the Criminal Division will not 
provide advice directly relating to the FISA coverage, except for the purpose 


: of preventing damage to a potential Prosecution. 


(U) .In the event the Criminal Divisi ision concludes EE exist 
that indicate the need to consider initiation ofa criminal investigationor ` 
prosecution, it shall notify the FBI and OIPR. The Criminal Division shall 
contact the pertinent United States Attomey’s Office as soon thereafter as 


possible. 


(U) Any disagreement among the Criminal Division, United States 
Attomeys, OIPR, or the FBI concerning the application of these procedures 


in a particular case, or concerning the propriety of initiating a criminal 
investigation or prosecution, shall be raised with the Deputy Attomcy 


General. 
(U) No request from the FBI for a FISA application shall be denied, nor any 


FISA coverage withdrawn, on the basis of any contact the FBI has had with, 
or advice the FBI has received from, the Criminal Division, except with the 


express approval of the Attorney General. 
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CHAPTER TWENTY-ONE 


(U) RECOMMENDATIONS 
Questions Presented: 


Question One: (U) In light of the problems identified by the AGRT in this report 
that relate to general structural or procedural matters, what recommendations does the 
AGRT make for the consideration of the Department of Justice and its components, 


including the FBI? 


Question Two: (U) In light of the problems identified by the AGRT in this report 
that relate to the specific allegations at issue, what recommendations does the AGRT make 
for the consideration of the Department of Justice and its components, including the FBI? 


_ The final PFIAB Question: 


(U) Whether additional cases should be opened to investigate whether the 
apparent disclosures may have arisen out of organizations other than Los 


“Alamos lab. 


(U) Recommendations 
1-8. (U) Recommendations 1-8 address the sharing of intelligence information 


among OIPR, the FBI and the Criminal Division and the appropriate scope of advice the - 


Criminal Division may render in FCI investigations. These recommendations appear in 

Chapter 20. | ot . 
H 

9-13. hes Recommendations 9-13 specifically address PFLAB's question 

conceming the need for additional investigative activity. Due to the sensitivity of these 


recommendations, and the fact that they concer ongoing investigative matters, they are 
provided under separate cover to the Attorney General and Deputy Attorney General, 


pursuant to letter dated May 12, 2000. 


T 
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*) In gencral, however, two points should be made here: First, additional 
investigative activity is required in several key arcas. Second, the FBI has clearly 


` recognized this requirement and appears to be addressing these matters competently, 
aggressively and with the commitment of appropriate resources. 


1a Yer The intelligence community, led by the FBI, needs to develop and 
implement a formal policy for the handling of espionage and 
counterintelligence investigations when they involve individuals with- 
continuing access to classified information. l 


u) 

Oe One of the most serious and consequential problems identified by the AGRT 
was the failure by both the FBI and DOE appropriately and promptly to restrict Wen Ho 
Lee’s continuing access to classified information conceming nuclear weapons. Matters of 
this nature are among the most sensitive and controversial dilemmas confronting a 
counterintelligence investigation. They involve a complex calculus: What danger is posed 
by continuing access? How alerting would be the removal or restriction of an individual’s 
access? What alternatives exist to maintaining a subject’s continuing access? In the Wen 
Ho Lee investigation, these matters were never seriously considered. Instead, until August 
1997, there was a virtually reflexive insistence on the part of the FBI that continuing access 
be maintained. | 

mo) A l oF | 

SY Where there is FISA coverage in place, and a subject’s activities can be closely - 
monitored, the necessity of restricting or controlling.the subject’s access to classified 
material may be less critical. However, where there is no FISA coverage in place, and 
alternative means of monitoring an individual’s activities are insufficient or unavailable, 
the presumption ought to be that some limitation on continuing access to classified 
information should be imposed. There may be situations where this is impossible without 
alerting the subject to the existence of the investigation. In most situations, however, the 
"victim" agency and the FBI oughit to be able to devise a strategy for.accomplishing this 
objective. - 


i G The intelligence community, led by the FBI, needs to review this matter and to 

j develop formal standards applicable in all counterintelligence or espionage investigations. 

These are decisions too important to be left to ad hoe evaluations by particular.case agents 
or their supervisors. This review should involve representatives of the FBI, CLA, DOE, 
DOD, DO} and other entities that both possess classified information and have 


counterintelligenoe responsibilities. 
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1S. (U) NSD should establish a policy as to the types of matters about 
which it will normally consult the Criminat Division. 


(U) Recommendations 1-8 propose a substantial expansion in the nature and scope 
of advice that the Criminal Division may provide to the FBI in counterintelligence 
investigations with potential for criminal prosecution. The recommendations also propose 
steps that should substantially increase the Criminal Division's awareness of pending 
counterintelligence matters that reasonably indicate the commission of crime. ‘These 
recommendations do not, however, address a critical associated issue: When should the FBI 


seek advice? And on what matters? 


JS While Recommendations 1-8 permit the Criminal Division to offer advice, 
solicited or not, it is important for the FBI to establish a general policy as to the matters 


about which it will typically seek advice, rather than leave this to ad hoc decision making. 
Certain matters — such a i: witness 
interviews, the planning of a subject interview, the choice of "feed" material, the 
acquisition of testimony in foreign proceedings, and whether enough evidence has been 
accumulated to proceed with prosecution - would particularly benefit from consultation 
with the Criminal Division, especially given the impact of these decisions on any ultimate 
prosecution. ` In addition, the Computer Crime & Intellectual Property Section is a valuable 
resource that the FBI should have used in the Wen Ho Lee investigation and which should 


be consulted, as appropriate, in future investigations. 


U) NSD should establish guidelines for its consultation with the Criminal Division- 
which are designed to foster and encourage such communications. 


16. W. Following the closing of a full investigation of any individual 
with continuing access to classified information, the FBI, except in ` 


extraordinary situations, should explicitly and formally advise the - - 
employer of the individual, and the authority issuing the individual’s 
security clearance, of any adverse Information developed in the course of 


the investigation. 


Op. As Chapter 2 makes clear, the FBI failed to advise DOB explicitly and formally 
of adverse ile it had developed in the course of the 1982-1984 full investigation of 


Wen Ho Lee. This information was of such significance that, if fully and promptly 
reported to DOE at the time the full investigation was closed in Maroh 1984, it might have 
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cost Wen Ho Lec his security clearance and consequently his employment at a national 
nuclear weapons laboratory. 


u) 
(u When the FBI closes a full investigation, the need to maintain the confidentiality 
of the investigation, while not eliminated, is certainly reduced. Moreover, the fact that a 
full investigation is closed does not mean that the FBI has discovered nothing of 
significance for purposes of administrative action that the United States Government may 
take to limit or prevent the individual’s continuing access to classified anfofmation. 


g The AGRT recommends that NSD reexamine its existing dissemination policy 
to insure that adverse information acquired in the course of any investigation is 
appropriately and formally disseminated at the conclusion of the investigation. 


17. (U) When an agency such as DOE has'reasonable grounds for 
suspecting that an employee is guilty of work-related misconduct, 
Executive Order 12333 should nat be applied to prohibit the agency from 
conducting self-protective, work-related searches authorized by 


O’Connor y. Ortega, simply because there has been a referral to the FBI 
or simply because there is an ongoing FCI investigation. _ 


(U) As discussed in Chapter 9, DOE refrained from taking certain self-protective 
; measures conceming Wen Ho Lee because of its belief that it was prohibited from doing so 
by Executive Order 12333. As discussed in that chapter, this appears to have been an 
unnecessarily restrictive interpretation of Executive Order 12333. A thorough reassessment 
of the effect of the order on an ageacy’s ability to take such self-protective actions, and the 
understanding of the order by the affected agencies’. security components, should be l 
‘conducted. Where necessary, qurative orders and memoranda should be issued to make it - 
clear that where the ageacy has reasonable grounds for suspecting misconduct, it may 
undertake searches of the kind approved in O'Connor, notwithstanding the existence of an 
FCI investigation. This is not to suggest that the agency could act as an alter ego of the FBI 
to conduct searches for the benefit of a criminal or FCI investigation. However, when an 
agency has valid reasons to be concemed about an employee's continued employment or 
access to classified information, Executive Order 12333 should not be read to prohibit the 


| 
i : kind of work-related searches that O'Connor has said the Constitution permits. 
Consideration should also be given to promulgating formal procedures which ensure that 
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such work-related searches are coordinated with the FBI so as not to interfere with ongoing 
investigations, while at the same time ensuring that the essential purpose of the search 


remains work-related. 


18. (U) The Department needs formal procedures for determining 
which Foreign Counterintelligence and Foreign Intelligence 
investigations should be brought to the attention of the Attorney General 


and Deputy Attorney General. 


(U) In the past, decisions as to what intelligence matters required briefing to the AG © 


and DAG have been made on an ad hoc basis, depending in large part on the person 
holding the position of Counsel for Intelligence Policy. The Department needs explicit 
‘guidelines that-describe what matters require such briefings. ` 
19. SS Within OJPR, all matters related to a particular investigation - 
L\ mail covers D, annual LHMs, FISA applications and FISA 
renewals ~ should go to the same attorney. 


ia In the Wen Ho Lee investigation, there was no effort to have OIPR’s work done 
by a single attomey. Thus, the mail cover application was handled by one attorney, the 
1997 Annual LHM by a second attorney, and the FISA application by a third attorney. 
This undermines OIPR’s ability to do its job effectively and efficiently, particularly in 
difficult cases, and it reinforces the impression that OIPR is an assembly line operation not 
requiring any special grounding in the facts of a particular matter. The logistics involved in 
insuring that the same matter goes to the same attorney would be minimal and the benefits 
considerable. | l l 


20. (U) A formal policy should be adopted that requires notification to 
the Attorney General of all FISA rejections by OIR. Do 
(U) Formal procedures need to be drafted and implemented that require that the ` 
Attomey General be promptly notified in every case involving a rejection ofa FISA | 
application. l 
(U) The Attorney General needs to be aware when her Counsel for Intelligence 
Policy rejects a request for a FISA order, first, because of tho potential impact of that 
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` —--— performed by a Court of Appeals. In other words, 


decision on a particular FCI or FI investigation; second, because she may wish to review 
the matter; and, third, because it is essential that the Attomey General be made aware of the 


standards used by OIPR in its evaluation of FISA applications. 


| 

(U) A formal policy requiring notification to the Attomey General of all rejections | 
should also define the term “rejection.” For example, if OIPR tells the FBI it needs more A 
information on a particular matter, and it is contemplated that the FBI will come back a few | | 
days later with that additional information, this surely does not constitute a rejection: On | 
the other hand, when OIPR tells the FBI it does not have sufficient evidence to support a 
FISA application despite the FBI’s effort to bolster the application, that should be defined . | 
| 

[ 

| 


as a rejection. 


21. (U) A formal appeals process, by which the FBI can seek review of 
adverse decisions by OIPR on FISA requests, should be implemented. 


(U) The AGRT found that the manner in which the FISA appeal was handled in the 
Wen Ho Lee case contributed to the failure to conduct a meaningful review of OIPR’s 
decision. The FISA was reviewed by an attorney who was inexperienced in the evaluation 
of FISA applications and who did not understand what it was the Attorney General 
expected him to do. A formal appellate mechanism needs to be implemented which would | 


meet several criteria. | 
(U) First, any review must be conducted by a DOJ official with substantial > | 
experience in the evaluation of FISA applications and, preferably, with substantial prior - i| 
exposure to the FISA Court. If, at any given time, such experience does not exist among A 
senior DOJ officials who might be designated to review an application, individuals can be = 
brought in front other DOF components, who do have the prior experience and exposure. ; 
uld not be the equivalent ofthat | 
legal sufficiency is only one-elementof.. . | 
the review. The other element of the review, intended by the Attorney General in the Wen | 
Ho Lee investigation, was to attempt to resolve the matter to the satisfaction of both the | 


FBI and OIPR. In the Wen Ho Lee case, that meant a fresh and thorough consideration of | 
what additional information might be mustered or procured to support a probable cause 


finding. 
| 


- (U) Second, the purpose of the review sho 
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(U) Third, an essential clement of any review must be that the reviewer consult with 
both OIPR and the FBI. 


- (U) Finally, the Attomey General must be apprised of the results of the review and 
the FBI should be provided an opportunity to make a presentation directly'to her in support 
of its assertion that a FISA submission is warranted. 


2, (U) DOJ needs to reevaluate OIPR’s practice concerning issue} of 


"currency." 


W As Chapter 11 makes clear, OIPR’s views as to "currency" has been a key 
matter of contention between it and the FBI. There are several types of cases, including 
those of “illegals,” “sleepers,” and "dormant" agents, where a FISA order may or may not 
be approved depending on OIPR’s view of what constitutes present engagement in 
clandestine intelligence gathering activity. It is clear to the AGRT that, in some cases, 
conduct far older than six months ought to qualify as "current" for purposes of the FISA 
statute. It is also clear that the FBI believes that OIPR’s views as to “currency” have cost 
it FISA orders in the past that the FBI believes to have been warranted. We recommend 
that the “currency” standard be reevaluated by the Department of Justice. 


23. (U) The FBI should assess the adequacy of its initial training, and 
ongoing training, for agents assigned to work FCI cases. 


K Some of the problems identified i in this 


PO sacla A eaaet aie ae sat seveunseaiatzons fa Gas ten boi wages eal 


the FBI evaluate whether its training program for FCI des sufficient, sae 
appropriate and continuing training in such ateas intelligence 
ews, security letters, 


collection techniques (¢,£,, mail covers, trash covers, 
and financial investigations), FISA submissions, interactions with OIPR and the Criminal 


‘Division, and espionage proscounoni, 


24. (U) In every FCI investigation where the FBI Office of Origin is a 
small field office, a formal evaluation should be undertaken by NSD at 
the initiation of the case to determine if the office has the resources to 
ageressively and competently address the requirements of the 
investigation. 


(U) FBI-AQ was clearly not staffed to handle a critical and demanding FCI 
investigation. While an initial effort to address that problem was made - ultimately 
resulting in the diversion of two first office agents ~ there was no follow-up of’subsequent 
review. Had this problem been properly addressed and resolved at the initiation of the 
investigation, many of the problems identified in this report would almost certainly have 
been avoided. 


25. (U) NSD and FBI-AQ should reexamine whether the Albuquerque 

Division presently has sufficient resources to address the basic and 

ongoing counterintelligence requirements of this office. 

u . 

CA) Throughout the Wen Ho Lee investigation, FBI-AQ had far too few agents 
properly to address the basic counterintelligence demands of an office responsible for two 
of our national nuclear weapons laboratories, as well as sensitive military and industrial 
facilities. The Wen Ho Lee investigation imposed upon an already understaffed FCI 
program the obligation to staff a major espionage investigation. As stated in this report, 
significant additional resources have been provided to FBI-AQ in the past year. The FBI 
should examine whether FBI-AQ now has sufficient resources to méet each of its NFIP 
requirements. 


26. (U) The FBI should consider a requirement that all agents working 
FCI cases have both some experience handling criminal matters and ~ 
general training concerning espionage prosecutions. 
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0 ‘Almost every y espionage c case involves at least the possibility of an n eventual 
criminal prosecution. Although the AGRT has recommended substantially increasing the 
| extent to which the Criminal Division may render advice in counterintelligence 
investigations, there is obviously no substitute for the agents actually assigned to the case 
having significant familiarity with the demands of a criminal proscoution. 
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Pg Agents handling major espionage investigations routinely make decisions that 
have the potential dramatically to affect - and possibly even preclude - a subsequent 


the planning for subject 
interviews, the use of certain sensitive investigative techniques, the planning for witness 
interviews, decisions made concerning continuing sensitive access permitted the subject of 
espionage investigations, the use of behavioral analysis, etc. Those decisions are often 
made with little consideration as to how they will subsequently affect any criminal 


prosecution. 


xE (U) Similarly, there is limited consideration given to the possibility and, as to _ 
: certain matters, the probability, that sensitive investigative techniques or resources may 
-i have to be disclosed in a prosecution. This could be required in the discovery process 

: associated with a criminal prosecution or may even be required at trial. 


(U) We recommend that the FBI consider a requirement that all agents working FCI 
matters have at least somė experience in the investigation and prosecution of criminal 
matters. We also recommend that all FCI agents receive training in the prosecution of 
espionage cases, including training concerning potential defenses in an espionage 
prosecution, as well as the special discovery problems, under Rule: 16, ee Giglio, and 


the Jencks Act, presented by espionage prosecutions. 


7. (U) The FBI should evaluate whether a formal element of 
AEPA in the transfer or promotion of agents should be whether 
such transfer or promotion will have an adverse impact on a pending 
matter of critical importance. ` 


(U) In Chapter 4, the AGRT identified the innumerable personnel changes in both 
FBI-AQ and FBI-HQ as a factor that adversely impacted the investigation. In these 
frequent changes in personnel, it does not appear that the effect on the Wen Ho Lee 
investigation was ever considered. Promotions and transfers obviously should reflect the 
: interests and desires of the individual. Principally, however, they must reflect the needs of 
d the organization, particularly in a law enforcement organization like the FBI. One way in 

. which to recognize this fact is formally to incorporate into each transfer or promotion 
decision a consideration of its impact on pending investigations of oritical importance. It 
may be that forms suoh as the FD-638 should be modified to require that the SAC or ASAC 
or equivalent individual at Headquarters indicate whether tho requested transfor or 
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promotion will have an adverse impact on a pending matter of critical importance 
answer to that question is "Yes," the supervisor should be further required to indicate what 
steps have been taken to ameliorate that impact in the event of such transfer or promotion 
This would not, necessarily, prevent such transfers or promotions even when it may 
adversely impact on a pending matter of critical importance. It would insure, however, that 


. ifthe 


this impact was addressed. 
\\ . 28, ef No hould be undertaken without formal 
approval from an NSD review committee similar to that required of- ` 
other 


_ Í in the past, the FBI has implemented fn 
were brilliant in their design and flawless in their execution. The Wen 


investigation was not among them. Its 
every significant respect. 


ests that there is something wrong in the manner in 
are considered and approved within the FBL 


| ws We recommend the establishment ofa ent committee within NSD that 
. would review and approve ee they are implemented in the ` 
ip of the committee should include agents with substantial ience 


field. ‘The 
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ent that agents 
experience and knowledge. 


PA 


out an ap that on. Tho FBI. has a 
number of senior agents with a wealth of experien . 
This recommendation is intended to create a m and a 
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29, Before a full espionage investigation is approved 
NSD shou 
formally consider whether the case is of such critical importance that it 

warrants the creation of a special task force. Even where NSD 
determines that no special task force is warranted, consideration should 
always be given to whether the office has the resources effectively and 


aggressively to handle the investigation. 


FBI- id not ha 
Given the importance 


of the case, NSD should have considered at the beginning of the investigation the creation 
of a special task force to handle the matter. The FBI should consider the creation ofa _ 
mechanism that would require such consideration at the time a full espionage investigation 
is authorized. Alternatives, such as the temporary detailing of experienced agents or the 
specialty transfer of experienced agents, should also be considered at this time. ; 


30. (U) In any case where a request is made by a field office to provide 
specific additional agent support to an investigation, FBI-HQ must 
insure that the additional support that is provided is in fact used for that 
purpose. Two mechanisms to achieve this would be, first, explicit 
designation on transfer orders that the agents are being provided to 
support a particular investigation and, second, a requirement that, 
within 30 days of the agents’ arrival, the field office must submit a report — 
to FBI-HQ describing specifically how the additional support is being 


employed to support that investigation: 


QU) This report describes how FBI-AQ diverted two agents whom NSD had 
arranged to be transferred to Albuquerque Division to assist on the Wen Ho Lee 


investigation. That diversion might not have occurred if their orders had explicitly stated _ 


that they were being sent to FBI-AQ to support this particular investigation and if FBI-AQ 
was required to account for them to FBI-HQ. 
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31. (U) The FBI and the CIA should review thelr mutual understanding | 
of the circumstances (riggering a notification obligation pursuant to | 
Section 811 of the Intelligence Authorization Act for 1995. 

| 


u) 
Gii The AGRT believes that the CIA should have formally notified the FBI of 
the existence and possible significance of the "walk-in" document as soon as the CIA 
translated it. Its failure to do so suggests this matter should promptly be reviewed. | 


32. (U) The FBI should consider what steps should be taken to insure 

that all FBI-HQ personnel completing inspection interrogatories disclose 

information indicative of problems within a Division. | | 
| 


(U) The August 1998 inspection of Albuquerque Division represented a missed xi 
opportunity by the FBI to identify and address the specific and generic problems that | 
contributed to FBI-AQ’s poor handling of the Wen Ho Lee investigation. In part, the FBI | 
missed this significant opportunity because personnel within NSD failed appropriately to | 
respond to inspection interrogatories that were intended to elicit such information. It is | 
clear from the AGRT’s interviews that NSD’s failure to advise the Inspection Division of 
FBI-AQ’s inadequate handling of the Wen Ho Lee investigation was a reflection of a | 
perception that the FBI "culture" did not encourage or expect such disclosures. . | 


(U) The FBI’s inspection process is an internal mechanism for evaluation and 
remediation, of which the FBI is justly proud. If the FBI "culture" discourages “full 
disclosure" in the interrogatories or interviews associated with the inspection process, that | 
“culture” needs to be altered. All FBI personnel should be advised that the FBI will not | 
tolerate anything other than “full disclosure" in the inspection process. 


4 has 
a 3. (U) The FBI should consider a requirement that any supervisor of a 

cate responsible for an office's National Forefgn nee Program 

have substantial FCI experience. g E ; 


(U) Experience alone would not have provenied the problems which FBI-AQ 


encountered in the Wen Ho Lee investigation. There were, for example, two principal 
supervisors of the Wen Ho Lee investigation, one with substantial FCI experience and one 
without substantial FCI experience. As to both, there were substantial problems in the 


management of the case. 
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(U) Nevertheless, FCI work is so specialized, and the consequences of even a single 
wrong step so extreme, that to put a supervisor in charge of a squad handling FCI work 
where that supervisor is not himself or herself very experienced in the handling of such 
cases is an invitation to the types of problems experienced in the Wen Ho Lee . 
investigation. In some cases, an office may be so small that there is no alternative but to 
have FCI work supervised by an SSA without substantial FCI experience. In general, 
however, FCI work should be supervised by FCI-trained supervisors. 


34, (U) NSD should create mechanisms that will insure that FCI” 
investigations are handled with urgency and dispatch. 


(U) The Wen Ho Lee investigation suffered from a persistent lack of urgency and 

"y virtually no deadlines, despite DOE’s periodic complaints to the FBI about lack of 
progress. We recognize that it may take years to develop a counterintelligence or espionage 
investigation. But to say that is not also to say that it must take years. 


(U) In a criminal investigation, there are generally external deadlines or factors that 
force a case forward. Those factors may include publicity, court proceedings, the grand 
jury’s imminent expiration, or the threat posed by a subject remaining at large. In an FCI 
investigation, in contrast, there is, or at least ought to be, no publicity, and there are 
certainly no grand jury proceedings or court dates to impose deadlines on the progress of 


the case. 
i (U) The absence of extemal deadlines does not mean that an FCI investigation 
j cannot be subject to any deadlines. They just must be imposed from within. The Wen Ho 
4 Lee investigation would have benefitted enormously from the imposition of deadlines 
H designed to advance the case toward a conclusion. = . Backs 
oe Ca) aaa ce 
ca that NSD create a set of general benchmarks and schedules by 


£87 We recommend a 
.. which a-case’s progress can be measured and evaluated. “There are certain typical events 


that occur in full investigations: an investigative plan is devised, national security letters are 


issued, requests for mail covers submitted, other investigative techniques, such as trash 
1 af covers, are undertaken, FISA applications are made, etc. There is no reason why NSD, as 
a a matter of policy, cannot establish its expectations as to when these events typically ought 


to be accomplished. 
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(U) We recognize that the problems experienced in the Wen Ho Lee investigation 
cannot necessarily be extrapolated to all FCI investigations. We also recognize that, in | 
many other FCI investigations, the agents are so experienced and competent that the | 
problems described in this report just do not arise. Finally, we recognize that there arc | 
some mechanisms already in place that do address these issues, such as periodic file 
reviews, SSA supervision, and the establishment of goals and objectives for the NFIP | 


Program. 
: | 
I 


(U) Nevertheless, each of these procedures were in place in the Wen Ho Lee 
investigation but did not materially advance the case toward a resolution. Therefore, we 
recommend that this matter be reviewed by NSD. l | 

| 


35. (U) All FCI agents responsible for liaison with DOE’s national 

laboratories should receive thorough familiarization with the security | 

pe in place at the laboratory, and the essential nature of its work. | 

u | 

yin the Wen Ho Lee investigation, one of the serious impediments to an effective 
and efficient investigation of the case by FBI-AQ was its failure to understand or appreciate 
the various security measures that were in place at the laboratory and available to any FCI 
investigation. This led FBI-AQ largely to ignore a variety of tools that were available to 
gain information conceming Wen Ho Lee’s computer usage. See Chapter 9. It also 
prevented the case agent from developing a full understanding of the various means by 
which a weapon's design can be compromised. 


A (U) We recommend that all FCI agents with counterintelligence responsibilities at 
of ` the national laboratories have basic training in the subject matter handled at that particular | 
3 . laboratory and the specific security measures that are in place at the laboratory to monitor i 
and prevent inappropriate or unauthorized access to classified material. | 


i (U) The initial draft of a FISA LHM should be written in the field. 


(x) Among the many problems identified with the handling of FISA-related matters | 
in the Wen Ho Lec investigation was the fact that the FISA LHM was written by NSD | 
| 


i ee d 
esL instead of by FBI-AQ, In the Wen Ho Lec investigation, this may have been unavoidable | 
L6 given the fact that S new to the case and FBI-AQ’s handling of the | 
dequate from the beginning. Nevertheless, it should be avoided. 


pac investigation had been 
In the Wen Ho Lee investigation, the FISA LHM prepared by NSD. contained significant 
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omissions of fact that might have been avoided had the application been prepared by the 
case agent himself. 


(U) Except in rare cases, FISA LHM'’s ought to be initially drafted by the case 
agent, subject to review by the cognizant NSD section. 


37. fe The initial investigative plan of every FCI investigation should 
inquire into whether information relevant to the investigation may be 


contained in any computer system or database. 


W, As the Wen Ho Lee investigation demonstrates, valuable information may be 
obtained from computer systems to which the subject of an investigation may have access. 
Consideration of the computer as a possible source of information in an FCI investigation 
should become as routine as the consideration now given to mail and trash covers, 
obtaining toll records, NSLs for credit information, and other routine investigative 


techniques. 


(u) ; 
38. (S The FBI should require the predicate for any FCI referral to be 
in writing and include all supporting material. 


(u) 

4QKF) DOE’s October 31, 1995 briefing to the FBI played a critical role in the 
FBI's misunderstanding as to the predicate for the Wen Ho Lee investigation. Because the 
FBI never received KSAG’s "bullets," the FBI was left to rely pet upon this oral 


briefing. 


Y In the future, the FBI should require a written and detailed daio of the 
predicate from any agency making an FCI referral, Ideally, the FBI will have participated 
in the evaluation that generates an FCI referral, but in every case the FBI should insist that 
the predicate be described as precisely as possible, and in writing, soas to avoid inaccurate, 


incomplete and misleading information forming the basis for any FCI investigation. The 
referral should be sufficient on its face to explain that a crime has been committed, the 
precise information that has been compromised, its classification level, and the approximate 


time period when the loss occurred. 
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39. W% After receiving a written FCI referral, the FBI should 
immediately interview those individuals who assessed the compromise at 
issuc. These individuals should generally be available to serve as 
resources for the FBI investigation. 


a . ; 

kr It is remarkable and certainly unfortunate that the case agent in the Wen Ho 
Lec investigation never acquired a list of experts who evaluated the compromise forming 
the predicate for the Wen Ho Lee investigation. In particular, he should have known the 
identities of at least cach LANL scientist who participated in the DOE evaluation of the 
compromise. At LANL, this included the chairman of KSAG and several nuclear weapons 
designers who were already familiar with the intelligence information involved. None of 
the KSAG weapons designers were ever interviewed directly by the case agent. The 
experts should all have been interviewed at the time the FBI initiated its investigation. 
Only through such interviews could the FBI have become sufficiently familiar with the 
precise nature of the compromise, any reasonable leads that flowed from the experts’ 
evaluation, and establish contacts to guide the future investigation. 


uj 
40. The FBI should assert primary investigative jurisdiction early in 
any FCI investigation involving the alleged compromise of United States 


nuclear weapons design information. 


(a) sa een 
48) The FBI should have taken over the Wen Ho Lee investigation by September 
1995 when it received a formal notice of compromise from DOE. Instead, the FBI 


deferred jurisdiction to DOE and permitted DOE to conduct the Administrative Inquiry, to _ 


the detriment of the FBI and its subsequent investigation. 
Q 
- 41. 48) When the FBI receives an FCI referral involving foreign , 
intelligence information, the FBI should affirmatively seek out the 
intelligence community's assessment of that intelligence information. - - 


(U) This was not done in the instant case, and the investigation was materially 
undermined as a consequence. 


(U) See Chapters 6 and 7. 
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42. (U) The FBI should request an “after action" report from every 
agent detailed to another agency to ensure all useful information is 
captured from that detail. The agent should be fully debricfed by the 
agents responsible for any subsequent investigation. 


u) 

; When the FBI details an agent in support of another agency’s investigation into 
FCI matters, the FBI should thoroughly debrief that agent upon the conclusion of the detail. 
In the Wen Ho Lee investigation, the detailed Special Agen „was neither 
debriefed nor did his informal effort to set out a plan for further investigation receive the 
attention it deserved. 


‘o 


(U) A note concerning these recommendations 


(U) The AGRT’s investigation has focused on the FBI’s and DOJ’s handling of one 
matter, the Los Alamos National Laboratory investigation concerning Wen Ho Lee. We 
were not asked to conduct, and we have not conducted, a comprehensive review as to how 
the FBI is meeting its general responsibilities to combat the foreign intelligence threat 
posed by thé PRC, or as to how the FBI is meeting its general responsibilities to conduct 
FCI investigations involving the national laboratories. These are obviously critical 
subjects that have been evaluated and studied in the past and must continue to be evaluated 
and studied. They are, however, beyond the scope of our mission, and we can not and, 
therefore, do not make recommendations in this area. 
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